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Router A Router B

- —— GigabitEthernetl . e

GigabitEthernsetl
192 168.0.10 192.165.0.20

Site_to_Site_Diagram
1EHA|: 2R E{ A ZdZ| 28| 0|A

a. IKEv2 Mot 2! Mg ™Ho|gfL|C}.
b. 7|22 M5t L|0{E QB stpeshacdkey= Ol AR El= & Ql248FL|C}

C. % IKEV2 profile *ct'*é%}_T'_ % keyringgEI'%EI'L—“:".

crypto ikev2 proposal FLEXVPN_PROPOSAL
encryption aes-cbc-256

integrity sha256

group 14

|

crypto ikev2 policy FLEXVPN_POLICY

proposal FLEXVPN_PROPOSAL

!

crypto ikev2 keyring FLEXVPN_KEYRING
peer FLEVPNPeers

address 192.168.0.20

pre-shared-key local ciscol23
pre-shared-key remote ciscol23

!

crypto ikev2 profile FLEXVPN_PROFILE
match identity remote address 192.168.0.20
authentication remote pre-share
authentication local pre-share
keyring Tocal FLEXVPN_KEYRING
Tifetime 86400

dpd 10 2 on-demand
|
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d. & Transport set 2 A5t C|O|E{E ES 5= Ol AFE Ll €535 2l SA|

e. & Ipsecprofile A EFL|CH.

crypto ipsec transform-set FLEXVPN_TRANSFORM esp-aes 256 esp-sha-hmac
mode tunnel

!

crypto ipsec profile FLEXVPN_PROFILE

set transform-set FLEXVPN_TRANSFORM
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set ikev2-profile FLEXVPN_PROFILE
!

f. BEi'd QIE{H0|& & T EEfLICH

|

interface TunnelO

ip address 10.1.120.10 255.255.255.0
tunnel source GigabitEthernetl
tunnel destination 192.168.0.20

tunnel protection ipsec profile FLEXVPN_PROFILE

!
interface GigabitEthernetl

ip address 192.168.0.10 255.255.255.0
!

g. E{ CIE{H|O|AE 2E|7| {5l 8™ EI*E
E HEQ3E g 4 AsLct

router eigrp 100
no auto-summary
network 10.1.120.0 0.0.0.255

2EtA: B E B Zdx|z2lo|M
a. IKEv2 Ao+ 2! Mg Ho|gLct,
b. & keyring *45t11 I|0{E 215 Strreshaedkey=

C. & IKEw2 profile AHA"%P_T’_ = keyringgal'%'l'gul' L—l L_-l'.

crypto ikev2 proposa FLEXVPN_PROPOSAL
encryption aes-chc-256

integrity sha256

group 14

!

crypto ikev2 policy FLEXVPN_POLICY

proposal FLEXVPN_PROPOSAL

!

crypto ikev2 keyring FLEXVPN_KEYRING
peer FLEVPNPeers

address 192.168.0.10

pre-shared-key local ciscol23
pre-shared-key remote ciscol23

|

crypto ikev2 profile FLEXVPN_PROFILE

o AL El=

=2 O|2
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match identity remote address 192.168.0.10
authentication remote pre-share
authentication local pre-share

keyring Tocal FLEXVPN_KEYRING

Tifetime 86400

dpd 10 2 on-demand
!
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e. & Ipsecprofile 45T O|T0f| B IKEV2 Z2 U

crypto ipsec transform-set FLEXVPN_TRANSFORM esp-aes 256 esp-sha-hmac

mode tunnel

!

crypto ipsec profile FLEXVPN_PROFILE
set transform-set FLEXVPN_TRANSFORM

set ikev2-profile FLEXVPN_PROFILE
!

f. % Tunnel interface‘_r"gﬂ' L—| |-_—|'.

|
interface Tunnel0

ip address 10.1.120.20 255.255.255.0

tunnel source GigabitEthernetl

tunnel destination 192.168.0.10

tunnel protection ipsec profile FLEXVPN_PROFILE
|
interface GigabitEthernetl

ip address 192.168.0.20 255.255.255.0
!

g. B @IE{H 0|2

=
=
HERIE g + U&LICH

router eigrp 100
no auto-summary
network 10.1.120.0 0.0.0.255

Transport Set ‘435t C|O|EHE E & 5t= Ol A El=
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« show ip interface brief @22 A8 35104 E{'d QIE{H0|A AEHE HE ST E{=0| up/up AEH



<{froot>
RouterB#

show ip interface brief

Interface IP-Address 0K? Method Status Protocol
GigabitEthernetl 192.168.0.20 YES  NVRAM up up
TunnelO 10.1.120.11 YES manual
up

up

1. show crypto ikev2 sa B S AtE5t04 2t RE{ 7t 2ot A0 ™ R=X| & IE LT

<tfroot>

RouterB#

show crypto ikev2 sa

IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status
2 192.168.0.20/500 192.168.0.10/500 none/none
READY

Encr: AES-CBC, keysize: 256, PRF: SHA256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify: PSK

Lifel/ Active Tine: 86400/ 3139 sec

IPv6 Crypto IKEv2 SA

+ show crypto ipsec sa HHE A8 3tof @33t & CIZA 712E{7} B7tet x| 2 Qlstod E3f
zlo| ¢S 35t|o] E{E2 St =g = &Lt
<{froot>
RouterB#

show crypto ipsec sa

interface: TunnelO
Crypto map tag: TunnelO-head-0, Tocal addr 192.168.0.20



protected vrf: (none)
local 1ident (addr/mask/prot/port): (192.168.0.20/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (192.168.0.10/255.255.255.255/47/0)
current_peer 192.168.0.10 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 669, #pkts encrypt: 669, #pkts digest: 669

#pkts decaps: 668, #pkts decrypt: 668, #pkts verify: 668

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0

#send errors 0, #recv errors 0
Tocal crypto endpt.: 192.168.0.20, remote crypto endpt.: 192.168.0.10
plaintext mtu 1438, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernetl
current outbound spi: 0x93DCB8AE(2480715950)
PFS (Y/N): N, DH group: none

inbound esp sas:

spi: Ox89Cl41EB(2311143915)

transform: esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn 1id: 5578, flow_id: CSR:3578, sibling_flags FFFFFFFF80000048, crypto map: TunnelO-head-0

sa timng: remaining key lifetime (k/sec): (4607913/520)

IV size: 16 bytes
replay detection support: Y

Status: ACTI VE( ACTI VE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:

spi: Ox93DCBSAE( 2480715950)

transform: esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn 1id: 5577, flow_id: CSR:3577, sibling_flags FFFFFFFF80000048, crypto map: TunnelO-head-0

sa timng: remaining key lifetime (k/sec): (4607991/3137)



ize: 16 bytes
replay detection support: Y
&0

—

IV size
=

ACTI VE( ACTI VE)
AMO|EQL MHEIRE=K]

St at us:
outbound ah sas
outbound pcp sas:
« show ip eigrp neighbors &2 AL&3510{ EIGRP 21%+d0| CHE
gt
RouterB#show ip eigrp neighbors
EIGRP-IPv4 Neighbors for AS(100)
H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num
0 10.1.120.10 TuO 13 00:51:26 3 1470 0 2
512 9 AX 3 FlexVPN
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oM ﬁ;‘t-_:ljl- F2 529 St All_raloon MBIErLICE FlexVPNOIME S4l 2242
=0[7] -rIoH SMEEE 798 = UELICH 5{EE IKEv2 BtRE 2 M85t Z2EE AX 3 2t
E{Z HiZsto HEet AZES E&ELICH EPO|0+:LE”01IA-| AZElE AXM™E, dr|adolMoMe
HEFAXZT ZIO| VPN QUIZE L SHEI 04| AXZ F ot S™M 442 AMSIEE FAZE g n A
F7te = e ol cha MEErLct.

EZJECHF



Spoke A

GigabitEthernstl
192 .168.8. 26

@igabitEthernstl
192.168.0.10

Spoke B

GigabitEthernsetl
192.168.8.36

Hub_and_Spoke_Diagram
1574 3= Zdx|as oM

a. IKEv2 Mot 2! Mg ™oL},

b. £ keyring F A5t AX I E OB Stpreshaedkey= Ol AFE El= & Q2ATILICE

crypto ikev2 proposal FLEXVPN_PROPOSAL
encryption aes-chc-256

integrity sha256

group 14

|

crypto ikev2 policy FLEXVPN_POLICY
proposal FLEXVPN_PROPOSAL

|

crypto ikev2 keyring FLEXVPN_KEYRING
peer FLEVPNPeers

address 0.0.0.0 0.0.0.0
pre-shared-key local ciscol23

pre-shared-key remote ciscol23
!
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aaa new-model



aaa authorization network FlexAuth Tocal
!
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ip local pool FlexPool 10.1.1.2 10.1.1.254
!

e. O|&OlrexTratfic K| | LIEX3 10.10.1.0/24& &85t & IP ML S5 S HolgfLct
O| ACL2 E{EE Sl EEE = ULES FlexVPN 2ZF 0| FA|E[= HEXIE HolELCt.

|
ip access-1ist standard FlexTraffic

permit 10.10.1.0 0.0.0.255
!

HMA =& LU IP FTA Z20{| M 1kEv2 Authorization Policy 2F =&l L|C}.

crypto ikev2 authorization policy HUBPolicy
pool FlexPool

route set interface

route set access-list FlexTraffic

crypto ikev2 profile FLEXVPN_PROFILE

match identity remote address 0.0.0.0
authentication remote pre-share

authentication local pre-share

keyring local FLEXVPN_KEYRING

aaa authorization group psk Tist FlexAuth HUBPoTlicy
virtual-template 1

|
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mjo

g. ClIOIE| ES0f AFE K= ¢ BHES 11 Transport Set 23 2| B L|C}.



=
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crypto ipsec transform-set FLEXVPN_TRANSFORM esp-aes 256 esp-sha-hmac

mode tunnel

!

crypto ipsec profile FLEXVPN_PROFILE
set transform-set FLEXVPN_TRANSFORM

set ikev2-profile FLEXVPN_PROFILE
!

i. £ virtual-template 1 astypetunne T+ A3 & LICt. QIE{H|O|AE 2P unnumbered address®f =5+ 10

!
interface virtual-template 1 type tunnel
ip unnumbered loopbackl

tunnel protection ipsec profile FLEXVPN_PROFILE

!
interface Loopbackl

ip address 10.1.1.1 255.255.255.255
!

20HA: AZ 3 I oM

crypto ikev2 proposal FLEXVPN_PROPOSAL
encryption aes-chc-256

integrity sha256

group 14

|

crypto ikev2 policy FLEXVPN_POLICY
proposal FLEXVPN_PROPOSAL

|

crypto ikev2 keyring FLEXVPN_KEYRING
peer FLEVPNPeers

address 0.0.0.0 0.0.0.0
pre-shared-key local ciscol23

pre-shared-key remote ciscol23
!

c. 512 BFSE{0| M AAA AHH|AE &
Fleauth= O|20| X|HE HEQIT HEt Eo{ =2

'I'_I_

HFO|A 9‘|E|:LE1IO|A=|01IA‘|
SILICH CFE2E, IP F

MASET 1psec profileS TS SHMH 1kev2 profile O|T101| Transport set 24 A38H & & & &FLICT.
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FlexVPN AZ J0{| FASIEE 2E Au|ad ol HME FELICtH

aaa new-model

aaa authorization network FlexAuth Tocal
|

d. O|§0| XIHE1 HIEXT 10.20.2.0/24. FlexTratficE 18 5tE EE IP HMA SES
Ol ACLZ2 0| 2237} BE{dE Sit5t7| ?lah SR/sts HEIE ol&fuct

ip access-1ist standard FlexTraffic

permit 10.20.2.0 0.0.0.255
!

HM|A =520 ikevz2 Authorization Policy & & &I L|C}.

!
crypto ikev2 authorization policy SpokePolicy
route set interface

route set access-1list FlexTraffic
!

e. & M3 ikev2 profileR! AAA T8t keyring £04 I E S & EHLICEH

crypto ikev2 profile FLEXVPN_PROFILE

match identity remote address 0.0.0.0

authentication remote pre-share

authentication local pre-share

keyring Tocal FLEXVPN_KEYRING

aaa authorization group psk Tist FlexAuth SpokePolicy

f. & S HED oI ES0l| ArSEl= & 55 A Al dn2|E&E HolghLich

g. IPsec Z2E S Mt IKEv2 Z2E 4 O|ol| Mdet &S MEE &€& LCH

crypto ipsec transform-set FLEXVPN_TRANSFORM esp-aes 256 esp-sha-hmac
mode tunnel



!
crypto ipsec profile FLEXVPN_PROFILE
set transform-set FLEXVPN_TRANSFORM

set ikev2-profile FLEXVPN_PROFILE
!

512 (Hub)ol| 78t E0iAM L2 & IP FL2 Sz B QEHO0[AE FETLICH

|

interface tunnel 0

ip address negotiated

tunnel source GigabitEthernetl
tunnel destination 192.168.0.10

tunnel protection ipsec profile FLEXVPN_PROFILE
!

interface GigabitEthernetl
ip address 192.168.0.20 255.255.255.0

show ip interface brief @2& AF& 3104 Tunnel, Virtual-Template ! Virtual-Access 4 EHE HEE
L|Ct.

* HubOi| A Virtual-Template2| up/down & Eij= Ha ULICH 7t dMAE S{EQAS| HAZEE M
Yoo 2 E/5 s MEE EAlSte 24 A X CHaH 24 LlEP

30f
SpokeM| M E{d QIE{H[O|ATLIP FAE *._ﬂ up/up & EHE FE AR LIC.

<{froot>
F1exVPN_HUB#

show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl 192.168.0.10 YES NVRAM up up
GigabitEthernet2 10.10.1.10 YES manual up up
Loopbackl 10.1.1.1 YES manual up up
Vi rtual - Accessl 10.1.1.1 YES unset up up

<<<<<<< This Virtual-Access has been created and is up/up
Virtual-Templatel 10.1.1.1 YES unset up

FTexVPN_Spoke#
show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl 192.168.0.20 YES NVRAM  up up
GigabitEthernet2 10.20.2.20 YES manual up up



10.1.1.8 YES manual up up <<<<<<

Tunnel O
The tunnel interface received an IP address from pool defined

+ show crypto ikev2 sa HHS AFE 5104 5{E9t AZ 3 7hol Eot ¢1Zi0| MHE|UEX| 2ol
L|Ct.

<#root>
F1exVPN_HUB#
show crypto ikev2 sa

IPv4 Crypto IKEv2 SA

Remote fvrf/ivrf Status
none/none

Tunnel-id Local
192.168.0.10/500 192.168.0.20/500

1
READY
Encr: AES-CBC, keysize: 256, PRF: SHA256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/587 sec
IPv6 Crypto IKEv2 SA
20l5t0f =2

+ show crypto ipsec sa BHE AI&30 &5 3 A
ol =3 klo HEdES Sutst=X| #Felg = AU&Lct
<#root>
FTexVPN_HUB#
show crypto ipsec sa
interface: Virtual - Accessl
| ocal addr 192.168.0. 10

Crypto map tag: Virtual - Accessl-head-0,

(192.168.0.10/255.255.255.255/47/0)

protected vrf: (none)
(192.168.0.20/255.255.255.255/47/0)

Tocal ident (addr/mask/prot/port):
remote ident (addr/mask/prot/port):
current_peer 192.168.0.20 port 500

PERMIT, flags={origin_is_acl,}
10, #pkts encrypt:

10, #pkts digest: 10

#pkts encaps:



#pkts decaps: 10, #pkts decrypt: 10, #pkts verify: 10

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0

#send errors 0, #recv errors 0
Tocal crypto endpt.: 192.168.0.10, remote crypto endpt.: 192.168.0.20
plaintext mtu 1438, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernetl
current outbound spi: OxAFC2F841(2948790337)
PFS (Y/N): N, DH group: none

inbound esp sas:

spi: Ox7E780336(2121794358)

transform: esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn 1id: 5581, flow_id: CSR:3581, sibling_flags FFFFFFFF80000048, crypto map: Virtual-Accessl-h

sa timng: remaining key lifetime (k/sec): (4607998/3010)

IV size: 16 bytes
replay detection support: Y

Status: ACTI VE( ACTI VE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:

spi: OxAFC2F841(2948790337)

transform: esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 5582, flow_id: CSR:3582, sibling_flags FFFFFFFF80000048, crypto map: Virtual-Accessl-

sa timng: remaining key lifetime (k/sec): (4607998/3010)

IV size: 16 bytes
replay detection support: Y

Status: ACTI VE( ACTI VE)

outbound ah sas:

outbound pcp sas:



« show ip route BBE AtE5t0{ BE27I AX F0f FAILIR=X| =QIErLICE
HUB Z4x|2240]|M 2] route set interface & [HE 0| 10.1.1.1/320] CH8t B2 7t IKEv2 A
I|azio|M Ho|ZEEE Sall FAILU}&LICH
HUB Z4I| 1284 0|442] route set access-list FlexTraffic 222 215l 10.10.1.0/2401 CHEt
A2}t IKEv2 AI|aso|M Ho|ZEE Sall FAIEIRELICH

<{froot>

F1exVPN_Spoke#show ip route
<<< Omitted >>>

Gateway of Tast resort is 192.168.0.1 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 192.168.0.1
10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks

S 10.1.1.1/32 is directly connected, Tunnel O <<

C 10.1.1.8/32 is directly connected, TunnelO

S 10.10.1.0/24 is directly connected, Tunnel0 <<<<<<<

C 10.20.2.20/32 1is directly connected, GigabitEthernet2
192.168.0.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.0.0/24 is directly connected, GigabitEthernetl

L 192.168.0.20/32 is directly connected, GigabitEthernetl

- ESEHERF0 CiE A4S #2lsted™ ping BEE ASELICH

<#root>
F1exVPN_HUB#
pi ng 10. 20. 2. 20

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.2.20, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

FTexVPN_Spoke#
pi ng 10.10.1. 10

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.10.1.10, timeout is 2 seconds:



Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/2 ms

AXF FE AXF FlexVPN

AXF T AZI(Spoke to Spoke) HZEE AE5te {E X Ax3 EEEX|Q] FlexVPN2 S%0|
T HE JtssH el VPN S4AIS X[#BLICH ${E= NHRP7 A2 37} 5{E0| OHE A23
IPFAE #HeElg = UATSF rs SY Ao XY A S 22 2 2M S L XA A HLE
IS AZ 3 IPsec EHL0| 2IH AZIE ASE = JU&LICH

12 0{|M O] HHE ipnhrpredirect AFE 0] A F S4lof 274 &
clo|e| Eoiel EcHEof Chell =& 2 3|5t01 EEBHE S &2 &
ip nhrp shorteut At& SFH S{EO|M EIC[RHME L4t T CHE AZ 304 ™ E-I'-E"% S¥o=z AE-|xC->IgEI-
&= Rl&LICH Ctolo{2 32 Hub2t Spoke 7+ 2! Spoke2t Spoke 7t & 412 &&= FHLC.

Spoke A

GigabitEthernstl
192 .168.8. 208

@igabitEthernstl
192.168.0.10

Spoke B

GigabitEthernsetl

192.168.8. 36
AXT E AxF Clojo{
1EHA|: 512 Am|2ao|M
a. IKEv2 M= ol = 2012 Xo|gh|ct.
b. & keyring A5t AL JE QS Stpesnaedkey= Ol AFR ElE= & U=23EFLICT

crypto ikev2 proposal FLEXVPN_PROPOSAL
encryption aes-cbc-256



integrity sha256

group 14

!

crypto ikev2 policy FLEXVPN_POLICY

proposal FLEXVPN_PROPOSAL

|

crypto ikev2 keyring FLEXVPN_KEYRING
peer FLEVPNPeers

address 0.0.0.0 0.0.0.0
pre-shared-key local ciscol23

pre-shared-key remote ciscol23
|

HHO|A ZAI| 8ol M HRE x|t

c. 312 EIRE{0IAM AAA HHIAE EMISHCIS ZZH C
OISt CHZ IP T4 L BAEZE FlexVPN A X

= =
FlexAuth= O|E2 0| X|HMEl HEQ T HEH Ho{ 222 &
30| FAGHEE 2= An|ago|ld Y

|
aaa new-model

aaa authorization network FlexAuth Tocal
|

d. A 10.1.1.2~10.1.1.2542 Z & 6l =P addresspool FlexPool, HHEl O|E S X O|&tL|C}. 0| E2 A X
39| E{'d QE{HO|A0 IP FAE KIS 2 &Y 5= o AFSELICH

ip local pool FlexPool 10.1.1.2 10.1.1.254
!

EZ IPYMA SES ™olgL|Ct. Of
FI exVPN AZFo —rAIEI = HE3
A &

; o O AN P
SHZS S &+ USLICH

e. O|E OlrexTratfic A | HE| T HIE L3 10.0.0.0/82 5{E5I=
ACL2 &{E0| HZAEICIE AZ 30| HEQIE ZEH50d
EMolsiER, AZ3E Y HEYII SHEE S8l ™

|
ip access-1list standard FlexTraffic
permit 10.0.0.0 0.255.255.255

HMA FF L ipaddresspool Ol(7F) 0] & ElLICHKEV2 Authorization Policy.

crypto ikev2 authorization policy HUBPolicy



pool FlexPool
route set interface

route set access-list FlexTraffic
|

—
i
>.
:I:
_L
0|l

|' IKEv2 profiIeEl<I AAA '1"?_" keyring -l?'-o=| 58S éEI'%FEI' |—| |-_-|'-

|

crypto ikev2 profile FLEXVPN_PROFILE

match identity remote address 0.0.0.0
authentication remote pre-share

authentication local pre-share

keyring local FLEXVPN_KEYRING

aaa authorization group psk Tist FlexAuth HUBPolicy
virtual-template 1

g. & Trangport Set M5t 1 Cl|O|EHE ES5t= Ol AFSEl= €38 U SHA| d0E2|IES HolghL|ct

>
1]
>
= =3
X
=

, IPsecprofiIe§ %E 6|'|:|=|IKEv2 profile, O| 0‘“ Transport Set ‘S A _|%|_|' = %EI'%I'EI'L—|E|'-

|

crypto ipsec transform-set FLEXVPN_TRANSFORM esp-aes 256 esp-sha-hmac
mode tunnel

|

crypto ipsec profile FLEXVPN_PROFILE

set transform-set FLEXVPN_TRANSFORM

set ikev2-profile FLEXVPN_PROFILE
|

i. & virtual-taﬂplatelastypetunnel‘_r"géul'l—“:f. O|_|E41_1‘||O|ﬁ§ = |P unnumbered address 7|_§||'_7F_3|'_|_l E IPsec

profilex—'!‘g%ul' |—| |-_-|'.

Ol ip nhrp redirect B2 Virtual-Template0ll A T 85t0 2Z 3 7F LEL|Z 0l 24435t 7| flsll CHE &
04745

o
-
ZI9 XY Ay + JULF LELICH

|

interface virtual-template 1 type tunnel

ip unnumbered loopbackl

ip nhrp network-id 1

ip nhrp redirect

tunnel protection ipsec profile FLEXVPN_PROFILE
|

interface Loopbackl

ip address 10.1.1.1 255.255.255.255
!



2EHA|: Spoke A 74

crypto ikev2 proposal FLEXVPN_PROPOSAL
encryption aes-cbc-256

integrity sha256

group 14

1

crypto ikev2 policy FLEXVPN_POLICY
proposal FLEXVPN_PROPOSAL

1

crypto ikev2 keyring FLEXVPN_KEYRING
peer FLEVPNPeers

address 0.0.0.0 0.0.0.0
pre-shared-key local ciscol23

pre-shared-key remote ciscol23
!

c. 512 P E{0 M AAA HHIA% g2y
Fecauthi= O|F 0| X|HE LIERZ HE Foi 552 YAAYLICL S22, IPFL H BEE
FlexVPN AZ 30{ FAISICE 2 Hu|apold Hag 2gLict

|
aaa nhew-model

aaa authorization network FlexAuth Tocal
|

d. O|& 0| X|HE[1 HEZ 10.20.2.0/24FexTrafficE 515t &
O|ACLZ ol 2237} B4 E SItet7| ?lsll SFst= HEHAIE HolgfLot
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2
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|
ip access-1ist standard FlexTraffic

permit 10.20.2.0 0.0.0.255
!

O—IM'”ﬁ %3% IKEv2 Authorization Palicy.

!
crypto ikev2 authorization policy SpokePolicy
route set interface

steh Cts 24 Cldtol4 m|aef|o|MoilM HHE XIE

4

ol

P



route set access-list FlexTraffic
|

M5t kev2 profile2! AAA T8t keyring £01 I &2 &g LIC.

|

crypto ikev2 profile FLEXVPN_PROFILE

match identity remote address 0.0.0.0

authentication remote pre-share

authentication local pre-share

keyring local FLEXVPN_KEYRING

aaa authorization group psk Tist FlexAuth SpokePolicy
virtual-template 1

f. B Trangport set 4510 HIOIEHE EE5t= O A8 K= 535 2 SHA| dnElES HolgfLlct

g. IPsec Z2EE st 0 IKEv2 Z2E I |0 YdE TS MEE S &LICH

|

crypto ipsec transform-set FLEXVPN_TRANSFORM esp-aes 256 esp-sha-hmac
mode tunnel

|

crypto ipsec profile FLEXVPN_PROFILE

set transform-set FLEXVPN_TRANSFORM

set ikev2-profile FLEXVPN_PROFILE
|

h. tunnelinterface ! virtualtemplate2 4% LICt. virtual-Templater X| 25t =5 M El dVTI0] CHSH
NHRP shortcutsX | & & LIC}. EE ShunneloO| M 15 7F RIHE|X| F 2 F A R virtva-template’™ B LICE

32y,

jo

Hip nhrp shorteut= 512 2| NHRP ZIC|EMH HIAIX|E 7Pt 2 CHE AZ J 0| CHEt RIH EHEE2 S

Moz MNY & UZS AZ 0l THELICH

|
interface tunnel 0

ip address negotiated

ip nhrp network-id 1

ip nhrp shortcut virtual-template 1
tunnel source GigabitEthernetl

tunnel destination 192.168.0.10

tunnel protection ipsec profile FLEXVPN_PROFILE
|

interface virtual-template 1 type tunnel
ip unnumbered tunnel0

ip nhrp network-id 1

ip nhrp shortcut virtual-template 1



tunnel source GigabitEthernetl

tunnel protection ipsec profile FLEXVPN_PROFILE
!

interface GigabitEthernetl

ip address 192.168.0.20 255.255.255.0
!

crypto ikev2 proposa FLEXVPN_PROPOSAL
encryption aes-chc-256

integrity sha256

group 14

1

crypto ikev2 policy FLEXVPN_POLICY
proposal FLEXVPN_PROPOSAL

1

crypto ikev2 keyring FLEXVPN_KEYRING
peer FLEVPNPeers

address 0.0.0.0 0.0.0.0
pre-shared-key local ciscol23

pre-shared-key remote ciscol23
!

c. 512 2t RE0MH AAA MH|AE &3 E ChE 22 C|Hto|A x| TJeo|Moq HHME x| 5t

Flexauth = O|& 0| X|HE HE °EL et Fo{ 552 Holet 2 IP 4 X ZZE FlexVPN & X
x4

=

30| FASGHES 2= Hu|aefolMd HHS FEeLCh

|
aaa nhew-model

aaa authorization network FlexAuth Tocal
|

d. 0|0l X|'EEl1 HIES|3 10.30.3.0/24. FiexTrafficE 5185tE &
O| ACL2 0| 2237} BE{dE Sutsty| ?la S7stE LIEIE ol

!
ip access-Tist standard FlexTraffic

permit 10.30.3.0 0.0.0.255
!



HMA FF 2 iKev2 Authorization Policy.

!
crypto ikev2 authorization policy SpokePolicy

route set interface
route set access-1ist FlexTraffic

M3 1kevz profileR! AAA T8t keyring ££04 1

o
M

|
crypto ikev2 profile FLEXVPN_PROFILE
match identity remote address 0.0.0.0
authentication remote pre-share
authentication local pre-share

keyring local FLEXVPN_KEYRING
aaa authorization group psk Tist FlexAuth SpokePolicy

virtual-template 1

f. & Transport set G5t 1 CO|EIE E &5t Ol M8 &= & =3 X sA| dnE|EFS ol

&2 SHH 1kev2 profile O 01| Transport set A A3%0H & L|CH.

MASET Ipsec profileS &

@
M

|

crypto ipsec transform-set FLEXVPN_TRANSFORM esp-aes 256 esp-sha-hmac
mode tunnel

|
crypto ipsec profile FLEXVPN_PROFILE
set transform-set FLEXVPN_TRANSFORM
set ikev2-profile FLEXVPN_PROFILE

h. 2! 2 tunnd interface T &3 & L|Chvirtual template. K| Fdvirtual-Template1S 250 4 E! dVTIOo CHEH XL

CENHRP shorteuts. 55 BHunnelo0l| A B E 7 X|HE|X| &2 F A Rvirtual-templae’®™ 23 &L CF

ZHto 2 CI2 AZ 30 CHe 2 EE2

ofn

H&ip nhrp shorteut= 1E. S| NHRP Z[C[EM HIA|X|E
Moz MYE £ IES AZ 30 FAELICH

|
interface tunnel 0

ip address negotiated

ip nhrp network-id 1

ip nhrp shortcut virtual-template 1
tunnel source GigabitEthernetl



tunnel destination 192.168.0.10

tunnel protection ipsec profile FLEXVPN_PROFILE
|
interface virtual-template 1 type tunnel

ip unnumbered tunnelO

ip nhrp network-id 1

ip nhrp shortcut virtual-template 1

tunnel source GigabitEthernetl

tunnel protection ipsec profile FLEXVPN_PROFILE
|

interface GigabitEthernetl

ip address 192.168.0.30 255.255.255.0

show ip interface brief @& & AP93P01 Tunnel, Virtual-Template 2! Virtual-Access & E{E& HE &
LICH O|M| AZ3-F-AX 3 X 4 L|CH

+ SpokesOil M Virtual-Template2| up/down & Elfl = =4 ILIC}. Virtual-Access= Up/Up & EHQ|
iAE s MdELICEH

<#root>
FTexVPN_Spoke#

show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl 192.168.0.30 YES NVRAM up up
GigabitEthernet2 10.20.2.20 YES manual up up
Tunnel O 10.1.1.12 YES nmnual up up
Vi rtual - Accessl 10.1.1.12 YES unset up up
Virtual-Templatel 10.1.1.12 YES unset up down
« ZF C|HtO|A 7+ 2ot o440 MHEIRE= K| & Q1524 show crypto ikev2 sa BES AFSE L
CH.
« show crypto ipsec sa BHE AI&3t04 53t L C|HA 7 2E{7F E7t5t=X| & 2lsto] Eeh
Zjo| &3 x|o] Ei'dE SHeteX| EFAUE = JU&LICH
« showip nhrp HWHS AI8t0d Ax 3 ZF ESf= 2|C|HME &olgtL|ct.

<#root>
F1exVPN_Spoke#

show i p nhrp

10.1.1.10/32 via 10.1.1.10



Virtual-Accessl created 00:00:13, expire 00:09:46
Type:

dynami c

, Flags: router nhop rib nho
NBMA address: 192.168.0.30

10.30.3.0/24 via 10.1.1.10

Virtual-Accessl created 00:00:13, expire 00:09:46
Type:

dynami c

, Flags: router rib nho
NBMA address: 192.168.0.30

tod B27t 22 30| FAIZR=X| =L

[e][]

show ip route HHE A&

« & ZE & Virtual-Access1 QIE{H|O|A 0] IZEE|H ME22 BZ0|0{ NHRP HIZ 7+7[9F 214
ElLCt.
« % 2XHE next-hop KHE | LIEFHLICEH

<{froot>

FTexVPN_Spoke#sh ip route
<<<< Omitted >>>>

Gateway of last resort is 192.168.0.1 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 192.168.0.1
10.0.0.0/8 is variably subnetted, 6 subnets, 3 masks
S 10.0.0.0/8 1is directly connected, TunnelO
S 10.1.1.1/32 1is directly connected, TunnelO
S % 10.1.1.10/32 is directly connected, Virtual-Accessl
C 10.1.1.12/32 1is directly connected, TunnelO
C 10.20.2.20/32 is directly connected, GigabitEthernet2
S % 10.30.3.0/24 is directly connected, Virtual-Accessl

192.168.0.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.0.0/24 1is directly connected, GigabitEthernetl
L 192.168.0.30/32 1is directly connected, GigabitEthernetl

- EE2E HET0l| CiEt A& & Qlsted™ ping BHE ALSELICH
<#root>

FTexVPN_Spoke#



pi ng 10.30. 3. 30

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.30.3.30, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 1/1/1 ms

=X 52

ol dMoiM= A 22Xl a0l Ar8E + e HEE MIgLUCH O3 BES

M IZZMHAE CIHAE &= U&LICH

debug crypto interface

debug crypto ikev2

debug crypto ikev2 client flexvpn
debug crypto ikev2 error

debug crypto ikev2 interna
debug crypto ikev2 packet

debug crypto ipsec

debug crypto ipsec error
debug crypto ipsec message
debug crypto ipsec states

NHRP Clt{1s A% 3 Cf AZ 3 91Zo| ERjE#E0 £20| 2 4

debug nhrp

debug nhrp detail
debug nhrp event
debug nhrp error
debug nhrp packet
debug nhrp routing
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