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Cisco Secure Client - 5.0.02075
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Windows 10
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radius server ISE

address ipv4 10.127.197.105 auth-port 1812 acct-port 1813
timeout 120

key ciscol23

aaa new-model
aaa group server radius FlexVPN_auth_server
server name ISE

aaa authentication login FlexVPN_auth group FlexVPN_auth_server
aaa authorization network a-eap-author-grp Tlocal

2. BI2E| QB ME MxIE A2 XIHE TAELICH BI2E(| 27 215 S80| RSAC|22 C|to|
£0IM QIBME ALB 5104 MEHE QABHHOF BLIC QBA Aadoll ChE AHMIEH LIS 2 PKI 12 O
5 = 2 PKI 20 QIEM SES HEUAIR.

crypto pki trustpoint flex

enrollment terminal

ip-address none

subject-name CN=flexserver.cisco.com
revocation-check none


https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943
https://community.cisco.com/t5/collaboration-knowledge-base/cisco-ios-xe-certificates-install-regeneration/ta-p/4562303

rsakeypair flexl
hash sha256

JOlghLICt.

ip local pool ACPOOL 172.16.10.5 172.16.10.30

4. |IKEv2 24 HEt o4 WS MMELICH.
Radius MEHOIM FA|E S41t &7H 0| H&ol Ho|El £+90| A+SAtof|AH|
crypto ikev2 authorization policy ikev2-auth-policy

pool ACPOOL
dns 8.8.8.8

3. AnyConnect 21Z30| &4 &35l AnyConnect VPN 2Z2I0|HE N FAE HHFTE IP 2
X410

MEELICH



BT AR XIS IKEv2 HEt Hoi o] TME(X| of2 e 7| HEt £of HHQ
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Sl FAIE = A&LICH RADIUS MEHOIAM split-exclude 582 & AlaH{oF & LICH.

5(MEH ALE). IKEv2 FohM 2 SRS MadstLIcTAEIX| 82 ZS ADE 71272kl A E).

crypto ikev2 proposal IKEv2-propl
encryption aes-cbc-256

integrity sha256

group 19

crypto ikev2 policy IKEv2-pol
proposal IKEv2-propl

S gt S FEELICHF EEIX| &2 B AOtE 7[22k0| ArEE).



crypto ipsec transform-set TS esp-aes 256 esp-sha256-hmac
mode tunnel

7. 42 Ol IP AR R OIE{H|O|AE F/HELIC Virtual-Access QIE{H|O|A = ChE1F 20|
IP =AE RHESELCH

interface Loopbackl00
ip address 10.0.0.1 255.255.255.255

interface Virtual-TemplatelOO type tunnel
ip unnumbered Loopbackl00
ip mtu 1400

9. AnyConnect 2CI0|HE Z20tUZ Bt RE 2| FEZEHAI0| Y25t X|HE U2 220t Y
= xjo|3tL|C}.
= O—

crypto vpn anyconnect profile acvpn bootflash:/acvpn.xml
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crypto ikev2 profile profl

match identity remote key-id *$AnyConnectClient$*

authentication Tlocal rsa-sig

authentication remote eap query-identity

pki trustpoint flex

aaa authentication eap FlexVPN_auth

aaa authorization group eap list a-eap-author-grp ikev2-auth-policy
aaa authorization user eap cached

virtual-template 100

anyconnect profile acvpn

IKEv2 Z 21t Aol M AL ELCH.

« match identity remote key-id *$AnyConnectClient$* - 22+0|21E Q| IDE LIEHHL|CE.
AnyConnect= *$AnyConnectClient$*E key-id 82| 7|2 IKE IDE AFSELICE 2Lt
AnyConnect ZE2 It U0{|A{ O| IDE =S =Z #HE5t0{ HIZ L7 AME S LXIAZE = A&
Ct.



authentication remote - 22I0|HE QIS 0| EAP Z2ZEZ 2 AL25HoF &S LIEFLICE.
authentication local - 2Z 2150 QIZEMHE Ar&3tioF &= LIEHALICEH

aaa authentication eap - EAP 215 &0l RADIUS serverFlexVPN_auth7} AF&EILICEH

aaa authorization group eap list - 8t £0{ 50| HIES|3 S5 a-eap-author-grp7} Mt £
04 policyikev2-auth-policy 2t & 7H AH&ElLICEH

aaa authorization user eap cached - & A|2 AFE X} HEF F0{E &gt

- virtual-template 100 - S A& 7t RIESE H9
« anyconnect T2 I} acvpn - 9EH A0l HO|E E2}0|P1E Z 21t

ol MR ELICt
11. IPsec Z2Eg T /g LICt
crypto ipsec profile AnyConnect-EAP

set transform-set TS
set ikev2-profile profl

12. 7t4 HEZ0] IPsec ZE2E S FIHELICH

interface Virtual-TemplatelO0 type tunnel
tunnel mode 1ipsec 1ipv4d
tunnel protection ipsec profile AnyConnect-EAP

13. BFLE{0 M HTTP-URL 7|8t 1Z M Z3| & HTTP MHHE

no crypto ikev2 http-url cert
no ip http server
no ip http secure-server

14. SSL HAME 7435l 2RES| WAN IPE =

crypto ss1 policy ssl-server
pki trustpoint flex sign
ip address local 10.106.67.33 port 443

crypto ss1 profile ssl_prof
match policy ssl-server

AnyConnect 220|HE Z2oQ(XML Z21t)o| I = ZTZ:

Cisco I0S XE 16.9.1 O|F0f& S| EQM=0M XIS T2 0}

ENACIRECE 2
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0| 047|0f| O] IKEv2 =&



16.9.12 AA|StH S EA =M T2 EHE CIREEE = U&LILCH.

<{froot>

<?xml version="1.0" encoding="UTF-8"7>

<AnyConnectProfile xmlns="http://schemas.xmlsoap/encoding/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema
<ClientInitialization>

<UseStartBeforeLogon UserControllable="true">false</UseStartBeforelLogon>
<AutomaticCertSelection UserControllable="true">false</AutomaticCertSelection>
<ShowPreConnectMessage>false</ShowPreConnectMessage>
<CertificateStore>All</CertificateStore>
<CertificateStoreMac>Al1l</CertificateStoreMac>
<CertificateStoreOverride>false</CertificateStoreOverride>
<ProxySettings>Native</ProxySettings>
<ATTowLocalProxyConnections>true</AllowLocalProxyConnections>
<AuthenticationTimeout>12</AuthenticationTimeout>

<AutoConnectOnStart UserControllable="true">false</AutoConnectOnStart>
<MinimizeOnConnect UserControllable="true">true</MinimizeOnConnect>
<LocalLanAccess UserControllable="true">false</LocallLanAccess>
<DisableCaptivePortalDetection UserControllable="true">false</DisableCaptivePortalDetection>
<ClearSmartcardPin UserControllable="true">true</ClearSmartcardPin>
<IPProtocolSupport>IPv4,IPv6</IPProtocolSupport>

<AutoReconnect UserControllable="false">true

<AutoReconnectBehavior UserControllable="false">ReconnectAfterResume</AutoReconnectBehavior>
</AutoReconnect>

<AutoUpdate UserControllable="false">true</AutoUpdate>

<RSASecurIDIntegration UserControllable="false">Automatic</RSASecurIDIntegration>
<WindowsLogonEnforcement>SinglelLocallLogon</WindowsLogonEnforcement>
<WindowsVPNEstab1ishment>AlTowRemoteUsers</WindowsVPNEstablishment>
<AutomaticVPNPolicy>false</AutomaticVPNPolicy>

<PPPExclusion UserControllable="false">Disable

<PPPExclusionServerIP UserControllable="false"></PPPExclusionServerIP>
</PPPExclusion>

<EnableScripting UserControllable="false">false</EnableScripting>
<EnableAutomaticServerSelection UserControllable="false">false
<AutoServerSelectionImprovement>20</AutoServerSelectionImprovement>
<AutoServerSelectionSuspendTime>4</AutoServerSelectionSuspendTime>
</EnableAutomaticServerSelection>

<RetainVpnOnLogoff>false

</RetainVpnOnLogoff>

<ATTowManualHostInput>true</AllowManualHostInput>

</ClientInitialization>

<ServerList>

<HostEntry>

<HostName>

Fl ex

</HostName>
<HostAddress>

fl exserver.cisco.com

</HostAddress>
<PrimaryProtocol>IPsec
<StandardAuthenticationOnly>true
<AuthMethodDuringIKENegotiation>

EAP- MD5

</AuthMethodDuringIKENegotiation>



</StandardAuthenticationOnly>
</PrimaryProtocol>
</HostEntry>

</ServerList>
</AnyConnectProfile>

ISE(Identity Services Engine) Z1I|12{|0|M

1. 2tREE ISELQ| &8 LIERIT C|HIO|A 2 S5t RADIUSH| CHEt S &7 HIE 7|& 7 E&f L
Ct. 0|8 <3l Administration(®2]) > Network Resources(HIE 3 2|4 4) > Network Devices(L|
E {3 C|Ht0|A)E O|SELICH Add(F7HE =501 2t REE AAA 2EI0[HEE FHFLICH

Metwork Devices Network Device Groups Matwaork Device Profiles External RADIUS Sarvers RADIUS Server Sequances MAC Managers External MDM pxGrid Direct Connectors L

Blew-33

1P Address e 10.106.67.33 roa
Device Profile =3 L
Modal Name Cagdiv v
Software Version 17.12.4 b

Metwork Device Group

Location All Locations e
IPSEC No o
Device Type All Device Types w
RADIUS Authentication Settings

RADIUS UDP Settings

Pratocal RADIUS

CoA Port 1700 Set To Default

HEL3 CclHto

A E7}
2. 1D 188 MMdErLICt
Hl<st EME 71T AKX H|< Tt HEHE ZRSIE AFEXIE GZAESIEE ID 288 ™olghuct.

CtZ THAHO| M AFE E LT Administration(22[) > Identity Management(ID £ 2[) > Groups(Z &) >
User Identity Groups(At& X+ ID 2 &)E O|S& THE Add(F7HE E=IFLICH.



es Groups External |dentity Sources Identity Source Sequences Settings

AC_Split_tast
Identity Groups

£ ldentity Group

* Name AC_Split
Endpaint Identity Groups £

User ldentity Groups

“ feset

IDIE 44
3.ABXE ID SN HZA:

AEXIE SHFE ID 2o AZAELICE Administration(2 2l) > Identity Management(ID #2l) >
Identities(ID) > Users(AF& XHE 0| S & L|C}.

B Enabled testuser (1) AC_Split
testuser

ID 2 &0l AHS X =74

M EH ZEE olotn A dR|ste 2HE HolFLICH o] dlofM= ZE ClHtol& {RE0|
ZZHolM s ELICt o|ZH| st24™ Policy>Policy setsZ O|S & LILC}.
Policy Sets Reset Policyset Hitcounts
Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence  Hits  Actions  View
@  AnyConnect_CE00Ov_Palicy §  DEVICE-Device Type EQUALS Al Device Types 4 {f\;?} >
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] AnyConnect_CEN0Ov_Policy @  DEVICE-Device Type EQUALS All Davice Types I Netw 4

» Authentication Policy (1)
» Authorization Policy - Local Exceptions
» Autherization Policy - Glabal Exceptions

 Autherization Palicy (2)

Results
Statis  Rule Name Conditions Profiles Security Groups Hits  Actions
Q
E  DEVICE Device Type EQUALS Al Device Types
AC_Splt_Users AND Selec B {:}
MentityGroup-Name EQUALS User Mentity Groups-AC_Spdit
(] Default 0 @
=L = =
e Sof TR AN
Library Editor
aE)
DEVICE -Device Type
@0« e @R F 230 CLOEF =
Equals w All Device Types i
5G
IdentityGroup-Name
BYOD_is_Registered AND &-
Equals ' User ldantity Groups:AC_Split « " HH
Catalyst_Switch_Local_Web_Authentication
Compliance_Unknown_Devices NEW AND OR
Ci liant_Devices
s A e Set to 'ls not Duplicate m
EAP-MSCHAPv2
EAR-TLS
Guest_Flow
MAC_in_SAN
Network_Access_Authentication_Passed
= = =
B 204 B0l M EH MY
5t Ho T2 mQS AIAISH |C}
o AL — o
5 Ho{ T2 OtQoll= e Hod XRO| Ux|E [ £28E|= &Hio| ZEE/LCH Ot EAMS
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HMA - = ACCESS_ACCEPT
cisco av & = ipsec: split-exclude= ipv4 <ip_network>/<subnet_mask>



@ Status  Rule Name Conditions

° AC_Split_Users
@  oetaun

M HEh fof Z2uted MY

Authorization Profile

* Name

Description

* Access Type

AC_Router_Split

Results

Profiles

_ P _

Create a New Authorization Profile I

Split exclude for AC users

ACCESS_ACCEPT v

Network Device Profile &% Cisco &

Service Template O
0 ®
oO®

Passive Identity Tracking O (i)

Track Movement

Agentless Posture

|

—

rot
[

2oy 7Y

Foq

v Advanced Attributes Settings

Cisco:cisco-av-pair v

Cisco:cisco-av-pair ~

v Attributes Details
Access Type = ACCESS_ACCEPT

ipsec:split-exclude= ipv4 ... v

ipsec:split-exclude= ipv4 ...

ipsec:split-exclude= ipv4
192.168.2.0/255.255.255.0

cisco-av-pair = ipsec:split-exclude= ipv4 192.168.1.0/255.255.255.0
cisco-av-pair = ipsec:split-exclude= ipv4 192.168.2.0/255.255.255.0

Security Groups

Select from list

Select fram list



Dictionaries Conditions Results
Authontication AC_Router_Split
Authorization Profile
Authorization
Gth Frofiies .l
I rame AG_Router_Split
Downloadabie ACLs
Description Split exclude for AC users
Prafiling oy s Typa
it L ACCESS_ACCEPT -
Posture

Metwark Device Profile

Client Provisisning
Service Template

Track Movement
Agentless Posture

Passive ldentity Tracking

Common Tasks

o

~ Advanced Attributes Settings

Cisea:eises-av-pair w ipsec:split-excludes ipwd ...
Ciscocisco-av-pair b ipseccsplit-excludes ipvd ... -
~ Attributes Details

Acress Type = ACCESS_ACCEPT
00~ pair = ipsec: spit-exclude= ipvd 192,168, 1.0/255.255.255.0
Cisco-awpair = ippec:spit-excludes ipvd 192.168.2 07255 255 255.0

= — —

IE ZEmU FH HE
e ZlA 1@ —|.0I2A EH & —é R4RH K|St __I.LA-| | St & ;IX-I7'<H ol | |.
] AnyConnact CEOD0V_Palicy &2 DEVICE Device Type EQUALS All Device Types

» Authentication Policy (1)

» Authorization Palicy - Local Exceptions

» Authorization Palicy - Global Exceptions

- Authorization Policy (2)
Resiilts
Status  Rule Name Conditions Profiles Security Groups Hits
§ DEVICE Device Typs EQUALS All Device Typos
L] AC_Split_Users AND ——— .
A identityGroup-Name EQUALS User Identity Groups:ac_Split
-] Defauit - o
ppp— = -
£1E M Rod A T4
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2 1: RA VPN 247301 Cisco I0S XE SI=EQI=E AI8 AR AZ 3 Mo MEUE Z2l0|

= o A= =
AE PCO 3tLtRF FAIE = Q&LICH O] A|E Cisco I ID CSCwj3810601| A1 SHZAL,

Ao o] AZ2I M MEYE 17.12.40MH FAIE £ &Lt T H{of| CHEE RFA|

=2 T ArAHEH
g L2 HOE &5t AR

. 2152 E|AE§24H AnyConnectE £35H AL XF2| PCOIA C8000VOl| 24738t A2

|

0l

=

|0
]IO


https://tools.cisco.com/bugsearch/bug/CSCwj38106
https://tools.cisco.com/bugsearch/bug/CSCwj38106
https://tools.cisco.com/bugsearch/bug/CSCwj38106

@ Cisco Secure Client

j"""h AnyConnect VPN:

Please enter your username and password.,

':|E:{ Connect

(3 Cisco Secure Client | Flex

Please enter your username and password.,

Username: ||ftestuser

Password: | ssssss==s]

] ! | Cancel
AnyConnect0oi 2192l
2. H4Z40| MY E|™ 7|0o{ ot O|2 (&% 5t EMEl)2 £ =!6t11 AnyConnectVPN(AnyConnectVPN)
> Statistics(8 )2 OIS ELICH AZEZ! MQE BE'd ZEE EIELC.



€ Cisco Secure Client

NIIr
CISCO

Secure Client

Status Overview

AnyConnect VPN

ISE Posture

Virtual Private Network (VPN)

Message History

Preferences Statistics  Route Details  Firewall
Connection Information
State: Connected
Tunnel Mode (IPv4): Split Exdude

Tunnel Mode (IPv6):
Dynamic Tunnel Exdusion:

Drop All Traffic
None

Collect diagnostic information for all
installed components.

Diagnostics .

EAA

0l

AnyConnectVPN > Route details(Z2 MIFALEH)E 0|S35t1 EALlE HEIE

Zzol sti¥st=XK| FHQIgLICH

Dynamic Tunnel Indusion: b Mone

00:00:44

Session Disconnect: MNone

Management Connection State: Disconnected (user tunnel active)

__Address Information

Duration:

Client (IPv4): 172.16.10.9

Client (IPvE): Mot Available

Server: 10.106.67.33
=

£

Reset




€ Cisco Secure Client - X
NIIr ; ®
asco  Oecure Client
Status Overview Virtual Private Network (VPN)
Preferences  Statistics Ronﬁ Details Firewall Message History
AnyConnect VPN
ISE Posture Non-Secured Routes {IPv4) A
192.168.1.0/24
192.168.2.0/24
Secured Routes (IPv4) P
0.0.0.0/0

Collect diagnostic information for all
installed components.

Diagnostics |

A2 MRAE %ol
VPN S|EQIE0M HAZ MFAIEE &eld =& AGLIc

1. IKEv2 parameters

<ffroot>
8kv#

show crypto ikev2 sa detail

IPv4 Crypto | KEv2 SA

Tunnel -id Local Renote fvrf/ivrf Status

1 10.106. 67. 33/ 4500 10. 106. 50. 91/ 55811 none/ none READY

Encr: AES-CBC, keysize: 256, PRF: SHA256, Hash: SHA256, DH Grp:19, Auth sign: RSA, Auth verify: EAP

Lifel/ Active Tine: 86400/ 22 sec



CE id: 1012, Session-id: 6

Local

spi: EBC6CS5EEFOFOEF72 Renote spi: 7827644A7CA8F1A5

Status Description: Negotiation done

Local

id: 10.106.67.33

Renmot e id: *$AnyConnect O i ent $*

Renote EAP id: testuser

Local

Local

Local

Local

req neg id: O Renote req nsg id: 6

next nsg id: O Renbte next nsg id: 6

req queued: O Renote req queued: 6

wi ndow. 5 Renpte w ndow. 1

DPD configured for 0 seconds, retry O

Fragnent ati on not confi gured.

Dynami ¢ Route Update: disabled

Ext ended Aut hentication confi gured.

NAT-T i s detected outside

Cisco Trust Security SGT is disabled

Assi gned host addr: 172.16.10. 10

Initiator of SA: No



Post NATed Address : 10.106.67. 33

PEER TYPE: O her

IPv6 Crypto | KEv2 SA

2 .Thisisthe crypto session detail for the VPN session:

<tfroot>
8kv#

show crypto session detail

Crypto session current status

Code: C - IKE Configuration node, D - Dead Peer Detection

K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation

X - I KE Extended Authentication, F - |KE Fragnmentation

R - I KE Auto Reconnect, U - |IKE Dynanmi c Route Update

S - SIP VPN

Interface: Virtual - Accessl

Profile: profl

Upti me: 00: 00: 44

Sessi on status: UP-ACTI VE

Peer: 10.106.50.91 port 55811 fvrf: (none) ivrf: (none)



Phasel_id: *$AnyConnect d i ent $*

Desc: (none)

Session ID: 16

I KEv2 SA: local 10.106.67.33/4500 renote 10.106.50.91/55811 Active
Capabilities:NX connid:1 lifetine:23:59:16

| PSEC FLOWN permt ip 0.0.0.0/0.0.0.0 host 172.16.10.10

Active SAs: 2, origin: crypto nmap

I nbound: #pkts dec'ed 114 drop O life (KB/ Sec) 4607987/ 3556

Qut bound: #pkts enc'ed 96 drop O life (KB/ Sec) 4608000/ 3556

3. Verify on ISE live logs.
—
=Al &

Cisco B} Ed:

1. IKEv2 & IPsec C|HH1 & AF&3510{ SIEQI =2t ECI0|UE 7H9|

debug crypto condition peer ipv4 <public_ip>
debug crypto ikev2

debug crypto ikev2 packet

debug crypto ikev2 error

debug crypto ikev2 internal

debug crypto ipsec

debug crypto ipsec error

74

4 5449]

o

rr
o
ok

2. EE E

Am

debug aaa authorization

o2 EOI5HE{H AAA CIH{E AFSELICH



debug aaa authentication
debug radius authentication

ISEQ| A<
Operations(2 ) > Live logs(2t0|2 21)Z 0|5 35t04 RADIUS 2t0|E2 21 & AFSELICH
A ALl

A
S

O

el ddo| L

<{froot>

*Oct 13 10:01:25.928: RADIUS/ENCODE(0000012D):0rig. component type = VPN IPSEC

*0ct 13 10:01:25.929: RADIUS/ENCODE(0000012D): dropping service type, "radius-server attribute 6 on-for
*Oct 13 10:01:25.929: RADIUS(0000012D): Config NAS IP: 0.0.0.0

*0ct 13 10:01:25.929: vrfid: [65535] ipv6 tableid : [0]

*Oct 13 10:01:25.929: idb is NULL

*Oct 13 10:01:25.929: RADIUS(0000012D): Config NAS IPv6:

*Oct 13 10:01:25.929: RADIUS/ENCODE(0000012D): acct_session_id: 4291

*Oct 13 10:01:25.929: RADIUS(0000012D): sending

*0ct 13 10:01:25.929: RADIUS/ENCODE: Best Local IP-Address 10.106.67.33 for Radius-Server 10.127.197.10
*Oct 13 10:01:25.929: RADIUS: Message Authenticator encoded

*0Oct 13 10:01:25.929: RADIUS(0000012D): Send Access-Request to 10.127.197.105:1812 id 1645/24, len 344
RADIUS: authenticator 85 AC BF 77 BF 42 OB C7 - DE 85 A3 9A AF 40 E5 DC

*0Oct 13 10:01:25.929: RADIUS: Service-Type [6] 6 Login [1]

*0ct 13 10:01:25.929: RADIUS: Vendor, Cisco [26] 26

*0Oct 13 10:01:25.929: RADIUS: Cisco AVpair [1] 20 "service-type=Login"

*0ct 13 10:01:25.929: RADIUS: Vendor, Cisco [26] 45

*Qct 13 10:01:25.929: RADIUS: Cisco AVpair [1] 39 "isaknp-phasel-id=*$AnyConnectC ient$*"

*0Oct 13 10:01:25.929: RADIUS: Calling-Station-Id [31] 14 "10.106.50.91"

*0ct 13 10:01:25.929: RADIUS: Vendor, Cisco [26] 64

*0Oct 13 10:01:25.929: RADIUS: Cisco AVpair [1] 58 "audit-session-id=L2L40A6A4321702L40A6A325BZH1194CC58
*0ct 13 10:01:25.929: RADIUS: User-Name [1] 10 "testuser"

*0ct 13 10:01:25.929: RADIUS: Vendor, Cisco [26] 21

*0Oct 13 10:01:25.929: RADIUS: Cisco AVpair [1] 15 "coa-push=true"

*Oct 13 10:01:25.929: RADIUS: EAP-Message [79] 24

RADIUS: 02 8E 00 16 04 10 8A 09 BB OD 4B A9 D6 2B 59 1C C8 FE 1C 90 56 F5 [ K+YV]
*Oct 13 10:01:25.929: RADIUS: Message-Authenticato[80] 18

RADIUS: 54 85 1B AC BE A8 DA EF 24 AE 4D 28 46 32 8C 48 [ T$M(F2H]

*0Oct 13 10:01:25.929: RADIUS: State [24] 90

RADIUS: 35 32 43 50 4D 53 65 73 73 69 6F 6E 49 44 3D 4C [52CPMSessionID=L]
RADIUS: 32 4C 34 30 41 36 41 34 33 32 31 5A 4F 32 4C 34 [2L40A6A4321702L4]
RADIUS: 30 41 36 41 33 32 35 42 5A 48 31 31 39 34 43 43 [0A6A325BZH1194C(C]
RADIUS: 35 38 5A 4E 31 32 3B 33 30 53 65 73 73 69 6F 6E [58ZN12;30Session]
RADIUS: 49 44 3D 69 73 65 2D 70 73 6E 2F 35 31 37 31 33 [ID=ise-psn/51713]
RADIUS: 35 39 30 30 2F 33 38 3B [ 5900/38;]

*0Oct 13 10:01:25.929: RADIUS: NAS-IP-Address [4] 6 10.106.67.33

*Oct 13 10:01:25.929: RADIUS(0000012D): Sending a IPv4 Radius Packet

*Oct 13 10:01:25.929: RADIUS(0000012D): Started 120 sec timeout

*COct 13 10: 01: 25.998: RADI US: Received fromid 1645/24 10.127.197.105: 1812, Access-Accept, |len 239

RADIUS: authenticator BC 19 F2 EE 10 67 80 C5 - 9F D9 30 9A EA 7E 5E D3



*Oct 13
*Oct 13
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
*0ct 13
RADIUS:
*0ct 13
RADIUS:
*0ct 13

*Cct 13

*0ct 13

*Cct 13

10:
10:

43
31
31
2D
38

10:

03

10:

F9

10:

10:

10:

10:

01
01
41
5A
31
70

:25.998: RADIUS: User-Name [1] 10 "testuser"

:25.998: RADIUS: Class [25] 67

43 53 3A 4C 32 4C 34 30 41 36 41 34 33 32 [CACS:L2L40A6A432]
4F 32 4C 34 30 41 36 41 33 32 35 42 5A 48 [1Z02L40A6A325BZH]
39 34 43 43 35 38 5A 4E 31 32 3A 69 73 65 [1194CC58ZN12:ise]
73 6E 2F 35 31 37 31 33 35 39 30 30 2F 33 [-psn/517135900/3]

[ 8]

01:

8E

01:

61

01:

01:

01:

01:

*Oct 13 10:01

RADIUS/DECODE:

8kv#

TES

25.998: RADIUS: EAP-Message [79] 6

00 04

25.998: RADIUS: Message-Authenticato[80] 18

C1 FD 6D 26 31 A2 89 04 72 BC DD 32 A9 29 [ am&lr2)]
25.998: RADIUS: Vendor, Cisco [26] 59

25.998: RADIUS: Cisco Avpair [1] 53 "ipsec:split-exclude= ipv4d 192.168. 1. 0/ 255. 255. 255. 0"

25.998: RADIUS: Vendor, Cisco [26] 59

25.998: RADIUS: Cisco Avpair [1] 53 "ipsec:split-exclude= ipvd 192.168. 2. 0/ 255. 255. 255. 0"

:25.998: RADIUS(0000012D): Received from id 1645/24
EAP-Message fragments, 4, total 4 bytes

o 2Z AKX} O|O|E{HIO|AE AF2510] IKEV2 $1Zd HMHAE 2|8t FlexVPN Headend F43
« EAP 2!/ DUO 218 & AtE304 AnyConnect Flexvpn 743

« EAP-MD52 AnyConnect IKEv2 $Z3 HA|A £



https://www.cisco.com/c/en/us/support/docs/security/flexvpn/200555-FlexVPN-AnyConnect-IKEv2-Remote-Access.html#toc-hId-2088408033
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/200555-FlexVPN-AnyConnect-IKEv2-Remote-Access.html#toc-hId-2088408033
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/200555-FlexVPN-AnyConnect-IKEv2-Remote-Access.html#toc-hId-2088408033
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/200555-FlexVPN-AnyConnect-IKEv2-Remote-Access.html#toc-hId-2088408033
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/200555-FlexVPN-AnyConnect-IKEv2-Remote-Access.html#toc-hId-2088408033
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/220536-configure-anyconnect-flexvpn-with-eap-an.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/220536-configure-anyconnect-flexvpn-with-eap-an.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/220536-configure-anyconnect-flexvpn-with-eap-an.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/220536-configure-anyconnect-flexvpn-with-eap-an.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/220536-configure-anyconnect-flexvpn-with-eap-an.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/220536-configure-anyconnect-flexvpn-with-eap-an.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/115755-flexvpn-ike-eap-00.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/115755-flexvpn-ike-eap-00.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/115755-flexvpn-ike-eap-00.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/115755-flexvpn-ike-eap-00.html
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