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. Hok HhStEd 31xx

- Firepower 41xx

- Firepower 93xx

- Cisco FXOS(Secure eXtensible Operating System) 2.12.0.x

- Cisco FTD(Secure Firewall Threat Defense) 7.2.0.x

- Cisco FMC(Secure Firewall Management Center) 7.2.0.x

. Cisco FDM(Secure Firewall Device Manager) 7.2.0.x

- ASA(Adaptive Security Appliance) 9.18(1)x

- ASDM(Adaptive Security Appliance Device Manager) 7.18.1.x
- Wireshark 3.6.7(https://www.wireshark.org/download.html)
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> show interface detail | grep Interface
Interface Internal-Control0/0 "ha_ctl_nlp_int_tap", is up, line protocol is up
Control Point Interface States:
Interface number is 6
Interface config status is active
Interface state is active
Interface Internal-Data0/0 "", is up, line protocol is up
Control Point Interface States:
Interface number is 2
Interface config status is active
Interface state is active
Interface Internal-Data0/1 "", is up, line protocol is up
Control Point Interface States:
Interface number is 3
Interface config status is active
Interface state is active
Interface Internal-Data0/2 "nlp_int_tap", is up, line protocol is up
Control Point Interface States:
Interface number is 4
Interface config status is active
Interface state is active
Interface Internal-Data0O/3 "ccl_ha_nlp_int_tap", is up, line protocol is up



Control Point Interface States:

Interface number is 5

Interface config status is active

Interface state is active
Interface Internal-Data0/4 "cmi_mgmt_int_tap", is up, line protocol is up
Control Point Interface States:

Interface number is 7

Interface config status is active

Interface state is active
Interface Port-channel6.666 "", is up, line protocol is up
Interface Ethernetl/1l "diagnostic", is up, line protocol is up
Control Point Interface States:

Interface number is 8

Interface config status is active

Interface state is active
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firepower# connect fxos

firepower (fxos)# show run int el/2
!Command: show running-config interface Ethernetl/2
ITime: Tue Jul 12 22:32:11 2022

version 5.0(3)N2(4.120)

interface Ethernetl/2
description U: Uplink
no 1lldp transmit
no 1lldp receive
no cdp enable
switchport mode dotlg-tunnel
switchport trunk native vlan 102
speed 1000
duplex full
udld disable
no shutdown
VN-tage LHE A9{x|0] olalf £hedx|o] WZ!IE o ZE(7| oMol MEot= ol ALEEICE AIS22
|l =522 HEE £ glgLch
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Internal Switch Security Module
FTD/ASA
192.0.2.100 Backplane
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Internal Switch Security Module
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192.0.2.100 Backplane

@ ICMP echo-reply
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1. Tools(&) > Packet Capture(IiZ! Z§x{) > Capture Session(Z{x{ MIM)S A& 5104 A ZHX] A
ME dggfLct.

Overview Interfaces Logical Devices Security Engine Platform Settings

System [RGGIEE Help  admin

i Packet Capture | Troubleshooting Logs

Capture Session [z Cdr=3

¢ Refresh [| Capture Session | yelete Al Sessions

No Session available




2. 2IE{H|O|A Ethernet1/28 ME4SIT MM 0|2 M3 &t CHS Save and Run(A{E X ald)2
225104 5'H7;.|E stAd3l8tL|C)

(SRR Interfaces  Logical Devices  Security Engine  Matform Settings

@nl

Etharnat1f2

| Baffer Size 256 MB -

Snap length: 1518 Byt

L e Store Fackets Overwnte Append
Capture Filter Apply Filter m
FTD
Etharnata/9, Etharnata/ 10
Eths
[P
Ethernatiia
(Feetchannadz

Security Engine  Platform Settings Srstem Tools Help  admin

256 B
S : 1518 Bytes
Ethamati/d Stare Packets [ Cverwrite  [EEYERYE]

= Capturs Filtes PO Cacture All
[Sremm—

FXOS CLI

FXOS CLIO| A Ct2 EtAH|of it 2} QIE{T| 0| A Ethernet1/2 EE= Portchannel10| A THZ! ZHx{E F4d
grLict.

1. 0iZ 270l 78 & AEXE AEELIC

firepower# scope ssa

firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version
Deploy Type Turbo Mode Profile Name Cluster State Cluster Role

ftd ftdl 1 Enabled Online 7.2.0.82 7.2.0.82
Native No Not Applicable None

2. ZE x4 QlE{m o[ 0| B2 i QEmO|AE AlEE LI

firepower# connect fxos

<output skipped>

firepower (fxos)# show port-channel summary

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)



s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-links not met
Group Port- Type Protocol Member Ports
Channel
1 Pol (SU) Eth LACP Ethl/4 (P) Ethl/5(P)

3. ™ MME ddgfLh

firepower# scope packet-capture

firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower

ZE Mg

/packet-capture # create session capl

/packet-capture/session* # create
/packet-capture/session/phy-port*
/packet-capture/session/phy-port*
/packet-capture/session/phy-port*
/packet-capture/session* # enable
/packet-capture/session* # commit
/packet-capture/session #

phy-port Ethl/2

# set app ftd

# set app-identifier ftdl
# up

QE{mH 0|A 0| E¢ 2t M QIE{m| oA o CHaH

firepower# scope packet-capture

firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower

&l

FCM

QIE{mH 0| O|&S

Ct.

/packet-capture # create session capl

B of Hx7 T+ EE L

/packet-capture/session* # create
/packet-capture/session/phy-port*
/packet-capture/session/phy-port*
/packet-capture/session/phy-port*
/packet-capture/session* # create
/packet-capture/session/phy-port*
/packet-capture/session/phy-port*
/packet-capture/session/phy-port*
/packet-capture/session* # enable
/packet-capture/session* # commit
/packet-capture/session #

§$0|3+31

Overview Interfaces Logical Devices Security Engine Platform Settings

phy-port Ethl/4

# set app ftd

# set app-identifier ftdl
# up

phy-port Ethl/5

# set app ftd

# set app-identifier ftdl
# up
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System Tools

e
C Refresh Capture Ssssion Delete Al Sessions.
- u capl Drop Count: 0 [Gperational State: up | Buffor Size: 256 MB Snap Length: 1518 Bytes
P—— Filter [ —— File Hame Device Name:

capl-atharmat: 1= 2-0.pcap a1

HH{ QIE{H|O|A 7} Ethernet1/4 & Ethernet1/52! Portchannel1:

Help  admin




Ovop Cousts 0 | operational State: wp | Buffer Size: 756 MO

| imterface name ] Filter | File Stz (0 bytes) | File fams

= " axharme
Exherned1/d Hane 85000 £an] methernet: 1

€ Redresy Capture Sessrn Dot Al Consern

Snap Length: 1518 Dyles

FXOS CLI

scope packet-capturet M Z{& M| HE & &elghL|Ct.

firepower# scope packet-capture
firepower /packet-capture # show session capl

Traffic Monitoring Session:
Packet Capture Session Name: capl
Session: 1
Admin State: Enabled
Oper State: Up
Oper State Reason: Active
Config Success: Yes
Config Fail Reason:
Append Flag: Overwrite
Session Mem Usage: 256 MB
Session Pcap Snap Len: 1518 Bytes
Error Code: 0
Drop Count: 0

Physical ports involved in Packet Capture:
Slot Id: 1
Port Id: 2

Pcapfile: /workspace/packet-capture/session-1/capl-ethernet-1-2-0.pcap

Pcapsize: 75136 Dbytes

Filter:

Sub Interface: 0

Application Instance Identifier: ftdl
Application Name: ftd

M QIE{H| O|A 7} Ethernet1/4 2! Ethernet1/5Q] ZE ' 1:

firepower# scope packet-capture
firepower /packet-capture # show session capl

Traffic Monitoring Session:
Packet Capture Session Name: capl
Session: 1
Admin State: Enabled
Oper State: Up
Oper State Reason: Active
Config Success: Yes
Config Fail Reason:
Append Flag: Overwrite
Session Mem Usage: 256 MB
Session Pcap Snap Len: 1518 Bytes
Error Code: 0
Drop Count: 0

Physical ports involved in Packet Capture:
Slot Id: 1
Port Id: 4



Pcapfile: /workspace/packet-capture/session-1/capl-ethernet-1-4-0.pcap
Pcapsize: 310276 bytes

Filter:

Sub Interface: 0

Application Instance Identifier: ftdl

Application Name: ftd

Slot 1Id: 1

Port Id: 5

Pcapfile: /workspace/packet-capture/session-1/capl-ethernet-1-5-0.pcap
Pcapsize: 160 bytes

Filter:

Sub Interface: 0

Application Instance Identifier: ftdl

Application Name: ftd
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ICMP o2 & miZ!et 4 ElLIct ZF T2 ZHR{E(0] 2 E A|EL|CH
2. el oHZ! Slic{ofl VLAN Ef 27} Qi LCh
3. LHE AQ[x|E QlaBA QIE{H| O|A Ethernet1/28 A& E F7F ZE VLAN Ef1(102)E &
gt
4. LHF ARX|= F 7+VN Bl E & Igtiict.

e, Tims Seures retsec angeh (L) FTTL e
A 2022-07-13 06:23:58, 285080930  192.0.2.100 198.51.1007100 TCHP gL 1 dxddec (dBA2E) &d Echo (ping) request | id=Gxiddla, seqe?/1702, ttl=64 (no response foundl)
2 MWI2-07-13 86 CEESOEIRSE  192.0.F.108 198.51. 106, 168 ICHP 182 dxcddec (4B428) &4 Echo (piﬂﬁg request | id=gxtdia, seqe7/1702, ttl=6d (no response foundl)
3 2022-07-13 86 O0A4ERRE  192.0.2.108 198.51. 106, 166 ICHP ige xtedd (40656) 64 Echo (ping) request idedxtdda, seqe8/2048, ttl=64 (no response found!)
4 2023-07-13 @6 L309153731  1592.0.2.100 198.51. 106,166 ICHP 182 axtedd (48656) &4 Echo (ping) request idedxtdla, seqes8/2048, ttl=G4 (no response found!)
5 2022-07-13 @6 £3330541590  1592.0.2.100 198.51. 188,168 ICHP 1088 axofaa (48736) &4 Echo (ping) request idedxedla, seqe9 /2304, ttl=ga (no response found!)
6 2022-07-13 86 +333056014  192.9.2.100 198.51. 190,108 ICHP 182 axofae (48736) &4 Echo (ping) request id-axedla, seq=9/23e4, ttl=ca (no response found!)
7 2022-87-13 86: L35TLTISIO  192.8.2.100 198.51.100,108 ICHP 108 @xofad (go7an) &4 Echo (ping) request id-@xedla, seqe18/2560, ttl=64 (no response foundl)
8 2022-07-13 06:24:01,357174708  192.0.2.100  198.51.190.100 ICHP 182 oxofad (40749) 64 Echo (ping) request 1d-expola, seq-10/2560, ttl-64 (no response foundl)
0 2022-07-13 06:24:02, 381073741  192,0,2,100  196.51.190,100 ICHP 108 OxofEn (408am) 64 Echo (plog) request 1d=-gweola, seq=11/2816, ttl=64 (no response foundl)
10 2022-97-13 86 B2, 381074999 192.0.2.100 198,51, 190,108 ICHP 192 axofes (J0840) 64 Echo (ping) request ld=gxedla, seqe=11/2816, ttl=64 (no response foundl)
11 2022-07-13 96:24:02,405159041  152.0.2.100  198.51.1980.100 ICHP 108 xadT? (4187%) 64 Echo (ping) request id=8xedla, seqe=12/3072, ttl=64 (no response found!)
12 2022-07-13 96:24:03 405200261  192.0.2.100  198.51.199.100 ICHP 182 xaaT? (4187%) 64 Echo (ping) request id=oxedla, seqe=12/3072, ttl=64 (no response found!)
13 2022-07-13 96:24:04.420155683  192.0.2.100  198.51.199.109 ICHP 108 axalef (41231) 64 Echo (ping) request id=8xedla, seqe13/3328, ttl=64 (no response found!)
14 2022-07-13 86:24:04 420156831  192.0.2.100  196.51.199.109 ICHP 102 axalef (41231) 64 Echo (ping) request id-@wxedla, seqe13/3328, ttl=64 (no response found|)
15 2022-07-13 06:24:05.453156612  192.0.2.100 198.51. 100, 164 ICHP 108 @xalba (41322) 64 Echo (ping) request id-oxedla, seqe14/3584, ttl=64 (no response found|)
16 2022-97-13 @6 @5,453158052  192.9.2,108 198,51, 100,100 ICHP 192 oxalta (41322) 64 Echa (ping) request id-owedla, seq=14/3584, ttl=64 (no response foundl)
17 2022-87-13 86 @6, 4TTLZT68T  192.0.2.100 198,51, 108, 108 ICHP 108 @xaled (41a49) 64 Echa (ping) request ld=0xedia, seqe=15/3848, ttl=64 (no response found!)
18 2022-07-13 86:24:06.477129859  152.0.2.100  198.51.180.100 ICHP 1082 oxales (41445) 64 Echo (ping) request ids=oxedla, seqelS 3840, ttl=64 (no response found!)
19 2022-07-13 86:24:07.501251314  152.0.2.100  198.51.1980.100 ICHP 108 oxalf6 (41a62) 64 Echo (ping) request idsoxbdla, seqels/aess, ttl=ed (no response found!)
20 2022-07-13 86: SO1293041  192.0.2.100  195.51.100.100 ICHP 1082 oxalfe (41462) 64 Echo (ping) request idséxbdla, seqels/aeds, ttl=sd (no response found!)
71 2022-07-13 @6: (525069956  192.0.2.100  195.51.190.1990 ICHP 108 Bxaz57 (41559) 64 Echo (ping) request ids8xBdla, seqel?/a352, ttl=6d (no response found!)
22 022-07-13 96 JS5092088 192.0.2.100 198.51. 100, 160 ICHP 182 Bxa257 (41559) 64 Echo (ping) request id-gxedla, seqe17/4352, ttl=64 (no response found|)
13 2022-07-13 26 LSA9ZI6S00  192.0.2.109 198.51. 100,100 ICHP 108 oxaza® (41641) 64 Echo (ping) request idedxiddla, seqels/4608, ttl=64 (no response foundl)
4 2032-97-13 @6 LSA9238564  192.0.2.108 198.51. 100,108 ICHP 182 @xaza® (41641) 64 Echo (ping) request idedxddla, seqel®/4608, ttl=64 (no response found!)
25 2022-97-13 86 LS73118146  192.8.2.108 198.51. 129,108 ICHP lee @xa3as (41797) 64 Echo (ping) request id=gxedla, seqe19/4864, ttl=64 (no response found!)
26 2022-07-13 @6: STI113504  150.0.2.100  198.51.1980.100 ICHP 102 9xa345 (41797) 64 Echo (ping) request idséxedla, seqelS/4ssd, ttl=6d (no responde found!)
37 2922-07-13 @6: JSHFOEG02T  192.0.2.100  198.51.1980.100 ICHP 108 9xa349 (41881) 64 Echo (ping) request idséxedla, seqe20/5128, ttl=sd (no response found!)
18 2027-07-13 86:24:11.557088170 192.0.2.108  198.51.180.180 ICHP 102 @xa3an (41881) 64 Echo (ping) request ids8xedla, seqe20/5128, ttl=sd (no response found!)
29 2822-87-13 @6:74:12.621861827 192.8.2.108 198.51. 180, 198 ICHP 188 exa3dc (41948) 64 Echo (ping) request ide8x@dla, seq=21/5376, ttl=64 (no response foundl)
1: 188 bytes on wire (854 bits), 198 bytes captured (854 bits) on interface capture ue 1, id B SE 97 bd bO 77 Be @0 50 56 50 eF be B9 26 80 08 X W P Voo ok
od Dst: Cisco bO:77:00 (58:97:bd:b0:77:00) B0 00 51 0O B0 GO 08 00 45 B0 B 54 Sd ec A0 foooE-T-@

40 91 af B o B0 82 64 6 33 64 64 BE 0D A a2 @ ---d 3dd-M
= Direction: From Bridge 00 1a B0 87 f4 64 co 62 00 0D BP DD 20 a2 87 09 db
. = polnter: wif id B0 0D B0 00 10 11 12 13 14 15 16 17 18 19 13 1b
= Dectination: 10 lc 1d 1e 21F 20 21 22 23 24 25 26 27 28 29 2a b "0 SXE"()"+
! B Zc 2d re 2f 39 31 32 33 34 35 36 37 oo B2 4567

= Loaped: Mo
. = Reserved: @ 4
............ = Version: @
. . - BBM0 0Bl 0OBR - Scurce: @

rE' 802 19 \f:rtua] LM LEENTEEN]
+f 892,10 Virtual LAM, PRI: &, DEI: @, ID: 182
. . wve wane = Priority: Best Effort (default) (@)
aee eae. = DED: Ineligible

... GOBO D110 0110 = ID: 162

Typs: IPvd (Bx0800)
Internet Protocol Version 4, Src: 192.8.37.186, Dst: 193.51,108. 106
Internet Control Message Protocol 2
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1. ICMP of| 2 2% m{Z!2t ZHX{EL|C ZF {22 ZHR |0 284 E AIEL|C.
T o= %1||:401| VLAN E{27} i& Lt



3. LHE AQ[x|= Q1A CIE{H|O|A Ethernet1/28 Al¥H3dt= F7F ZE VLAN Ef1(102)2 &f
oI%I-L_||_-_|._
=H -

™ Time Seurce Destrsten Frinacel [ PO FITL b
12022-07-13 @6:23:58. 265080930 102.0.2.100  198.51.190.100 TICHP 188 1 Bxddec (4B428) ide@xpola, seqe=7/1702, ttl=6d (no response found|)
2 2022-07-13 06:23:58, 285082858  192.0.2.100  196.51.100.100 [1cHe 102 @xdcdec uest | ide0xd0la, seqe?/1702, ttlesd (no response foundl)
3 2022-07-13 86:23:50, 100040886  192.0.2.100  198.51.100.100 ICHP 108 request id=xedla, sequa/2048, ttl=6a (no response found])
4 3022-07-13 86:23:59,300103731  192.0.2.100  198.51.100.1090 (0] 182 x0edd (40656) 64 Echa (plng) Fequest  idedxddla, seqe8/2048, ttl=e4 (no response foundl)
S 2022-07-13 96:24:00,333054199 192.0.2.100  198.51.109.100 (i) 108 x0f20 (40735) 64 Echo (ping) request id=0x0dla, seqed/2304, ttlssa (no response found!)
6 2022-07-13 86:24:00,333856014 192.9.2.188  198.51.109.108 (i) 182 x0f20 (48735) 64 Echo (ping) request idsoxpola, seqed/2304, ttlssa (no response found!)
72022-07-13 86:124:01.357173530  102.0.2.188  198.51.100.188 ICHP 188 Ax0f2d (40749) 64 Echa (ping) request id-expdla, seq=10/2560, ttls64 (no rosponse found!)
8 2022-07-13 8 102.0.2.168  198.51.100.108 ICHP 182 0x0F2d (40749) 64 Echa (ping) request id-gxpéla, seq-10/2560, ttl-64 (no response found|)
9 2022-07-13 86 192.0.2.160  198.51.100.168 ICHP 108 0x0FBR (40840) 64 Echa (ping) request id-gwdéla, seq-11/2816, ttl-64 (no response foundl)
18 2022-87-13 86 162.0.2.160  198.51.109.168 TEHP 182 0x0FER (40840) 64 Echo (plag) request 1d=0w0dla, seq=11/2816, ttl=64 (po response foundl)
11 2022-67-13 86:24:03.405150041  152.0.2.100  158.51.100.100 {1 108 %3077 (41075) 64 Echa (ping) rFequest id=out01a, seq=12/3072, ttl=64 (no response foundl)
12 2022-67-13 06:24:03. 405200261 152.0.2.160  158.51.180.100 1eHe 182 axa@T? (41075) 64 Echa (ping) réquest id=oxddla, sqe12/3072, ttleGd (no résponse found!)
13 7022-07-13 85:24:04. 429155683  152.0.2.160  158.51.180.100 1EHP 188 axalef (41231) &4 Echo (ping) request idegnddla, seqe13/3328, ttlegd (no réesponse found!)
14 2022-07-13 86:24:04 420156831 102.0.2.100  198.51.180.100 v 182 oxalof (41231) 64 Echo (ping) request id-BxBdla, seqe13/3328, ttl=sd (no response found!)
15 2022-07-13 86:24:05. 453156612 102.0.2.100  198.51.180.100 TCHP 188 fxaléa (41322) 64 Echo (ping} request id-@xddla, seq-14/3584, ttl-64 (no response foundl)
16 2022-07-13 06:24:05.453158052 102.0.2.100  198.51.100.100 TCHP 182 dxalba (41322) 64 Echa (ping) request id=Gkddla, seq-14/3584, ttl=64 (no response foundl)
17 2022-07-13 06:24:06 477127687  192.0.2.100  198.51.100.100 TCHP 108 dxaled (41443) 64 Echo (plog) request ld=gwddla, seqe=15/3840, ttl=64 (no response found!)
18 2022-07-13 06:24:06. 477120809  152.0.2.100  198.51.100.100 TEHP 182 dxaled (41448) 64 Echo (ping) request id=gwddla, seqe=15/3248, ttl=84 (no response found!)
19 2022-07-13 86:24:07.501251314  192.0.2.180 158.51. 106,168 IcHP 108 axalfé (41a62) &4 Echo (ping) request idedxtdla, seqelé/4096, ttl=64 (no response found!)
20 2022-07-13 86 152.8.2.188 198.51. 188,168 ICHP 182 axaife (41a62) &4 Echo (ping) request idedxedla, seqe16/4096, ttl=64 (no response found!)
21 2022-07-13 96 192.0.2.100 198.51.1900.100 ICHP 108 Bxa257 (41559) &4 Echo (ping) request id-axedla, seq=17/4352, ttl=64 (no response found!)
22 2022-07-13 @6 192.8.2,108 198.51.100,108 ICHP 102 @xa257 (41559) 64 Echo (ping) request id-@xeela, seq-17/4352, ttl=64 (no response found!)
23 022-07-13 @6 192.0.2,180  196.51.100.100 ICHP 108 oxazad (41641) 64 Echo (ping) request id-oxeola, seq-18/4608, ttl-64 (no response foundl)
24 2022-07-13 6 192.0.2,100  196.51.100.100 1M 102 0xa2a0 (41641) 64 Echo (plng) request ld-gwedla, seq-18/4608, ttl=64 (no response foundl)
25 2022-07-13 96:24:10.573110146  192.0.2.100  198.51.190.100 ICHP 108 0xa345 (41797) 64 Echo (ping) request id=gxeola, seq=19/4864, ttl=64 (no response foundl)
26 2022-07-13 06:24:10.573112504  192.0.2.100  198.51.190.100 1M 102 9xa345 (41797) o4 Echo (ping) request id=oxe0la, seqe=19/4864, ttl=g4 (no response found!)
27 2022-07-13 06:24:11.597086027 192.0.2.100  198.51.190.100 1M 108 9xa349 (41891) 64 Echo (ping) request id=gxeola, seq=20/5120, ttl=64 (no response found!)
28 7022-07-13 86:24:11,.597088170 192.0.2.100  198.51.190.100 v 182 fxa3ad (41801) 64 Echo (ping) request id-exedla, seqe20/5120, ttl=64 (no response found!)
29 2022-07-13 06:24:12.621061022  192.0.2,100  198.51.100.100 ICHP 188 oxazdc (41948) 64 Echo (ping) request id-owidla, seq-21/5376, ttl-s4 (no response foundl)
» Frame 2: 182 bytes on wire (816 bits), 182 bytes captured (816 bits) on interface capture we 1, id @ WD 5B 97 bd b9 T @ 80 50 56 9d e be 81 09 @0 66 f
* Ethernet 11, Src: VMware 9d:e@:be (@0:58:56:0:e8:be), Dst: Cisco bR:77:0¢ (58:97:bd:b9:77:00) WG BB B0 45 00 B0 54 9d ec 40 00 40 01 af cd cd B0 .
T02.1Q virtual Lei, PRI: ©, DEL: B, 10 102 62 &4 b 33 64 64 B3 00 de a2 OO 1a B0 67 4 &4 -d
[0 awe wane = Priority: Best Effort (default) (@) QI ¥ £ 00 NOLMUG 20 42 (67 BRl U SHIR0I01 101 11 g
ev uew = DEL: Ineligible 3 W48 12 13 14 15 16 17 18 19 13 1b 1c 1d 2o 1f 20 1 H 1
R et Er i e WSH 22 23 24 25 2627 28 29 2a 2b 2o 2 2e 2f 30 31 "w$RR() “s,-.f01
32 33 34 35 36 37 234567

Internet Protocol version 4, src:
Internet Control Message Protocol

192.8.2.198; Dst: 193.51.100.108 2
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ICMP 0|2 % mHZ!8F ZHX{ELICt ZF TZ! 2 ZHA{ =0 21 FE A|EILICE.
212 3! &f|{odl VLAN EH27}F Qi&LCt.
3. L5 A x|lE elaBiA QIE{H| 0|A Portchannel12 AlH¥st= &7 LE VLAN EiZT 10018

N

A gLk
= — ;
4. LH8 ALQX|= F7H VN EfIE AFUEHLICE
e Time Source Destingtion Profool FD PTIL Info ~
e 12022-88-95 23:07:31.865872877 192.0.2.100 198.51.169.100 IcHp 108 | | ex3zze (12848) 64 Echo (ping) request | id-exee2d, seq=245/62720, ttl=64 (nc
7 2022-98-05 23:67:31.865875131 192.8.2.109 198.51.169.100 ICHP 182 ox3z2e (12846) 64 Echo (ping) request | id=exee2d, seq=245/62720, ttl=64 (nc
3 2022-08-05 23:07:32.867144598 192.9.2.100 198.51.100.100 ICHP 108 axi2 LER 64 Echo (ping) request id-0xee2d, seq=246/62976, ttl=64 (nc
4 2022-88-95 23:07:32.867145852 192.0.2.100 198.51.160.100 ICHP 182 ox3zbe (12985) 64 Echo (ping) request id=exeezd, seq=246/62976, ttl=64 (nc
5 2022-08-05 23:07:33.881002485 192.0.2.100 198.51.109.100 IcHP 108 ox32dg (13016) 64 Echo (ping) request id=0x002d, seq=247/63232, ttl=64 (nc
6 2022-08-05 23:07:33.881904151 192.9.2.100 198.51.100.100 ICHP 182 @x3zde (13016) 64 Echo (ping) request id=oxpe2d, seq=247/63232, ttl=64 (nc
7 2022-88-95 23:07:34.883049425 192.9.2.100 198.51.160.100 (4] 108 0x3373 (13171) 64 Echo (ping) request id=8x@e2d, seq=248/63488, ttl=64 (nc
8 2022-08-05 23:07:34.883051649 192.0.2.100 198.51.100.100 IcHP 102 0x3373 (13171) 64 Echo (ping) request id=0x002d, seq=248/63488, ttl=64 (nc
9 2022-08-05 23:07:35.883478016 192.9.2.100 198.51.100. 100 ICHP 108 @x3427 (13351) 64 Echo (ping) request id=oxpe2d, seq=249/63744, ttl=64 (nc
10 2022-88-95 23:07:35.883479190 192.0.2.199 198.51.160.100 ICHP 182 ox3427 (13351) 64 Echo (ping) request id=exee2d, seq=249/63744, ttl=64 (nc
11 2022-08-05 23:07:36.889741625 192.0.2.100 198.51.100.100 1cHP 108 oxdade (13534) 64 Echo (ping) request id=0x002d, seq=250/64000, ttl=64 (nc
12 2022-88-95 23:07:36.889742853  192.0.2.100 198.51.169.100 ICHP 1082 ox3ade (13534) 64 Echo (ping) request id-exeezd, seq=250/64e00, ttl=64 (nc
13 2022-88-05 23:07:37.913770117 192.0.2.1909 198.51.160.100 ICHP 108 ox35dc (13644) 64 Echo (ping) request id=exee2d, seq=251/64256, ttl=64 (nc
14 2022-88-95 23:07:37.913772219 192.8.2.109 198.51.100.100 1cHP 102 ox354c (13644) 64 Echo (ping) request id=0x002d, seq=251/64256, ttl=64 (nc
15 2022-88-95 23:07:38.937829879 192.0.2.1090 198.51.169. 100 ICHP 108 ox3602 (13826) 64 Echo (ping) request id-exee2d, seq=252/64512, ttl=64 (nc
16 2022-88-05 23:07:38.937831215 192.0.2.199 198.51.160.100 ICHP 182 ox3602 (13826) 64 Echo (ping) request id=exee2d, seq=252/64512, ttl=64 (nc
17 2022-08-95 23:07:39.961786128 192.9.2.109 198,51, 100,100 ICHe 108 ex3Ged (14061) 64 Echo (ping) request id=0xee2d, seq=253/64768, ttl=64 (nc
18 2022-88-05 23:07:39.961787284 192.0.2.100 198.51.160.100 ICHP 182 ox3Ged (14061) 64 Echo (ping) request id=exeezd, seq=253/64768, ttl=64 (nc
19 2022-08-05 23:07:40.985773090 192.0.2.100 198.51.100.100 ICHP 108 0x37ds (14293) 64 Echo (ping) request id=0x002d, seq=254/65024, ttl=64 {(nc v
< ¥
> Frame 1: 108 bytes on wire (864 bits), 108 bytes captured (864 bits) on interface capture_ug 3, ii[ 6000 a2 76 f2 @@ @@ 25 8@ 58 S6 9d 8 be 89 26 88 54 e X P Ve BT
» Ethernet 11, Src: VMware Sd:eS:be (09:50:56:9d:e8:be), Dst: a2:76:F2:00:00:25 (a2:76:T2:00:00:25) | ©910 00 0@ 81 00 93 €0 OB B0 45 90 90 54 32 Je 40 0@ srerere EooT2.8
WN-Tag S - 2 48 81 1b 7f c@ 6@ 92 64 <6 33 64 54 08 00 1le dé coed -3dd-
Livt tier vinn sene cwes wene aees ee.. = Direction: From Bridge 06 2d 60 5 a6 a2 ed 62 00 60 00 00 7a 2f ob 60 LA A
@i wns wnkn mie aees seae seee wese ® Polnteni viF id G/onr0S BOE10l LA 13 Aas SRR 19 e
5 B 8050 1c 1d le 1f 20 21 22 23 24 25 26 27 28 29 2a zb ..o 1@ $XR()*e
..00 080G 0101 0100 .... .... .... .... = Destination: 84 4 . e _’%?“
s wess mees aea. = LooOped: Mo
s wers mees aeae = Reserved: B
S e e e B eas Eeme ineser BINBDETON ! S
teer vees raas eren nees OOBO 0OBO DBOO = Source: @

Type: 882,10 Virtual LAN (@x810@)
802.1Q Virtual LAN, PRI: @, DEI: @, 1D: 1001
BB, cuae raes eae. = Priority: Best Effort (default) (@)
.8 = DEI: Imeligible
. eau 1110 1ae1 = 10: 1801 3
Type: IPva (OxeE68)
Internet Protocol Version 4, Src: 192.8.2.100, DSt: 108.51.100.100 - |
Internet Control Message Protocol
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1. ICMP 0|2 2% m{Z!Iok ZHRELIC ZF iZI2 HR{ |0 28 E A|ELICE
212 TiZ! &l ol VLAN EH27} Q& LCt.




2 Axl= ladA QEHO0|A Portchannel12 AH5t= F£7F ZE VLAN Ef1 10012
o

A elgfLct.
No. Time Source Destnation Frotocel Length FE FTIL ko fa
12022-08- 865872877 192.9.2.100 108.51.100.160 1cHp 108 | | ex3zze (128348) 64 Echo (ping) request | id-oxee2d, seq=245/62720, ttl=64 (nc
2 2022-08- .B65875131  192.9.2.100 198.51.100.160 ICHP 102 lox322e (12846) | 64 Echo (ping) request | id=exeszd, seq=245/62728, ttl=64 (nc
3 2022-08- -B67144598 192.9.2.100 198.51.190.189 ICHP 188 @x32ho (12985) 64 Echo {plng) request  id=0xe02d, seq=246/62976, ttl=64 (nc
4 2022-08- -B67145852 192.9.2.100 198.51.100. 108 ICHP 182 @x32bs (12985) &4 Echo {ping) request id=0x002d, seq=246/62976, ttl=64 (nc
5 2022-88- -B81982485 192.9.2.108 198.51.198.189 ICMP 188 @x32ds (13016) 64 Echo (ping) request id=exee2d, seq=247/63232, ttl=64 (nc
6 2022-08- -BB81984191 192.9.2.100 198.51.190.189 ICHP 182 @x32da (13016) 64 Echo {ping) request id=0xe02d, seq=247/63232, ttl=64 (nc
7 2022-08- .883040425 192.9.2.100 198.51.100.160 ICHP 108 0x3373 (13171) 64 Echo {ping) request id-owe02d, seq-248/63438, ttl=64 (nc
8 2022-08- 883951649 192.98.2.100 198.51.108. 160 ICMP 102 ex3373 (13171) 64 Echo (ping) request id=@x@e2d, seq=248/63438, ttl=64 (nc
9 2022-08- .883478016 192.9.2.100 108.51.108.160 IcHP 108 0x3427 (13351) 64 Echo {ping) request id-exee2d, seq-249/63744, ttl=64 (nc
18 2022-08- .883479120 192.9.2.100 198.51.100.160 ICHP 182 0x3427 (13351) 64 Echo {ping) request id-9x002d, seq-249/63744, ttl=64 (nc
11 2022-088- .BB9741625 192.9.2.108 198.51.108. 169 ICMP 168 ex3ade (13534) 64 Echo (ping) request id=exee2d, seq=258/64808, ttl=64 (nc
12 2022-08- .880742853 192.9.2.100 108.51.108.160 IcHP 182 ox3ade (13534) 64 Echo {ping) request id-exee2d, seq-258/54808, ttl-64 (nc
13 2022-08- .913770117 192.9.2.100 198.51.100.169 ICHP 108 ex354c (13644) 64 Echo (ping) request id-exee2d, seq=251/64256, ttl=64 (nc
14 2022-08- .913772219 192.98.2.108 198.51.108. 160 ICHP 102 ex354c (13644) 64 Echo (ping) request id=@xee2d, seq=251/64256, ttl=64 (nc
15 2022-08- .037829870 192.9.2.100 108.51.108.169 IcHMP 188 0x3602 (13826) 64 Echo (ping) request id-ex@2d, seq-252/64512, ttl=64 (nc
16 2022-08- .937831215 192.0.2.108 198.51.108.169 ICHP 182 0x3602 (13826) 64 Echo (ping) request id=2xeo2d, seq=252/64512, ttl=s64 (nc
17 2022-88- .061786128 192.8.2.108 198.51.108. 160 ICHP 168 ex36ed (14061) 64 Echo (ping) request id=2x@92d, seq=253/64768, ttl=64 (nc
18 2022-08- .061787284 192.8.2.100 198.51.100.160 1CHP 182 ox3Ged (14061) &4 Echo (ping) request id-8x802d, seq-253/64768, ttl=64 (nc
19 2022-68- L98577309@ 192.0.2.108 198.51.108.169 ICHP 168 ex37ds (14293) 64 Echo (ping) request id=exe2d, seq=254/65824, ttl=64 (nc  ~
< >
Frame 2: 182 bytes on wire (816 bits), 182 bytes captured {B16 bits) on interface capture_ue 3, is a2 76 2 00 08 25 00 S0 56 9d eB be 81 80 83 o9 s e Ko Wees
Ethernet II, Src: VMware Od:eB:be (@8@:58:56:0d:e8:be), Dst: a2:76:f2:080:80:25 (a2:76:f2:00:00:25) @8 9@ 45 0@ 98 54 32 2e 40 60 40 @1 1b 7f cd @8 . E--T2. @@
§02.1Q Virtual LAN, PRI: ©, DEIL: @, 1D: 1001 ©2 64 c6 33 64 64 08 00 1e d6 00 2d 00 5 a6 a2  -d-3dd-- =
BB, ... +u.e. ... = Priority: Best Effort (default) (@) ed 62 80 60 00 @B 7a 2f @b G0 62 00 00 00 12 11 b 2/
ve® rie wees ae.. = DEI: Ineligible 3 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 = " !
. 8611 1110 1001 = 10: 1061 22 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f 30 31 AEXE' () "+,-./01
32 33 34 35 36 37 234567
Type: IPvd (@xeEea)
Internet Protocol Version 4, Src: 192.9.2.108, Dst: 198.51.1068.188
Internet Control Message Protocol 2
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Chassis

Internal Switch Security Module
FTD/ASA
192.0.2.100 Backplane
@ ICMP echo-reply .
198.51.100.100

kS
FCM

FCMOI| M CtE EHE +&stod HELQl QIE{H o|A 2| miZ! YA E FHeLICH

1. Tools(&) > Packet Capture(IiZ! Z§x{) > Capture Session(Z{x] MIM)S A& 5104 A ZHX] Al
M2 MM

Help admin

Overview Interfaces Logical Devices Security Engine Platform Settings System

Packet Capture

Troubleshooting Logs

[ somin T

No Session available

2. 2 E WELQl QIEH o|AS| IS ZX{5tE{H EECH: S50 o EE|7HolMdS MELS
CHZ All Backplane Ports(2E ¥&dQl ZE)E ME{gFLIC == & MEGQ QE{mo|A
£ MEfELICH o] B WEaQl 2AEH 0|A Ethernet1/9 ! Ethernet1/102 AL E = &L
Ch. Z4%{E #4515t 24 Session Name(Al4d O|F)2 21245t 1 Save and Run(XM%EF & Al
(=2 E.EI%I-L_||:|._

= =2 14

Overview Interfaces Logical Devices Security Engine Platform Settings

Select an nstance; fdl ks Sae Cancid

Session Name® eapl ]

frd1

Selected Interfaces SR

Bulfer Size 56 MB b
Ethemetl/2
Snap bength: 1518 Byt
Store Packets Append
Capturs On IM [ Pa:s—lv
Ethemetl/3
Capty |
Ethernet1/10
Al Backplane Ports
Ethematl/1

FXOS CLI



SHZ 201 QIE{H| 0| A0i A THZ! 4R E T Ad5l24% FXOS CLIOIA CHS EHHIE &8t
1. OHE2I70IM R 2 AlEXIE Alarc

firepower#
firepower
App Name

Deploy Type Turbo Mode Profile Name Cluster State

ftd
Native

2 7Hx.l

firepower#
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower

&l

FCM

QIE{H 0| O|&S

Ct.

scope ssa
/ssa# show app-instance
Identifier Slot ID

ftdl 1 Enabled
No
MNME gLt

scope packet-capture

Admin State Oper State

Not Applicable

Running Version Startup Version
Cluster Role

Online
None

/packet-capture # create session capl

/packet-capture/session* # create phy-port Ethl/9

/packet-capture/session/phy-port*
/packet-capture/session/phy-port*
/packet-capture/session/phy-port*
/packet-capture/session* #
/packet-capture/session/phy-port*
/packet-capture/session/phy-port*
/packet-capture/session/phy-port*
/packet-capture/session* # enable
/packet-capture/session* # commit
/packet-capture/session #

=1ge]
=}

Overview Interfaces Logical Devices Security Engine Platform Settings

# set app ftd
# set app-identifier ftdl
# up

create phy-port Ethl/10

# set app ftd
# set app-identifier ftdl
# up

System Tools Help admin

capl
| Interface Name
Ethernetl/10

Ethemetl/9

Drop Count: & | Operational State: up |

Flle Size {in bytes)

Nore: 194352

& Refresh Capiure Session Defietie Al Sess00s.

Buffer Size: 256 MB Snap Length: 1518 Bytes

File Hame

capl-ethernet- 1-10-0.pcap

capl-sthermet-1-8-0.pcap

FXOS CLI

scope packet-capture0i| A Z{x M HEE =elgrct

firepower#
firepower

scope packet-capture
/packet-capture #

Traffic Monitoring Session:

Packet

Session:

Admin S
Oper S
Oper S

Capture Session Name: capl
1

tate: Enabled

tate: Up

tate Reason: Active

show session capl




Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB
Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0

Physical ports involved in Packet Capture:
Slot Id: 1
Port Id: 10
Pcapfile: /workspace/packet-capture/session-1/capl-ethernet-1-10-0.pcap
Pcapsize: 1017424 bytes
Filter:
Sub Interface: 0
Application Instance Identifier: ftdl
Application Name: ftd

Slot Id: 1

Port Id: 9

Pcapfile: /workspace/packet-capture/session-1/capl-ethernet-1-9-0.pcap
Pcapsize: 1557432 bytes

Filter:

Sub Interface: 0

Application Instance Identifier: ftdl

Application Name: ftd

25 IHel 4%
Firepower 4100/9300 LIS A x| R Tt =% MMo| BHAHE & ehLct.

27| ohed A

2IE{H| 0| A7} o4

el @
#2 7jZie WEQl ol

l‘lH M ot 2l OHEEI91IOI*=|° AME5to] X mtd S PLICtH sEY
A ZH HEP|Ql QE{m|o|]Aae| RE R U2 Lo{of &LCt. Of
E-ilﬂl |A Ethernet1/904| M ZHR{EILICE.

SR U R TZ0S e S

>
oo
mjo
1
ro
]
r
Inl

.ZHICMP o2 273 miZ!o| A E[o] 2 E A|ELCY.

2. el T3 slic{odl VLAN Ef 27} @i&Lct.
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© 13022-07-14 20:20:36.513854256 102.0.2.100  108.51,100.180  ICWP 108 1 Bx5000 (22028) 64 Echo [phm request | id-0x9001, s0q-15/3840, ttle64 (no response found!)
2 2022-87-14 29: (513857280 102.0.2.109  108.51.180.100 e 108 035090 (22918 64 Echo request | 1d-040081, s0q-15/3840, ttl-64 (reply in 3)
3 2022-87-14 29: (514117304 108.51.160.180 102.0.2.100 (e 108 Brccac (52268 €4 £C Teply | id-0x0081, 50q-15/3840, ttl-64 (request in 2)
42022-07-14 20:20:36.514119312  108.51.100.100 102.0.2.100 IcHe 108 Bxcele (52268) 64 Echa lping} reply  id-0x0081, seq-15/3840, ttl-6a
52022-07-14 20:20:37.537721822 192.0.2.100  198.51.180.100 IcHe 108 035300 (23040) 64 Echa (ping) request id-0x8001, seq-16/4006, ttl=64 (no response found)
62022-07-14 20:20:37.537726588 192.0.2.100  198.51.100.100 1cHe 108 03500 (23040) 64 Echo (ping) request id-0x0001, seq-16/4006, ttl-64 (reply in 7)
72022-07-14 20:20:37.53IB046165  198.51.100.100 192.0.2.100 1cHe 108 Bxcedb (52379) 64 Kecho (ping) reply  id-0x0001, Seq=16/2006, ttl=64 (request in &)

B 2022-07-14 20:

5 2022-97-14
18 2822-87-14
11 2032-97-14
12 2022-97-14
13 2022-97-14
14 2822-87-14
15 2822-87-14
16 20822-87-14

LSIBO48311  158.51.100.100 192.9.2.100 1cHe 108 oxecab (52379) 64 Echo (ping) reply  Ld=0x0001, Seqe16/4096, ttl-ga

LSE1776064  152.0.2.100  198.51.100.180 1cHe 108 oxSab? (23223) 64 Echo (ping) request Ld-0x0001, seqe17/4352, ttl=64 (no response Found!)
LSE1778310  152.0.2.100  192.51.100.180 1cHe 108 oxtab? (23223) 64 Echo (ping) request id-0x0001, Seq=17/4352, ttlega (reply in 11)
(SE20ABIEE  158.51.100.100 192.0.2.100 1cHe 188 Bxcccd (52420) 64 Echa (ping) reply  ideBxdol, 26q=17/4352, ttlebd (requést in 1a)
562050333  158.51.100.100 192.0.2.100 1cHP 188 Bxcccd (52420) 64 Echa (ping) reply  ide0xB001, $eq=17/4352, ttlssa

585677843 192.0.2.180 198.51.188. 188 IcHP 188 BxShas (23368) &4 Echo (ping) request id-BxB081, s6q-18/46088, ttle8d (no reiponie found!)
585678455  192.0.2.100  198.51.180.100 IcHPE 108 oxsbag (23365) 64 Echo (ping) request id-0x8001, seq-18/4608, ttlesa (reply in 15)
585036554  106.51.100.100 102.0.2.100 1CHE 168 fxcddd (52621) 64 Echo (ping) reply  id-0x0001, seq-18/4608, ttle64 (request in 14)
(SE5037900  106.51.100.108 102.0.2.108 1CHP 108 Bxcdid (52621) 64 Echo (ping) reply  id-ox0081, seq-18/4608, ttl-sd

17 2022-07-14 (600BBAEGA  102.0.2.100  198.51.180.100 (] 108 ax5b7b (23419) 64 Echo (ping) request id-0xB001, seq-19/4864, ttl-64 (no response found)
16 2022-07-14 (600807618 192.0.2.100  108.51.180.100 IcHe 108 8x5b7b (23419) 64 Echo (ping) request id-0xB001, seq-19/4864, ttl=64 (reply in 19)

18 2022-07-14 (616170685 198.51.100.100 192.0.2.100 IcHe 108 oxcdif (52623) 64 Echo (ping) reply  id=0x0001, seq=19/4864, ttle6d (request in 18)

20 2022-07-14 (616181544  158.51.100.100 192.0.2.100 1cHe 108 oxcdif (52623) &4 Echo (ping) reply  id=0x0001, seq=15/4864, ttl=g4

21 2022-07-14 (633805153 152.0.2.100  198.51.180.100 1cHe 108 axsble (23423) &4 Echo (ping) request id=xB001, seq=28/5120, ttl=64 (no response found!)
33 2023-07-14 (633800857 152.0.2.108  198.51.180.100 1cHe 108 axsble (23423) 64 Echo (ping) request id-x8001, seq=28/5120, ttl=64 (reply in 23)

23 2022-07-14
24 2002-87-14
25 2022-97-14
26 2022-07-14
27 2022-97-14
38 2023-87-14
39 3023-87-14

634024102 158.51.100.100 192.9.2.100 1cHe 108 Oxeedt (32790) 64 Echo (ping) reply  id=0x8001, seq=20/5120, ttledd (request in 23)
634085368 158.51.100.100 192.9.2.100 1cHe 108 Oxeelt (52799) 64 Echo (ping) reply  id=ox0001, seq=20/5120, ttlega

SESFIRGEGE  192.0.2.108 198, 51,188, 188 IcHe 108 exshfe (23536) 64 Echo (ping) request id=9x8081, seq=21/5376, ttl=64 (no response found!)
SESFTLIGEE  192.0.2.189 198,51, 180, 188 cHe 108 exshfe (23536) &4 Echo (ping) request Id-oxoedl, seqe=21/5376, ttlesa (reply in 27)
LG5TIB0ETS  198.51.100.100 192.9.2.100 IcHR 108 Bxceas (52809) 64 Echo (ping) reply id-0x0081, s0q=21/5376, ttl=6a (request in 28)
(657981971 158.51.190.180 1032.0.2.100 1cHe 108 Bxcedd (52809) 84 Echo (ping) reply  id-Bx8081, seq-21/5376, ttl-sd

-GEET3E607  192.0.7.188 198.51.120. 180 ICHP 108 BxSc52 (23634) 64 Echo (ping) request id-0wd®al, seq-22/5632, ttl-62 (no response found!)

EEEEEEEEEEEEZREEREEER

<

o Frame 1: 108 bytes on wire (864 bits), 108 bytes captured (864 bits) on interface capture ud 8, id @ 00 50 56 5d eF 50 58 97
» Ethernet 1T, Src: Cisco b9:77:2d (58:97:bd:ba:77:2d), Dst: Viware 9d:e7:5a (00:50:56:9d:07:58) a0 da 81 00 BB 67 08
Jn-Tag 40 01 £4 1c c0 00 02 64
. = Direction: To sridge B0 81 88 of 29 74 dO 62
. = Pointer: vif id B0 09 80 80 18 11 12 13 14 15 16 17 18 19 1a 1b Bit
sibatisatiiee G cidieif 2021 2223 24 2536 27 W29 23 26 oo 17 SXRI()%
! o060 2c 2d 2e 2f 30 31 32 33 3 35 36 37 2= /0123 4567
= Leoped: Ho 4
= Reserved: @
T ETTTITT . = Wersion: @
Brar mrar omees oawas oaeas G000 @000 1019 = Source: 19
i 802,10 virtual lm e:mm
.
- m.oruy; Best £ffort (default) (@)
= DEL: Ineligible
coa. BOOO 9110 9111 = ID: 193
Internet Proto<el Version 4, Src: 192.0.2.109, Dst: 198.51.100.108
| Internet Control Message Protocel 2
e, Time Source Demeanon Frescedd Lengh PO FTIL e
12022-07-14 20:20:36,513854256 192.0.2.100  198.51.100.100 1M 108 1 @x5990 (22028) 64 Echo (ping) request | id«8x0e1, seqe15/3840, ttlesd (no response found!)
s 22022-07-14 20: 513857289 102.9.2.100  [108.51.100.100  |IcMP 108 i id=8x0001, seq=15/3840, ttl=sd (reply in 3)
4 3 2022-07-14 20:20:36,514117304  198,51.100. 100 192.9.2.10¢ IcHe 198 ping) reply idwoxpodl, seqe1S/3840, ttl=6d (request in 2)
4 2022-97-14 2514119312 198.51.100. 100 192.9.2.100 I 198 DxccRc (52268) &4 Echo (ping) reply idwondonl, sequiS iad0, ttl=fd
5 2022-07-14 20:20:37.537723822  192.0.2.100  198.51.100.100 1k 108 Ox5a00 (23040) 64 Echo (ping) request id=owdo0l, seq=16/4096, ttl=sd (no response Found!)
£3022-07-14 20:30:37.537726508  192.0.2.100  198.51.100.100 1cH 108 ax8a00 (23040) 64 Echa (ping) request id-8wda0l, seq=16/4096, ttl-sa (reply in 7)
7 2023-07-14 LS3B045165  198.51.100.100 192.0.2.100 1008 108 axcesb (52379) 64 Echa (ping) reply  idegx0881, seqe=16/4856, ttleta (request in 6)
8 2022-07-14 538048311 193.51.100.108 192.0.2.100 1P 168 Bxccab (52379) 64 Echo (ping) reply  id=0x0001, $eq-16/4096, ttl-gd
5 2022-87-14 L 561776064 192.0.2.100  198.51.100.100 1M 108 axsab? (23323) &4 Echo (ping) request idegxdddl, seqe17/4352, ttleéd (no response found!)
18 3032-87-14 B. 5617783186 192.0.2.184 198,51, 100. 108 o 198 ax5ab? (23223) 64 Echo (ping) request id-0wdodl, seq-17/4352, ttl=64 (reply in 11)
11 2022-07-14 B, 562048388 198,.51,100. 100 §92.9.2.100 I pld Dxcccd (52420) 64 Echo (ping) reply id=0wdo01, seq-17/4352, ttl-64 (request in 18)
12 2022-97-14 B, 562050333 198,51, 100, 100 192.9.2.180 I gl dweccd (5242) &4 Echo (ping) reply id=0wpol, seq=17/4352, ttl-64
13 2022-07-14 9, 585677043 192,0.2.100  198.51.100.100 1cHe 108 Ox5h46 (23366) 64 Echo (ping) request 1d-0md001, seq=18/4608, ttl=6d (no response Found!)
14 2022-07-14 9, 55678455  192.0.2.100  198.51.100.100 1cH 108 Ox5b46 (23366) 64 Echo (ping) request id-8wpodl, seq=18/4608, ttl=s4 (reply in 15)
1% 2022-87-14 S, 585936554 198.51.100. 100 192.9.2. 189 o 198 dxcdad (S2621) &4 Echo (ping) reply id=gmiodl, seq=18/4608, ttl=ea (request in 14)
16 2022-07-14 9. 585937500 198.51.100. 190 132.9.2.109 1P 108 axcdad (52621) 64 Echo (ping) reply  id=8x@eel, seq=18/4508, ttl=ga
17 2022-87-14 2. GEIEREER  192.9.2.100 198.51. 109, 198 IcHe tL] oxsbTh (23419) &4 Echo (ping) request id-oxgoel, seq-19/4854, ttl=64 (no response found!)
18 2022-87-14 2. 6IIEETEIE  192.9.2.190 198,51, 109, 199 o 198 exshTh (23419) 64 Echo (ping) request id-oxpol, seq-19/4864, ttl=64 (reply in 19)
19 2022-97-14 2, 610179685  198,51,100. 199 192,9.2, 109 o 198 oxcdaf (52623) 6d Eche (ping) reply id-0xp00l, seq-19/4864, ttl-64 (request in 1&)
0 1022-97-14 L 610181944 198,51.100. 190 192.9.2.10¢ IcHe 198 oxcdaf (52623) 64 Echo (ping) reply idwoxpodl, seqe19/4864, ttl=td
1 2022-87-14 L633BR5153  192.9.2.180 198,51, 100, 180 IcHe 198 Bx5hFe (23422) 64 Echo (ping) request ide=0wdool, seq=28/5120, ttl=6d (no response found])
22 2022-07-14 L6II06597  192.0.2.100  198.51.100.100 1cH 108 xsbTe (23422) 64 Echo (ping) request id=8xeel, seqs20/5120, ttlsed (reply in 23)
23 3023-07-14 L6I4084102  198.51.100.100 192.9.2.100 100 108 Oxcels (S2790) 64 Echo (ping) reply  ideoxgol, seqe20/5130, ttl=td (request in 23)
24 3023-87-14 JBIMBESIEE  198.51.100.100 192.9.2.100 1M 108 axceds (52799) 64 Echo (ping) reply  ide8weeel, seqs20/5128, ttl=sa
2% 2022-87-14 <B57789893 192.9.2.180 198.51. 189, 188 I 188 Bxsbfe (23536) B4 Echo (ping) request id=0x8eal, seqs21/5376, ttl=sd (no response found!)
26 2822-87-14 .B57711668  192.8.1.180 193.51. 180188 bl 188 dxsbfe (23536) 64 Echo (ping) request id=8w@eal, seq=21/5376, ttl=sa (reply in 27)
27 2022-87-14 LB579BB6TS  198.51.109.100 192.9.2.1084 (e 1 198 Sxcedd (52809) 64 Echo (ping) reply id=0xd001, seqe21/5376, ttle=sa (request in 28)
28 2022-97-14 LB579B1971  198,.51.100.100 192.9.2.10¢ IcHe 1908 Sxcedd (52E09) 64 Echo (ping) reply idwoxpodl, seqe21/5376, ttle=cd
29 2022-97-14 LBEITIGEOT  192.9.2.100 198,51, 100, 108 IcMe 198 @x5c52 (23634) 64 Echo (ping) request ide0widddl, seqe22/5632, ttle=6d (no response foundl)

<

B9 59 56 99 o7 S0 %2 97 bd b9 T 2d 89 26 00 B9
B2 0 Bl 08 99 67 98 9@ 45 89 8@ 54 39 90 48 9D
a3 @1 f4 1c €@ 90 82 64 6 33 64 64 05 OO 32 6
B3 01 o0 of B9 Ta db 62 ©D 00 00 @@ b3 d7 09 0D
o B 80 90 10 11 12 13 14 15 16 17 18 1% 1a 1b

» Frame 2: 188 bytes on wire (864 bits), 188 bytes captured (864 bits) on interface capture vd &, id @
» Ethernet 11, Src: Cisco bo:77:2d {sszsi‘:b-diﬂ:?:!:!d), Dst: Viare adie?: 50 (00:50:56:9d:a7:
Jwi-Tag

= Direction: To @ridge
= Podnter: vif_id

B 1c id de 1f 20 21 22 23 24 25 26 27T 28 29 2a b ---- 17H SEAT()"s
= Pastination: o 2c 3d 2e 2f 30 31 32 33 34 35 36 37 J-f0123 A567
= Looped: Ko 4

. °e .
vere ees. DODD ODOR 1010 = Source: 1@
i WI 10 \"ir‘tual LMI DNSIW

= Prinrity. Best Effort (default) (@)
= DEI: Ineligible 3
@000 9110 0111 = ID: 183

L T

o Internet Protocol Version 4, Src: 192.9.2.109, Dst: 198.51.180.100
A Internet Control Message Protocol 2

M 2 e 2 S M=ist T A AL S H I LI

1. ZF ICMP 0of| 2 8E 0| Z{X{ k|0 2 E A|ELICE.

2. el ThZ! F{odl VLAN Ef 27} @& Lct.

3. LHE AQ[X|= O|ZBA QIE{H| O|A Ethernet1/28 Al¥H3dt= F7F ZE VLAN Ef1(102)2 &f
U gfLct.

4. LIE AR|x|E F7F VN EjE AblstLCt.
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12022-07-14 20:20:36. 513054256 192.0.2.100 198.51. 100, 100 ICHP 188 an5090 (22928) 64 Eche (ping) request id-@w=oa01, seqe15/3840, ttl=64 (no response foundl)
2 2023 513857280 192.0.2.100  198.51.100.108 (0] 108 4 i chouest. id=0xd001, seqe15/3240, ttl=ed (reply in 3)
3 2023- 514117394 192.51.100.100 192.0.2.100 IMe 108 1 idsonoool, seqe15/3240, ttlsed (request in 2)
4 2022 514119312 198.51.100.100 192.0.2.108 ICMP 108 idsoxpool, seqe=15/3840, ttlegd

(52268) G4|Echo (ping) reply
@xecic (52268) 64 Echo (ping) reply

5 2922- LG3TFIHIZ 192.9.2.100 198.51. 100, 1068 ICHP 188 Ak BAD ) O ECho (ping) request  id-gxeeal, seq-16/4006, ttl-6d (no response foundl)
& 2022- (SA7T2E588  192.9.2.1080  198.51.100.100 MR 108 @500 (23048) 64 Echo (ping) request 1d-0x001, seq-16/4006, ttleed (reply in 7)
7 2022-07 (SIBGAE165  198,51.100.100 192.0.2.180 MR 108 @weesb (52379) 64 Echo (ping) reply  1d-0w(001, seq-16/4006, ttl-cs (request im &)
8 2022~ SS3EBGAEI1L 198.51.100.100 192.0.2.108 ICMP 108 dxecsb (52379) 64 Echo (ping) reply idegxi001, seqe16/4006, ttl=a
9 2022 SSE1TTE0GA  192.0.2.100 158.51.100. 160 ICMP 108 axsab? (23223) 64 Echo {ping) request id-0xB0ol, seqs17/4352, ttlsgd (no response Found!)
18 2022 JSE17TEINE  192.0.2.100 198.51.100. 160 ICHP 108 axsab? (23223) 64 Echo (ping) request id=0xBo01, seqe=17/4352, ttlegd (reply in 11)
11 2823 - JSEIGARIRE  198.51.100.100 192.0.2.1008 ICHP 168 @xcccd (52420) &4 Eche {ping) reply id-0xB001, seq-17/4352, ttl-g4 (request in 1@)
12 2023 (562050333 198,51, 100,100 192.0.2.100 MR 108 fxcccd (52428) 64 Echo (ping) reply  1d-0xB001, seq-17/4352, ttlegd
13 2023 -7 JSESGTTO4T  192.0.2.100  198.51.100.100 ICHP 108 ax5hd6 (23366) 64 Echo (ping) request 1d-0x3d01, seq-18/4608, ttleed (no response found!)
14 2023~ LSESETRASS  192.0.2.180 19851, 190, 168 ICHP 168 BxSbas (23366} 64 Echo {ping} request id-dx@801, seq-i8/4608, ttl=6d (reply in 15}
1% 2022 LSES0365%4  193.51.100. 100 192.8.2.100 ICHP 188 axcdad (52621} &4 Echo {ping) reply idedmddo1, seqe18/a688, ttl-gd (request in 14)
16 2032 LSESOITI00  193.51.100.100 192.9.2.100 ICHP 188 axcdad (52621} 64 Echo (ping) reply ideg@oal, seqe18/4608, ttleca
17 2022~ LGOORBAERd  192.9.2.100 198.51. 100, 109 ICHP 198 exsb7b (23429) 64 Echo {ping) request id-oxeeel, seq-19/4864, ttl-64 (no response Foundl}
18 2922~ CERORRT6IE  192,9.2.100 198,51, 190, 1063 ICHP 128 sh7b (23419) 64 Eche (ping) request id-0xe0e1, seq-19/4864, ttl-64 (reply in 19)
19 2922~ WE1BITH685 198,51, 100, 199 192.0. 2,180 ICHP 108 xcdaf (52623) 64 Eche (ping) reply 1d=gm001, seq=19/4864, ttl=64 (request in 18)
20 222 10181944 198,51, 100,100 192.0. 2,108 ICHP 108 it (52623) 64 Eche {ping) reply idegmipe0l, seqe=19/4864, ttl=s
21 2022 CB3ITBASIST  192.9.2.109 158,51, 100, 160 ICHP 188 ansbre (23422) 64 Eche {ping) request id-9xedel, seq=20/5129, ttl=64 (no response found!)
22 022 SGIZBAGIIT  192.9.2.109 198.51. 190, 180 ICHP 188 axsh7e (23422) 64 Echo (ping) request id-9xeee1, seq=20/512@, ttl=ea (reply in 23)
23 2022 SG3IABBAIOT  198,51,100.100 192.0.2.100 ICHP 108 @wce3s (52799) 64 Eche (ping) reply id-gwpool, seq-28/5120, ttl-6d (request in 22)
24 29232 SEIAPESIGE  A9E, 51,100,199 192.9, 2,100 ICHP 108 omee36 (52799) 64 Eche (ping) reply id-gmpdol, seq-20/5120, ttl-64
25 022~ JOSTTRGE9E  192.9.2.180 198,51, 199, 168 ICHP 108 oxsbfe (23536) 64 Eche (ping) request id-0w@ge1, seq=21/5376, ttl=64 (no response foundl)
26 20232~ SBSTFLL668 192,802,100 198,51, 100, 168 ICHP 188 exsbfe (23536) G4 Echo (ping) request ide@x@@dl, sequ21f5376, ttl=ca (reply in 27)
27 w22 SBSTIEO6TS  198.51.100.108 192.0.2.108 ICHP 188 axceds (52809) 64 Echo (ping) reply idedmde0l, seqezlfS3Te, ttlsed (request in 26)
8 2022 SB57381971  198.51.100.100 192.0.2.108 ICHP 188 axcedd (52809) 64 Echo (ping) reply idegneoal, seqe2Llf5376, ttlecd
19 022~ JGB1TIG697  197.9.2.109 198.51. 109, 160 ICHP 1088 @x5c52 (23634) 64 Echo (ping) request idsow@o9l, seqe22/5632, ttlesd (no response found!)
Frame 3: 108 bytes on wire (864 bits), 188 bytes captured (864 bits) on interface capture ud 8, id @ 00 50 56 o @B be 58 97 bd b9 77 O¢ 85 26 00 B0 PV K- - W &
Ethernet I, Src: Cisco ba:77:08e (58:97:bd:b9:77:0e), Dst: VMware Od:zed:be (00:50:56:9d:e8:be) o0 Ba BL BY 0O Gb 08 03 45 00 90 54 €C Zc 0O B0 f- E-:T-,
WN-Tag 48 81 cl B c6 33 64 64 <O 90 02 64 90 B0 2a 68 B 3dd d--*h
. = pirection: To ridge B 01 BB OF B0 7a 0 62 90 00 00 80 b3 d7 69 B0 zb
= Pointer: wif id 00 00 00 00 10 11 12 13 14 15 16 17 18 1% 1a 1b
o= DasELaskdont B 1e 1d 2e 1f 20 21 22 23 24 2% 26 27 28 29 2a b I7m SXE" )"+
2c 3 Ze 2f 39 31 32 33 34 35 36 37 oo fO123 4567
veo = Looped: Mo 4
. = Reserved: @
= Version: @
= Source: 10

'Iy'p(‘: 802, |0 \urwal LN (@xE100)
892,10 Virtual LAN, PRI: &, DEI: @, ID: 192
@00, .... .... .... = Priority: Best Effort (default) (9)
. ve.. = DEL! Ineligible 3

. 0060 9110 0110 + 10: 102

Type: IPvé (8x0800)
Internet Protocol Version 4, Src: 198.51.100. 168, DSU: 192,0.2.100
Iaternet Control Message Protocel

N
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1. Tools(E) > Packet Capture(IiZ! Zi%{) > Capture Session(Zi x| M[4d)2 At 504 M & Al
M MMgLCE

Overview Interfaces Logical Devices Security Engine Platform Settings System |WGEIEM Help  admin

Packet Capture Troubleshooting Logs

rrr

C Refresh Capture Session

No Session available

2. Application Port(OfZ 2|7 0| ZE) EECIR FFK0iM of =271 0|M Ethernet1/2E ME4S}
10 Application Capture Direction(0HZ 2|7 0|4 Z{A{ WE)0oll M Egress Packet(0| 124 !
)2 MEIEFLICH %S & 435}52{™ Session Name(MlA O|F)2 /245t 1 Save and
Run(M% & Ald)S S =/gLICh



Overview Interfaces Logical Devices Security Engine Platform Settings

Select an instance: el sl Save

fed1 Session Name* capl I

Selected Interfaces o

e—— Buffer Size 256 MB ~

tharnetl/

Snap length; 1518 Eytes
Store Packets [ overwnte  EECTERE]
Capture On fud —

Etherneta/ Bppiciton pert Exhermet1(2 ~
Apphcation Captirs DEaction All Packets Im@m
Capture Fiter Apply Filtar

Etharmatt/1

FXOS CLI

HEZ 22l QIE{m| O] A0 THZ! M E T 4952 FXOS CLIOIA Ct& EHHIE = gfLict

0>

1. 0iZ 270l £ & AMHEXE

= 1

firepower# scope ssa

firepower /ssa# show app-instance

Identifier Slot ID Admin State Oper State Running Version Startup Version
Deploy Type Turbo Mode Profile Name Cluster State Cluster Role

App Name

ftd
Native No

2. ™ MM E dEgfLh

Enabled Online
Not Applicable

None

firepower# scope packet-capture

firepower /packet-capture # create session capl

firepower
firepower
firepower
firepower
firepower
firepower
firepower

2ol
FCM

QIE{m| 0|4 O|&/S

Ct.

/packet-capture/session* # create
/packet-capture/session/app-port*
/packet-capture/session/app-port*
/packet-capture/session/app-port*
/packet-capture/session/app-port*
/packet-capture/session* # commit
/packet-capture/session #

Eolstm

s o7t

[sNELNETE Interfaces Logical Devices Security Engine  Platform Settings

app-port 1 112 Ethernetl/2 ftd
# set app-identifier ftdl

# set filter ""

# set subinterface 0

# up

[ e scoion I
€ Refresh Caplure Session Delete Al Sesssicns
- n capl Drop Count: Buffer Size: 256 MB snap Length: 1518 Bytes L
Filter File Size (in bytes) File Mo Device Name
Ethamstt/2 - Ethametl/10 N 576 capl-wethamat: 1175.pcap fran 3
Ethermetl/2 - Ethermetl/s hons 4360 capl-wethernat- 1036.pcap frdl &




FXOS CLI

scope packet-capture0i| A Z{x M HEE =elgrct

firepower# scope packet-capture
firepower /packet-capture # show session capl
Traffic Monitoring Session:
Packet Capture Session Name: capl
Session: 1
Admin State: Enabled
Oper State: Up
Oper State Reason:
Config Success: Yes
Config Fail Reason:
Append Flag: Overwrite
Session Mem Usage: 256
Session Pcap Snap Len:
Error Code: 0
Drop Count: 0

Active

MB

1518 Bytes

Application ports involved in Packet Capture:
Slot Id: 1

Link Name: 112
Port Name: Ethernetl/2
App Name: ftd

Sub Interface: 0
Application Instance Identifier: ftdl
Application ports resolved to:

Name: vnicl

Eq Slot Id: 1

Eq Port Id: 9

Pcapfile: /workspace/packet-capture/session-1/capl-vethernet-1036.pcap
Pcapsize: 53640 bytes

Vlian: 102

Filter:

Name: vnic2

Eq Slot Id: 1

Eq Port Id: 10
Pcapfile: /workspace/packet-capture/session-1/capl-vethernet-1175.pcap
Pcapsize: 1824 bytes

Vlian: 102

Filter:

2R THQ 27
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242 miZ! S ol VLAN Ef 27} Q& Lt

3. I8 Ax|= o|adiA QIE{H| O|A Ethernet1/28 AlE3dt= F71 ZE VLAN Ef1(102)E &
dgct

4. LS A X|= F7F VN EfIE & UEFLICY.

W, Toma Soercy Pratacs gt FE P ki
13023-08-01 10:03:22.231237950  104.51.100.100 1~n. L2100 e 108 2 (17144) ing) id=0x0012, seqe1/296, ttlsgs
2 2022-08-01 10:03:22.231239747  198.51.109.100 IcHp 108 axa2fE (17144) 64 Echa [ping} idepx0012, seqel /256, ttls=es
3 2022-98-01 10:03:23.232244769  198.51. 109,100 oM 108 = id=onB12, seqs2/512, ttls=ed
4 2022-088-91 10:03:23.232247753  198.51.100.100 oM 108 axa3bz (17231) 61 Echo [pln,g} reply  ideoxpol2, seqe2/512, ttl=gd
5 2033-98-91 18:03:24.234703981  108.51.108. 182 IcHe 108 Budase (17502) &4 Echo (ping) reply idepud@l2, soqe3/768, ttle=cd
£ 2022-88-01 10:03:24.234786751  108.51,108.100 oM 188 Bxadse (17502) 64 Echo (ping) reply  id-oxeel2, seqs3/768, ttl=sd
7 1022-08-01 19:03:15.058572440  103.51.108. 180 IcHe leg mddba (17508) 64 Echo (ping) reply id-pup@l2, seqe4/1024, ttl-64
B 2022-08-91 19:03:25.058674861 103,51, 108. 180 IcHe 108 mddba (17504) 64 Echo (pimg) reply id-0xpe12, seq-4/1024, ttl-64
O 2022-08-81 10:03:26.282663160 108,51, 100. 180 IcHe L fxAdc: (17603) &4 Echo (ping) reply id-iwpil2, seqe5/1280, ttl-64
12 2022-08-01 10:03:26,. 282666183 108,51, 1060. 180 IcHe L axddcy (17603) 64 Echo (pimg) reply dd=indil2, seqe5/1280, ttl-6d4
11 2022-08-01 10:03:27.386671604  108.51. 100. 180 IcHe L axddeT (17639) &4 Echo (pimg) reply Hd=twdi12, seqe6/1536, ttl-64
12 2022-08-01 10:083:27.3086674378 158,51, 100. 180 la bl axddeT (17639) &4 Echo (pimg) reply Hd=tudi12, seqe6 1536, ttl-64
13 2022-08-01 10:03:28, 330664677 158,51, 100. 180 e b x5S (17744 &4 Echo (pimg) reply Ed=tndii2, seqe7/1792, ttleid
14 3023-08-01 10:03:28.330667153  158.51.100.180 TeMe 108 034550 (17744) 64 Echo (ping) reply  Sd-0x0012, seqe7/1782, ttleg4
15 3022-08-01 10:03:29.354755931  198.51.100.180 1eMp 108 0x4553 (17747) 64 Echo (ping) reply  Gd-0x0012, seqe8/2048, telegd4
16 3022-08-01 16:03:29,354936766  158.51.160.100 oM 108 Bxas53 (17747) 64 Echa (ping) réply  ideBxd812, seqe8/2048, ttlsgd
17 3022-08-01 16:03:38.378755204  153.51.160.100 oM 188 BxdsaT (1781%) 64 Echa (ping) réply  EdeBxdBl2, $6q=5/2304, ttlegd
18 3022-08-01 10:03:38.378758172  193.51.1060.100 oM 188 BxdsaT (17815) 6 Echo (ping) reply  ide=0xd012, $6qe9,/2384, ttl=gd
15 3022-08-01 16:03:31.482772217 TCHP 188 oxdG7a (18343) 54 Echo (ping) reply  ideBudBl?, seqe10/2560, ttlesd
20 3022-08-01 10:03:31.482774775 108,51, 108.180 MR 108 Bxd6Ta (18047) &4 Echo (ping) reply  id-0x@012, $eq-18/35608, ttlesd
1 3022-08-01 10:03:37 426593254  198.51.100. 180 IcHe lag fxd6fa (18058) &4 Echo (ping) reply ideoxddl?, seqe11/2816, ttlecd
22 1022-08-01 10:03:32 426505601 198.51.108.180 102.9.2.109 IcHe 18 owdGRa (18058) 64 Echo (ping) reply idetupil2, seq-11/3816, ttl-cd

<

» Frame 1@ 108 bytes on wire (864 bits), 108 bytes captured (864 bits) on interface capture_ud 8, id @ 58 56 b 97 bd be e B0 16 08 f@ LA I
* Ethernet 11, Src: Cisco bo:77:0e (SB:07:bd:bO:77:0e), Dot: VMkare Gd:eB:be (00:50:56:9d:e8:be) i 0a 81 66 o0 45 00 54 42 T8 0@ 00 o TBr e
N-Tag Bz

22583
i3+

RLREE
£

62 B 00 @2 el od 0F 90
13 2415 16 17 18 19 25 1B - ccoein ceeiian
1d 1 1f 20 21 22 23 24 2% 26 27 22 X9 2a b oo |Tm SXET(
2d Ze 2f 38 31 32 33 34 35 36 37 L, /8123 A56T

2
-
EzFs2

T
oa

90 B2 64 0D 00 99 04
@
16

= Direction: To Bridge g
= Painter: vif_id '
= Destination: @

RRBEERS
2

. ..ea - = Version: @
Wess mess mess ames ases mm 1819 = Spurce: 1@
10 Virtual LAN (@x@iea

o, , 10t 102
o, ... . = Priority: Best Effort (default) (@)
seakea s . = DED: Imeligible 3
. D00 0110 9118 = ID: 192

T IPwd {@eoBod’
Internet Protocol version 4, S

158, 51,100,180, DsE: 192.9.2.100

Internet Control Message Protocol 2
tia, Time Sowrrn Desingiion Frogacl = PO BT ko
1 2023-08-01 192,51 180,188 192.0.2.108 1P 108 axazfe (17144 B4 Eche {ping) reply fd=Oxm012, seqe1/1%6, ttl=54
2 2922-08-01 198.51.100.100  192.9.2.100 1Hp 108 Oxd2fE (17144) 64 Echo (ping) reply | Ld-0xo012, seqe=1/256, ttle=64
3 222-08-01 198,51, 100,188 192.0.2. 108 ILmP 108 idwdemin2, seqe2/512, ttl=6d4
4 2022-08-01 198,51, 100,188 192.0.2. 108 ILHp 108 fxazby (17331) 64 Echa (ping) reply ld=0up012, seq=2 512, ttl=64
5 2032-08-01 198,51. 100,108 192.9.2. 108 ILHp 108 dxddse (17502) 64 Echa (ping) reply ld=0up012, seq=3 768, ttl=64
& 20220801 198,51.100, 108 192.9.2. 108 ILHP 108 dwddse (17502) 64 Echa (ping) reply id=0up012, seq-3 768, ttl-64
710320801 198,51.160. 108 192.9.2.108 ILHe 108 @nddd (17508) &4 Echa (ping) reply id=0upe12, seq-4/1024, ttl-54
# 2022-08-81 198.51.160.180  192.6.2.108 ICHP 108 OxAEd (17508) 64 Echo (ping) reply  1d-@xp012, seq-4/1024, ttlesd
9 20320381 198.51.100.180 102.9.2.180 cme 108 exddc3 (17603) &4 Echa (ping) reply idepwpil2, seq=5/1288, ttlssd
18 1922-028-81 192.51.100. 188  192.9.2.108 e ] 108 Bxddcd (17603) &4 Echa (ping) reply id=gxdpl2, seq=5/1288, ttl=s4
11 2022-038-81 7.306671604 198.51.100.100  192.9.2.198 THp 108 oxase? (17639) 64 Echo (ping) reply  id=Bwd@12, seqe6 1536, ttl=sd

12 1922-83-01
13 2922-082-81

7.306674378 198.51.100.100  192.9.2.198 M 108 oxase? (17639) 64 Echo (ping) reply  id=0upB12, seqe6/1536, ttl=6a
128.330664677  198.51.100.100  192.9.2.100 1M 108 xas5a (17744) 64 Echo (ping) reply  id=ow0812, seq=7/1792, ttl=sa

14 29232-029-01 192.51.100.100  192.9.2.100 MR 108 Bxa55e (17744) &4 Echa (ping) reply id=0x0012, ceqe71792, ttlsta
15 2022-08-81 192.51.100.100  192.9.2.100 e 108 04883 (17747) 64 Echa (ping) reply  ide0x0012, seqe8/2048, ttlags
16 2022-04-81 198.51.100.100  192.9.2.100 e 108 04853 (17747) 64 Echo (ping) reply  ide0x0012, seqes/2048, ttl=gs
17 2022-04-01 198.51.100.100  192.9.2.100 e 108 04597 (17815) 68 Eeho (ping) reply  ide0x0012, seqe0/2304, ttlesa
18 2022-04-01 198.51.100.100  192.9.2.100 e 108 004557 (17815) 64 Eeho (ping) reply  id=0x0012, seqe0/2304, ttlesa
19 2022-04-01 198.51.100.100  192.9.2.100 e 108 oxd6Ta (18042) 64 Echo (ping) reply  id=0x0012, seqe=10/2560, ttl=c4
20 2022-08-01 10:03:31.402774775  198.51.100.100  192.9.2.100 e 108 oxd6Ta (18042) 64 Echo (ping) reply  idedxodi2, seqe10/2560, ttlesd
21 2022-09-01 10:03:32.426693254  198.51.100.100  192.9.2.100 P 108 oxdsia (18058) 64 Echo (ping) reply  ide@xodl?, seqe11/2816, ttlesd
73 1032-09-01 19:03:32.426695601  198.51.100.100 192.9.2.100 e 108 Oud6Ba (18958) 64 Echo (ping) reply  ide@xo@lZ, seqe11/2816, ttlesd

<

= Looped: Mo
= Reserved: &
= Virsion: @
= Sourcé: 18

» Frame 2: 108 bytes on wire (864 bits), 104 bytes captured (864 bits) on interface capture ud 8, id @ 83 58 56 9d ¢8 be 58 37 bd b3 77 de 89 26 80 80
* Ethermet II, Src: Cisco b9:77:0e (58:07:bd:b0:77:0e), Dst: VMware Gd:ef:be (00:50:56:0d:e8:be) 80 @a Bl 0@ 90 56 02 02 45 B0 B0 54 42 fa 0@ o0
W 48 91 42 b5 €6 33 64 64 €O B0 B2 64 0O B 99 B4
- Direction: Te Bridge B0 12 B0 01 dd ad ¢7 62 0@ 00 PO 0O 3 Bd 89 B0
« Pointer: wif id B0 00 B 09 18 21 12 13 14 15 16 17 18 19 la 1b P EETTE TP
D.,,t,-,u;im._a 1c ad 1¢ 3f 20 21 22 23 24 25 26 27 28 19 2a 2b cee 1M SEE ()%
) 4 2¢ 2d 3o 2F 30 31 32 33 34 35 36 37 - -/OE23 4557

. T
= Priority: Best Effort (default) (@)
B eeu eee wee. = BEI: Ineligible 3
. G000 0110 8118 - I0: 182
£ 1Pyl (D@
Internet Protocol Version 4, Src: 108,51, 109,100, Dst: 192.0.2.100
Internet Control Message Protocel 2

o3
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Overview Help admin

Interfaces Logical Devices Security Engine Platform Settings System

Packet Capture

Troubleshooting Logs

[Coriresesion T

No Session available

2. Application Port(oOHZ2[#|0|M ZE) EECIR SE0|AM FTD o Z2(7 0| Ethernet1/28&
EHSt T Application Capture Direction(OH& 2|71 0|44 Z4x{ & &F)0of| A All Packets(2E )&
MEigtLCE A E &A835l2{H Session Name(Hl4 O|&)2 /245l 1 Save and Run(X%
I:II Ng = E.EIoI-L_||:_|.

Overview Interfaces Logkcal De:

’T I Sessian Name™ capl I
Selected Interfaces Homs
Buffer Size 256 MB -
Ethacnet1/2
Fnap bangth: 1518 Brtes
Store Packets | overwrite TR
Capture On fd -

Applcation Pert Ethemetl/z =
Appleation Capture Direction [JETERENEENY £ oo facke:

Capture Filter Apply Filter

Ethametl/3

Etharnatl/s

FXOS CLI
HEQl QEm oA M EHZ! HAHE FH5tE{™H FXOS CLIOAM CF& HAE s~ efLict

1. i Z2/70|M 78 & AEXE MEE LI

firepower# scope ssa

firepower /ssa# show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version
Deploy Type Turbo Mode Profile Name Cluster State Cluster Role

ftd ftdl 1 Enabled Online 7.2.0.82 7.2.0.82
Native No Not Applicable None

2. Y Mg ddgct

firepower# scope packet-capture

firepower /packet-capture # create session capl

firepower /packet-capture/session* # create phy-port ethl/2

firepower /packet-capture/session/phy-port* # set app-identifier ftdl
firepower /packet-capture/session/phy-port* # exit

firepower /packet-capture/session* # create app-port 1 1linkl2 Ethernetl/2 ftd
firepower /packet-capture/session/app-port* # set app-identifier ftdl
firepower /packet-capture/session* # enable

firepower /packet-capture/session* # commit

firepower /packet-capture/session # commit

g0l
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CaptreSesscn | Deb

Bulfer Size: 356 M Snap Lomgth: 1510 Bytes

[“owerationai state: up
File Size (in bytes)

Drop Count: @
Filter

FXOS CLI

scope packet-capture0i| A 2 MF HEE &elgfct

firepower# scope packet-capture
firepower /packet-capture # show session capl

Traffic Monitoring Session:
Packet Capture Session Name: capl

Session: 1

Admin State: Enabled

Oper State: Up
Oper State Reason:
Config Success: Yes
Config Fail Reason:
Append Flag: Overwrite
Session Mem Usage: 256
Session Pcap Snap Len:
Error Code: 0

Drop Count: 0

Active

MB

1518 Bytes

Physical ports involved in Packet Capture:

Slot 1Id: 1

Port Id: 2

Pcapfile: /workspace/packet-capture/session-1/capl-ethernet-1-2-0.pcap
Pcapsize: 410444 Dbytes

Filter:

Sub Interface: 0
Application Instance Identifier:
ftd

ftdl

Application Name:

Application ports involved in Packet Capture:
Slot Id: 1
Link Name:
Port Name: Ethernetl/2
App Name: ftd
Sub Interface: 0
Application Instance Identifier:

linkl2

ftdl

Application ports resolved to:
Name: wvnicl
Eqg Slot Id: 1

Eqg Port Id: 9
Pcapfile: /workspace/packet-capture/session-1/capl-vethernet-1036.pcap

Pcapsize: 128400 bytes
Vlian: 102
Filter:



Name: vnic2
Eq Slot Id: 1

Eq Port Id: 10

Pcapfile: /workspace/packet-capture/session-1/capl-vethernet-1175.pcap
Pcapsize: 2656 bytes

Vlian: 102
Filter:

A med =F
Firepower 4100/9300 LH5 A x| A mt =F Mol EHHAHE = EFLICEH
A med E4

ozl A T ElE-I OHEZE|AHO|ME ALE 50 ZiRx{ TS JLICt ofeq BHEL|QI RQIE{H0|A S
AR ZF HER Q! CIEHo|AS EE A THUS Po{of FLICH O Z< {2 HE2|Ql QIE{H|
O|A Ethernet1/90{| A Z4=x{ElLIC}.
QIE{H|O|A Ethernet1/201 CHEF ZHA] IS W1 & Hm| TiZ!2 MEHSH OIS A ALEHS &olgt
L|C}.

ICMP 0|2 2% miZ!et X ELICH 2t T2 ZA (0] 28 EAIELICH

odA
HA EH

242f mZ! S| odl VLAN EH27} L|C}.

ICMP o=

EHE’II:H- 5’H7;.|I=||__||:|. 7I- _u_H Z|

T AIELICH

HARIR|E 2 {IH| O & g te FIHZ H £
3. LHE A2{x|= ladlA QIE{H 0|A Ethernet1/28 Al83t= F7F ZE VLAN Ef1(102)E &
UgrLict
= = =t
4. W8 ARQXl= FI7HVN B E A UFILICH
o, Tima Swarce Tastnaton rotee Length EE EIL kit
12022-08-01 11:33:19.070603001  192.0.2.100 192.51.100. 100 1o 108 1 Oxed09 (49161) 64 Echo (ping) request] id=0x0013, seqe1/256, ttlegd (no response Found!)
2 2022-88-01 11:33:19.07069%347  192.0.2.100 198.51.160, 100 1CH 102 Oxed09 (49161) 64 Echo (ping) request] idsBxpo13, seq=1/256, ttlatd (no response found!)
3 2022-88-01 11 871217121 192.8.2.100 198.51.160. 100 1CH 102 TE ideud013, seqel/256, ttl=éd (no response Foundl)
A4 2022-88-81 11t .871218458  192.8.2.100 198.51.160. 108 1CH 102 axceea (49161) 64 Echo (ping) request idsBx@d13, seqs=1/256, ttls6d (no response found!)
5 2022-08-81 872036625  192.8.2.100 198.51.160. 108 oM 108 axcoae (49326) 64 Echo (ping) request idsBw@d13, seqs2/512, ttls64 (no response found!)
6 2022-08-81 872038399  192.8.2.100 198.51.168. 108 oM 182 axcoae (49326) 64 Echo (ping) request id-Bu@d13, seqs2/512, ttls64 (no response found!)
7 2022-08-81 873266038 192.8.2.100 198.51.168. 108 oM 198 exci67 (40511) 64 Echo (ping) request id-@w@d13, seqs3/768, ttls64 (no response found!)
8 2022-08-01 073268327  192.8.2.100 198.51.100. 100 I 102 Bxci67 (40511) 64 Echo (ping) request id-8xe0d3, seq-3/768, ttl-64 (no response found!)
0 2022-088-01 [B7AS76648  192.8.2.100 198.51. 168, 168 pie 198 BaciI5 (40525) 64 Echo (ping) request id-fwdod3, seqed4/10824, ttlesd (no response found|)
10 2022-08-01 .O7ASTE018  192.8.2.100 198.51. 100, 108 ToHP 102 Bxc17s (40525) 64 Echo (ping) request id-@wde13, seqe4/1024, ttl-64 (no response foundl)
11 2022-08-81 3.075779089  192.8.2.180 198.51. 108, 100 TcHp 108 exc208 (49672) 64 Echo (ping) request id-owpd13, seqe5/1280, ttle6d (no response foundl)
12 2022-08-81 LOFSTRISIE  192.8.2.180 198.51.100. 168 ToHp 102 exc208 (49672) 64 Echo (ping) request id-owBd13, seq-5/1280, ttl-64 (no response foundl)
13 2022-08-91 LOE1BI9408  192.8.2.100 198.51.100, 183 Ichp 198 Bxc211 (49681) 64 Echo (ping) request id-Owdddd, seqe=6/1536, ttl-6d (no response found|)
14 2022-08-91 LOE1BA138E  192.8.2.108 198.51.100, 188 Ichp 182 Bxc211 (40681) 64 Echo (ping) request id-0wdddd, seqe=6/1536, ttl=6d (no response foundl)
15 2022-08-01 JAB5SSH6249  192.0.2.108 198.51.100. 168 Icmp 188 Bxcded (40800) 64 Echo (ping) request 1d-0wB013, seq=7/1792, ttl=64 (no response foundl)
16 2022-08-01 JAB5807295  192.0.2.108 198.51.100, 168 Teme 182 Bxcded (49800) 64 Echa (ping) request id-0wxe813, seq=7/1792, ttl-&4 (no response foundl)
17 2022-08-01 JA836278 192.0.2.108 198.51.100, 168 Teme 108 BxcIba (So18a) 64 Echa (ping) request id-0wxe813, seq-8f30a8, ttl-8a (no response foundl)
18 3022-08-01 29838114 192.8.2.180 198.51.180, 160 1o 102 Oiclba (30100) 64 Echo (ping) request id=Oxd013, seqe=B/3048, ttl=sd (no response found!)
15 3022-08-01 183838653 192.8.2.100 198.51.180, 160 1o 108 Bxcats (S0204) 64 Echo (ping) request id-owed13, seqe=s/2304, ttl=sad (0o résponse found!)
26 30332-08-01 153830201 192.8.2.100 198.51.180, 160 1o 102 Oxears (50254) 64 Echo (ping) request id-pxsd13, seqe=s/2304, ttl=sad (no résponse found!)
21 36332-08-81 JATIEATIFS  192.8.3.100 198.51.180. 160 1eHP 108 Excs1s (S0454) 64 Echo (ping) réquést id-Bxdo13, seq=10/2568, ttl=td (no response found)
33 30332-08-81 77845075 192.8.3.100 198.51.168. 160 1CHP 192 Gxcs1e (S0454) 64 Echo (ping) réquést id-Bxddl3, seq=10/2568, ttletd (no response found))
33 30232-08-81 (201804768  192.8.2.100 198.51.168. 160 e 198 axcs7E (50552) 64 Echo (ping) request id-Bxddl3, seq=11/2816, ttlesd (no response found)
34 2023-08-01 (201806488  192.8.2.100 198.51.168. 160 TCHP 192 Gxcs7aE (505532) 64 Echo (ping) request id-Bwddl3, seq=11/2816, ttle6d (no response found!)
35 20230801 (235834765  192.8.2.100 198.51.1688. 160 TCHP 198 Axcs85 (50565) 54 Echo (ping) request ideBwddl3, seqe12/3872, ttlesd (no response found))
6 0230501 (235836835  192.8.2.100 198.51.1088. 160 TCHP 192 axc585 (50565) 54 Echo (ping) request id-Bwdi13, seq=12/3872, ttle6d (no response found)
37 1033-88-01 (240838055  192.8.2.100 198.51. 108, 166 TCHP 198 GxcEld (56712) &4 Echo (ping) request id-Gxdid3, seq=13/3328, ttl-64 (no response found!)
38 2023-08-01 .240831121  192.8.2.100 198.51.100, 100 1P 192 OxcE18 (50712) 64 Echo (ping) request id-SxBd13, seqe13/3328, ttle&d (no response found!)
30 HI2E-08-@1 L2TARGTOEE  102.8.2.180 198.51. 108, 160 ToHp 108 axcedf (50767) &4 Echo (ping) request id-fwid13, seq=14/3584, ttl=64 (no response found!)
[
Frame 1: 188 bytes on wire .[asa bits), 188 bytes caplurm (864 bits) on interface capture wd 1, id @ 5697 bd b9 77 0e 00 50 S6 9d eB be B9 26 B0 @@ X ooow P Voo oR
be 9d: e be i (58197 :bd:ba: 77 0e) G0 B0 Bl O 80 66 0F OB 45 00 00 54 <0 @9 40 B0 fio E-oT
A0 01 Bd 03 O DO 02 64 €6 33 64 63 00 00 8d T @ d - Bdd |
= Direction: From Bridge @0 13 30 01 £2 b9 eF 62 00 00 00 0D cb IF 06 00 b
= Pointer: vif id 00 99 8 B9 18 11 12 13 14 15 16 17 18 19 1a 1b . .
5 Dagtinaticnr 14 1c 1d Le 1f 28 21 22 23 24 25 16 27 28 29 2a 3b "8 SXE° ()"
2c 2d 2e 2F 39 31 32 33 34 35 36 3 2o e fB123 4567
= Looped: Mo 4
= Reserved: @
= Versiom: @
= Source: @
e: A97.10 Virtual LAN (SxE100)
802.10 Virtual LAN, PRI: @, DEI: @, ID: 102
a0, = Priority: Best Effort (default) (@)
i | = DEL: Ineligible 3
. D008 9118 9118 = ID: 102
Type: IPvd {Godsod)
Internet Protocol Version 4, Sro: 192.9.2.100, Dst: 198, 51,100,100
Internet Control Message Protocol 2
= I =2 E =} SHA }% K=2 S | }
T uiR) THZIS MEHSHT A AFES QIEHLICY

o4 A

24ef = Sllc{ofl VLAN E 27t Qi&Lct.
LHE ARx|E 1A QIE{m O|A Ethernet1/2&
UEhLct.

ZJ} ZE VLAN Ef1(102)E 4



. Time Cwstranen ronseed

1 2822-08-81 11:33:119.070693081 198.51.168_180 1o ide@wd@13, seqs1f256, ttl=ed (no response found!)
| 2 7922-82-81 11:33:19.878695347 198.51.168.188 1o ide@x@@13, seqe1/756, ttl=d (no response found!)
3 2822-08-81 11:33119.871217121 198, 51.168. 180 1o 102 BxCBBS (49161 64 Echo (ping) request id=expel3, seqe=1f256, ttlesd (no response found!)
4 7922-08-81 11 9.871218458  192.9.2.108 198, 51.100. 180 1o 102 xCPBa (49161) 64 Echo (ping) request id=exp13, seqe=1f256, ttlesd (no response found!)
5 2822-08-81 0. 872036625 192.9.2.100 198, 51.100. 100 Tomi 108 @xcane (49326) 64 Echo (ping) request id=expl3, seqs=2/512, ttl=sd (no response found!)
6 27822-08-81 11:33:20.072038399  192.9.2.100 198, 51.160. 160 Tomi 102 oxcaae (49336) 64 Echo (ping) request id=exe13, seqs=2/512, ttl=td (no response found!)
7 2822-08-01 1. 873266030 198, 51,169,160 Tome 108 OxC167 (49511) 64 Echo (ping) request id=ex@e13, seqs3f768, ttl=td (no response found!)
8 20220881 1. 873268327 198, 51,169 100 Tome 102 OxC167 (49511) 64 Echo (ping) request id=ox@913, seqs=3f768, ttl=td (no response found!)
o 20220801 2. 074576640 198, 51,109 100 Tome 108 xc17S (49525) 64 Echo (ping) request id=0x0913, seqeaf1024, ttl=6a (no response foundl)
10 2022-08-01 2. 074578010 198, 51. 169, 100 Tome 102 0xc1TS (49525) 64 Echo (ping) request id=0x@13, seqeaf1024, ttl=6d (no response foundl)
11 2022-08-01 11:33:23. 075775089 198, 51. 100 100 Tohe 108 0xCI08 (49672) 64 Echo (ping) request id=0x@13, seqs5/1288, ttl=fd (no response foundl)
12 2022-08-01 3. 075781513 198, 51. 100 100 TohHe 102 0xC208 (49672) 64 Echo (ping) request id=0xdd13, seqe=5/1289, ttl=64 (no response foundl)
13 2022-08-01 4. BE1BI9A9 198, 51. 100 100 Tohe 108 xc211 (49681) 64 Echo (ping) request id=0x@®13, seqe6f1536, ttl=6d (no response foundl)
14 2032- 08-01 4. BB1B41 386 196 51. 100 100 1chp 102 xc211 (49681) 64 Echo (ping) request id=0x@e13, seqe6/1536, ttl=64 (no response found)
15 2032- 8-81 5. 105606249 196 51. 100160 Tohe 106 Dxczer (49899) 64 Echo (ping) request id=0xee13, seqe=7f1792, ttl=64 (no response found)
16 2032- 8-01 5. 105B0TRIS 196 51. 100160 1o 102 fxcder (49590 64 Echo (ping) request id-exo13, seqe=7f1792, ttl=64 (no response foundl)
17 2032-68-01 6. 129836276 196 51. 160160 1o 106 fxc3bd (50100) 64 Echo (ping) request id-2x0@13, seqeBfI048, ttl=64 (no response foundl)
18 2032-06-61 11:33:26,129638114 196, 51. 168100 i 102 Pxc3ba (58100) 64 Echo (ping) request id-ex9@13, seqeBfI048, ttl=6a (no response found!)
19 2022-04-81 11 7153628653 196 51. 168108 1o 108 BxcaTE (50294) 64 Echo (ping) request id-exPel3, seqs0fI3ed, ttle6a (no response found!)
20 20326801 7153830201 196, 51.168. 108 i 102 BxcaTE (50794) 64 Echo (ping) request id-ex0e13, seqso/r3ed, ttle6a (no response found!)
21 2032-08-01 11:33128. 177847175 196.51.180.108 o 128 BxC516 (50454) 64 Echa (ping) request idePxPo13, seqe10/2560, ttl=sd (no response found!)
22 7022-68-81 11 8. 177849075 198 51.160. 100 1o 102 xc516 (58454) 64 Echo (ping) request ide@x@el3, seqe18/2560, ttlesd (no response found!)
23 2022-08-81 11:33129.201884760 198 51.160. 100 1o 108 xCST8 (58552) 64 Echo (ping) request ide@x@el3, seqe11/2816, ttlesd (no response found!)
24 2022-08-01 5. PO1BO6AEE 198 51.100. 100 1o 102 xcSI8 (58552) 64 Echo (ping) request ide@x@el3, seqe11/2816, ttlesd (no response found!)
25 2022-08-01 0. 225834765  192.0.2.100 198 51.100. 100 1one 108 AxC5ES (58565) 64 Echo (ping) request ideex@el3, seqe12/3072, ttlssd (no response found!)
26 2022-08-01 0. 225836835 192.0.2.100 198 51,169 100 Tome 102 xC5ES (58565) 64 Echo (ping) request ideex@013, seqe12/3072, ttlssd (no response found!)
27 2022-08-01 1. 249828955 192.0.2.100 198 51,109 100 Tome 108 axc618 (58712) 64 Echo (ping) request id=ox@013, seq=13/3328, ttl=sd (no response found!)
28 2022-08-01 11:33:31,249831121  192.0.2.100 198 51,109, 100 Tone 102 oxeB18 (58712) 64 Echo (ping) request id=ox@013, seq=13/3328, ttlssd (no response found!)
29 2022-08-01 11:33:32,273067960  192.0,2.100 198, 51,109,100 1o 108 oxceaf (S0767) 64 Echo (ping) request Ld=ox0013, seq=14/3584, ttl=e4 (no response found!)
<
» Frame 21 182 bytes on wire (816 bits), 102 bytes captured (816 bits) on interface capture_ue_1, id @ b9 77 fe ®d 50 56 9d e be £1 00 00 66 X oW PV f
hern A 8 150:56:90: 68 H 177300 (58:97:bd:bo:T7i0e) 00 00 54 ¢ @9 40 00 40 B1 8d a3 D 00 BT 9@
#02.10 Virtual LAN, PRI: @, DEL: @, ID: 182 33 64 64 0B 00 8d P 0 A3 @0 01 f2 by A 3dd |-
G iin aee ae.. w Priority: Best Effert (default) () 00 00 80 cb 7 06 00 00 B0 00 B0 10 11 beoooo
© o wuen wue. w DEL: Eneligible 3 1516 17 1819 143 16 1¢ 1 e 1F 0 M oo oeenn |
. 25 26 27 28 29 2a b 2¢ 2 2e 2f 10 31 CESKET() "4,-.001
. 0000 0110 @110 = ID: 102 E iR
: LPvd (Scaig
Internet Protocol Version 4, Src: 192.0.2.109, Dst: 198.51.100.100
Internet Control Message Protocol 2
I =] ol o X ;xHEIIZ MH—H =2 = I.Q‘ |.;2‘
2IE{H|O|A Ethernet1/92| A mMAUS W1 & Hmf X F SHmj miZ! S MEFH CHS A ALE S =

1. ZHICMP of| 2 8Er0| Zix{E|o{ 284 E A|EILICT.

2. 22l ZiZ! Sll{ofl VLAN Ef 27} @i& Lt

3. LI5E AQ|x|= o|aB|A @IE{H| O|A Ethernet1/2E

grLict

Albdst=

i

7} ZE VLAN Ef1(102)

F

1]}
>

Sourts Fromost Lenggh ro
1 2022-08-01 11:33:19.071512698  198,51.180.100 192.9.2.100 ICHP 188

—

4. LIS A %x|E F7F VN E}2E & &hL|ct.

20263

2 2022-08-01 11:33:19.071514882  198,51.180.100  192.9.2.100 IcHe 108 axafT (20263)
3 2022-08-01 11:33:20.072677302  193.51.180. 100  192.9.2.100 IcHp 108 FEETTD BT
4 2002-92-01 11:33:20.072679384  192.51.109.100  192.0.2.100 IcHp 108 oxaffh (20475)
5 2022-98-91 11:33:21.073913640 193.51.100.100  192.9.2.100 (e, ] 108 Ox508C (20652)
£ 2022-92-91 11:33:21.073915699  193.51.180. 102 (s, ] 108 Ox508C (20652)
7 2022-88-01 11:33:22.075239381  198.51.100.100 1P 108 ax512e (20798)
£ 2022-88-01 11:33:22.075241491  198.51.100.100 ICHP 108 ans1e (20798)
9 2022-88-81 11:33:23.076447152 198.51.100.100 1P 108 ax51e9 (20037)
10 2022-08-91 11:33:23.0764849303 ICHP 1e8 Bx51c9 {20937}
11 2022-88-91 IcHp 1e8 Bx52Ee (21134)
12 2022-88-01 198.51.180. 108 ICHP 188 Bx52Ee (21134)
13 2022-86-01 11:33:25.186382424  198,.51.104. 100 ICHP 108 Bx52af {211567)
14 2022-86-01 11:33:25.1086384549 108,51, 108,100 ICHP 108 Bx52af {21167)
15 2022-08-01 11:33:26. 13437851  108,51.108.1060 192.0.2.100 TCHP 1e8 dx53ab (21414)
16 3022-08-01 §1:33:26.130440320 198,.51.100.100 192.9.2.100 ICHP 108 dx53a6 (21414)
17 3022-08-91 §1:33:27.154308212 198.51.180.100 192.9.2.100 ICHP 108 Dx5446 (21574)
18 3022-08-90 11:33:27.154400498 198,.51.100.100 192.9.2.100 ICHP 108 dx5446 {21574)
15 2022-08-91 11:33:28,178469866 198.51.100.100 192.9.2.180 ICHP 108 Ox5403 (21651)
0 2022-08-01 11:33:28, 178471810  198,51.100.100 192.0.2.100 ICHP 168 ex5403 (21651)
21 2022-08-91 11:33:29,202355869  193,51.100.100  192.9.2.100 IcHe 188 oxsafs (21748)
22 2022-08-91 11:33:29.202358067  193,51.100.100  192.9.2.100 ICHP 188 gx5afa (22748)
23 2022-98-91 11:33:30.226358735  193,51.100. 100 IcHP 188 BESS26 (207I8)
24 2022-98-91 11:33:30,226401017  198,51.100,100 ICHP 108 ex5526 (21798)
25 2022-98-91 11:33:31,250387808  198,51.100.100 ICHP 108 exssfa (22002)
26 7022-98-91 11:33131.250389971  198.51.109.100 ICHP 108 exssf2 (22082)
27 2022-08-981 11:33132.274816811  198.51.100.100 ICHP 168 Bx5660 (22112)
2B 2022-88-91 11:33:32.274418229 198.51.180.100 192.0.2.100 ICHP 188 Bx5660 (22112)
29 1022-88-01 11:33:33.2983097657 198.51.100.100 192.9.2.100 ICHP 188 dx56eT (22247)

<

» Frame 1: 108 bytes on wire (064 bits), 108 bytes captured (864 bits) om interface capture ud 8, id @
* Ethernet 11, Srec: Cisco BO:77:08 (SB:07:bd:bo:77:08), DSEL: VMware 9d:ed:be (00:50:56:0d:e8:be)

o VN-Tag

Biii ciid sean sias sias sees sees eaa. = Direction: To Bridge
= Pointer: wif_id

= Destination: @

= Source: 18

LAN, PRI: @&, DEI: &, ID: 192

B0 sirr orear seae = Priority: Best Effort (default) (9)
voe® wusr sess eene = DEL: Incligible 3
weae 0000 9110 0110 = ID: 192

i IPvd {Ouddod )

Tnternet Protocol Version 4, Sroi 198.51.100.109, Dst: 192.0.2.100
Internet Control Message Protocol 2

FTTL hfa
o4 tcho (p

64 Echo (ping) repl
= oD P

reply
¥

Ade@ctld, seqe1/256, ttl=6d
id=@od1d, seqelf256, ttl=ga
B idmood01d, seqedf512, ttl=da
64 Echo (ping) reply idmood013, seqedf512, ttl=éa

64 Echo (ping) reply id=od013, seqedfT68, ttl=éa

64 Echo (ping) reply  ideow0013, seqe3/7es, ttlesa

64 Echo (ping) reply  ids0w0013, seqeaf1624, ttlsca
64 Echo (ping) reply  id=@xe@l3, seq=a/1024, ttlscs
&4 Echo (ping) reply ide@od13, seqe5/1280, ttlec4
&4 Echo (ping) reply ide@od13, seqe=5/1280, ttlec4
&4 Echo (ping) reply ide@cae13, seq-6/1536, ttl-gd
64 Echo (ping) reply  id-@xBl13, seqe6/1536, ttlegd
&4 Echo (ping) reply  ide@xd0l13, seqe7/17932, ttlegd
64 Echo (ping) reply  ide@xd0l13, seqe7/17932, ttle&d
&4 Echo (ping) reply ide@od@l3, seq-8/2048, ttl-5d
64 Echo (ping) reply  id=0:c0l3, seq-8/2048, ttl=cd
64 Echo (ping) reply  id-owd13, seqe0/2304, ttl-sd
64 Echo (ping) reply  id-twodid, seqe0/2304, ttl-sd
&4 Echo (ping) reply id=tnedid, seq=10/2560, ttl-64
&4 Echo (ping) reply id=tred0id, seq=10/2560, ttl-64
64 Echo (ping) reply id=0w0013, seq=11/2816, ttl=64
64 Echo (ping) reply id=@xd013, seq=11/2816, trl=o4
64 Echo (ping) reply  ideoxe13, seq=12/3072, ttle=sa
64 Echo (ping) reply  id=oxo013, seq=12/3072, ttl=sa
64 Echo (ping) reply  id=ox0013, seq=13/3328, ttl=s4

&4 Echo (ping) reply ide@de13, seqe13/3328, tt
&4 Echo (ping) reply id=@de13,
64 Echo (ping) reply  ideexeels,

64
43584, ttle=6a
4/3584, ttlesd

64 Echo (ping) reply ide@odl3, seqe15/3840, ttlesd

89 58 56 9d e8 be 58 97
D Ga 81 00 0D 66 0B 00
49 @1 Je 86 6 33 64 64
00 13 00 01 f2 b9 &7 62
Bi 00 09 00 10 11 12 13
1¢ 1d 1e 1f 36 21 22 23
2c 2d 2¢ 2f 30 31 32 33

&9

cb
18
i

26 B DD
27 o0 o
00 95 Fo
7F 06 0
1% 1a 1b
25 % 2b

©ITe SNRT()"
- #8123 4567




o, Time Froviel Lengs FD FITL b0
1 2022-88-01 11:33119.071512698 1M 108 o [exafz7 (20263) 64 Echo (ping) reply ||
2 2022-88-81 11:33:19.871514882 TCHP 1we N | exafzy (20263) 64 Echo (ping) reply ||
3 2022-88-81 11:33:20.072677382 IcHe 168 WRATTO | 200 CEEC0 (OINET TPty
4 2022-88-81 11:33:20.072679384 IcHe 168 exaffb (20475) 64 Echo (ping) reply
5 2022-88-81 11:33:21.073013640 IcHe 168 exs@ac (20652) 64 Echo (ping) reply
6 2022-88-81 11:3 .B73015690 IcHe 108 exs@ac (20652) 64 Echo (ping) reply
7 2022-88-01 11:3 875239381 TCHe 108 ox513e (20798) 64 Echo (ping) reply
B 2022-86-01 11:3 875241491 IcHe 108 ox513e (20798) 64 Echo (ping) reply
0 2022-88-01 11 BT6AATI52 TcHe 108 ex51c0 (20037) 64 Echo (ping) reply
12 2022-08-01 11 LOTEAA930F Icme 108 @x51c0 (20937) 64 Echo {ping) reply
11 2022-08-01 11 .QE2A0TROG IcHe 108 oxs28e (21134) 64 Echo (ping) reply
12 2022-08-01 11 L AE2A 10000 IcHe 108 oxs28e (21134) 64 Echo (ping) reply
13 2022-08-01 11 LAB6382424 Icme 108 im52af (21167) 64 Echo {ping) reply
14 2022-08-01 11 ABEIRA50 IcHe 108 ex52af (21167} 64 Echo {ping) reply
15 2022-08-01 11 130437851 Tcme 108 ex5da6 (21414) 64 Echo (ping) reply
16 2022-08-01 11: 130440320 IcHe 108 05336 (21414) 64 Echo (ping) raply
17 2022-08-01 11: LA54T0821F 1cHe 108 ox5a46 (21574) 64 Echo (ping) reply
18 2022-08-01 11:3 154400198 1cHp 108 ox5446 (21574) 64 Echo {ping) reply
16 2022-08-01 LATHALGEAE IcMe 108 0x5493 (21651) 64 Echo {ping) reply
20 2022-08-01 128.178471810 1cHe 108 08493 (21651} 64 Echo (ping) reply
21 2022-08-01 11:33:20, 202395860 1cHe 108 oxsafa (21748) 64 Echo (ping) reply
22 2022-08-01 11:33:20, 202398067 1cHe 108 oxsafa (21748) 64 Echo (ping) reply
23 2022-08-01 11:33:30.226398735 - 1cHe 108 Bxs526 (21798) 64 Echo (ping) reply
24 2022-08-01 11:33:30.226401017 198.51.100.100  192.0.2.100 1M 108 ens526 (21798) 64 Echo (ping) reply
25 2022-08-01 11:33:31.250387808  198.51.100.180  192.0.2.100 1cHe 108 enssf2 (22062) 64 Echo (ping) reply
26 2022-88-01 11:33:31.250389971 198.51.100.180  192.0.2.100 1M 108 onssF2 (22002) 64 Echo (ping) reply
27 2022-88-81 11:33:132.274416011 198.51.190.180 192.0.2.100 IcHe 188 exs660 (22112) 64 Echo (ping) reply
28 2022-88-81 11:33:132.274418229 198.51.190.180 192.0.2.100 1cHe 168 exs660 (22112) 64 Echo (ping) reply
20 2022-88-81 11:33:33.208307657 198.51.190.180 192.0.2.100 1cHe 168 exs6e7 (22247) 64 Echo (ping) reply

Frase 2: 108 bytes on wire (864 bits), 108 bytes captured (864 bits) on interface capture_uo_8, id ©
Etheraet 11, Srci Cisco bo:77:0e (58:97:bd:bo:77:8e), Dst: Viware odiefibe (00:5:56:9d:el:be)

| VN-Tag
Boos wien wens sams vams saes o wass o wmaas birection: Ta Ur'idgﬂ
Bl s e e ce taes wea. = Pointer: vEF_id
« o 00 BO0D BOOD BOOH ees wass maws Destination: &

= Wirdion

T = Sourcer 16
s: 832.00 ViFtual LAN (dxB108)

ol

1 882.1¢ Virtual LAN, PRI: 8, DEI: @, ID: 182
- T, « Priority: Best Effort (default) (@) _
iaib s = DEI: Ineligible -

©i.. BEOD D11 0116 = ID: 102
Lipg: IFed (0:00300)

Internet Protocol Version 4, Src: 198.51.109.100, Dst: 192.8.2.100 .

Internet Control Message Protocol

ideBxpe13,

80 50 56 9d ¢ bo 58 97
83 Ba 81 0D DD 66 98 0D
49 91 3e 86 c6 33 64 64
od 13 00 21 f2 b9 e? 62
0 @9 00 20 19 11 12 13
ic id 1e of ¥ 21 22 23
2¢ 2d 2e 2F 30 31 32 33

s0q=1/256, ttl=cd
id=Bw@@13, soqel/256, ttl=ed
id=Bwd@l3, soqe2/512, ttlesd
ideBwd@l3, soqe2/512, ttlesd
ideBwd0l3, soqe3/768, ttlesd
id-0xB13, seq=3/768, ttle6d
ideoxB013, soqed/1024, ttlesd
1de0x013, seq=4/1024, ttle64
ideoddl3, seqeS/1280, ttlesd
idelddl3, seqeS/1280, ttlesd
Lde0ed013, seqes/1536, ttl=64
id=0x0013, seqes/1536, ttl=64
Lde0xd013, seqe7/1702, ttl=64
id=ox0013, seqe?f1792, ttl=64
id=ox0013, sequd/2048, ttl=64
id=0x0013, seqs8/2048, ttl=64
id=0x0013, seqeof2304, ttleg4
id=0x0013, seqeof2304, ttlsgq
id=ona012, seqele/2560, ttl
id=owa012, seqel0/2560, ttl
id=ox@012, seqellf2816, ttl
id=ax@012, seqellf2816, ttl
ide0@013, seqe12/3072, ttl
ide0wB013, seqs12/3072, ttl
ideOw013, seqs13/3328, ttl
0013, seqs13/3328, ttls
ideB@013, seqs14/3584, ttls
ide@n013, seqs14/3584, ttls
ide@nBR13, seqs15/3840, ttls
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o0 00 00 B0 ch 7F 06 00 b
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34 3% 36 37 - 0123 4567
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Overview Interfaces Logical Devices Security Engine Platform Settings System Help admin

Packet Capture | Troubleshooting Logs

Capture Session [l =gl -4

¢ Refresh Capture Session | Delete Al Sessions

No Session available

2. EE ol &2|7i0]M QIAEIA ftd1, 5t | QIE{H|O|A Ethernet1/2.205& A=ist 1 AM|4d OIF

fjo

M=st Eh:. Save and Run= E’-E'EPoi HXE ESHerLICt
Iseleda'\ms:.arce' frdn vl Save Cancel
| Submicrace selection T 1 Session Hame® capt]

Subsraerfaces(2)

.- Caphure Filter apety Fiter [
FTD

EEharneti/3, Fhametiiil
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3. ZE A 5t¢ CIE{m| 0|A Q| B2 Cisco HH ID [HE M| CSCvq33119 5t QIE{m| 0| A T}
FCMOI| EA|ZE|X| 2 &LICH FXOS CLIE AF835t04 ZE A 519 QIE{TO|A0 M ZRE 7+ &
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FXOS CLI

5t @IE{H O|A Ethernet1/2.205 2! Portchannel1.2070| A THZ! ZHX{E FA45t248 FXOS CLIo||
M CS BHHE £="suct.

1. 0iZ 270l 78 & AEXE AEELIC

firepower# scope ssa

firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version
Deploy Type Turbo Mode Profile Name Cluster State Cluster Role

ftd ftdl 1 Enabled Online 7.2.0.82 7.2.0.82
Container No RP20 Not Applicable None
ftd ftd2 1 Enabled Online 7.2.0.82 7.2.0.82
Container No RP20 Not Applicable None

2. £E A QlE{H|o|A 9| B2 HH QIE{H O[AE AHEFLICE

firepower# connect fxos
<output skipped>
firepower (fxos)# show port-channel summary

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed

S - Switched R - Routed


https://tools.cisco.com/bugsearch/bug/CSCvq33119

U - Up
M - Not in use.

(port-channel)
Min-links not met

Group Port- Type Protocol Member Ports
Channel
1 Pol (SU) Eth LACP Ethl/3(P) Ethl/3(P)

3. 8™ ME

G

firepower# scope packet-capture

firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower

ZE Mg

firepower#

firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower

&l

FCM

QIE{mH 0| O|&S

Cverview Interfaces Logical Devices

/packet-capture # create session capl

/packet-capture/session* # create
/packet-capture/session/phy-port*
/packet-capture/session/phy-port*
/packet-capture/session/phy-port*
/packet-capture/session/phy-port*
/packet-capture/session* # enable
/packet-capture/session* # commit
/packet-capture/session #

phy-port Ethl/2

# set app ftd

# set app-identifier ftdl
# set subinterface 205

# up

5l QIE{mHo|A 0| A2 Zt X E ' HH QlIE{m|o|A0f CHE T TR E &Lt
scope packet-capture
/packet-capture # create filter vlan207
/packet-capture/filter* # set ovlan 207
/packet-capture/filter* # up
/packet-capture* # create session capl
/packet-capture/session* create phy-port Ethl/3
/packet-capture/session/phy-port* # set app ftd
/packet-capture/session/phy-port* # set app-identifier ftdl
/packet-capture/session/phy-port* # set subinterface 207
/packet-capture/session/phy-port* # up
/packet-capture/session* # create phy-port Ethl/4
/packet-capture/session/phy-port* # set app ftd
/packet-capture/session/phy-port* # set app-identifier ftdl
/packet-capture/session/phy-port* # set subinterface 207
/packet-capture/session/phy-port* # up
/packet-capture/session* # enable
/packet-capture/session* # commit
/packet-capture/session #
olstn s HElf7 2& K|, Ik 3 7|(HIOIE)7t B7tst=%| & IEfL

Security Engine  Platform Settings

Oparaticast State: up
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Seap Lengthc 1318 Dytes

FXOS CLI

scope packet-capturetl| M Z4& M| HE B EelgrLct.

firepower# scope packet-capture
firepower /packet-capture # show session capl

Traffic Monitoring Session:

Packet Capture Session Name: capl
Session: 1

Admin State: Enabled

Oper State: Up

Oper State Reason: Active

Config Success: Yes

Config Fail Reason:
Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0

Physical ports involved in Packet Capture:
Slot Id: 1
Port Id: 2

Pcapfile: /workspace/packet-capture/session-1/capl-ethernet-1-2-0.pcap

Pcapsize: 9324 bytes

Filter:

Sub Interface: 205

Application Instance Identifier: ftdl
Application Name: ftd

HH{ QIE{H| 0| A7} Ethernet1/3 &! Ethernet1/4Q! ZE &' 1:

firepower# scope packet-capture
firepower /packet-capture # show session capl

Traffic Monitoring Session:
Packet Capture Session Name: capl
Session: 1
Admin State: Enabled
Oper State: Up
Oper State Reason: Active
Config Success: Yes
Config Fail Reason:
Append Flag: Overwrite
Session Mem Usage: 256 MB
Session Pcap Snap Len: 1518 Bytes
Error Code: 0
Drop Count: 0

Physical ports involved in Packet Capture:
Slot 1Id: 1




Port Id: 3

Pcapfile: /workspace/packet-capture/session-1/capl-ethernet-1-3-0.pcap
Pcapsize: 160 bytes

Filter:

Sub Interface: 207
Application Instance Identifier: ftdl

Application Name: ftd

Slot 1Id: 1

Port Id: 4

Pcapfile: /workspace/packet-capture/session-1/capl-ethernet-1-4-0.pcap
Pcapsize: 624160 bytes

Filter:

Sub Interface: 207

Application Instance Identifier: ftdl

Application Name: ftd

5 ot +=F
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1. ICMP 0|2 2% izt HXELICH 2t T2 A |0 28 E AIELICH
¢4ef ! Sc{ol = VLAN Ei1 2057}

3. LiF Af|x|= elagl|4 QIE{H 0|A Etherne
gt

4. LI AQ|x|= £7F VN EfE & EhLCt.
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7} LE VLAN Ef1(102)E &

™ Toms Searcs Frewen! Langh FE FITL s
12022-88-84 87:21:56.993302102  192.8.2.100 :93.5:.190.1«; e 12 1 ex9574 (38268) 64 Eche (ping) request |id-owp022, seq-1/256, ttl=6d (no respense foundl}
2 2022-08-04 56.903303597 192.8.2.100 198.51,160, 109 e 1902 ex9574 (38260) 64 Echo (ping) request Jid-0x0022, seq=1/256, ttl=64 (no response found|)
3 2022-06-p4 06, ZVAPEATFT  192.9.2.100 198, 51.100, 109 IcHe 1z exIagl (39553) 64 Eche (ping) request 1d-0x0022, seq-10/2560, ttl-64 (no respoense found|)
4 I022-06-04 07 :32:06,20426737F  192.9.2.100 198, 51.100, 109 IcHe 192 ox9adl (3N553) 64 Eche (ping) request 1d-0x0022, seq-10/2560, ttl-64 (no response found|)
5 I022-06-94 O7:32:07.20511339F  192.9.2.100 198, 51,100, 109 IcHe 1z oxSacd (IN619) 64 Eche (ping) request 1d-0x0022, seq-11/2816, ttl-64 (no respense found|)
6 2022-06-04 a7, 205115445 192.8,2.100 198, 51,100, 109 IcHe 192 oxSacd (IN619) 64 Eche (ping) request 1d-0x0022, seq-11/2816, ttl=64 (no respense found|)
T I0e2-06-04 08, 22093IB5FT 192,98, 2,100 198, 51,100, 109 IcHe 12 ox5b33 (39731) 64 Eche (ping) request 1d-0x0022, seq=12/3072, ttl=64 (no respense foundi)
B 1022-08-04 08, 220049829 192,98, 2,100 198, 51,100, 100 IcHe 192 Bx5b33 (39731) 64 Eche (ping) request 1d-0w0022, seq=12/3072, ttl=64 (o respense foundi)
9 I022-08-04 @9, 253544601 192,90, 2,100 198, 51,100, 100 IcHe 112 BxScie (I9950) 64 Eche (ping) request 1d-0w0022, seq=13/3328, ttl=64 (o respense foundi)
18 F02Z-08-04 @9, 25046899 192.0,2,100 198, 51,109, 190 IcHe 192 BxScde (I9950) 64 Eche (ping) request 1d-0w0022, seq=13/3328, ttl=64 (no respense foundi)
11 i022-08-04 10, 277953078 192.9.2.109 198, 51,109, 190 IcHe 112 BxScch (40139) 64 Eche (ping) request 1d-0w0022, seq=14/3584, ttl=64 (no respense foundl)
12 022-08-04 10, 277954736 192.9.2.100 198, 51,100, 109 o 102 exScch (40139) &4 Eche (ping) request id-@w@02z, seqe=14/3584, ttl=64 (no response found!)
13 2022-08-04 11.301931282  192.9.2.100 198, 51,100, 189 o 112 oxgdes (a0324) &4 Eche (ping) request id=@w@02z, seqe=1%/3848, ttl=64 (no response found!)
14 2022-08-04 11,301933600  192.0.2.100 198.51.100, 109 1o 102 exodss (38324 G4 Echo (ping) request id=0x0022, seq=1%/3240, ttl=64 (no response found!)
15 2022-08-04 12,325936521  192.9.2.100 198.51.100, 109 1w 112 exgdaz (40254) G4 Echo (ping) request id=0x0022, seq=16/4096, ttl=64 (no response found!)
16 2022-08-04 12.32593789%  192.9.2.100 198.51.100, 109 1o 102 exgdaz (40254) &4 Echo (ping) request id=9x0022, seq=16/4096, ttl=64 (no response found!)
17 2022-08-04 13,326989040  192.9.2.100 198.51.100, 109 1o 112 oxgeo7 (40455) &4 Echo (ping) request id=9x0022, seq=17/4352, ttl=s4 (no response found!)
18 2022-08-04 13.326990258  192.9.2.100 198.51.100, 109 o 102 exge7 (40455) 64 Echo (ping) request id=9x0022, seq=17/4352, ttl=64 (no response found!)
19 2022-08-04 14,341944773  192.9.2.100 198.51.109, 100 e 112 exgea (40554) 64 Echo (ping) request id=9x0022, seq=18/4608, ttl=s4 (no response found!)
20 2022-05-04 14.34194624%  192.08.2.100 198.51.180, 189 o 192 exSeta (49554) &4 Eche {ping) request id-owx8e22, seq=18/4608, ttl=64 (no response found!)
21 2022-05-04 15.365941588 192.98.2.100 198.51.180. 189 IcHP 112 exsefb (48699) &4 Eche {ping) request id-owx0e22, seq=19/4864, ttl=sa (no response found!)
22 1022-05-94 15.365942566 192.9.2.100 198.51.180. 189 IcHP 192 exsefb (49699) &4 Eche {ping) request id-ewee22, seq=19/4864, ttl=sa (no response foundl)
23 2022-06-24 16.389973843  192.08.2.100 198.51.180. 189 cHP 112 exafes (49936) &4 Eche {ping) request id-ewpe2z, seq-20/5120, ttl=sa (no response foundl)
24 1022-05-84 16.369975129  192.08.2.100 198. 51,190, 109 bl g 192 exafes (48936]) 64 Eche {ping) request id-owpe3z, seq-20/5120, ttl=sa (no response foundl)
25 1022-95-24 17.413936452  192.08.2.100 1968. 51,100, 109 ple g 112 GxaB79 (41661) 64 Eche (ping) request id-ox@ezz, seq=21/5376, ttl=64 (no respense found|)
26 2022-08-34 17.413938690  192.8,2,100 198.51,160, 109 1o 102 exag7e (41861} 64 Eche (ping) request id-2w0022, seq=21/5376, ttl=64 (no response found|)
27 2022-08-84 07:22:18,437954335 192.8.2.100 198.51,108, 100 1o 112 oxalle (41246 64 Eche (ping) request id-9w0022, seq-22/5632, ttl=64 (no response found|)
<
» Frame 1: 112 bytes on wire {896 bits), 112 bytes captured (596 bits) on interface capture ud 1, id @ o000 a2 76 f2 00 00 1b DOECIIER o0 6 be 89 26 80 54 v N0y & T
» Ethernet II, Src: VMware 9die8ibe (80:50:56:9d:ed:be), Dsti a2:76:f2:00:08:1b (a2:76:12:00:00:1b) @0 BB 81 60 00 66 81 @0 00 od 08 O 45 08 00 54 f E--T
95 74 40 B0 4D 91 B2 30 0 09 02 &4 b 33 64 B4 Eg 8 d-3dd
- Direction: From Gridge 08 00 &b 95 00 22 90 91 88 71 £b 62 00 00 00 BB - T .gobe
g L oimers i i e B e e
Eaasd a I e [EEEETER |
Sae1 eaewh: miDastnatlon ey 28 29 2a 2b 2c 2d 2e 2f 30 31 32 33 34 35 36 37 ()%, -/ 1234567
= Looped: No 4

. = Reserved: @
= Version: @
rrrr meer mens semr owee DOOD DDOR OROR = Source: B

| 802.1¢ Virtual LAN, PRI: @, DEI: @, ID: 182
B0, was weer aeee = Priority: Best Effort (default) ()
svnr weer sese = DEL: Ineligible 3
wone BROD O110 0118 = ID: 102
Type: ael.l? virtual LAN (dxE108)
A 802,00 virtual LAN, PRI: @, DEL: @, ID: 205
B0, wiar eens eese = Priority: pest effort (default) (@)
B wier wess sea = DED: Ineligible
coae OO0 1100 1101 = ID: 205 2
Type: IPvd {@xsoa)
Internet Protocol Version 4, Sre: 192.0.2.100, Dst: 198.51.100.100
Internet Control Message Protocol

& | 3!
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. Time ] FITL b
17932-088-84 07:21:56.9033021082 IQI.G-E-I.W IN-iI-lW-IW I(FD II.? 1 BO5TA (3R2ED) &4 Echo (Hlnz} l‘equest ide@ud022, seq=1/256, ttl=sa (no response found|)
| 2 7932-88-84 192.9.7.108 198.51. 104, 188 IcHe seq=1/256, ttlesd (no response found!)
3 1832-88-04 A7 .F142647T7  192.9.2.108 198.51. 184 . 188 ICHP |1) Bx%agl (39553 &4 Ecl mg rQun.t id=audezz, seq=18/2%60, raspanse Found!)
4 7822-08-84 87 .214267373  192.9.2.100 198.51.109. 108 (i 182 ex9ag] (39553) 64 Echo (ping) request idsex@ez, seqs=18/2568, response found!)
5 2822 08-84 87 7.215113393  192.9.2.100 198.51. 109 . 108 (i ] 112 exgac3 (39619) 64 Echo (ping) request idsew@eiz, seq=11/2216, response found!)
6 2822-08-84 7.215115445  192.9.2.100 198.51. 108 . 108 (i ] 182 exgac3 (39619) 64 Echo (ping) request idsew@e?z, seq=11/2216, response found!)
7 2022-08-84 07:22:08.239938577  192.9.2.100 198.51. 108 . 108 (i ] 12 exob33 (39731) 64 Echo (ping) request idsex@eiz, seq=12/3872, response found!)
B 2923 08-04 192.0.2.100 198, 51. 108 . 100 1eMe 102 exoba3 (39731) 64 Echo (ping) request idsoxoez, seq=12/3072, response found!)
o 2923-08-04 192.0.2.100 168 51. 108 . 100 1eMe 112 oxocoe (35959) 64 Echo (ping) request idsoxd0:?, seqe13/3328, ttl=sd (no response Found!)
10 2022-08-04 192.0.2.100 168 51. 109 . 160 TeHe 182 oxscoe (39950) 64 Echo (ping) request id=awdez?, seqe13/3328, ttl=64 (no response foundl)
11 2022-08-04 102.0.2.100 16851100, 100 TeHe 112 oxsceh (40139) 64 Echo (ping) request id=owdez2, seqe14/3584, ttl=64 (no response foundl)
12 2032-08-04 192.9.2. 108 198,51, 100, 160 LCme 182 exscclr (49139) 64 Echo (ping) request ide@xddi2, seqeid/3584, ttl=6d (no response foundl)
13 2032-08-0d4 1. 30931282 192.0.2.108 198,51, 100, 160 e 112 exGdEa (40324) 64 Eche (ping) request ide@ddi2, seqei5/3840, ttl=6d (no response foundl)
14 7032-08-04 1. 300933600 192.0.2. 108 198,51, 104, 100 e 192 oxodEd (40324) 64 Eche (ping) request 1de@uddi2, seqe15/3840, response foundl)
15 2032-06-04 2.325936521  192.0.2.100 198,51, 104, 100 e 12 ixodaz (40E54) 64 Echo (ping) request 1de@udi2, seqe16/4996, response foundl)
16 103206 -04 2.325937895 192.0.2.100 198,51, 100, 100 ICHe 102 itdaz (40E54) 64 Echo (ping) request ide@uodaiz, response foundl)
17 1022-06-04 3.326086040  192.0.2.100 198.51. 100, 109 MR 1z PxOel7 (4B455) 64 Echo (ping) request  id-@woezz, respanse Found! )
18 1932-06-04 3.326990258 192.0.2.100 198.51. 100 . 100 e 182 PxOeR7 (4B455) B4 Echo (ping) request  id-oweezz, respanse Found! )
19 1032-08-84 B7:2Z114.341044773  192.0.2.108 198.51.160. 100 ICMR 112 fxPeGa (4B554) 64 Echo (ping) request ideowaezz, raspanse Found! )
20 2032-03-84 A.341946249  192.0.2.100 198.51.109. 108 M 102 x9e6a (40554 64 Echo (ping) request idsawdezz, response found!)
21 2022-03-84 5.365041588 192.0.2.100 198.51. 109 . 108 M 12 exgefb (40659) 64 Echo (ping) request idsowde?z, seq=19/4864, response found!)
22 2022-08-84 192.8.2.108 198.51. 109 . 108 (i 182 oxgefb (40659) 64 Echo (ping) request idswde?z, seq=19/4868, response found!)
23 2022-08-04 192.8.2.108 198.51. 108 . 109 (i 12 oxofes (40936) 64 Echo (ping) request idsew@?z, seqs20/5120, response found!)
24 2022-08-04 192.8.2.108 198,51, 108 . 109 1M 102 oxofes (40936) 64 Echo (ping) request idsew@:z, seqs20/5120, response found!)
25 2022-08-04 192.0.2.100 15851, 109 . 100 1M 112 BxadTe (41081) 64 Echo (ping) request ideoxozz, seqs21/5376, response found!)
26 2022-08-04 192,0.2.100 198,51, 109 . 160 M 102 Bxa0Te (41081) 64 Echo (ping) request id=owd0z2, seqe21/5376, ttl=64 (no response found!)
27 2022-08-04 192,0.2.100 198,51, 109, 160 M 112 fxalle (41246) 64 Echo (ping) request id=owdez2, seqe22/5632, ttl=64 (no response foundl)
> Frame 2: 182 bytes on wire (816 bits), 102 bytes captured (816 bits) on interface capture ud 1, id @ 22 76 2 00 00 1b 00 50 56 90 8 be 81 00 00 ¢d v~ .
» Ethernet II, Src: VMware Sdiefibe (00:50:56:9d:e8ibe), Dst: a2i76:f2:00:00:1b (a2:76:F2:00:00:1k) B8 b 45 00 00 54 95 T4 40 60 40 01 bA 38 cd @D Er B
#02.1Q Virtual LM, PRI: @, DEL: @, ID: 29% @2 64 ¢f 33 64 64 08 B0 eb 95 90 22 00 1 88 73 d s
- Priority: Best eFfort (default) (9) eb 62 00 B0 00 00 49 S0 DO 0D 0D 00 B0 00 18 11 b .
= DEL: Ineligible 12 13 14 15 16 17 18 1% 1a 1b ic 1d 1e 1f 20 21 ek =1
= 22 23 24 2% 26 27 28 2% 2a kb 2c 2d 2e 2f 30 N1 CeEER'() "+,-./01
b D 2 3233 34 35 3 ¥ 234567
Type: 1Pva (Owddod)
Internet Protocol version 4, Sre: 192.0.2.100, Dst: 150.51.100.100
Internet Control Message Protocol
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» Frame 1: 128 bytes on wire (1024 bits), 128 bytes captured (1024 bits) on interface capture wd 3, id @
Sre: Ciseo dbiec:od (00:17:df:deiec:dd), Dst: a2:76:f2:00:00:1c (a2:76:F2:00:00:1¢)

Direction: From Bridge

Destination: 61

Looped: Mo 4

Reserved: @

version: @
Spurce: @

B02.1Q Virtual LAM, PRI: @, DEI: ©, ID: 1801

. = Priority: Best Effort (default) (@)

e . = DEL: Ineligible 3
L. BR11 1110 1001 = 0: 1001

:x£ m!-$ Virtual LAN 013100:
89210 Virtual LAN, PRI: @, DEL: @, ID! 207

[ . = Priority: Best Effort (default) (@)
saiBbsasit . = DEL: Ineligible
eone BOOD 1108 1111 = ID: 207 2
Type: IPva {0x0800)
Internet Protocol version 4, Src: 192.168.247.108, Dst: 192.168.247.102
Internet Control Message Protocol
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o0 80
00 @3
oo ff
o8 &
ed ab
ed ab
od ab

ab cd ab cd ab

1c 09
e 81
01 ea
b e
cd ab
ed ab
cd ab
cd ab

17 df d5 ec
o o cf 08
dd o a8 7
@0 o 00 @0
€d b ed ab
€d b cd ab
«d ab cd ab
«d ab cd ab

&
45
64 ¢b a8 f7
@2 ad Bc 4a
ed ab ed ab
ed ab cd ab
ed ab cd ab

W, Time Sowe Frodd Leogth FD P W
: 12022-08-04 08:18124.572548869  197.168.247.100 192.168.247.102  ICHP 138 1 ex6eve (24734) 255 Echo (ping) request | id=axeevh, seqee/e, ttl=3ss (no response found!)

7 2022-98-04 B8118:24.577550073 192.168.247.188 192.168.747.102  ICMP 113 255 Echo_(ping) r idsBx@a7b, seqsa/e, ttls=2ss (no response found!)

3 7022-98-84 ©B118:74.573286630 192.168.247.100 192.168.247.102  ICHP 128 ideBupa7b, seqs=1/256, ttls25s (no response found!)
4 2022-98-84 B8:18:24.573267640 192.168.247.108 192.168.747.182  ICHP 18 x6esf (24735) 255 Echo (ping) request ideexpe7b, seq=1/256, ttl=335 (no response found!)
5 2022-98-84 BB118:24.573704751 192.168.247.188 192.168.247.182 ICHp 128 Bx6@ad (24736) 255 Echo (ping) request id-ex@e7b, seqe=2/512, ttl=255 (no response found!)
6 2022-98-84 BB:18:24.573705748 192.168.24 197, 168.247. 182 pe 1nsa Bx6@a@ (24736) 255 Echo (ping) request id-8xd87b, seqe2/512, ttl=255 (no response found!)
T 2022-98-84 DB218:24. 574368638 192.168.24 192.168.247. 182 ICHp 128 Bx6@al (24737) 255 Echo (ping) request id-@xdd7b, seqe3/768, ttl=255 (no response found|)
B 2022-98-04 DE218:24, 574360574 192.168.24 192.168.247. 182 ICHp 1ns Bx6Bal (24737) 255 Echo (ping) request id-@xdd7b, seqe3/768, ttl=3255 (no response found|)
9 2022-98-04 BE:18:24,574914512 192, 168.247 192.168.247. 182 ICHp 128 @x6@a2 (24738) 255 Echo (ping) request id=@8xed7b, seqe=4/1024, ttl=255 (mo response foundl)
10 2022-08-04 08:18:24,.574915415 192,168.24 192, 168.247 . 182 ICHp 118 @x6@a2 (24738) 255 Echo (ping) request id=8xed7b, seqe4/1024, ttl=255 (mo response foundl)
11 2022-08-04 0B:18:24,.575442569 192,168.24 192.168.247. 182 IcHp 128 Ox68a3 (24730) 255 Echo (ping) request id=0xdd7h, seqe5 1280, ttl=255 (no response foundl)
12 2022-08-04 0B:18:24.575443601  192,168.24 192.168.247. 182 TIchp 118 Dx68a3 (24730) 255 Echo (ping) request id=Bxdd7h, seqeS/1280, ttl=255 (no response foundl)
13 2022-08-04 08:18:24.575918119 192,168.24 192.168.247.102 Icwe 128 @ubdad (24748) 255 Echo (ping) request id=Bwdd7h, seqes/1536, ttl=255 (mo response foundl)
14 2022-08-04 0B:18:24,.575919057  192.168.247.180 192, 168.247.182 Icwe 118 Dubaad (24740) 255 Echo (ping) request id=BxddTh, seqes/1536, ttl=255 (mo response foundl)
15 2022-08-04 0B:18:24, 576407671  192.168.247.100 192, 168.247.182 Icwe 128 Dwbaas (24741) 255 Echo (ping) request id=bxdoTh, seqe? 1792, ttl=255 (no response foundl)
16 2022-08-04 DB:18:24 . STEA0B5ES 192, 168.247.100 192, 168.247.182 Icwe 118 Dwbaas (24741) 255 Echo (ping) request Id=0xdoTh, seqe? 1792, ttl=255 (no response foundl)
17 2022-08-04 DB:18:24 . 5TERE5643 192, 168.247.100 192, 168.247.182 i, 128 Dwbaas (24742) 255 Echo (ping) request ld=0wddTh, seqes/2048, ttl=255 (no response foundl)
18 2022-08-04 0B:10:24, 576886561 192.160.247.100 192.168.247.102  ICHP 118 Oxb0a8 (24742) 255 Eeho (ping) request id=oxpoTb, seqed 2048, ttls25s (no response foundl)
19 2022-92-04 BE:18:24.577304308  192.168.247.100 192, 168.247.182 Icwe 128 oxbaa7 (24743) 255 Echo (ping) reguest id=0x007b, seqe9/2304, ttl=255 (mo response foundl)
20 2022-08-04 08:18:24.577355234  192,168.247.100 192.168.247.102  ICHP 18 exboa7 (24743) 255 Echo (ping) request id=oxpoTb, seqes /2394, ttls25s (no response found!)
21 2022-08-04 08118124, 577987632  192.168.247.100 192.168.247.102  ICMP 128 x6aas (24744) 255 Echo (ping) request ideexea7b, seqe19/2568, ttl=255 (no response found!)
22 2022-98-04 BB118124. 577989290  193.168.247.100 192.168.247.102  ICMP 113 @xbaag (24744) 255 Echo (ping) request ideexee7b, seqe19/2560, ttl=255 (no response found!)
23 2022-98-04 08118124, 578448781  192.168.247.100 192.168.247.102  ICMP 128 @x6aaa (24745) 255 Echo (ping) request ideexea7b, seqe11/2816, ttl=255 (no response found!)
24 2027-98-04 B8118124.578449909  193.168.247.100 192.168.247.102  ICMP 13 6828 (24745) 255 Echo (ping) request idsBxea7h, seqs11/2816, ttl=255 (no response found!)
25 2027-98-04 B8:18124.578900843 192.168.247.100 192.168.247.102  ICMP 128 @xbBaa (24746) 255 Echo (ping) request idsexea7h, seq=12/3872, ttl=255 (no response found!)
26 2922-08-084 BB118:24. 578900807 192.168.247.189 192.168.247.182 TCHP 1s BxbBaa (24746) 255 Echo (ping) request ideBx@a7b, seqe12/3872, ttls255 (no response foundi)
27 3827-98-84 BR:18:24 570426962 192.168.247,188 192, 168.247.182 TCHP 1728 Bx68ab (24747) 255 Echo (ping) request id-@x@de7b, seqe13/3328, ttl=255 (no response Foundi)
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1. ICMP 0|2 2% m{Z!Iok ZHR{ELIC ZF {22 R |0 284 E A|ELICE
2. e miZ! slldoll = VLAN Ef 2 2070]| 4& LICt.

™ Tena Troase Lergm ) P b
12022-08-04 08:18:24.57 2548060 192.I03.2&?,I0€ 192.1@.2-{?.:02 ICHp 128 Ox609e (24734) 255 Echo (ping) request Hd-0wddTh, seqe/d, ttl=255 (no response foundl)
Z2022-08-04 DB:1E: 24572550071 192.168.247.100 192, 168.247.182 Icwp 118 @xface (24734) 255 [Echo (ping) request Nd-0xddTh, seq=/@, ttl=255 (no response Foundi)
3 2027-08-04 08:18:24.573286630 247,100 192.168.247.182 IcHP 128 owpaot (24735) 255 Eche (ping) request id-0xeaTh, seqe1/256, ttl=255 (mo response fFoumd))
4 20022-08-04 02:10:24.573287640 ICHP 118 Oxea9f (24735) 285 Eche (ping) request id=0xeaTh, seqe1/256, ttl=255 (mo response Foumd))
S 2023-08-04 02:18:24.573794751 ICHP 128 axBos0 (24736) 255 Echo (ping) request id=ox0o7b, seqe2/512, ttl=2%% (no redponse found!)
6 2023-08-04 02:18:24.573795748 ICHP 118 axcase (24736) 255 Echo (ping) request id=oxBo7b, seqe2/512, ttl=2%5 (no response found!)
7 2022-08-04 02:18:24_ 574368638 ICHP 128 axcaal (24737) 255 Echo (ping) request id=0x007b, seqe3/768, ttl=255 (no response found!)
2 2022-08-04 08:18:24 574360574 ICHP 118 excaal (24737) 255 Echo (ping) request id-@xeath, seqe3/768, ttls=255 (no rosponse foumd!)
9 2022 -08-04 08:18:24. 574014512 ICHP 128 ox68a2 (24738) 255 Echo (ping) requost id-gx@eth, seqe4/1024, ttle355 (no response found!)
108 2022-08-04 08:18:24.574015415 ICHP 118 axGaal (24738) 255 Echo (ping) request id-gudath, seqed/1024, ttle355 (no response found!)
11 2022-08-84 98:18:24.575442569 ICHP 128 ow60a3 (24739) 255 Echo (ping) request id-owpeTh, seq-5/1288, ttl-255 (no response found|)
12 2022-08-84 981181 24.575443601 IcHp 118 Ox6da3 (24739) 255 Echo (ping) request id-0wddThb, seqe5/1280, ttl=255 (no response foundl)
13 2022-08-34 081181 24.575018119 IcHp 128 Ox6dad (24740) 255 Echo (ping) request 1d-0wddThb, seqe6/1536, ttl=255 (no response foundl)
14 2027 -08-04 081181 24.575015057 IcHp 118 DmGdad {24740} 255 Echo (ping) request 1d-0wddThb, seqe=6/1536, ttl=255 (no response foundl)
15 2022 -08-04 98:18:24. 576407671 ICHp 128 DmGBas {24741} 255 Eche (ping) request id-OxS07b, seqe7/1792, ttl-255 (Ao response foundl)
16 2022 -08-04 08:10:34. 576408585 ICHP 118 dmGaas (24741} 255 Eche (ping) request id-0xeaTb, seq=7/1782, trl=255 (no response foundl)
17 2022-08-04 08:18:24. 576085643 ICHP 128 OxB0a6 (24742) 255 Echo (ping) request id=Ox007Tb, seqe2/2048, ttl=2%5 (no response found!)
18 2022-08-04 08118124, 576886561 ICHP 118 Ox6086 (24742) 285 Echo (ping) request id-BxBo?h, seqe8/3048, ttl=3%5 (no résponse found!)
19 2022-08-04 08:18:34.577394328 ICHP 128 axBaay (24743) 255 Echo (ping) request id-BxBo?h, seqe5/3304, ttls3s5 (no résponse found!)
20 2027-08-04 08:18:24.577395234 ICHP 118 axcaay (24743) 255 Echo (ping) request id-BxBo7b, seqe5/2304, ttl=355 (no response found!)
21 2027 -08-04 08:18:24. 577087632 ICHP 128 BxGaaR (24744) 255 Echo {ping) request ideBxdoThb, seqe18/3550, ttl=255 (no response found!)
27 2037 -08-04 08:18:24.577089290 ICHP 118 GxGaaR (24744} 255 Echo {ping) request ideBxd07b, seqe18/3560, ttl=255 (no response found!)
23 2027-08-04 08:18:24.578445781 L247.100 193, 168.247.102 ICHR 128 ExGdal (24745) 255 Echo {ping) request id-8x287b, seq-11/3816, ttl=255 (no response found|)
24 2022-08-04 08:18:24.578440000 192.168.247.100 193.168.247.102  ICHP 118 awGdad (24745) 255 Echo (ping) request id-8xB07b, seqe11/2816, ttl=255 (no response found| )
25 2032 -08-04 08:18:24.578000043 192.168.247.100 193.168.247.102  ICHP 128 aw6daa (24746 255 Echo (ping) request 1d-0wB07b, seqe12/3072, ttl=255 (mo response found!)
26 2032 -08-04 0B:18:24.578000897 192.168.247.100 193,168.347.102  ICHP 118 am6daa (24746 255 Echo (ping) request 1d-0wd07b, seqe-12/3072, ttl=255 (no response found|)
27 3032-08-04 0B:18:24.579426062 192.168.247.100 193.168.347.102  ICHP 138 ax6iab (24747} 255 Echo (ping) request 1d-0m07b, seqe-13/3338, ttl=255 (no response found!)
Frame 2: 118 bytes on wire (944 bits), 118 bytes captured (%44 bits) on interface capture_up 3, id @ a2 76 £2 00 00 1¢ 0 17 dF 46 oc 00 81 00 00 of v
Ethernet T1, Sre: Cisco déiec:dd (08:17:df:dé:ec:0d), Dst: a2:76:2:00:00: 1c {ak:76:F2:00:00: 1c) 03 00 45 00 DO 64 60 9¢ 00 00 FF 01 ca dd co ap Ed
J802.1¢ Virtual LAN, PRI: 8, DEl: &, ID: 207 F7 64 ¢0 38 F7 66 0B 00 o5 cB 00 7h 00 00 DA B0 -d- - F {
[ = Priority: Best Effort (default) (@) @0 02 ad 8c 4a 78 ab c¢d ab cd ab cd ab cd ab cd HeIx
P = BED: Ineligible ab ¢d ab ¢d ab cd ab cd ab od ab od ab cd ab cd
.. DBOO “w 1111 = 10: 207 2 ab ¢d ab od ab cd ab cd ab cd ab od ab od ab cd
. ab ¢d &b od ab cd ab cd  ab ed ab ¢d ab od ab ed
yRe: Ihed |{Guicaan) ab ed ab ed ab ed
Internet Protocel version 4, Src: 192.168.247.108, Dst: 192.168.247.182
Internet Control Message Protocel

=

M Qe H o|A0 M THE! A7t T HE F2, 221X 4 WIS SAlo| F H M LICH

o

. LE VLAN EH:L§ Aelst &
<.>_=IA._F 2= Mo [Lrar VN EH:LE ZE VLAN B &UELCH %
VN Ej27} Q&= Tzl ZE VLAN Ef2 7t Q& mHZl 2t
o| B X UM 2E Zx I{Z/2 ZTE VLAN EjOE

Hl 3 rc
]

O] EoM

rr

stolg @obsrLic

X Zlo =]
atel za xig VD IRAHTE e anm sayy
ot¢l 2IE{m o|A ol olmp =22E 19202 1000l =
Ethernet1/2.20501 A THZ! 0 102 ~ xje 198.51.100.10022 9 ICMP 01|5
M T+ & Eel ' —te A
HH QIE{m 0| A
Ethernet1/3 &
Ethernet1/4& At&38to{  OHYl1/3 1001 13 192.168.207.1000{M EAE
Portchannel1 5t¢| IE{H| O[H{4l1/4 A M8 192.168.207.1022 2| ICMP 0| 3
OlA0 M IHZ! A T4
2 2ol

= 2% EE

FCM X CLIE At&75t01 Ethernet1/2 QIE{TH| 0| A0 A EE{E A& sto{ TZ! HME T st
g LICH

A
o

EEEX, I 28 W X Z2IE



Chassis
Internal Switch Security Module
FTD/ASA

=
-

al
-

LLFDER T

Backplane

@ ICMP echo-reply

198.51.100.100

v

kS

FCM

O

2.0.2.1000 M EAE 198.51.100.1002 22| ICMP 0| =2

FCMOUIM CHS EtAHE s&5t0] SAE 1
= = £ QIE{m|0|A Ethernet1/22] IZ! Z&x{ofl & gtL|C}.

I
2 miZlof Cigh Ax EHE T dstn

@)

1. Tools > Packet Capture > Filter List > Add FilterE AF&3t0{ Zix{ ZE{E Mg LICt

=2 ood™

2. Filter Name(&E{ O|&), Protocol(Z 2 E&), Source IPv4(LA IPv4), Destination IPv4(CH 4

IPv4a§ X|Hst Savef(-lé*a% ZalstL|c},

Filter List T
faer_jomp 2000001 000000 192.0.2.100 n [} COu0: 0010010000 192.0.2.100 " o 1 L L [ 78
Edit Packet Filt
Files Ne
Protee BMP_P
EtherType Any
i ] ]
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t

] pert 0
DOIRNRS0RI00i00 HAC DE00I00;00-00:00

::::::

3. Tools(E) > Packet Capture(XHZ! Zi%{) > Capture Session(Zi* M4 A& 35to4 M Zixq Al
ME dggfLct.
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4. Ethernet1/2& ME45t 1 Session Name(MlM O|F)& 238t CtE 2R ZLE{E M& 35t Save
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firepower# scope ssa

show app-instance

Admin State Oper State Running Version Startup Version
Cluster Role

firepower /ssa#
App Name Identifier Slot ID
Deploy Type Turbo Mode Profile Name Cluster State

Enabled Online
Native Not Applicable

2. https://www.iana. org/assignments/protocol -numbers/protocol-numbers.xhtml0|M IP Z2EEZ

7.2.0.82
None

HS E SoIstL|Ct 0| AR ICMP Z2EZ HE = 1QL]C}.
3. U Mg MEEhLICt.
2.

firepower# scope packet-capture

firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower

/packet-capture # create filter filter icmp

# set destip 198.51.100.100
#
#

/packet-capture/filter*
set protocol 1
set srcip 192.0.2.100

/packet-capture/filter*
/packet-capture/filter*

#
/packet-capture* # create

/packet-capture/filter* exit
session
/packet-capture/session* # create
/packet-capture/session/phy-port*
/packet-capture/session/phy-port*
/packet-capture/session/phy-port*
/packet-capture/session/phy-port*
/packet-capture/session* # enable
/packet-capture/session* # commit
/packet-capture/session #

capl
phy-port Ethernetl/2
# set app ftd

# set app-identifier ftdl
# set filter filter_icmp
# exit
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Platform Settings

€ Rebesh, Cactre Sevr Disiete All Leasern

Drop Count: 0 | Operationsl State: up l Buffer Size: 256 MO Snap Length: 1518 Dytes

| File Hame Device Hame
| cap-sthermat-1-2-0,po8D Ad1

| | Foe 5tzm tin bvtes)

FXOS CLI
scope packet-captureti M Z{x M| HE & =elghLCt.

firepower# scope packet-capture
firepower /packet-capture # show filter detail

Configure a filter for packet capture:
Name: filter_icmp
Protocol: 1
Ivlan: O
Ovlan: 0
Src Ip: 192.0.2.100
Dest Ip: 198.51.100.100
Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: O
Dest Port: O
Ethertype: 0
Src Ipvb:

Dest Ipvé6:
firepower /packet-capture # show session capl

Traffic Monitoring Session:

Packet Capture Session Name: capl
Session: 1

Admin State: Enabled

Oper State: Up

Oper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB
Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0

Physical ports involved in Packet Capture:
Slot Id: 1
Port Id: 2

Pcapfile: /workspace/packet-capture/session-1/capl-ethernet-1-2-0.pcap



Pcapsize: 213784 bytes

Filter: filter_icmp

Sub Interface: 0

Application Instance Identifier: ftdl
Application Name: ftd
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ICMP 0|2 % mHZ!BF ZHX{ELICt ZF TZ! 2 ZA{Z|0q 2'H FE A|ELICE.
212 3! &f|c{odl VLAN EH27F Q& LCt.
3. LIE A2[x|E= Q1A QIE{H O|A Ethernet1/28 Al¥EHE F7F ZE VLAN Ef1(102)E &

grLict
= L—- == = ;
4. L& AR|X|= F7t VN EHOE AFELCt.
R Tira Source asmnguen Presocel Langth FE FTTL bk =
1 2922-08-92 15:46:55.603277760 192.9.2.190 198.51.108.160 ICHP 198 1 @x8012 (18) 64Echo (ping) request| id=exee18, seq=349/23809, ttl=64 (no r
2 2022-08-92 15:46:55.603270688 192.9.2.190 108.51.108.160 1cMP 192 Bx0012 (18) 64 Echo (ping) request| id-ex0e18, seq-340/23809, ttl-g4 (no r
3 2022-08-92 15:46:56.627139252 192.9.2.190 198.51.100.169 ICHP 198 exgedb (219) 64 Echo (ping) request id-exee18, seq-350/24065, ttl=64 (no r
4 2022-08-82 15:46:56.627140919 192.9.2.100 198.51.100. 169 ICHP 192 exoodb (219) 64 Echo (ping) request id=exPe18, seq=350/24065, ttl=64 (no r
5 2022-98-82 15:46:57.651185193 192.8.2.190 198.51.108.160 1CHP 198 Bx8lch (459) 64 Echo (ping) request id-0x0@18, seq=351/24321, ttl=sd (no r
6 2022-08-02 15:46:57.651186787 192.9.2.100 198.51.108.169 ICHP 192 ex@lch (459) 64 Echo (ping) request id-@x@e18, seq=351/24321, ttl=&4 (no r
¥ 2922-08-92 15:46:58.675153317 192.8.2.180 198.51.108.18@ ICHP lag exelds (47@) 64 Echo (ping) request id-0x6@18, seqe352/24577, ttlesd (no r
B 2022-8B-92 15:46:58.675154583 192.9.2.180 198.51.108.182 ICHP 182 exelds (47@) 64 Echo (ping) request id-0x0018, seq=352/24577, ttls=sa (no r
9 2022-08-02 15:46:59.699152639 192.9.2.160 198,51.108.180 1cMP 198 ex01fa (500) 64 Echo (ping) request id=ex0018, seq=353/24833, ttlesd (no r
10 2022-88-92 15:46:59.609153835 192.9.2.190 198.51.1008.100 1cMp 192 exe1fa (500) 64 Echo (ping) request id=@x@e18, seqe=353/24833, ttlesd (no r
11 2022-08-02 15:47:00.723142641 192.8.2.100 198.51.100. 168 1cmp 108 ax61f9 (505) 64 Echo (ping) request id-0x6018, seqe354/25089, ttlesd (no r
12 2022-06-02 15:47:09.723144643  192.9.2.18@ 198, 51,108, 188 ICHP 182 exe1fe (585) 64 Echo (ping) request id=exee1s, seq=354/25089, ttle=sd (no r
13 2022-28-02 15:47:01.747162204 192.9.2.180 1698.51.108. 188 ICHMP 188 exe2ee (622) 64 Echo (ping) request id=@x@e@18, seq=355/25345, ttlssd (no n
14 2022-08-92 15:47:01.747163783  192.9.2.100 198.51.100,109 ICHP 192 Bx026e (622) 64 Echo (ping) request id-gxee18, seq-355/25345, ttl=s4 (no r
15 2022-288-02 15:47:02.771209952 192.9.2.180 198.51.108. 188 ICHP 188 exezbec (7o) 64 Echo (ping) request id=gx@@1s, seqe356/25601, ttl=6d (no r
16 2022-28-22 15:47:02.771211862 192.9.2.100 1498.51.108. 108 ICHP 182 exe2be (7o) 64 Echo (ping) request id=0x@o18, seq=356/256081, ttls=ed (no r
17 2022-08-02 15:47:03.772258550 192.9.2.100 198.51.100.109 ICHP 108 oxo3zf (815) 64 Echo (ping) request id=0x0@is, seq=357/25857, ttl=64 (no r
18 2022-88-02 15:47:03.772259724 192.9.2.189 198.51.108. 188 ICHP 182 ax032f (815) 64 Echo (ping) request id=@x0@18, seq=357/25857, ttls=64 (no r
19 2022-28-22 15:47:04.791118519 192.9.2.100 198.51.108. 108 ICHP 188 exedef (1039) 64 Echo (ping) request id=0x@018, seq=358/26113, ttl=64 (no r
20 2022-08-02 15:47:04,791119721 192.9.2.100 198.51.100.109 ICHP 102 oxddof (1039) 64 Echo (ping) request id=0x0018, seq=358/26113, ttl=64 (no r v
< >
» Frame 1: 188 bytes on wire (864 bits), 108 bytes captured (864 bits) on interface capture_ue_1, if 56 97 bd b9 77 be 08 58 56 9d e8 be 89 26 £0 92 X--- vrafine
Ethernet II, Src: VMware od:e8:be (80:58:56:0d:e8:be), Dst: Cisco bo:77:8e (58:97:bd:bo:77:8e) B9 98 Bl @0 00 66 0B @@ 45 00 90 54 09 12 40 99 sree T--@
~|wn-Tag 2 40 @1 Ad 9b c@ 00 02 64 <6 33 64 64 OB OO 9e 67 @M «d -3dd---g
Direction: From Bridge B2 18 91 5d &2 46 0 62 O 00 00 80 <1 a6 9c 80 ] F-b - .
Pointer: vif id o9 00 90 00 10 11 12 13 14 15 16 17 18 19 1a 1b
Dectlnatloni 10 1c 1d 1e 2f 20 21 22 23 24 25 26 27 28 29 2a 2b == I"y SS& () +
2c 2d 2e 2f 3@ 31 32 33 34 35 36 37 5=« /@123 4567
Looped: No 4
Reserved: @
sasn wa = version: @
.................... 2208 2838 = Source: @
Type: B882.10 Virtual LAN (8xB188)
+|B02.1Q virtual LAN, PRI: @, DEL: @, ID: 102
L = Priority: Best Effort (default) (@)
vee® suan waes aaas = DEID Ineligible 3
voa. BOED 118 9118 = ID: 182
Type: IPvd (@x@E68)
Internet Protocol Version 4, Src: 192.9.2.108, Dst: 198.51.100.16@
Internet Control Message Protocol 2
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™ Tima Source Destoation Frotoca] Length PO PTIL ko imE
12022-08-02 15:46:55.603277760 192.0.2.100 198,51.1900.108 ICHP 168 1 LELIEES (1) 64 Echo (ping) request | id=0x@018, seq=349/23809, ttl=64 (no r
2 2022-08-02 15:46:55.603279688 192.8.2.100 198.51.108. 108 ICMP 182 axeal1? (18) 64 Echo (pigg} request | id=0x@e18, seq=349/23889, ttl=64 (no r
2 2022-08-02 15:46:56.627139252 192.8.2.180 198.51.108. 108 ICHP 108 axeddb (219) 64 Echo (ping) request 1d-0x0018, seq=350/24865, ttl=64 (no ©
4 2022-08-92 15:46:56.627140919  192.9.2.180 198.51.198, 108 ICHP 102 axeddb (219) 64 Echo (ping) request 1d=0xe018, seq=350/24065, ttl=64 (no r
5 2822-08-02 15:46:57.651185193 192.8.2.180 198.51.198. 188 ICMP 108 exeich (459) 64 Echo (ping) request id=0x@e18, seq=351/24321, ttl=64 (no r
G 2022-08-02 15:46:57.651186787 192.0.2.100 198,51.100. 108 IcMp 1082 axelch (459) 64 Echo (ping) request id=0x0018, seq=351/24321, ttl=64 (no r
7 2022-08-92 15:46:58.675153317  192.9.2.100 198.51.198. 109 ICMP 108 axe1ds (470} 64 Echo (ping) request 1d=-0x0018, seq=352/24577, ttl=64 (no r
£ 2022-88-02 15:46:58.675154503 192.8.2.100 198.51.100. 108 ICHP 102 ox@lds (478) 64 Echo (ping) request id=exe18, seq=352/24577, ttl=64 (no r
9 2022-08-92 15:46:59.600152630 192.0.2.100 198.51.100, 108 ICMP 108 oxo1fd (500) 64 Echo (ping) request id-0x0e18, seq=353/24832, ttl=64 (no ©
10 2022-88-02 15:46:59.699153835 192.8.2.180 198.51.100. 108 ICHP 102 ox@lfd (504) 64 Echo (ping) request id=exee18, seq=353/24833, ttl=64 (no r
11 2022-08-02 15:47:00.723142641 192.0.2.100 198.51.100. 108 ICHP 108 oxo1fo (505) 64 Echo (ping) request id=0x@818, seq=354/25089, ttl=64 (no r
12 2022-88-92 15:47:00.723144643  192.98.2.100 198.51.100. 100 P 102 oxa1fa (505) 64 Echo (ping) request id=0x9018, seq=354/25089, ttl=64 (no r
13 2022-88-02 15:47:01.747162204 192.8.2.180 198.51.100. 108 ICHP 168 oxdz6e (622) 64 Echo (ping) request id=ex@818, seq=355/25345, ttl=64 (no r
14 2022-88-02 15:47:01.747163783  192.98.2.100 198.51.100.108 ICHP 182 ox@26e (622) 64 Echo (ping) request id=0x0818, seq=355/25345, ttl=64 (no r
15 2022-08-92 15:47:02.771209952 192.98.2.180 198.51.100. 108 ICHP 16 @x@2bc (700) 64 Echo (ping) request id=-0x0018, seq=356/25681, ttl=64 (no r
16 2022-08-02 15:47:02.771211862 192.0.2.100 198.51.100. 108 ICHMP 182 exdzbc (784) 64 Echo (ping) request id=ex@8lB, seq=356/25681, ttl=64 (no r
17 2022-08-02 15:47:03.772258550 192.8.2.100 108.51.100. 108 ICMP 108 ox032f (B15) 64 Echo (ping) request id=0x0818, seq=357/25857, ttl=64 (no r
18 2022-08-92 15:47:03.772259724 192.0.2.180 198.51.100. 108 ICHP 182 ex@3zf (815) 64 Echo (ping) request id-exe818, seq=357/25857, ttl=64 (no r
19 7022-08-92 15:47:84.791118519 192.8.2.10@ 198.51.100. 108 ICHMP 188 exadaf (1039) 64 Echo (ping) request id=ex@81B, seq=358/26113, ttl=64 (no r
20 2022-88-92 15:47:04.791119721 192.8.2.100 108.51.100.108 M 162 oxasnf (1039) 64 Echo (ping) request id-9x@018, seq-358/26113, ttl-64 (nor
< >
Frame 2: 182 bytes on wire (&16 bits), 182 bytes captured (816 bits) on interface capture_ue 1, i1 58 97 bd b9 77 e 00 50 56 9d e& be 81 00 00 66 X - W P We----of
Ethernet II, Src: VMware Od:eg:be (@9:58:56:9d:e8:ba), Dst: Cisco bo:77:@e (58:97:bd:bo:77:0e) 98 @2 45 82 08 54 A@ 12 408 80 40 01 4d 9b cO @@ - E--T-- @-@M
~[802.1q Virtual LAN, PRI: @, DEL: 8, 10: 102 ©2 64 c6 33 64 64 B8 8@ 9e 67 @0 18 01 5d 2 46  d-3dd-- -g---]'F
@90, veer vees ... = Priority: Best Effort (default) (&) €9 62 ©0 00 00 0 C1 36 fc 60 00 0O 80 60 10 11 b
a c e 1
T « DEI: Ineligible 3 12 13 14 15 16 17 18 19 1a 1b 1c 1d le 1f 20 21 1
22 23 24 25 26 27 28 29 2a 2b 2¢ 2d 2e 2f 30 31 “AgER'() *+,-.f01
... 9990 0110 0116 - 10: 102 32 33 34 35 36 37 234567
Type: IPvd (OxOE00)
Internet Protocol Wersion 4, Src: 192.9.2.108, Dst: 1938.51.100.108
Internet Control Message Protocol
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rity Engine Platform Settings

Capture Session [z CdES
G Refresh
- El copl Drop Count: 0 Operational State; up Buffer §
Interface Name Filter File Size (in bytes) File Hame Device Hame
Ethemet1/2 Hone 340 capl-ethernet-1-2-0.pcap frd1

Snap Length; 1518 Bytes

Capune SES50n Dolete Al Sessions:




2. 5= AMEN7I DOWN - Session_Admin_Shut:

Overview Interfaces Logical Devices Security Engine Platform Settings n  Tools Help

C Refresh Capiture Secuen Dt Al Sesioee

- S capl Drop Count: 0 Oparational State: DOWH - Sesskon_Admin_Shut Buller Size: 356 MB Snap Length: 1518 Bytes 3B

Interface Name Filter File Size (in bytes) File Namse Device Name

Ethamatif2 Ko 218828 £apl-athamat-1-2-0,peap frdiy

3. Download(CIHRZ2E)E 22504 A M UES CIR2E = LICH

Help  admin

G Refresh Cagrure Session Drclete Al Sesions

- » capl Drop Count: 0 Cperationnl Stato: DOWN - Session_Admin_Shut Buller Size: 256 ME Snap Longth: 1518 Bytes 1

Intarface Namae Filtasr File Size {in bytes) Fille Nama Do Namae
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firepower# scope packet-capture

firepower /packet-capture # scope session capl
firepower /packet-capture/session # disable
firepower /packet-capture/session* # commit
firepower /packet-capture/session # up

firepower /packet-capture # show session capl detail

Traffic Monitoring Session:
Packet Capture Session Name: capl
Session: 1
Admin State: Disabled
Oper State: Down
Oper State Reason: Admin Disable
Config Success: Yes
Config Fail Reason:
Append Flag: Overwrite
Session Mem Usage: 256 MB
Session Pcap Snap Len: 1518 Bytes
Error Code: 0
Drop Count: 0

Physical ports involved in Packet Capture:
Slot Id: 1
Port Id: 2
Pcapfile: /workspace/packet-capture/session-1/capl-ethernet-1-2-0.pcap
Pcapsize: 115744 Dbytes
Filter:
Sub Interface: 0
Application Instance Identifier: ftdl
Application Name: ftd

2. local-mgmt B H{o|M ZA T8 WE=gFLICH



firepower# connect local-mgmt
firepower (local-mgmt) # copy /packet-capture/session-1l/capl-ethernet-1-2-0.pcap ?

ftp: Dest File URI
http: Dest File URI
https: Dest File URI
scp: Dest File URI
sftp: Dest File URI
tftp: Dest File URI
usbdrive: Dest File URI
volatile: Dest File URI

workspace: Dest File URI

firepower (local-mgmt) # copy /packet-capture/session-1l/capl-ethernet-1-2-0.pcap

ftp:

//ftpuser@10.10.10.1/capl-ethernet-1-2-0.pcap

Password:
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> capture cap_sw switch ?

buffer Configure size of capture buffer, default is 256MB

ethernet-type Capture Ethernet packets of a particular type, default is IP

interface Capture packets on a specific interface

ivlan Inner Vlan

match Capture packets based on match criteria

ovlan Outer Vlan

packet-length Configure maximum length to save from each packet, default is
64 bytes

real-time Display captured packets in real-time. Warning: using this

option with a slow console connection may result in an
excessive amount of non-displayed packets due to performance

limitations.
stop Stop packet capture
trace Trace the captured packets
type Capture packets based on a particular type
<cr>
7! 2% AT azolMel UeHsol Bl Cha T 2Lt

olapiA QE{HOo|AE X|IHELICH

1.
A QR Y™ Am|aeiold2 2ladA QIE{H O|A nameifE & #fLICH ALEXtE HIO[E QIE{H|

Ol& O|F, LiF d33 E& ol AEHo|AE XIHE = AU&LCH

> capture capsw switch interface ?

Available interfaces to listen:
in_data_uplinkl Capture packets on internal data uplinkl interface
in_mgmt_uplinkl Capture packets on internal mgmt uplinkl interface
inside Name of interface Ethernetl/1.205

management Name of interface Managementl/1

2. O|H Z 2| EtherType2 XI™HELICH 7|2 O|H R332 IPRILIC ethernet-type &4

EtherType2 X|&&LICH

> capture capsw switch interface inside ethernet-type ?
802.1Q

<0-65535> Ethernet type

arp

ip

ip6

pppoed

pppoes
rarp

3. Yx| = KIFELICE capture match M2 Lx| 7|&2 XIHELICH

> capture capsw switch interface inside match ?
<0-255> Enter protocol number (0 - 255)
ah

eigrp

esp

gre

icmp

icmp6

igmp

igrp

ip



ipinip

ipsec

mac Mac-address filter
nos

ospf

pcp

pim

pptp

sctp

snp

spi SPI value
tcp

udp

<cr>

4. HH 37|, 12! 20| St &2 7|et ME X Of7HH+~& RIHELICH.
5. X E g3l eLICt no capture <name> switch stop &2 X E & AslELct.

> capture capsw switch interface inside match ip
>no capture capsw switch stop

6. X MFALS S g lgLct

Htok

. EE| AEHTH EIESEIRIT, 2 S HElE B L 2O

- 2! X oY 37| Pcapsize7t &7+EFLICH

. show capture <cap_name> £29| Z{x{El m{Z! === 00| ot =L}

. x| B2 Pcapfile. ZIAE THZ! 2 RS2 2 /mnt/disk0/packet-capture/ M| MHEELICEH
ZHE XM LUCH AT EQo{s A ZHA 2t X EEHE RSS2 oot

> show capture capsw
27 packet captured on disk using switch capture
Reading of capture file from disk is not supported

>show capture capsw detail
Packet Capture info

Name: capsw
Session: 1

Admin State: enabled
Oper State: up

Oper State Reason: Active
Config Success: ves
Config Fail Reason:

Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1
Physical port:

Slot Id: 1

Port Id: 1

Pcapfile: /mnt/disk0/packet-capture/sess-1l-capsw-ethernet-1-1-0.pcap
Pcapsize: 18838

Filter: capsw-1-1

Packet Capture Filter Info
Name: capsw-1-1
Protocol: 0
Ivlan: 0



Ovlan: 205

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvb: H

Dest Ipvé6: =

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
0 packet captured on disk using switch capture
Reading of capture file from disk is not supported

7. 2% 49 AUXME SXIFLICHL

> capture capsw switch stop
>show capture capsw detail
Packet Capture info

Name: capsw
Session: 1

Admin State: disabled
Oper State: down

Oper State Reason: Session_Admin_ Shut

Config Success: ves

Config Fail Reason:

Append Flag: overwrite

Session Mem Usage: 256

Session Pcap Snap Len: 1518

Error Code: 0

Drop Count: 0
Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port Id: 1

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 24

Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 205

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvb: H

Dest Ipvé6: =

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
0 packet captured on disk using switch capture
Reading of capture file from disk is not supported

8. X mtU 2 +=ZgLICE. Collect Secure Firewall 3100 Internal Switch Capture Files 4|440| EHA|

& ~Yerct.



HZ 7200 MHE LHE AQIx| ZiX ZHI|3d)|0|MH0| FMC EE= FDMOI A K| E|X| et&LICH ASA &
oI

ZEQ|of {7 9.18(1 ) ol & | A2 ASDM HHT17.18.1.x O 0| M LR AR AMHE I +
&Lct

Olz{8t AlLtE[20i A= Secure Firewall 3100 LIS A2{x| Z{&{9| YHtXQl && Al2l|E CtELCt

22X & ZE x'd elE{H 0|20 3! Hx

FTD == ASA CLIE At&35t04 QIE{H 0| A Ethernet1/1 EE&= Portchannell QIE{H 0|A 01| A THZ!
X E -rwor-v golstL|ct T QIE{H O|A 2= nameif LHToﬂ A& LICH

L

EE2X, I 5/ U WM ZRIE

Chassis
Internal Switch Security Module
FTD/ASA

- -

192.0.2.100 Uplink

@ ICMP echo-reply

198.51.100.100

outside

|

Chassis
Internal Switch Security Module
FTD/ASA

- -

192.0.2.100 Uplink

@ ICMP echo-reply

198.51.100.100

outside

L

kS

ASA £ FTD CLIOM CHS BHAHIE &304 QIE{T O|A Ethernet1/1 EE & Port-channel 104 A I
21 24xi8 2E U

1. nameif 221

> show nameif

Interface Name Security
Ethernetl/1 inside 0
Ethernetl/2 outside 0

Managementl/1 diagnostic 0



> show nameif

Interface Name Security
Port-channell inside 0
Ethernetl/2 outside 0
Managementl/1 diagnostic 0

2. Hx Mg ddgfct

> capture capsw switch interface inside

3. Zx MldS g-stEict

> no capture capsw switch stop

20|

= -

RIE{H0|A &% & AHEXIE 2 QIFLICH Pcapsize gk(HIO|E

2R M OIF, BEl U 2% M, A
BRE ol obix| EHoIgtLICt

)z 47} 0

> show capture capsw detail
Packet Capture info

Name : capsw
Session: 1

Admin State: enabled
Oper State: up

Oper State Reason: Active
Config Success: ves

Config Fail Reason:

Append Flag: overwrite
Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port Id: 1

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 12653

Filter: capsw-1-1

Packet Capture Filter Info

Name : capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvb:

Dest Ipvé6: H

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0

79 packets captured on disk using switch capture



Reading of capture file from disk is not supported

Port-channel12| 2 2 & HH lE{H|o|A 0| HR{7} A ELICE.

> show capture capsw detail
Packet Capture info

Name : capsw
Session: 1

Admin State: enabled
Oper State: up

Oper State Reason: Active
Config Success: ves

Config Fail Reason:

Append Flag: overwrite
Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 2

Physical port:

Slot Id: 1

Port Id: 4

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-4-0.pcap
Pcapsize: 28824

Filter: capsw-1-4

Packet Capture Filter Info

Name : capsw-1-4
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvb:

Dest Ipvé6: H

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Physical port:

Slot Id: 1

Port Id: 3

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-3-0.pcap
Pcapsize: 18399

Filter: capsw-1-3

Packet Capture Filter Info

Name : capsw-1-3
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvb:

Dest Ipvé6: HH

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00

Src Port: 0



Dest Port: 0
Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
56 packet captured on disk using switch capture

Reading of capture file from disk is not supported

ZE < Hi 2IE{H 0|A = FXOS local-mgmt @& A 0f A show portchannel summary F&E 2

Soff &g = &Licth

> connect fxos

KSEC-FPR3100-1 connect local-mgmt
KSEC-FPR3100-1(local-mgmt) show portchannel summary
Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)

s Suspended r - Module-removed
S Switched R - Routed

U - Up (port-channel)
M

- Not in use. Min-links not met

Group Port- Type Protocol Member Ports
Channel
1 Pol(U) Eth LACP Ethl/3(P) Ethl/4 (P)

Channel PeerKeepAliveTimerFast

Channel ClusterSpanned ClusterDetach ClusterUnitID ClusterSysID

1 Pol (U) False False 0 clust

ASAO0 A FXOSOI| M| A 3tE4T connect fxos admin BEE ASEFL|CH CFE HEAES| Z2 #
2| ZAEAEo|M BHEE A™dE L

i ol =E

Collect Secure Firewall 3100 Internal Switch Capture Files Al o| EHAHIE & 8L|C}.

i ol 24

x| I BHE 7| S8 T2 1S AL 504 Ethemett/10] CHEH 2R TS 94Lic
Zg Mest T #A AEE HOIBHLICH

2
i
El

1. ICMP 01I_._ & mZlet HAELICH
2. ¢el izl sllHofl VLAN Ef 27t & LICt,



No. Time Saurce Destination Protscel Length FD FTIL ko
12022-08-07 19 50:06.925768 192.8.2.100 198.51.100. 100 ICHP 182 1 Bxdald (39440 64 Echo (pin uest | id=8x0034, seq=1/256, ttl=64 (no res
2 1822-08-07 192.8.2.100 198.51.100.108 ICHP 182 @x9a3a (39482) 64 Echo (ping) request id=0x@e34, seq=2/512, ttl=64 (no res
3 2922-08-07 152.8.2.108 198.51.100.188 ICHP 182 xoaab (39590) 64 Echo (ping) request 1d-0x0034, seq=2/768, ttl=64 {(no res
4 2022-08-97 192.8,2.100 198.51.100.100 IcHP 182 exgafe (39678) 64 Echo (ping) request 1d=0x0034, seq=4/1024, ttl=64 (no re
5 2022-08-07 118.928245 1692.8.2.18@ 198.51.100.108 ICHP 182 coble (39696) 64 Echo (ping) request id=2x@e34, seq=5/1288, ttl=64 (no re
6 2022-08-07 11.929144 192.9.2.109 198,51.100.100 ICHP 192 fxob3a (39732) 64 Echo (ping) request 1d=0x0034, $0q=6/1536, ttl=64 (no re
7 2022-06-07 12.932943 192.9.2.10@ 198.51.100.100 ICHP 102 ox9bs3 (39811) 64 Echo (ping) request 1d=exe034, seq=7/1792, ttl=64 (no re
8 2022-08-07 :13.934155 1692.8.2.18@ 198.51.100 .10 ICHP 182 ecobeb (39819) 64 Echo (ping) request id=2x@034, seq=8/2048, ttl=64 (no re
9 2022-08-07 14.932004 192.9.2.109 198,51.100. 100 ICHP 192 Bxoce7 (39943) 64 Echo (ping) request id=-0x@034, seq=9/2304, ttl=64 (no re
19 2022-88-87 15.937143 192.8.2.10@ 198.51.100.108 ICHP 12 ex9cch (48134) 64 Echo (ping) request 1d=0x0034, seq=18/2560, ttl=64 (no r
11 2022-88-87 116.934848 192.8.2.10@ 198.51.100 .10 ICHP 182 exades (40296) 64 Echo (ping) request id=0x0034, seq=11/2816, ttl=64 (no r
12 2022-08-97 17.936908 192.9.2.109 198.51.100. 100 ICHP 102 oxoded (40429) 64 Echo (ping) request 1d=0x0034, seq=12/3072, ttl=864 (no r
13 2022-88-87 18.939584 192.8.2.100 198.51.100.106 ICHP 192 exges5a (48538) 64 Echo (ping) request id=@x@e34, seq=13/3328, ttl=64 (no r
14 2022-88-87 :19.941262 192.8.2.10@ 198.51.100.108 ICHP 182 ecdefl (10699) 64 Echo (ping) request id=0x0034, seq=14/3584, ttl=64 (no r
15 2022-06-07 20.940716 192.8.2.100 198.51.100.100 TCHP 102 exafse (40784) 64 Echo (ping) request id=0x@34, seq=15/3840, ttl=64 (no r
16 2022-08-07 1.940288 192.0.2.100 198.51.160. 100 1P 102 Bxofed (40932) 64 Echo (ping) request id=0xeeid, seq=16/4896, ttl=sd (no r
17 2022-88-07 19:50:22.843302 192.8.2.100 198.51.160.100 IcHP 102 Bxa031 (41009) 64 Echo (ping) request 1d-0x0034, seqe17/4352, ttlesd (no r
18 2022 -88-87 19:50;23.944679 192.8.2.180 198.51.100, 198 ICHP 192 Bxads? (41863) 64 Echo (ping) request id=-0x@034, seq=18/4688, ttl=s4 (no r
< »
:[Frame 1: 182 bytes on wire (B16 bits), 182 bytes captured (B16 bits) be ©7 12 34 9a 14 00 50 56 0d 8 be 08 00 45 @0 4. P V.- E:
»| Ethernet II, Src: VMware_9d:e8:be (88:50:56:9d:e8:be), Dst: Cisco_34:9a:14 (bcie7:12:34:9a:14) @0 54 9a 10 40 00 40 01 b3 9c <@ 00 @2 64 <6 33 T @@ --d-3
»| Internet Protocel Version 4, Src: 192.8.2.10@, Dst: 198.51.100.100 2 64 64 03 00 €6 91 00 34 €0 @1 61 17 fR 62 @0 @@ dd-----4 -a-cbe-
:| Internet Control Message Protocol o0 B9 18 ec OB 00 00 99 09 89 18 11 12 13 14 15 sEraress Treeiean
16 17 18 19 1a 1b 1c 1d 1e 1f 26 21 22 23 24 25  -coooee o0 TSR
26 27 28 29 2a 2b 2c 2d 2e 2f 38 31 32 33 34 35 &'()%+,- ./012345
36 37 55 55 55 55 7L
7. S =1 7 | A 7l o = S St
Portchannel1 HH 2IE{m| 0| A0f CHEF A TS FLICE & Hmlj TS MEHSt T St A S

ICMPO|Z 27
2120 3! &f|c{odl VLAN EH27t Qi&LCt.

o Zlet ZHRElL|C}.

Moo Time
1 2022-08-07 20:40:58.657533 192.9.2.188 198,51,109, 180
2 2022-08-07 20:40:59.658611 192.9.2.188 198.51.108. 188
3 2022-98-07 20:41:00.5655662 192.9.2.180 198,51.100, 109
4 2022-08-07 20:41:01.659749 192.9.2.108 198.51.108. 188
5 2022-08-07 20:41:02.660624 192.9.2.100 198.51.108. 108
6 2022-98-07 20:41:03.663226 192.9.2.100 198,51.100, 109
T 2022-08-07 20:41:04.661262 192.9.2.100 198.51.108. 188
8 2022-08-07 20:41:05.665555 192.9.2.108 198.51.108. 108
9 2022-08-07 20:41:06.666538 192.9.2.180 198,51, 108,109
12 2022-08-07 28:41:087.667298 192.9.2.108 198, 51.100. 109
11 2022-08-27 20:41:08.670540 192.8.2.108 198.51.100. 109
12 2022-08-97 20:41:09.668278 192.9.2.108 198.51.108. 180
13 2022-088-87 28:41:10.672417 192.9.2.198 198.51.108. 182
14 2022-088-27 20:41:11.671369 192.9.2.1908 198.51.108. 188
15 2022-98-97 20:41:12.675462 192.9.2.198 198.51.108. 180
16 2022-08-97 20:41:13.674903 192.9.2.100 198.51.100.180
17 2022-08-07 20:41:14.674093 192.9.2.100 198.51.100.160
18 2022-08-07 20:41:15.676904 192.8.2.100 198.51.108. 160

Protocol Length
ICHP 182
ICHP 182
IcHp 182
ICHP 182
ICHP 182
ICHP 102
ICHP 182
ICHP 182
ICHP 182
ICHP 182
ICHP 182
ICHP 182
ICHP 182
ICHP 182
ICHP 182
ICHP 102
cHP 102
ICHP 102

FD
1 Bx9296 (37526
@x937@ (37744)

ox9Ife
ex946f
exadadq
@x952d
@x958d
@x95ds
ax964b
@x972b
ax988a
@x3831
ex98a2
exaefy
exg99ed
@x9a84
ax9afl
exgbse

Frame 1: 182 bytes on wire (816 bits), 182 bytes captured (B16 bits)
Ethernet II, Src: VMware Od:eB:be (@0:50:56:9d:e8:be), Dst: Cisco 34:9a:2c (bc:reF:12:34:9a:2c)
Internet Protocol Version 4, Src: 192.9.2.108, Dst: 198.51.106.168
»| Internet Control Message Protocol

2

(37872)
(37999)
(38052)
(38189)
(38285)
(38360)
(38475)
(28699
(38922)
(38961)
(39074)
(39159)
(293986)
(39556)
(39667)
(39822)

bc e7
8 54
64 64
o0 00
16 17
26 27
36 37

PTL ke
64 Echo (pin
64 Echo (ping)
64 Echo (ping)

request | id=axee3s,
request  id=@xee3s,

64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo

(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)

12 34 %a 2c 8@ 58
92 96 48 @8 48 81
88 22 5B a8 ea 35
Og ¢B 24 20 80 82
18 19 1a 1b 1c 1d
28 29 2a 2b 2c d

55 55 55 55

regquest
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request

56 9d 8
bb 16 c@
oe @1 ad
oe @e 10
1e 1f 28
2e 2f 30

id=ax@a3s,
id=oxea3s,
id=exea3s,
id=axga3s,
id=exed3s,
id=exea3s,
id=gx@a3s,
id=exea3s,
id=0xea3s,
id=exea3s,
id=exea3s,
id=gx0035,
id=exea3s,
id=exe035,
id=exga3s,
id=ex083s5,

be 08 @@ 45
@3 82 64 6
23 fo 62 09
11 12 13 14
21 22 23 24
31 32 33 34

seq=1/256, ttl=64 (no res
seq=2/512, ttl=64 (no res
s0q=3/768, ttl=64 (no res

seq=4,/1824,
seq=5/1280,
seq=6/1536,
sSeq=7/1792,
seq=8/2048,
seq=9/2304,
5eq=18/2568,
seq=11/2816,
seq=12/3872,
seq=13/3328,
seq=14/3584,
seq=15/3848,
seq=16/4896,
s5eq=17/4352,
seq=18/4688,

L] +eade

aT=
@8 dd-

35 R()%4,-

Lo 1T

ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 {no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
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EZE2X I 2F/ U X ZelE
Chassis
Internal Switch Security Module
FTD/ASA
192.0.2.100 Uplink
@ ICMP echo-reply outside -
198.51.100.100
Chassis
Internal Switch Security Module
FTD/ASA
192.0.2.100 Uplink
@ ICMP echo-reply outside .
198.51.100.100

Ay
ASA EE= FTD CLIOA CHE EHAIE 2815104 QIE{H O|A Ethernet1/1 EE= Port-channel10i| A IH
aaﬂ%4ggum

1. nameif & Ql:
> show nameif
Interface Name Security
Ethernetl1l/1.205 inside 0
Ethernetl/2 outside 0
Managementl/1 diagnostic 0
> show nameif
Interface Name Security
Port-channell.205 inside 0
Ethernetl/2 outside 0
Managementl/1 diagnostic 0

2. X Mg MAEhLCt.

> capture capsw switch interface inside

3. ™ MM E -stErLch

> no capture capsw switch stop




M MM O|F, #El X 238 o], QM olA &F X AHERLE & QIELICH Pcapsize gf(HHOIE
)0l Z7tst A= W= =7} 00| of x| ErQIgLCt.
> show capture capsw detail
Packet Capture info
Name: capsw
Session: 1
Admin State: enabled
Oper State: up
Oper State Reason: Active
Config Success: ves
Config Fail Reason:
Append Flag: overwrite
Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0
Drop Count: 0
Total Physical ports involved in Packet Capture: 1
Physical port:
Slot Id: 1
Port Id: 1
Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 6360
Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 205

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvb: H

Dest Ipvé6: =

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
46 packets captured on disk using switch capture

Reading of capture file from disk is not supported

0| Z% 2|% VLAN Ovlan=2052| ZE{7} 4 x[o] QlE{H|o|A 0| M S ELILCE.

Port-channel12| Z< Ovlan=205 ZE{E At&st= A7 ZE HE /EmojA0f T+ HELICH

> show capture capsw detail
Packet Capture info

Name : capsw
Session: 1
Admin State: enabled

Oper State: up



Oper State Reason: Active
Config Success: ves
Config Fail Reason:

Append Flag: overwrite
Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 2

Physical port:

Slot Id: 1

Port Id: 4

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-4-0.pcap
Pcapsize: 23442

Filter: capsw-1-4

Packet Capture Filter Info

Name: capsw-1-4
Protocol: 0

Ivlan: 0

Ovlan: 205
Src Ip: 0.0.0.0
Dest Ip: 0.0.0.0
Src Ipvb:
Dest Ipvé6: =
Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0
Dest Port: 0
Ethertype: 0

Physical port:

Slot Id: 1

Port Id: 3

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-3-0.pcap
Pcapsize: 5600

Filter: capsw-1-3

Packet Capture Filter Info

Name : capsw-1-3
Protocol: 0

Ivlan: 0

Ovlan: 205

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvb:

Dest Ipvé6: HH

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
49 packet captured on disk using switch capture

Reading of capture file from disk is not supported

ZE i'd Hi QI H 0|A = FXOS local-mgmt E&E 204 A show portchannel summary E&E 2
EgH stO|SsF A OIAL_||:|.

[=) = -2 T AAHE .



> connect fxos

KSEC-FPR3100-1 connect local-mgmt
KSEC-FPR3100-1(local-mgmt) show portchannel summary
Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not in use. Min-links not met

Group Port- Type Protocol Member Ports
Channel
1 Pol (U) Eth LACP Ethl/3(P) Ethl/4(P)

Channel PeerKeepAliveTimerFast

Channel ClusterSpanned ClusterDetach ClusterUnitID ClusterSysID

1 Pol (U) False False 0 clust
ASA0| M FXOSOl HM|ASHEdT connect fxos admin EEE AYELICH OIS HEIAES| A &
2| A=AEO|M o WS ML

A med =%
Collect Secure Firewall 3100 Internal Switch Capture Files 4|44 0| EtAH|& & gtLICt.
A med B4

e =7 22 T2 22 AF25104 Ethernet1/1.20501 CHet ZH&x{ o dLct A
QIgtL|Ct.

1. ICMP |2 23 mZ!et ZHx{ElL|C}.
2120 3! &f|Hod VLAN EH1 2057} Q)& LICt.

Mo Time Source Destination Protocol Length FD PTTL kfo
12022-88-087 21:21:81.687187 192.8.2.180 198.51.160.188 [IEHP :196 1 axa11f (16671 64 Echo ing) request| id=0x@037, seq=1/256, ttl=64 (no res
2 2022-08-07 21:21:02.609418 192.8.2.100 198.51.100. 188 ICMP 106 Bx413a (16698) 64 Echo (ping) request id=ex@e37, seq=2/512, ttl=64 (no res
3 2022-08-07 21:21:03.610671 192.9.2.100 198.51.100. 100 ICHP 106 cdzia (16922) 64 Echo (ping) request id=0x0037, seq=3/768, ttl=64 (no res
4 2022-88-07 21:21:84.6089160 192.8.2.180 198.51.100.188 ICMP 186 Bxaz6c (17804) 64 Echo (ping) request id=ex@@37, seq=4/1024, ttl=64 (no rq
5 2022-98-97 21:21:05.609409 192.8.2.100 198.51.100. 188 ICMP 106 2x4310 (17168) 64 Echo (ping) request id=ex@@37, seq=5/1280, ttl=64 (no rd
6 2022-08-07 21:21:06.611847 192.98.2.100 198.51.100. 100 ICHP 186 acd3df (17375) 64 Echo (ping) request id=0x0037, seq=6/1536, ttl=64 (no re
7 2822-08-07 21:21:07.616688 192.8.2.180 198.51.160.188 ICMP 186 exadd3 (17619) 64 Echo (ping) request id=exe@37, seq=7/1792, ttl=64 (no re
8 2022-08-87 21:21:08.618023 192.8.2.100 198.51.100.188 ICHP 1086 8x4518 (17688) 64 Echo (ping) request id-0x0037, seq=8/2048, ttl=64 (no ra
9 2022-08-97 21:21:09.619226 192.8.2.189 198.51.100.108 ICMP 106 @xas3d (17725) 64 Echo (ping) request id=ex0e37, seq=9/2304, ttl=64 (no re
19 2022-88-87 21:21:10.616696 192.8.2.180 198.51.160.188 ICHP 186 Bx462b (17963) 64 Echo (ping) request id=ex@@37, seq=19/2568, ttl=64 (no r
11 2022-08-87 21:21:11.621629 192.9.2.100 198.51.100. 100 ICHP 106 axa7e7 (18183) 64 Echo (ping) request id-9x0e37, seq=11/2816, ttl=64 (no r
12 2022-88-97 21:21:12.619389 192.8.2.189 198.51.100. 108 ICMP 106 axa7ab (18251) 64 Echo (ping) request id=-exe937, seq=12/3072, ttl=64 (no r
13 2022-88-87 21:21:13.620168 192.8.2.180 198.51.160.188 ICMP 186 Bxa781 (18305) 64 Echo (ping) request id=ex@@37, seq=13/3328, ttl=64 (no r
14 2022-08-97 21:21:14,623169 192.9.2.100 198.51.100. 100 IcHP 106 @xa858 (18520) 64 Echo (ping) request id-9x0037, seq=14/3584, ttl=64 (no r
15 2022-88-97 21:21:15.622497 192.8.2.180 198.51.100. 188 ICHP 106 Bx4909 (18697) 64 Echo (ping) request id=0x@@37, seq=15/3848, ttl=64 (no r
16 2022-88-97 21:21:16.626226 192.8.2.100 198.51.100. 108 ICHP 106 Bx499b (18699) 64 Echo (ping) request id=0x@@37, seq=16/4096, ttl=64 (no r
17 2022-08-97 21:21:17.629363 192.9.2.100 198.51.100. 100 ICHP 106 @93z (18738) 64 Echo (ping) request id=9x0037, seq=17/4352, ttl=64 (no r
18 2022-88-87 21:21:18.626651 192.8.2.180 198.51.100. 188 ICHP 106 Bxdads (18949) 64 Echo (ping) request id=@x@@37, seq=18/4608, ttl=64 (no r
€ >
A n_wi i i be &7 12 34 93 14 98 5@ 56 9d ef be 81 00 00 cd veedle P W
| Ethernet II, Src: vMware_9d:es:be (00:50:56:9d:e8:be), Dst: Cisco_34:9a:14 (bcie?:12:34:9a:14) ! OBE B0 45 00 09 54 A1 1f 40 80 40 01 Ac Be ¢@ B0 - E--TA- @@ -
~| 892.1Q Virtual LAN, PRI: @, DEI: @, ID: 285 2 02 64 €6 33 64 64 03 00 06 67 0@ 3IT 00 41 bd 2¢ d-3dd-- -g-F---,
000, Priority: Best EFfort (default) (8) 0 62 00 €0 00 00 Be fe ©3 00 00 00 00 00 10 11 b------ oooooen
Bl e DEL: Ineligible 121314151617 1819 1a b 1c 1d1e1f 2021 -oocooe cooee |
.... 3000 1108 1101 = ID: 205 22 23 24 25 36 37 28 19 2a b 2c 2d 2e 2f 30 31 AIRE() "+,- .01
aiss qazeisean 2 32 33 34 35 36 37 55 55 55 55 23456700 LU
ype (@x0800)
Trailer: 55555555
| Internet Protocol Version 4, Src: 192.8.2.100, Dst: 198.51.100.108
:| Internet Control Message Protocol




7. = =1 7 o A 17| o = Si =l
Portchannel1 HH QIE{H|O|A0i CHEH A mpUS FLlct & B TS M=ist o S AFF S
EfQlghL|ct.
1.ICMP of 2 2% m{Z!ek ZH={E/L|c}.
[=] 7 _
2. ¥ %! Sli{ofl VLAN Ei 1 2057t & LICH.
e Time Source Destnation Protocel length . | PE FPTTL info ik
12822-88-87 21:21:81.687187 192.8.2.180 198.51.160.188 :ICMP |106 Ul exd11f (16671) 64 Echo (ping) request| id=exee37, seq=1/256, ttl=64 (no res
2 2022-08-907 21:21:02.609418 192.0.2.100 198.51.100. 100 IcHMP 106 Bx413a (16698) 64 Echo (ping) request id=ex@e37, seq=2/512, ttl=64 (no res
3 2022-08-07 21:21:03.618671 192.9.2.100 198.51.100.108 ICHP 186 exd2la (16922) 64 Echo (ping) request id=-0x0937, seq=3/768, ttl=64 (no res
4 2022-88-07 21:21:04.609168 192.8.2.189 198.51.109.108 ICHMP 186 exdai6e (17094) 64 Echo (ping) request id=0xe@37, seq=4/1824, ttl=64 (no re
S 20822-88-97 21:21:05.6089409 192.8.2.109 198.51.10.108 ICHP 186 8x4318 (17168) 64 Echo (piﬁg) request id=0xe037, seq=5/1280, ttl=64 (no ré
6 2022-08-07 21:21:06.611847 192.0,2.16@ 198.51,1900, 100 ICHP 106 exa3df (17375) 64 Echo (ping) request id=@xee37, seq=6/1536, ttl=64 (no re
7 2822-08-07 21:21:07.616688 192.8.2.18@ 198.51.109 . 108 ICMP 186 exadda (17619) 64 Echo (ping) request id=exe@37, seq=7/1792, ttl=64 (no re
8 2022-08-07 21:21:08.618023 192.9.2.180 198.51.100. 100 ICHP 106 @x4518 (17688) 64 Echo (ping) request id=exe937, seq=8/2048, ttl=64 (no re
9 2022-08-07 21:21:09.619326 192.9.2.10@ 198.51.100.108 ICHMP 186 axas3d (17725) 64 Echo (ping) request id=0x@@37, seq=9/2304, ttl=64 (no re
10 2022-88-97 21:21:10.616696 192.8.2.10@ 198.51.100. 106 ICHP 106 Bxa62b (17963) 64 Echo (ping) request id=0x@@37, seq=10/2560, ttl=64 (no r
11 2022-08-07 21:21:11.621629 192.0.2.10@ 198.51.100. 100 ICHP 106 ox4787 (18183) 64 Echo (ping) request id=0x@937, seq=11/2816, ttl=64 (no r
12 2022-88-97 21:21:12.619389 192.8.2.18@ 198.51.180. 106 ICHMP 106 8x474b (18251) 64 Echo (ping) request id=@x@@37, seq=12/3672, ttl=64 (no r
13 2022-88-97 21:21:13.620168 192.8.2.10@ 198.51.100. 106 ICHP 106 Bx4781 (18305) 64 Echo (ping) request id=0x@@37, seq=13/3328, ttl=64 (no r
14 2022-08-07 21:21:14.623169 192.0.2.16@ 198.51.100, 106 ICHP 166 oxdd58 (18520) 64 Echo (ping) request id=ex@d37, seq=14/3584, ttl=64 (no r
15 2022-88-87 21:21:15.622497 192.8.2.18@ 198.51.180. 106 ICHMP 186 exa989 (18697) 64 Echo (ping) request id=@x@@37, seq=15/384@, ttl=64 (no r
16 2022-88-87 21:21:16.626226 152.8.2.180 198.51.100. 1086 ICHP 1086 axagab (18699) 64 Echo (ping) request id-0x0037, seq=16/4096, ttl=64 (no
17 2022-88-97 21:21:17.629363 192.8.2.10@ 198.51.100, 108 ICHMP 106 ox4932 (18738) 64 Echo (ping) request id=ex0e37, seq=17/4352, ttl=64 (no r
18 2022-88-87 21:21:18.626651 192.8.2.18@ 198.51.180. 106 ICHMP 186 #xd4a8s (18949) 64 Echo (ping) request id=@x@@37, seq=18/46e8, ttl=64 (no r ~
< »
_Frame 1: 106 bytes on wire (242 bits), 106 bytes captured (848 bits) be &7 12 34 93 14 80 50 56 9d o8 be £1 90 00 od 4-- PV
Ethernet II, Src: WMware 9d:e8:be (00:50:56:9d:e8:be), Dst: Cisco_34:9a:14 (bc:e?:12:34:9a:14) BE 20 45 00 00 54 41 1f 40 00 40 01 8¢ Be c@ @@ - E--TA- @@
«|802.1Q virtual LAN, PRI: @, DEI: @, ID: 285 B2 64 €6 33 64 64 ©F 00 6 67 00 37 08 o1 bo 2c d-3dd-- g7
BB, aied i aiee = Priority: Best Effort (default) (@) fo 62 00 00 00 @0 8e fe ©3 00 00 00 00 @0 10 11 b oo
R e e = DET: Ineligible 121314 1516 17 18 19 1a1bic 1d e 1f 2021 ooooon coonne |
... PGOS 1100 1101 = ID: 205 . 22 22 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f 20 1 #EIR () *+,-. 01
) 32 32 24 35 36 37 55 55 55 55 22456700 LU
Typp IPvd (Ox0808) =
Trailer: 55555555
Internet Protocel Version 4, Src: 192.9.2.100, Dst: 198.51.100.108
Internet Control Message Protocol
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st &olghLct. 1/4

LHE @l o|A 0] mHZ! Z4R]

oF gztHol= 2712 LiF QIE{m|o|A Tt d&LICH

HL

- in_data_uplink1 - OfZ 2|7 0|ME LHF A L{x|oi| @ = LIC}.
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Chassis
Internal Switch Security Module

FTD/ASA

in_data_uplink

QX X

- -

192.0.2.100

@ ICMP echo-reply

198.51.100.100

kS

ASA EE= FTD CLIOIM CHS BHIE +=&835t04 QIE{H 0|4 in_data_uplink12] ZHZ! Z{x& &L
Ct.

1. X MM E MASHLICEH

> capture capsw switch interface in_data_ uplinkl

2. UM MM E g dstE LI

> no capture capsw switch stop

%ol
27| M4 OIS, EEl W 2% A, QIE{H0|A &% U AlMALE =018t} Poapsize At(HHOIE
ol B7katm 2R TZ! 47} 00] ob x| EQIgtic

> show capture capsw detail
Packet Capture info

Name : capsw
Session: 1

Admin State: enabled
Oper State: up

Oper State Reason: Active
Config Success: ves

Config Fail Reason:

Append Flag: overwrite
Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port Id: 18

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-data-uplinkl.pcap
Pcapsize: 7704

Filter: capsw-1-18

Packet Capture Filter Info



Name : capsw-1-18

Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvb:

Dest Ipvé6: =

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
66 packets captured on disk using switch capture

Reading of capture file from disk is not supported

O] B, 2ot &3l84(3130)2| in_data_uplink1 QIE{H|O|A Q! LIS ID 182 QIE{H|O|A 0] Z{&{ 7} 44
MELICE FXOS local-mgmt B2 A 9| show portmanager switch status B2 QIE{H|0|A IDE
FE AIELCE

> connect fxos

KSEC-FPR3100-1 connect local-mgmt
KSEC-FPR3100-1(local-mgmt) show portmanager switch status

Dev/Port Mode Link Speed Duplex Loopback Mode Port Manager
0/1 SGMII Up 1G Full None Link-Up

0/2 SGMII Up 1G Full None Link-Up

0/3 SGMII Up 1G Full None Link-Up

0/4 SGMII Up 1G Full None Link-Up

0/5 SGMII Down 1G Half None Mac-Link-Down
0/6 SGMII Down 1G Half None Mac-Link-Down
0/7 SGMII Down 1G Half None Mac-Link-Down
0/8 SGMII Down 1G Half None Mac-Link-Down
0/9 1000_BaseX Down 1G Full None Link-Down
0/10 1000_BaseX Down 1G Full None Link-Down
0/11 1000_BaseX Down 1G Full None Link-Down
0/12 1000_BaseX Down 1G Full None Link-Down
0/13 1000_BaseX Down 1G Full None Link-Down
0/14 1000_BaseX Down 1G Full None Link-Down
0/15 1000_BaseX Down 1G Full None Link-Down
0/16 1000_BaseX Down 1G Full None Link-Down
0/17 1000_BaseX Up 1G Full None Link-Up

0/18 KR2 Up 50G Full None Link-Up

0/19 KR Up 25G Full None Link-Up

0/20 KR Up 25G Full None Link-Up

0/21 KR4 Down 40G Full None Link-Down
0/22 n/a Down n/a Full N/A Reset

0/23 n/a Down n/a Full N/A Reset

0/24 n/a Down n/a Full N/A Reset

0/25 1000_BaseX Down 1G Full None Link-Down
0/26 n/a Down n/a Full N/A Reset

0/27 n/a Down n/a Full N/A Reset

0/28 n/a Down n/a Full N/A Reset

0/29 1000_BaseX Down 1G Full None Link-Down
0/30 n/a Down n/a Full N/A Reset

0/31 n/a Down n/a Full N/A Reset

0/32 n/a Down n/a Full N/A Reset

0/33 1000_BaseX Down 1G Full None Link-Down



0/34 n/a Down n/a Full N/A Reset
0/35 n/a Down n/a Full N/A Reset
0/36 n/a Down n/a Full N/A Reset
OH | =|. ;l i £ AlISHSH | |. |. Edl | 74 1
ASA0| M FXOSOoi| HAM|A 521 connect fxos admin BEE M LICE CHES ZHEIAES| F2 #
S AEO|A O WS AELC)
2| ZAHAEO|AM O] HHEEZ AMELIC
x o] A
AN o =%
i i i s@ELct
Collect Secure Firewall 3100 Internal Switch Capture Files Al449| EtH & L|Ct.
R Tl B
S =5
_7|9H'.| _|.O|_|_.LE |22_ 2 _Q=|. ;lO .|_| | i i |9H'.| _|.O|° |
'U'HA =AU El_l'—|7 sS I=2OHS or0 |_|E Hola m_data_upllnk’l_‘?- =AM Ur=ss |=|L—
ZOIEE 20I3H|C} |7o |12 9% 9l o3 ST TZl0| HE{ELICH oOHZ 2|7 0]
Ct. 7| ZQIEE &QIFLICt O| AR ICMPAZ 2 = 2 ol3 SE mZlo| A ELICH ofE2[70
T AR 2 MEE WA UL
A|_=|0‘I|A‘I LH—r ARRIE |_-|o|_|-u' Q4B
L Time o | Source Destination Frotocol Length P PTIL Info el
. 12022-08-07 22:40:06.685686 ! [192.8.2.100 108.51.100.108 ICHP [102 oxado3 (19859) 64 Echo (ping) request |id=exee3a, seq=33/8448, ttl=64 (repl
2 2022-98-97 22:40:06.685615 198.51.108.180 192.8.2.180 ICHP 102 exécde (27868) 64 Echo (ping) reply id=exe03a, seq=33/8448, ttl=64 (req
3 2922-88-97 22:40:087.684219 TrETTe 109,57, 100, 160 TCHF 18T OxAdeE ([ 19948) B EChHo (pinp) request  id=8xee3a, seq=34/8784, ttl=64 (repl
42022-08-07 22:40:07.689300 198.51.100.180 192.8.2.180 ICHP 102 ox6db2 (28082) 64 Echo (ping) reply id=-8xp@3a, seq=34/8784, ttl-64 (requ
5 2022-88-07 22:40:08.685736 192.8.2.180 198.51.100. 108 ICHP 102 exdedc (20188) 64 Echo (ping) request id=Bx@e3a, seq=35/896@, ttl=s4 (repl
6 2022-08-07 22:40:08.600806 198.51.100.180 192.08.2.100 ICHP 102 ox6dbf (28095) 64 Echo (ping) reply id=ex003a, seq=35/8960, ttl=64 (reqy
7 2022-08-07 22:40:09.600737 192.98.2.100 198.51.100.108 ICHP 102 oxafad (20269) 64 Echo (ping) request id-BxP@3a, seq=36/9216, ttl=g4 (repl
8 2022-88-07 22:40:09.690744 198.51.108.188 192.8.2.180 ICHP 102 ox6esa (28288) 64 Echo (ping) reply id=ex@03a, seq=36/9216, ttl=6a (reqy
9 2022-08-07 22:40:10.602266 192.0.2.100 198.51.100. 108 ICMP 102 oxafbl (20401) 64 Echo (ping) request id=8xpe3a, seq=37/0472, ttl=s4 (repl
10 2022-08-07 22:40:10.692272 198.51.100.180 192.8.2.100 ICHP 102 oxéeds (28373) 64 Echo (ping) reply id=8xp03a, seq=37/0472, ttl=64 (reqe
11 2822-88-07 22:48:11.691159 192.8.2.180 198.51.100. 108 ICHP 102 X508 (20488) 64 Echo (ping) request id=Bx@e3a, seq=38/3728, ttl=s4 (repl
12 2022-08-07 22:408:11.691166 198.51.100.180 192.8.2.100 ICHP 102 ox6fib (28475) 64 Echo (ping) reply id=ax@03a, seq=38/9728, ttl=6a (req.
13 2022-08-07 22:40:12.692135 192.9.2.100 198.51.100.100 ICHP 162 ox50bE (20664) 64 Echo (ping) request id=8x@93a, seq=39/9984, ttl=64 (repl
14 2822-88-87 22:408:12.697289 198.51.1008.180 192.8.2.180 ICMP 102 oxefd7 (28631) 64 Echo (ping) reply id=ex@@3a, seq=39/9984, ttl=64 (reqy
15 2022-88-07 22:40:13.697320 192.8.2.100 198.51.100. 108 ICHP 102 ox5184 (20868) 64 Echo (ping) request id-8xPe3a, seq=48/10248, ttl-64 (ref
16 2022-98-97 22:40:13.697327 198.51.100.180 192.8.2.180 ICHP 102 ex7ede (28734) 64 Eche (ping) reply id=exe03a, seq=4e/10248, ttl=64 (rec
17 2022-88-97 22:408:14.698512 192.8.2.100 198.51.100. 108 ICMP 182 ox51dE (20952) 64 Echo (ping) request id=8x@e3a, seq=41/18496, ttl=64 (ref
18 2022-08-07 22:409:14.608518 198.51.100.180 192.8.2.180 ICMP 102 ox7add (28893) 64 Echo (ping) reply id=-8x003a, seq=41/10496, ttl=64 (rec v
< >
Frame 1: 182 bytes on wire (%16 bits), 182 bytes captured (216 bits) 80 5@ 56 9d oF 5@ b e? 12 34 9a 15 08 08 45 8@ 2
Ethernet II, Src: Cisco_34:9a:15 (bc:e7:12:34:9a:15), Dst: VMware 9d:e7:58 (@8:58:56:9d:e7:58) 00 54 4d 93 40 00 40 01 OO la co 00 02 64 <6 33 @ E :
Internet Protocol Version 4, Src: 192.0.2.108, Dst: 198.51.100.188 0020 64 64 @8 00 7f 15 00 21 39 3f fo 62 e 00 '9? l’ :
Internet Control Message Protocol ©0 00 8b 1a 05 60 00 @0 00 @0 10 11 1 13 14 15
16 17 18 19 1a 1b 1c 1d 1le 1f 2@ 21 22 33 24 25 IF usx
26 27 28 20 2a 2b 2c 2d 2e 2f 3@ 31 32 33 34 35 &'()"+,- /012345
36 37 55 55 55 55 E7ULLL
o
o
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Internal Switch

()

Chassis

Security Module
FTD/ASA

Management

in_mgmt_uplink1 IP address: 192.0.2.200

MGMT PC,
FMC ICMP echo-reply, @\
S5H, Sftunnel
=S
ASA EE= FTD CLIOIM CHE EHHIE +=F
LICt.
1. X NS d-ELC.

> capture capsw switch interface in_mgmt_uplinkl

2. x| Mg ggsterLict

> no capture capsw switch stop

gl
M MM OlF, #El X 23 oH, AEmH oA &R
)0l Z7t5t 1 A El THZ! +=7} 00| of K| = Igf
> show capture capsw detail
Packet Capture info
Name : capsw
Session: 1
Admin State: enabled
Oper State: up
Oper State Reason: Active
Config Success: ves
Config Fail Reason:
Append Flag: overwrite
Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0
Drop Count: 0

Total Physical ports involved in Packet Capture:

Physical port:

Slot Id: 1

Port Id: 19
Pcapfile:

Pcapsize: 137248
Filter: capsw-1-19

Packet Capture Filter Info

504 QIE{H| 0| A in_mgmt_uplink10d Z{Z! Zix{& A&

ol AlRLE 5 QIEHLIC}. Pcapsize gk(HHOIE
L|C

1

/mnt/disk0/packet-capture/sess-1-capsw-mgmt-uplinkl.pcap




Name : capsw-1-19

Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvb:

Dest Ipvé6: =

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
281 packets captured on disk using switch capture

Reading of capture file from disk is not supported

0| B Secure Firewall 31302] in_mgmt_uplink1 /E{HO|A Pl LIS ID 192 QIE{m| O] A0 ZH&{7}
MM EILICEH FXOS local-mgmt @23 M 9| show portmanager switch status B2 2 IE{H O|A IDE
E AgrLct

> connect fxos

KSEC-FPR3100-1 connect local-mgmt
KSEC-FPR3100-1(local-mgmt) show portmanager switch status

Dev/Port Mode Link Speed Duplex Loopback Mode Port Manager
0/1 SGMII Up 1G Full None Link-Up

0/2 SGMII Up 1G Full None Link-Up

0/3 SGMII Up 1G Full None Link-Up

0/4 SGMII Up 1G Full None Link-Up

0/5 SGMII Down 1G Half None Mac-Link-Down
0/6 SGMII Down 1G Half None Mac-Link-Down
0/7 SGMII Down 1G Half None Mac-Link-Down
0/8 SGMII Down 1G Half None Mac-Link-Down
0/9 1000_BaseX Down 1G Full None Link-Down
0/10 1000_BaseX Down 1G Full None Link-Down
0/11 1000_BaseX Down 1G Full None Link-Down
0/12 1000_BaseX Down 1G Full None Link-Down
0/13 1000_BaseX Down 1G Full None Link-Down
0/14 1000_BaseX Down 1G Full None Link-Down
0/15 1000_BaseX Down 1G Full None Link-Down
0/16 1000_BaseX Down 1G Full None Link-Down
0/17 1000_BaseX Up 1G Full None Link-Up

0/18 KR2 Up 50G Full None Link-Up

0/19 KR Up 25G Full None Link-Up

0/20 KR Up 25G Full None Link-Up

0/21 KR4 Down 40G Full None Link-Down
0/22 n/a Down n/a Full N/A Reset

0/23 n/a Down n/a Full N/A Reset

0/24 n/a Down n/a Full N/A Reset

0/25 1000_BaseX Down 1G Full None Link-Down
0/26 n/a Down n/a Full N/A Reset

0/27 n/a Down n/a Full N/A Reset

0/28 n/a Down n/a Full N/A Reset

0/29 1000_BaseX Down 1G Full None Link-Down
0/30 n/a Down n/a Full N/A Reset

0/31 n/a Down n/a Full N/A Reset

0/32 n/a Down n/a Full N/A Reset

0/33 1000_BaseX Down 1G Full None Link-Down



0/34 n/a Down n/a Full N/A Reset
0/35 n/a Down n/a Full N/A Reset
0/36 n/a Down n/a Full N/A Reset

ASA0| M FXOSOoi| HAM|A 521 connect fxos admin BEE M LICE CHES ZHEIAES| F2 #
2| A AEO|M 0| WS AL

ol +=E
Collect Secure Firewall 3100 Internal Switch Capture Files A4 0| EtAH|E & 8L|C}.
T ol 24

504 QIE{H| O|A in_mgmt_uplink10i] CHEH 4% ot 2

3 K 0 HEY| 38 ZE2IUS AS )
0| A2 #a|IP &4 192.0.2.2000] THZ/BF EA|EILIC} & &
il k|

Guict e Arg S Felguich

| &
L (=) = =] vy
0{ SSH, Sftunnel EE= ICMP 0|2 & m{Z!0| U&LICH LHE ALR{X|E S5H ofE2[AH 0|4 &
AN

QIE{H| O] A0 M I:IIE-?—-IELE MEE oiZI L},

(-8 Time Sowrce Destinstion Pratocel Length P PTL info 2
196 20822 -88-87 23:21:45.132362 192.8.2. 208 192.9.2.101 TCP 1518 axb7de (47856) 64 39181 » 8385 [ACK] Seq=61372 Ack=875 Win=1324 Len=1448 TS
197 2022-08-07 23:21:45,132385 192.0.2.200 192.0.2.101 TcP 15138 axb7dl (47057) 64 29181 » 8305 [»ﬂCK] Seq=62820 Ack=875 Win=1384 Len=1448 TS
198 2022-08-87 23:21:45.133388 192.8.2. 200 192.0.2.101 TLSv1. 2 998 oxb7dz (47858) 64 Application pata
199 2022-08-07 23:21:45.928772 192.0.2.200 192.0.2.100 ICMP 78 axbdag (48456) 64 Echo [[!"lﬂs:} reply id=0xeaal, seq=4539/47889, ttl=64
200 2022-08-07 23:21:45.949924 192.8.2.200 192.8.2.101 TLSvi. 2 128 Bx4ad7 (19095) 64 Application Data
201 2022-08-87 23:21:45.949027 192.98.2.200 192.8.2.101 TCP 7e Bxda%s (19096) 64 8385 +» 58885 [nCK] Seq=21997 Ack=26244 Win=4116 Len=8 TS\
202 2022-08-07 23:21:46.019895 192.0.2.200 192.8.2.101 TLSv1.2 108 axaa%®n (19097) 64 application Data
203 2022-08-07 23:21:46.819899 192.8.2.200 192.9.2.101 TLSV1. 2 96 oxdaga (19898) 64 Application pata
264 2022-08-87 23:21:46.019993 192.8.2.200 192.8.2.101 TCP 7e axdash (19899) 64 8385 » SBEES [ACK] Seq=22853 Ack=26274 Win=4116 Len=8 TSy
205 2022-08-07 23:21:46.019906 192.8.2.200 192.8.2.101 TP 78 @xdadc (19188) 64 B385 » 58885 [ACK] Seq=22853 Ack=26308 Win=4116 Len=8 TSy
206 2022-88-87 23:21:46.136415 192.8.2.208 192.8.2.101 TCP ie axb7d3 (47859) 64 39181 +» 8305 [ACK] Seq=65188 Ack=921 Win=1384 Len=8 TSval
207 2022-08-07 23:21:46.958148 192.0.2.200 192.8.2.108 ICHP 78 axbdoe (48542) 64 Echo (ping) reply id=2xeael, seq=4548/48145, ttl=64
208 2022-08-07 23:21:47.9808489 192.8.2.2008 192.8.2.1028 ICHP 78 axbdf2 (48626) 64 Echo (ping) reply id=0xpp@1, seq=4541/48481, ttl-64
209 2022-08-07 23:21:48.496312 192.0.2.200 192.8.2.101 TP 7e axdasd (19181) 64 B385 -+ 58885 [ACK] Seq=22853 Ack=26366 Win=4116 Len=8 TS5y
210 2022-08-07 23:21:48.993236 192.0.2.200 192.0.2.101 TLSv1.2 747 @xdade (19182) 64 Application Data
211 2022-06-67 23:21:48,994386 192.8.2. 200 192.9.2.108 IcHE 78 axbeas (48712) 64 Echo (ping) reply  id=0xepel, seqe=4542/48657, ttl=c4
212 2022-08-07 23:21:50.008576 192.0.2.208 192.0.2.100 ICHe 78 axbeab (48886) 64 Echo (ping) reply idwdx@ael, seqed543/48913, ttlesa
213 2022 -08-07 23:21:58,148167 192.8.2, 200 192.8.2.101 TP 1518 axb7da (47060) 64 39181 -+ 8385 [ACK] Seqe=65188 Ack=921 Win=1384 Len=1448 T%
214 2922-98-07 23:21:50.140171 192.9.2.208 192.9.2.101 Tce 1518 axb7ds (47061) 64 39181 » 83085 [ﬁCK] Seqe56636 Ack=921 Wine=1384 Lenw=1448 TS
215 2022-08-07 23:21:50.140175 192.0.2.200 92.0.2.101 TLSv1.2 990 dxb7de (47062) 64 ﬂppli(&lioﬂ Data
216 2022-06-07 23:21:51.015884 192.0,2, 200 192.9.2.100 ICHP 78 oxbeci (48833) 64 Echo (ping) reply  id=@x@eel, seqe=4544/49169, ttleed
217 2022-08-07 23:21:51.142842 192.9.2. 208 192.9.2.101 TCP ] axb7d7 (47063) 64 39181 » 8385 [ACK] Seq=69084 Ack=967 Win=1384 Len=@ TSval
218 2022-08-87 23:21:52.030118 192.8.2. 208 192.9.2.100 IcHP 78 exbfez (4g808) 64 Echo (ping) reply id=gxoeel, seq=4545/49435, ttl=64
219 2022-08-87 23:21:53.042744 192.8. 2, 200 192.9.2.108 IcHP 78 axbfse (48985) 64 Echo (ping) reply id=gxpeel, seq=4546/49681, ttl=64
220 2022-08-87 23:21:53.873144 192.8. 2. 200 192.9.2.108 55H 178 exadia (44348) 64 Server: Encrypted packet (len=112)

221 2022-98-07 23:21:53,194996 192.0.2.200 192.9.2.100 TCP 64 @xad3s (44341) G4 22 - 53249 [ACK] Seq=1025 Ack=881 Win=946 Len=8
222 1032-08-07 23:21:53.995480 192.9.2. 208 192.0.2.101 TLSv1.2 747 exdasf (19103) 64 Application Data
223 2022-08-87 23:21:54.102899 192.9.2. 208 192.9.2.100 ICHP 78 oxbfe3 (48995) 64 Echo (ping) reply id=0xp001, seq=4547/49937, ttl=64
224 3072-08-07 23:21:54,993675 192.0.2. 208 192.8.2.101 TCP 78 axdaad (19184) 64 8305 + 58885 [ACK] Seq=23487 Ack=26424 Win=4116 Len=8 TSy
. 106 MY AT AT 1T:T1:55 1IETER T T INT B T Amn Trun o avhEet fannont E4 Erhn foinst rasle iA-GwAAnt  ras-ASASISAIN?  bE1-gA o
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192.0.2.1002 2 2| SSH

iz A EE

LS AQ{x| H! A EE=C IOIE-I ZQl ZHr{et S Ut WaloZ TAELICH TEE TAIS
2™ ethernet-type 2! match S M2 AL ELICEH

kS
ASA = FTD CLIMIAM CHS BHHIE 4816104 Ethernet1/1 QIE{H|O|AMM A

198.51.100.1009_| ARP T2 EE= ICMP I{Z!1t (X|5t= EHE{E AFE 5104 EH%L HMHE 74
Ct.

i}
C

1. nameif 2 Q1

> show nameif

Interface Name Security
Ethernetl/1 inside 0
Ethernetl/2 outside 0
Managementl/1 diagnostic 0

2. ARP E= ICMPO{| CHe Z4R{ MM E MadehLct.

> capture capsw switch interface inside ethernet-type arp

> capture capsw switch interface inside match icmp 198.51.100.100
ki Je]|
= =

x| A4 0|& X EEE = QIELICH Ethertype 22 10842 2054, 16Z7!5=2 0x0806 2! L|C}.

> show capture capsw detail
Packet Capture info

Name: capsw
Session: 1

Admin State: disabled
Oper State: down

Oper State Reason: Session_Admin_Shut
Config Success: ves

Config Fail Reason:

Append Flag: overwrite

Session Mem Usage: 256

Session Pcap Snap Len: 1518

Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port Id: 1

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 0

Filter: capsw-1-1

Packet Capture Filter Info
Name: capsw-1-1



Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvb:

Dest Ipvé6: =

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 2054

Total Physical breakout ports involved in Packet Capture: 0
0 packet captured on disk using switch capture

Reading of capture file from disk is not supported

ICMPOi| CHEH ZE| &olglLich P ZRE S 12 ICMPYILICH

> show capture capsw detail
Packet Capture info

Name : capsw
Session: 1

Admin State: disabled
Oper State: down

Oper State Reason: Session_Admin_Shut
Config Success: ves

Config Fail Reason:

Append Flag: overwrite

Session Mem Usage: 256

Session Pcap Snap Len: 1518

Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port Id: 1

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 0

Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 1

Ivlan: 0

Ovlan: 0

Src Ip: 198.51.100.100
Dest Ip: 0.0.0.0

Src Ipvb:

Dest Ipvé6: HH

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0

0 packets captured on disk using switch capture



Reading of capture file from disk is not supported

Secure Firewall 3100 L A x| 2~ ot +=7Z

ASA EEE FTD CLIE AH&5t0] LHF A 2| Z* oS = &TLICH FTDOIAM &
copy %'%'% S5l Clo|H E= Y QE{H0[AE S HZ 7tsE 2 LIEE == U&L
CH.

e odg ME7F 2ZE0|M /ngfw/var/common S AtSt T File Download M2 &35 FMCOI| A
CIRECE = UASLICH
ZE g QEIH0]£0| B TE B QIEH0|A0IM THZ! HA THUS S FsHok BLict
ASA
ASA CLIOIA LK |X| 2% ot LS +=&ste{™ ol ChZ BHHE =& LIct
1. ZXE SXIgLt
asa# capture capsw switch stop
2. 4% MMo| SXIEIRI=X| &elstn Z4x{ It O|F S & IELIC.
asa# show capture capsw detail
Packet Capture info
Name: capsw
Session: 1
Admin State: disabled
Oper State: down
Oper State Reason: Session_Admin_Shut
Config Success: ves
Config Fail Reason:
Append Flag: overwrite
Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0
Drop Count: 0
Total Physical ports involved in Packet Capture: 1
Physical port:
Slot Id: 1
Port Id: 1
Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 139826
Filter: capsw-1-1

Packet Capture Filter Info
Name: capsw-1-1
Protocol:
Ivlan:
Ovlan:

Src Ip:
Dest Ip:
Src Ipvb:
Dest Ipvé6: HH
Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00

o O O O o
o o
o o
o o



Src Port: 0

Dest Port: 0

Ethertype: 0
Total Physical breakout ports involved in Packet Capture: 0

886 packets captured on disk using switch capture

Reading of capture file from disk is not supported

3. ¥ AOY ez MelS LHELHE{™ CLI copy BEE AFSELICH

asa# copy flash:/packet-capture/sess-l-capsw-ethernet-1-1-0.pcap ?

cluster: Copy to cluster: file system
diskO: Copy to disk0: file system
diskl: Copy to diskl: file system
flash: Copy to flash: file system
ftp: Copy to ftp: file system
running-config Update (merge with) current system configuration
scp: Copy to scp: file system

smb: Copy to smb: file system
startup-config Copy to startup configuration
system: Copy to system: file system
tftp: Copy to tftp: file system

asa# copy flash:/packet-capture/sess-l-capsw-ethernet-1-1-0.pcap tftp://198.51.100.10/
Source filename [/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap]?

Destination filename [sess-1l-capsw-ethernet-1-1-0.pcap]?

Copy in progress...C

139826 bytes copied in 0.532 secs

FTD

FTD CLIOIM LHF A 2|X| ™ Tt S +Elst T oo|E] == TIE QIEW0|AE Sall 214
Mol SAtetedH CHS BAE &L

1. ZIEt CLIZ O|S&FLCt.

> system support diagnostic-cli
Attaching to Diagnostic CLI ... Click 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

firepower> enable
Password: <-- Enter
firepower#

2. X E SX[gfLich

firepower# capture capi switch stop
3. X MMO| BXIEIR=X] &Qlet A ot o|F2 & elgLct

firepower# show capture capsw detail
Packet Capture info

Name : capsw
Session: 1

Admin State: disabled
Oper State: down

Oper State Reason: Session_Admin_Shut
Config Success: ves



Config Fail Reason:

Append Flag: overwrite
Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1
Physical port:

Slot Id: 1

Port Id: 1

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 139826

Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvb:

Dest Ipvé6: =

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
886 packets captured on disk using switch capture

Reading of capture file from disk is not supported

4. LU HA Y= LHELHE{H CLI copy BB S AHSELICH

firepower# copy flash:/packet-capture/sess-l-capsw-ethernet-1-1-0.pcap ?

cluster: Copy to cluster: file system
diskO: Copy to disk0: file system
diskl: Copy to diskl: file system
flash: Copy to flash: file system
ftp: Copy to ftp: file system
running-config Update (merge with) current system configuration
scp: Copy to scp: file system

smb: Copy to smb: file system
startup-config Copy to startup configuration
system: Copy to system: file system
tftp: Copy to tftp: file system

firepower# copy flash:/packet-capture/sess-l-capsw-ethernet-1-1-0.pcap tftp://198.51.100.10/
Source filename [/packet-capture/sess-1l-capsw-ethernet-1-1-0.pcap]?

Destination filename [sess-1-capsw-ethernet-1-1-0.pcap]?

Copy in progress...C

139826 bytes copied in 0.532 secs

DU COR2EE SME Sl FMCOHA A& oS +Estt{™ CtS BHE +gfLCH

e

1. 2AME SXIFLICH

> capture capsw switch stop
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2. Hx Mol SXIEIRAE=X| & elst

> show capture capsw detail
Packet Capture info

Name: capsw
Session: 1

Admin State: disabled
Oper State: down

Oper State Reason: Session_Admin_Shut
Config Success: ves

Config Fail Reason:

Append Flag: overwrite

Session Mem Usage: 256

Session Pcap Snap Len: 1518

Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1
Port Id: 1
Pcapfile: /mnt /disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 139826
Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvb:

Dest Ipvé6: HH

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
886 packets captured on disk using switch capture
Reading of capture file from disk is not supported

3. MBI RER Métstn RE 22 Mg,

> expert
admin@firepower:~$ sudo su
root@firepower: /home/admin

4. Y7 It UE /ngfwivar/common/of|l S AMEFLICE.

root@KSEC-FPR3100-1:/home/admin cp /mnt/disk0/packet-capture/sess-l-capsw-ethernet-1-1-0.pcap
/ngfw/var/common/

root@KSEC-FPR3100-1:/home/admin 1s
-rwxr-xr-x 1 root admin 139826 Aug

24 Aug

-1 /ngfw/var/common/sess*
7 20:14 /ngfw/var/common/sess-l-capsw-ethernet-1-1-0.pcap

-rwxr-xr-x 1 root admin 6 21:58 /ngfw/var/common/sess-1-capsw-ethernet-1-3-0.pcap

5. FMCO{| A Devices > File Download & AMEiEFL|C}.
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6. FTDE MBSt T X It O|F 2 NS
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