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QTF AE

7|2 XZE x|A! REST-API, SNMP.

Ol EMel HE= EY & 32| Cluto|aE ECiz FYERU&LICEH O] EAM0l| A8 E 2 E ClHt
Auaefoldez AFERIGLICH HERZ 53 5 32 ZE BH9|

OlAE Z7ISHEI(Z1)
2Rl F& olsHsHoF &rLct

Ol EMe| HE = Chg 2ZEQ o A stESo{ HEE 7[Bte =z FLICH

- Firepower 11xx

- Firepower 21xx

- Firepower 31xx

- Firepower 41xx

- FMC(Firepower Management Center) & 7.1.x

- FXOS(Firepower eXtensible Operating System) 2.11.1.x
- FDM(Firepower Device Manager) 7.1.x

- Firepower Threat Defense 7.1.x

- ASA 9.17.x

AT E 0] B &ol

FMC 2ZEgfo{ HT
FMC AZE o] H{HE O 2M2 AL83lo ZQIg £ laL]ch

- FMC Ul

- FMC CLI

. RESTAPI 2%

. FMC 24 a2 ot

- FTD EE= Firepower 2= CLI

. FTD EE & Firepower Z& 2A| s & ot

FMC Ul
Ct2 CHAO| 2} FMC UIIMH FMC 2 Z E Qo] HAE &olghLC}.

1. 223 > HEE MEgfLICH



Firepower Management Center
'é'l's'élo" D 5 g R Overview Analysis Policies Devices Objects AMP Intelligance Deploy Q, @{:}1 @ admin v
—
Page-level Help Secure Firewall on Cisco.com
How-Tos Firepower Migration Tool
Name Documentation on Cisco.com Partner Ecosystem
What's New in This Release Ask a Question
Access Controlled Usor Statistics
Prow traifhc and intr vent stat Software Download TAC Support Cases
Secure Firewall YouTube 2 [About
Appiication Statistics -
Appiication Statistics (7.1.0) admin No No masw
ORI admin No No A
Detailed Dashboard acnin No Mo Bosw
Detailed Dashboard (7.0.0) admin No No masw
Flbs Dashboard admin No No "o sw
Security Intalligance Statistics admin No No & a, f -.-,
:S_Lm.vnar\.r Dashboald admin No Yas e |
2. AxEQo] HF &Ql:
sl Firepower Management Center
e o § Aot Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q, @{} @ admin v
- y For technical/system questions, &-mail tac@cisco.com
skl Ketacia Fimpeisrer Mandaemant Camar 4500 or call us at 1-800-553-2447 or 1-408-526-7209
Serial Mumber o234
Copyright 2004-2021, Cisco and/for its affiliates. All ights resenved.
| Software Version 7.1.0 (build 90) |
035 Cisco Firepower Extensible Operating System (FX-05) 2.11.1 (build154)
Snort Version 2.9.19 (Build 92)
Snort3 Version 3.1.7.1 (Build 108)
Rule Update Version 2022-05-02-003-wrt
Rulepack Version 2703
Module Pack Version 3070
LSP Viarsion Isp-rel-20220502-1613
Goolocation Update Version  2022-04-25-002
DB Varsion build 354 ( 2022-04-27 19:39:56 )
Hostname FMC-4600-2

FMC CLI
Ct2 EHAof 2 FMC CLIIAM FMC AZE Qo HXE & olgfL|ct.

1.SSH EE 2& HHES S5 FMCOl UMABLICH BiL{ol= AZ e o] HHO| E AlZLIC

Cisco Firepower Extensible Operating System (FX-0OS) v2.11.0 (build 154)
Cisco Secure Firewall Managenent Center 4600 v7.1.0 (build 90)

2. CLIO{| A show version 232 AlsHgrL|Ct.

> show version
----------- [ FMC-4600-2.cisco.com]------------

Model : Cisco Firepower Managenent Center 4600 (66) Version 7.1.0 (Build 90)
uJl D : alOed34e-d127-11e8- b440- 728439d95305

Rul es update version : 2022-05-02-003-vrt

LSP version : Isp-rel-20220502- 1613

VDB versi on . 354

FMC REST-API



201512401 O} EHAIE S8 AAIS.

FMC REST-API 2HE &3 FMC AZEQ|o{ HHXE &l
& olstL|Ct. O] ool M= curlO] AFSEILICE

REST-API ZCI0|HEE AI83510{ AZ E Q|0 T

2
mjo 1fo

1.8 EZ Q%:

# curl -s -k -v -X POST 'https://192.0.2.1/api/fmc_platform/vl/auth/generatetoken' -H
'Authentication: Basic' -u 'admin:Ciscol23' | grep -i X-auth-access-token
<X-aut h-access-token: 9408fe38-c25c-4472-b7e6-3571bb4e2b8d

2. 0] & 2|0f| A X-auth-access-token= Al EFL|C}H.

# curl -k -X GET 'https://192.0.2.1/api/fmc_platform/vl/info/serverversion' -H 'X-auth-access-

token: 9408fe38-c25c-4472-b7e6-3571bbd4e2b8d’ | python -m json.tool
{
"links": {
"self": "https://192.0.2.1/api/fnc_platform vl/info/serverversion?offset=0&imt=25"
I
"items": [
{

"serverVersion": "7.1.0 (build 90)",

"geoVersion": "2022-04-25-002",

"vdbVersion": "build 354 ( 2022-04-27 19:39:56 )",
"sruVersion": "2022-05-04-001-vrt",

"l spVersion": "lsp-rel-20220504-1121",
"type": "Server Version"
}
1
"pagi ng": {
"offset": O,
"limt": 25,
"count": 1,
"pages": 1
}
1 HY XL | " python -m json.tool" £ 22 JSON AEIo| &3 HAlg x|™HSHE O

A8 EH ME AFE LT

FMC &4 si4d o &
A iZE Tt LM FMC AZ E Qo] HAE & 2l5tE{H CHS BHE - AAl2.
1. B2X silZ2 1t Y2 Y1 <filename>.tar/results-<date>—xxxxxx/dir-archives/etc/sf/ @2 O|S

2. ims.conf I} Y€ 471 7| SWVERSION 2! SWBUILD7} &= =2 3&LUch.

# pwd

/var/tnp/resul ts-05-06-2022--199172/dir-archives/etc/sf/
# cat ims.conf | grep -E "SWVERSION|SWBUILD"

SW/ERSI ON=7.1.0

SVBUI LD=90

FTD =& Firepower 2 & CLI

CtZ EtAof 2t FTD CLI EE= Firepower 22 CLIOIA FMC 2 ZE Q|0 HH S = QIghL|Ct.



rr

1.SSH = 2& 22 Sall FTDO| HM AT LICH Firepower ZE2| Z2 SSHE Sdll &£
ASA CLIO| M session sfr BHEE Sl Z =01 M AELICEH
2. expert dHE2 A™ELICE.

> expert
adm n@ pr 2k- 1: ~$

3. Firepower 2 & 01| A less /ngfw/var/sf/detection_engines/<UUID>/ngfw.rules &2 FTD &£ &
less /var/sf/detection_engines/<UUID>/ngfw.rules 2 A5t 1 & DC HHS & QIgLCt.

adm n@ pr2k-1: ~$ less /ngfw/var/sf/detection_engines/65455e3a-c879-1lec-869a-
900514578£f9f/ngfw.rules

#H## ngf W r ul es #HRHHHHHH B H R R R R 4
# AC Nane : FTD- ACP- 1652807562 # Policy Exported : Tue May 17 17:29:43 2022 (UTC) # File Witten

Tue May 17 17:31:10 2022 (UTC) # # DC Version : 7.1.0-90 O0S: 90
# SRU : 2022-05-11-001-vrt
# VDB . 354
#

A
FTD & Firepower 2 & 24| {24 u}

CHS EHAofl h2F FTD == Firepower Z & 2A| 12 T UM FMC AZE 0 HTES & QI
Ct.

1. BA| a2 & 21 <filename>-troubleshoot .tar/results-<date>—oooox/file-
contents/ngfw/var/sf/detection-engines/<UUID>/ & Z 0|5 & LICt. Firepower 22| 3<%
£ [ <filename>-troubleshoot .tar/results-<date>—xxxxxx/file-contents/var/sf/detection-
engine/<UUID>/

2. ngfw.rules It L& ¥ & DC HHE 2 EelgrLCt.

# pwd

/var/tnp/resul ts-05-06-2022--163203/fil e-contents/ ngfw var/sf/detection_engi nes/5e9f a23a- 5429-
1lec-891e-b19e407404d5

# cat ngfw.rules

#### ngfw. rul es

HHBHHHHBHBHHHHBHBH B H BB H B R B A B H B H B BB R

#

# AC Nane . FTD- ACP- 1652807562

# Policy Exported : Tue May 17 17:29:43 2022 (UTCQ)
# File Witten : Tue May 17 17:31:10 2022 (UTC)
#

# DC Version : 7.1.0-90 OS: 90

# SRU 1 2022-05-11-001-vrt

# VDB : 354

#

HHHHHHHHHHH B HH RS HH TSRS R R RS R R RS R R S R R SR R SRR
FDM A2 EQ|o{ HA
Cle 2M2 AF250d FDM AZE o] HHAE &olE £ QlaL|C).

- FDM UI



FTD CLI

- FTD SNMP £&

- FTD 24 &4 mt

- FDM REST API

- FCM(Firepower Chassis Manager) Ul
- FXOS CLI

- FXOS REST API

- FXOS MA| show-tech I}

FDM Ul

FDM UIOA A ZEgjo{ HHE #Qlstzd™ 7|2 HO|X|0M AZES0{E MEHELICE

alvale oo AP : = admin
CISCO ) pehe e e Monitoring Policies Objects Device: KSEG-FPR2100-.. - Administrator
Maode! Software VDB Intrusion Rule Update Cloud Services High Availability
Cisco Firepower 2120 Threat Defense 7.1.0-80 346.0 20211110-1348 Not Registered | Registe Not Configured
Interfaces Routing Updates System Settings
Geolocation, Rule, VDB, System Upgrade, Management Acces
Enabled 3 of 17 Security Intelligence Feads
View Al Interfaces > View Gonfiguration > View Configuration >

CtZ EtAof 2t FDM REST-API REE S8l FDM 2ZE Q|0 HME & IEL|Ct REST-API 2
EIO|MEE AL835t0] 2 E Lo T E I LICE O] ool A= curlO] AHEELICE.

L—=

= % .
1. 215 EE @%:
# curl -k -X POST --header 'Content-Type: application/json' --header 'Accept: application/json’'

-d '{ "grant_type": "password", "username": "admin", "password": "Admin#1324" }°'
'https://192.0.2.2/api/fdm/latest/£fdm/token’

{

access_token":

" eyJhbGciOiJIUZIINiJ9 .eyIpYXQiOjE2NTIyNDk5SNTcsInN1YiI6 ImFkbWluIiwianRpIjoiNDk3MmRjNjAtZDBmMi OxXMW
VjiLTk4ZWMtNDA1ZTQwODkwMDV] IiwibmJImIjoxNjUyMjQ50TU3LCI1eHALIOjE2NTIYNTE3NTcsInJlZnJ1lc2hUb2t1bkV4cG
1yZXNBACI6MTY1MFI1MjMINZQINywidGI9rZW5UeXBlIjoiS1dUX0FjY2VzcyIsInVzZXJVAWlkIjoiYTU3ZGVmMMjgtY2M3MC
0xXMWV3jLTk4ZWMt Zjk4ODEXNjNj ZWIWIiwidXN1clJvbGUiOiJSTOXFX0FETUlOIiwib3JpZ21luljoicGFzc3dvemQiLCJdlc2
VybmFtZSI6ImFkbWluInO.lJLmHAdJ2jaVRmpdXF6qg48qgdBcyRuit94DLobCJIJILI",

"expires_in": 1800,

"refresh_expires_in": 2400,

"refresh_t oken":

"eyJhbGeci G JI Uzl INi J9. eydpYXQ G E2NTI zOTQXN ksl nNL1Yi | 61 mFkbW ul i wi anRpl j oi MGUONG xYzQt ZDI OM OxMWV
Vj LTk4ZWmvt YTI | OTl KZGMMN2YO! i wi bmiml j oxNj UyMzkOMTYS5LCII eHAI G E2NTI zOTY1LN ksl nFj Y2Vzc1Rva2VuRXhwaX
JI cOFOI j oxN UyMzk1OTYS5MDewWLCIy ZW2y ZXNo@91bnQ G 0xLCIO0b2t | bl R5cGUi G JKV1Rf UmVntmvzaCl sl nVzZXJVdW



I kl'joi YTU3ZGVMM gt Y2MBMOOXMAW] LTk4ZWht Zj k4ODEXN) Nj ZW wi i wi dXNI ¢l JvbGUi G JSTOXFXOFETU O i wi b3JpZz2
luljoi cGFzc3dvemQ LCI1c2Vybntt ZSI 61 nFkbW ul n0. AvgaO0- i sDj @B527d3QNZCQb7AS4a9ea5w bYUn- A9aPw!
"t oken_type": "Bearer"

}
2. O FE[|M HMA EZ ZLE ALSELICH

# curl -s -k -X GET -H 'Accept: application/json' -H 'Authorization: Bearer
eyJhbGciOiJIUZI1INiJ9.eyJIpYXQiOjE2NTIYNDk5NTcsInN1YiI6ImFkbWluIiwianRpIjoiNDk3MmRNjAtZDBmMi 0xXMWV
jLTk4ZWMtNDA1ZTQwODkwMDV I iwibmImIjoxNjUyMjQ50TU3LCI1eHALIOFE2NTIYNTE3NTcsInJ1ZnJ1lc2hUb2t1bkV4cGl
YZXNBACI6MTY1M3jI1MiMINZQ1NywidG9rZW5UeXBlIjoiS1dUX0FjY2VzcyIsInVzZXJVAW1lkIjoiYTU3ZGVmMM] gt Y2M3MCO
XMWV LTk4ZWMtZjk4ODEXNjNjZWIwIiwidXN1lclJvbGUiOiJSTOXFX0FETUlOIiwib3JpZ21luIljoicGFzc3dvemQiLCJd1lc2V
ybmFtZSI6ImMFkbWluInoO.lJLmHAAJ2jaVRmpdXF6gg48gdBcyRuit94DLObCJILI "

'https://192.0.2.2/api/fdm/v6/operational/systeminfo/default’ | grep -i software
"sof twareVersion" : "7.1.0-90",

"sof twareVersion" : "7.1.0-90",

FTD CLI

MMo| EHAE S LCt
FTD SNMP

MMo| EHA|E S LCt
FTD 24 siZ el
MMo| EHAE S LCt
FCM UI

FCM2 Firepower 4100 2! Firepower 9300 SeriesOlAM AFS & = QU&LICH MMO| EHAIE [MHEL
C}.

FXOS CLI

MMOo| BHA & MELICH

FXOS REST-API

MMOo| BHA & MELICH

FXOS MA| show-tech I+

MMOo| BHA & MELICH

FXOS £ X Ejo{ ™

FXOS 2ZEQo HT2 CHE SME AL835toq Eelg = /JU&LICH
- FCM Ul(Firepower 4100/93002F ali&)

- FXOS CLI
- FXOS REST API



. FXOS SNMP £ 2/
. FXOS MA| show-tech I}l

FCM UI

FCM UIOA FXOS £~ ZE g0 S & Qlstzd® 7[& HO|X|0AM HES = QIghL|ct.

Platform Settings

Logical Devices Security Modules

Overview BUIEHETEH

Chassis Upbme  37:00:31:03 () 4D [0

KSEC-FPROK-3-A 10.62.148.239
Model: Cisoo Firepower 9300 Securily Applance AC Vergion: 2.11(1.154) | Operational State: Operable
Network Module 1 ""“‘I"“‘" ""'"J"“' 2 ) Metwork Module 3 : Empty
oM 2 ] ] 5 7
oan MoMT  USD 1 & B

@ Secwity Module 1 - )p B9 || @ security Module 2 - Up
= 1@ Power 2 - Running

@ Socuity Modula 3 - g = @ rowsr 1 - Running

FXOS CLI

Firepower 4100/9300

Ct= CHAO 2 FXOS CLIAM FXOS AZE Qo] KA &HQlgtLC},

1. MAlo| 2& E= SSH AdZdE M- LICH

2. HR| A|AE|o 2 25T show firmware monitor 2 23:

firepower # scope system
firepower /system# show firmware monitor

FPRM
Package-Vers: 2.11(1.154)
Upgr ade- St at us: Ready

Fabric Interconnect A
Package-Vers: 2.11(1.154)
Upgr ade- St at us: Ready

Chassis 1:
Server 1:
Package-Vers: 2.11(1.154)

Upgr ade- St at us: Ready

Server 2:
Package-Vers: 2.11(1.154)

Upgr ade- St at us: Ready

Server 3:
Package-Vers: 2.11(1.154)

Upgr ade- St at us: Ready
Firepower 1000/2100/3100 & FTD

CtZ EtAofl 2t FXOS CLIOA FXOS &AZ EQfo{ HTS & QlgtLCt.

o474 AJRIBHL|C}.

1. MAlof CHet 24 973 tE= FTDO CHSH SSH 42 A% 8
FTDO] CH§t SSH ©dZ22| ZZ2 FTD CLISHO| A connect fxos &3S AldistL|CH



> connect fxos
2. He| A|AEIS Z MBS T show firmware detail HE S AR E
firepower # scope system
firepower /system# show firmware detail
Version: 7.1.0-90
Startup-Vers: 7.1.0-90
MANAGER:
Boot Loader:
Fi rmnar e- Vers: 1012. 0200. 0213
Rommon- Vers: 1.0.12
Fpga- Vers: 2.0.00
Fpga- Gol den- Ver s:
Power - Sequencer-Vers: 2.13
Fi rmvar e- St at us: OK
SSD- Fw Vers: 0147
System
Runni ng- Vers: 2.11(1.154)
Platform Vers: 2.11.1.154
Package-Vers: 7.1.0-90
Startup-Vers: 2.11(1.154)
NPU:
Running-Vers: 2.11(1.154)
PlatformVers: 2.11.1.154
Package-Vers: 7.1.0-90
Startup-Vers: 2.11(1.154)
Servi ce Manager:
Runni ng- Vers: 2.11(1.154)
PlatformVers: 2.11.1.154
Package-Vers: 7.1.0-90
Startup-Vers: 2.11(1.154)
Firepower 1000/3100(ASA AF®), Firepower 2100(ASA AH&) O{&EEI0|HA 2EOM
CtZ EHAof 2t FXOS CLIMIA FXOS & Z EQo{ HTE = QlgfLct.
1. MAlof| CHEt 2& 44 EE= ASAO| CHEt &Ll/SSH 42 ™ ELICH
HU/SSH 242 2| B ASA CLIOIM connect fxos BE S AT LICH
HHES MAELIC

ASAO] CHEt
asa# connect fxos
2. HY| A|lABEIcZ MEH

firepower # scope system
firepower /system# show firmware detail

Version: 9.17.1
Startup-Vers: 9.17.1
1012. 0200. 0213

MANAGER:
Boot Loader:

Fi r mnar e- Ver s:
1.0.12

2.0.00

Ronmmon- Ver s:
Fpga- Ver s:
Fpga- Gol den- Vers:
Power - Sequencer - Ver s:
Fi rmnare- Status: K
SSD- Fw Vers: 0147
2.11(1. 154)
2.11.1.154

2.13

System
Runni ng- Ver s:
Pl at f or m Vers:

5t 11 show firmware detail



Package- Vers:
St art up- Vers:
NPU:
Running-Vers:
Pl at f orm Vers:
Package- Vers:
St art up- Vers:
Servi ce Manager:
Runni ng- Ver s:
Pl at f orm Vers:
Package- Ver s:
St art up- Vers:

=& D oA ASAE AFS

CH= EHAof 2 FXOS CLIoAM FXOS

1. MAlof| CHEF SS

ASAO] CHEF &ul/SSH

asa# connect fxos

9.17.1
2.11(1. 154)

2.11(1.154)
2.11.1.154
9.17.1
2.11(1. 154)

2.11(1. 154)
2.11.1.154

9.17.1
2.11(1. 154)

Sl= Firepower 2100

AZEQ o HXIE FlgfLch

HEE 2& 47 E= ASA0] i EE“L;'l'/SSH AFS dYHLICE
Q1Z49| ZZL ASA CLIOIA connect fxos S AlstigrL|Ct

2. | A|ABIo 2 TES T show firmware detail &

firepower # scope system
firepower /system# show firmware detail

Version: 9.17.1
St artup- Vers:
MANAGER:

Boot Loader:

Fi r mnar e- Ver s:
1.0.12
2.0.00

Rommon- Ver s:
Fpga- Vers:

9.17.1

1012. 0200. 0213

Fpga- Gol den- Vers:

Power - Sequencer-Vers: 2.13
Fi rmhvar e- Status: OK
SSD- Fw Vers: 0147
System
Runni ng- Vers: 2.11(1.154)
PlatformVers: 2.11.1.154
Package-Vers: 9.17.1
Startup-Vers: 2.11(1.154)
NPU:

Running-Vers: 2.11(1.154)
PlatformVers: 2.11.1.154
Package-Vers: 9.17.1
Startup-Vers: 2.11(1.154)

Servi ce Manager:
Runni ng- Vers: 2.11(1.154)
PlatformVers: 2.11.1.154
Package-Vers: 9.17.1
Startup-Vers: 2.11(1.154)

FXOS REST-API

FXOS REST-API=
Firepower 4100/930

CHS

ChA(of [F2F FXOS REST-API

Firepower 4100/9300 SeriesH| Al X| ¢4 &l LICH.

0

LHEE S AEZEQo HEE

4o

&3l FXOS

1 o)
=

QlgtL|Ct. REST-API



Z2tO|UEE AL85t0 AZE Q|0 HTIE & IF LI O] ool A= curlo] AFSELICE.

1. ¢l

- =

0l
o

EZ2R

# curl -k -X POST -H 'USERNAME: admin' -H 'PASSWORD: Ciscol23' 'https://192.0.2.100/api/login’

{
"refreshPeriod": "0",
"token": "1206f6a3032e7bdbeac07cfdd9d5add5cdd948ed4e5£4511535a959%9aed7ele2£5"

}
2. 0| ZolofM EEE AEELICH

# curl -s -k -X GET -H 'Accept: application/json' -H 'token:
1206£6a3032e7bdbeac07c£fdd9d5add5cdd948e4e5£f4511535a959aed7ele2£f5"
'https://192.0.2.100/api/sys/firmware/install-platform-fw’ | grep -i platformBundle
"platformBundleName": "fxos-k9.2.11.1.154.SPA",
"platformBundleVersion": "2.11(1.154)",

FXOS SNMP

FXOS2| SNMP Z1I|a2{|o|MHM2 Z3HE 2 E0{|A ASAE A& 3= Firepower 21001 Firepower
4100/930001| A x| EL|C}.

Firepower 4100/9300

FAAI2.

(2
ol

A
T

SNMPE E35l FXOS AZEQ|o] HXE &Qlste{m™ Ct= THA|

1. SNMP 7t FXOSO| 4 E[o{ L=X| 2 IEL|Ch 74| a0l EH = Firepower NGFW 0{Z
EO[21A 0 SNMP 448 R T EHAAIL.
2. £2! 1.3.6.1.4.1.9.9.826.1.30.47.1.6 === CISCO-FIREPOWER-FIRMWARE-MIB: cfprE<

of &l¥ll mf7|X| HE:

A

# snmpwalk -On -v2c¢ -c cisco 192.0.2.100 .1.3.6.1.4.1.9.9.826.1.30.47.1.6
.1.3.6.1.4.1.9.9.826.1.30.47.1.6.20823 = STRING: "2.11(1.154)"
11.8.6.1.4.1.9.9.826. 1. 30. 47. 1. 6. 25326 = ""

11.8.6.1.4.1.9.9.826.1.30. 47. 1. 6. 25331 = STRING "2 11(1.154)"
11.8.6.1.4.1.9.9.826. 1. 30. 47. 1. 6. 30266 = STRING "1.0. 18"
11.8.6.1.4.1.9.9.826. 1. 30. 47. 1. 6. 30269 = STRING "1.0. 18"
11.8.6.1.4.1.9.9.826. 1. 30. 47. 1. 6. 30779 = "

11.8.6.1.4.1.9.9.826. 1. 30. 47. 1. 6. 30780 = STRING "2.11(1.154)"
11.3.6.1.4.1.9.9.826. 1. 30. 47. 1. 6. 30781 = STRING "2.11(1.154)"
11.8.6.1.4.1.9.9.826. 1. 30. 47. 1. 6. 32615 = STRING "2, 11(1.154)"
11.3.6.1.4.1.9.9.826. 1. 30. 47. 1. 6. 48820 = STRING "0.0"

&3 & DCoflA ASAE ME 3= Firepower 2100

SNMPE S3ll FXOS A~ZE 0] TS HQlste{ CHE BHHE +st &AL

1. SNMP7} FXOSO| 7t E|o{ l=X| & QIgL|Ct. |20l B A= Firepower NGFW 0{Z
20|21 A 0 A SNMP A€ B ESHAAIL.
2. poll.1.3.6.1.2.1.1.0 &= £ SNMPv2-MIB::sysDescr.0:

# snmpwalk -On -v2c -c cisco 192.0.2.101 SNMPv2-MIB::sysDescr.0
.1.3.6.1.2.1.1.1.0 = STRING Cisco FirePONR FPR-2140 Security Appliance, System Version
2.11(1.146)


https://www.cisco.com/c/ko_kr/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5
https://www.cisco.com/c/ko_kr/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5
https://www.cisco.com/c/ko_kr/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5
https://www.cisco.com/c/ko_kr/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5

# snmpwalk -On -v2¢ -c cisco 192.0.2.101 .1.3.6.1.2.1.1.1.0
.1.3.6.1.2.1.1.1.0 = STRING GCisco FirePOMNR FPR-2140 Security Appliance, System Version

2.11(1.146)

FXOS M A| show-tech I} 2

Firepower 4100/9300

Ct= EtAlof k2t FXOS AHA| show-tech TFU 0| FXOS &2 Z E Q|0 HHS = QIghL|Ct.

1. FXOS HZX 2.7 0| & o] Z< <name>_BC1_all.tar/
FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.taroi| A| sam_techsupportinfo It 2 ¥
Lict.

O|™ T 9| B2 FPRM_A_TechSupport.tar.gz/ FPRM_A_TechSupport.taroi| A

sam_techsupportinfo® @iL|C}.

2. 'show firmware monitor' H&do| £21g &QlghL|C}.

# pwd
/var/tnmp/20220313201802_F241-01- 11- FPR-2_BCl_al | / FPRM_A TechSupport/

# cat sam_techsupportinfo
" show firmware monitor’

FPRM
Package-Vers: 2.11(1.154)
Upgr ade- St at us: Ready

Fabric Interconnect A:
Package-Vers: 2.11(1.154)
Upgr ade- St at us: Ready

Chassis 1:
Server 1:
Package-Vers: 2.11(1.154)
Upgr ade- St at us: Ready
Server 2:
Package-Vers: 2.11(1.154)
Upgr ade- St at us: Ready
Server 3:
Package-Vers: 2.11(1.154)
Upgr ade- St at us: Ready

Firepower 1000/2100/3100

1. I+ tech_support_brief@ <name>_FPRM.tar.gz/<name>_FPRM.tar0{|l A JL|C},
2. 'show firmware detail' @& 0| £212 = QIgfL|Ct.

# pwd
/var/tmp/£fp2k-1_FPRM/
# cat tech_support_brief

" show firmware detail’
Version: 7.1.0-90
Startup-Vers: 7.1.0-90

MANAGER:



Boot Loader:
Fi r mvar e- Vers: 1012. 0200. 0213
Rommon- Vers: 1.0.12
Fpga-Vers: 2.0.00
Fpga- Gol den- Ver s:
Power - Sequencer - Vers: 2.13
Fi rmvar e- St atus: OK
SSD- Fw Vers: 0147
System
Runni ng-Vers: 2.11(1.154)
PlatformVers: 2.11.1.154
Package-Vers: 7.1.0-90
Startup-Vers: 2.11(1.154)
NPU:
Running-Vers: 2.11(1.154)
PlatformVers: 2.11.1.154
Package-Vers: 7.1.0-90
Startup-Vers: 2.11(1.154)
Servi ce Manager:
Runni ng-Vers: 2.11(1.154)
PlatformVers: 2.11.1.154
Package-Vers: 7.1.0-90
Startup-Vers: 2.11(1.154)

FTD £ Z Ejo{ A
FTD 2ZE9o] BT ChE SMS AL 5to] Zelg £+ QlaLich.

. FTD CLI

- FTD SNMP £&
. FTD &4 sHZ mt
- FMC Ul

. FMC REST API

. FDM Ul

. FDM REST API

. FCM UI

. FXOS CLI

- FXOS REST API
. FXOS A A| show-tech T

FTD CLI

Ct= CHAOf 2 FTD CLIIAM FTD AZ E Q0 {2 & QlgfL|C}.

III||=I

HE L FH Zeof et FTD CLIo AMASE{H Chg S8 S AL ELICH

. FTDOI| CH8t 2% SSH HM|A - ZE ZEHE
. B2 dA ftidE S35 FXOS 2 CLI(Firepower 1000/2100/3100)01l A A A
- BB E Sl FXOS CLIVIAM HAM|A(Firepower 4100/9300):

¢1d 2§ <x> [consoleltelnet], 017|A x= £ F IDYILICY.

IS QUAHA FHof Bk 2HEAELICH

0
o

|

ftd [instance]& AEELICt 07| QIARAE

- 7he FTD2| B FTDOI CHEF %% SSH HAM|A = 5tO|HHHO|M £ 22 E UIdM 2&



oH M| A
2. CLIO{| A show version 232

> show version

[ firepower |

Model : Cisco Firepower 2120 Threat

Uul D 1b324aaa- 670e- 11lec- ac2b- e000f Obd3cal
LSP version | sp-rel -20220328- 1342

VDB ver si on 353

FTD SNMP
SNMPE S5 FTD AZE9I0f A SQI5H M CHS BHE S HHAAIL.
1. SNMP7} 744 & 438} EI94= X| 2 QIBHLICH FDM 22| FTDO| 2 7

FDMO{A SNMP 741 3! EX| sHZEE HESHAAI2. FMC &2 FTD°I

& B A= Firepower
ZAm|agolM &

o
Ze

H= Firepower NGFW 0{Z 20|21 A 0| A{ SNMP A2 R X SHAAIL.

2. £3 OID SNMPv2-MIB::sysDescr.0 == OID .1.3.6.1.2.1.1.1.0.:

# snmpwalk -v2c -c ciscol23 192.0.2.2 SNMPv2-MIB::sysDescr.0

Def ense (77) Version 7.1.0 (Build 90)

SNWMPv2- M B: : sysDescr.0 = STRING Cisco Firepower Threat Defense, Version 7.1.0 (Build 90), ASA
Version 9.17(1)
# snmpwalk -v2c -c ciscol23 192.0.2.2 SNMPv2-MIB::sysDescr.0 .1.3.6.1.2.1.1.1.0
SNWMPv2- M B: : sysDescr.0 = STRING Cisco Firepower Threat Defense, Version 7.1.0 (Build 90), ASA
Version 9.17(1)
(=) (= S
Ct= EtAof k2t FMC UIIM FTD AZ E9|0{ HTE 2 QlgrLCt.
. - =
1. Devices > Device Management® ME{grL|C}.
EIH:;I‘;. Firz?p?c?\vlte.r.ll'\-‘la:n?‘gement Center Overview Analysis Policies | | Devices Objects AMP Intelligence Deploy [+} P I @ adminv i
[ Device Management | VPN Troubleshoot Reporting
Device Upgrade Site To Site File Download
Summaw Dashboard s NAT Remaote Access Threat Defense CLI
Prenicos 8 summary of sciivity on the appliance
QoS Dynamic Access Policy Packet Tracer
Network Threats Intrusion Events Status Geolocation QoS St Platform Settings Troubleshooting Packet Capture * | 1l
e FlexConfig Site to Site Monitoring
Certificates Add Widgets
* Unigue Applications over Time -_ * Top Web Appli - -
b Application ¥ Total Bytes (KB) Application « Total Bytes (KB)
12 (i b 54877 3 intemet Explorer 5,901,473.76
- (o | 5.57 o 7.42
HLI m 0.63
L I 0o 0.24
of | f
+—H i
2 |
8- T T T T
45 49 43 A A Al A
» Traffic by Application Risk -
Rigk ¥ Total Bytes (KB)
1,671,103,043.61
5,902, 307.84



https://www.cisco.com/c/ko_kr/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html
https://www.cisco.com/c/ko_kr/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html
https://www.cisco.com/c/ko_kr/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html

Firepower Management Center
'Ell',;él‘__;' p . g Overview Analysis Policies Devices Objects AMP Deploy Q QQ{} @ adminv
Deployment History
View By: Domain -
Al (14) ® Error (2) ® Waming (0} Offline (12) ® Normal (0) Deployment Pending (7) ® Upgrade (0) ® Snort 3 (12) Q, Search Device m
Mar G Lice
5 LAB-FPRZK e °
High Awailability :

Tpl?k-1tfflmam. Active) S Firepower 2110 with FTD {710 NiA Base, Threat (2 more...) ) LAB-FPRIK-ACL

ftp2k-2(Secondary, Standby) 1 ‘ -
fipzi-2{Secondary, Standby) [EEIE Firepower 2110 with 1D [.1.0 NFA Base, Threat (2 more...)

FMC REST API

FMC REST-APIE Sdll FTD 2 ZE 9|0 HTME HQlst2{H S BHHE st MAI2. REST-API
F20IRIE & A8 3tof 2T E Q0] HTIS HRIFLICE Of ofoflilE curlo] ASELIC

1. @l

ER

EZH:

Ol

# curl -s -k -v -X POST 'https://192.0.2.1/api/fmc_platform/vli/auth/generatetoken' -H
'Authentication: Basic' -u 'admin:Ciscol23' | grep -i X-auth-access-token
<X-aut h- access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb

2. ClHtO|A T Z&E THIQIS AlMEELICH CHE 29| REST API #HE|oH= =M@l of 7] #Ha=7}
ZisLch T S5 dAisied o] 2|l X-auth-access-tokenS A& & L|LC}.

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_platform/vl/info/domain' -H 'accept:
application/json' -H 'X-auth-access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb’ | python -m

json.tool

"items": [
"nane": "d obal "

Iltypell: " mn'al r]lI’

"uui d": "e276abec-e0f 2- 11e3-8169- 6d9ed49b625f "

H
{
"name": "d obal / domainl",
"type": " Domain" ’
"yuid": "ef0cf3e9-bb07-8£66-5c4e-000000000001"
H
{
"name": "d obal / domai n2",
"type": "Domain",
"uui d": "341a8f03-f831-c364-b751- 000000000001"
}
I,
"links": {
"self": "https://192.0.2.1/api/fnc_platforn vl/info/donmain?offset=0&imt=25"
H
"pagi ng": {
"count": 3,
"limt": 25,
"of fset": O,
"pages": 1
}




3. EMHQ UUIDE A8 35tod ClHIO|A BIZEE F2[EfLICH

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8£66-5cde-
000000000001 /devices/devicerecords' -H 'accept: application/json' -H 'X-auth-access-token:
5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb' | python -m json.tool

"items": [
{
"id": "ad4752f 3c-86c¢cc-11e9-8c9a- a3c958bed664",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domain/ef Ocf3e9-bb07-8f 66-5c4e-
000000000001/ devi ces/ devi cer ecor ds/ a4752f 3c- 86¢cc- 11e9- 8c9a- a3¢c958bed664"

H
"nanme": "fwl.lab.local",
"type": "Device"

"id": "05e9799c- 94f c- 11ea- ad33- a0032ddb0251",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domai n/ef Ocf3e9-bb07- 8f 66-5c4e-
000000000001/ devi ces/ devi cer ecor ds/ 05e9799c- 94f c- 11ea- ad33- a0032ddb0251"
H
"nanme": "fw2.lab.local",
"type": "Device"

"id": "c8bef462-49f7-11e8-b2fb-ad9838c6ed90",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domai n/ef Ocf3e9-bb07-8f 66-5c4e-
000000000001/ devi ces/ devi cer ecor ds/ c8bef 462- 49f 7- 11e8- b2f b- ad9838c6ed90"
H
"nanme": "fw3.lab.local",
"type": "Device"

"id": "3c41913a-b27b-11eb-bl1l31-d2e2ce2a368d",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domai n/ef Ocf3e9-bb07-8f 66-5c4e-
000000000001/ devi ces/ devi cer ecords/ 3c41913a- b27b- 11eb- b131- d2e2ce2a368d"
H
"nanme": "fw4.lab.local",
"type": "Device"

"id": "48f7f 37c- 8cf 0-11e9- bf 41- f b2d7b740db7",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domain/ef Ocf3e9-bb07-8f 66-5c4e-
000000000001/ devi ces/ devi cer ecor ds/ 48f 7f 37c- 8cf 0- 11e9- bf 41- f b2d7b740db7"
H
"nanme": "fwbs.lab.local",
"type": "Device"

"id": "0bla9c94-8ba8-llec-b2fd-932639349084",
"links": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8£66-5cde-
000000000001 /devices/devicerecords/0bla9c94-8ba8-1lec-b2fd-932639349084"
Y,
"name": "fpr2k-1",
"type": "Device"



3,

4. QI UUID & C|HO|A/Z4E|0|L UUIDE At2%ErLLCE.

# curl -s -k -X GET 'https://192.0.2.1/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-
6d9ed49b625f/devices/devicerecords/0bla9c94-8ba8-1lec-b2£fd-
93263934908d/operational/commands?offset=0&limit=25&command=show%20version' -H 'X-auth-access-
token: £3233164-6ab8-4e33-90cc-2612c19571be' | python -m json.tool

{
"items": [
{
"commandl nput": "show version",
"commandQut put " M- ------a oo [ fpr2k-1 J-------------"u---- \ nMbdel
Cisco Firepower 2110 Threat Defense (77) Version 7.1.0 (Build 90)\nUUI D

0Obla9c94- 8ba8- 11ec- b2f d- 93263934908d\ nLSP ver si on : Isp-rel -20220502- 1613\ nvDB
ver si on B S AN § e e R R \'n\ nGi sco

Adaptive Security Appliance Software Version 9.17(1) \nSSP Operating System Version
2.11(1.154)\ n\nConpi | ed on Tue 30-Nov-21 19:37 GMI by buil ders\nSysteminmage file is

\"di skO:/ mt/boot/install abl es/switch/fxos-k8-fp2k-npu.2.11.1.154. SPA\"\nConfig file at boot was
\"startup-config\"\n\nfpr2k-1 up 10 days 4 hours\nfailover cluster up 57 days 17 hours\nStart-up
time 37 secs\n\nHardware: FPR-2110, 6588 MB RAM CPU M PS 1200 MHz, 1 CPU (6 cores)\n\n\n 1:

Int: Internal-Datal/1 : address is 000f.b748.4801, irgq O\n 3: Ext: Managenent1/1
address is 707d. b9e2.836d, irg O\n 4: Int: Internal-Datal/1l : address is 0000.0100.0001, irq
O\n 5: Int: Internal -Datal/?2 : address is 0000.0300.0001, irq O\n 6: Int: Internal-Control 1/1

address is 0000.0001.0001, irg O\n\nSerial Nunber: JAD213508B6\ nConfi guration |ast nodified by
enable_1 at 04:12:18.743 UTC Wd May 4 2022\ n",
"type": "command"
}
1.
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domai n/ e276abec- eOf 2- 11e3-8169-
6d9ed49b625f / devi ces/ devi cer ecor ds/ 0bla9c94- 8ba8- 11ec- b2f d-
93263934908d/ oper at i onal / commands?of f set =0&l i m t =25&comrand=show ver si on"

I8

"pagi ng": {
"count": 1,
"limt": 25,
"of fset": O,
"pages": 1

}

FDM UI

MMo| EHAE HELICt

FDM REST-API

MMo| EHAE HELICt

FTD A {4 ot

Ch EFAloll W2t FTD ER{E#E TFUoM FTD AZE9o] H{ES ZelgtLich

1. 22X silZ2 1t Y2 YT <filename>-troubleshoot .tar/results-<date>—xxoooox/command-
outputs/ @ ZE O|SgrLCh.



1S &Lt

30
rir
ol

0

2. usr-local-sf-bin-sfcli.pl show version.output Zt &€ 1 Z &l 0|

# pwd
/var/tnp/resul ts-05-06-2022--199172/dir-archives/etc/sf/

# cat "usr-local-sf-bin-sfcli.pl show version.output"

-------------------- [ fpr2k-1]--------------------- Model : C sco Firepower 2110 Threat Defense
(77) version 7.1.0 (Build 90)

uul D : Obla9c94- 8ba8- 11lec- b2f d- 93263934908d

LSP version : Isp-rel -20220510- 1044

VDB version . 354

FCM UI

Fir ep wer 4100/930001| A FTDL| B¢ FCMZ At&5t1 Logical Devices B01| A Version(EH™)2

vw  Interfaces WIGLUETNSNESEY Security Modules  Platform Settings System Tools Melp  admin

Logical Device List #

Genup By

Security Madule 1 (1 Native instance) 0% (0 of 78] Cores Availabln

Application Version Resource Profile Management 1P Gateway Management Port Status

91627 10,62 145,240 10.62.148,129 Etharet1 /1 @ oot [ o] A

Security Module 2 (0 Instances) 100% (%4 af 4] Cones Avallable

o logical devices on this security module.

Security Module 3 (1 Container instance) 0% (0 of 110) Cones Avallable

FID-MI-1 Sundakine

[ARpplication Version Fesausce Prafile Management 15 Gateway Manageme cni ot Status
@ oo [ sl g

Imterfnce Nanse Type

PR

+ standslone
+ ISOcbe-chan-1 lic-Bb2a BA015bBACE

FXOS CLI

Firepower 4100/93002] FTD
Ct2 CHAo| 2} FXOS CLIMIM FTD AZ E Q0| XS &HolgtL|ct.

1. MfAlo] 2& EE= SSH A8 M™shLch
2. scope ssaZ T3t 1 show app-instance & AlstigtL|Ct

firepower# scope ssa

firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Runni ng Version Startup Version
Depl oy Type Turbo Mode Profile Name Cluster State Cluster Role

asa ASA 1 Enabl ed Ol ine 9.16.2.7 9.16.2.7
Nati ve No Not Applicable None
ftd FTD-MI-1 3 Enabl ed Online 7.1.0.90 7.1.0.90



Cont ai ner No RP110 Not Applicable None

Firepower 1000/2100/31002] FTD
CtS EHAol 2k FXOS CLIoIA FTD 2 ZE Qo TS &olghL|ct,

1. NMAlof| CHEF 2 242 &£ = FTDO| CHSt SSH 942 A ™
FTDO] CHt SSH 9dZ22| ZZ2 FTD CLISHO A connect fxos &2 AlgistL|Ct.

> connect fxos
2. scope ssaZ T2t show app-instance &2 A&stLICH

firepower# scope ssa
firepower /ssa # show app-instance

Appl i cation Nane Slot ID Adm n State Qperational State Runni ng Versi on Startup
Ver sion Deploy Type Profile Name Cluster Oper State Cluster Role

ftd 1 Enabl ed Ol ine 7.1.0.90 7.1.0.90
Nati ve Not Applicable None

# curl -s -k -X POST -H 'USERNAME: admin' -H 'PASSWORD: cisco' 'https://192.0.2.100/api/login’

{
"refreshPeriod": "0",
"t oken": "28821660bc74e418f3fadc443619d£0387d69e7b150e035£f688bed9d347b4838"

2. 0| ZE|HIM EEE ArS5t FTD7F AX[E €% IDE XIHEHELICH

# curl -s -k -X GET -H 'Accept: application/json' -H 'token:
28821660bc74e418£3fadc443619d£f0387d69e7b150e035£688bed9d347b4838"
'https://192.0.2.100/api/slot/3/app-inst' | grep -Ei "identifier|version"

"identifier": "FTD-MI-1",

“runni ngVersion": "7.1.0.90",

"hwCr ypt oVersion": "2",
"startupVersion": "7.0.1.84",
"ver si onl nconpati bl eErrorMgr":

FXOS A A| show-tech I}l

mjo
do
ro
o
r
ful

Ct& EtAof 2t FXOS A A| show-tech Tt A FTD A Z E |0 {7

Firepower 4100/93002] FTD



1. FXOS H{Z%1 2.7 0|4 2| B2 <name>_BC1_all.tar/
FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tar01|A-I sam_techsupportinfo® jL|C}.

0|™ H{Z12| B2 FPRM_A_TechSupport.tar.gz/ FPRM_A_TechSupport.taroi| A
sam techsupportlnfo= duct.

2. 'show slot expand detail' OF2H0i| A 2t &= o| MM g &rolgtL|Ct.

# pwd
/var/tnp/20220313201802_F241-01- 11- FPR-2_BCl_al | / FPRM_A TechSupport/
# cat sam_techsupportinfo

“show slot expand detail’
Slot: Slot ID: 3 Log Level: Info Adnmin State: Ok Oper State: Online Disk Format State: Ok Disk
Format Status: 100% Cl ear Log Data: Available Error Msg: Application Instance: App Nane: ftd
Identifier: FTD-MI-1

Adm n State: Enabled

Qper State: Online

Running Version: 7.1.0.90

Startup Version: 7.1.0.90

Depl oy Type: Contai ner

Firepower 1000/2100/31002] FTD

1. I+ tech_support_brief@ <name>_FPRM.tar.gz/<name>_FPRM.tar0i| A jL|C}.
2. 'scope ssa' MM 2! 'show slot":

# pwd
/var/tnp/ fp2k-1_FPRM
# cat tech_support_brief

“scope ssa’ “show slot’
Sl ot:
Slot ID Log Level Adnmin State Operational State

1 Info (0 Ol ine

“show app”

Application:
Narre Ver si on Descri pti on Aut hor Depl oy Type CSP Type I's Default App
ftd 7.1.0.90 N A ci sco Nati ve Appl i cation Yes

“show app-instance detail’

Application Nane: ftd
Slot ID 1

Admi n State: Enabled
Qperational State: Online
Running Version: 7.1.0.90
Startup Version: 7.1.0.90

ASA A ZE Qo] HA
ASA AZEQ| o] S OIS SME AL 35l04 2HoI8t & QlaLch.

- ASA CLI



. ASA SNMP £2!

. ASA show-tech I} &

- FCM Ul

- FXOS CLI

- FXOS REST API

. FXOS MA| show-tech I+

ASA CLI

N
i
4>
0
gh
>
>
to

ASA CLIOAM ASA AZE Qo HHHE &Qlsie{d S H

1. ZEHE 2l 1= o] [h2f ASA CLIO| M ASHE{H CIS SME A2 &L

MK

. 0{Z2t0|2A A ZEE0{A Firepower 1000/3100 X! Firepower 210001 A ASAO] CHEH %1% &=Ll
/SSH HA|A
. ZSHE T C 0l M Firepower 21002 FXOS 24 CLIOIA M A ST connect asa BH S S8
ASA0] 14
. BHZ Sl FXOS CLIMIM HAM| A (Firepower 4100/9300):
connect module <x> [console|telnet](017|M x= €& IDRILICHE 1A%t Ot 2 asaE idErLICt.

7H4 ASACS| B ASAO] CHEH 217 SSH HAM|A E= 5HO|IHHIO|X EE= 22 E UIIM &
EEPA

ci scoasa# show version

Cisco Adaptive Security Appliance Software Version 9.17(1)
SSP Qperating System Version 2.11(1. 154)

Devi ce Manager Version 7.17(1)

Conpi | ed on Tue 30-Nov-21 19:37 GMI by buil ders
Systemimage file is "diskO:/mt/boot/installabl es/sw tch/fxos-k8-fp2k-npu. 2.11. 1. 154. SPA"
Config file at boot was "startup-config"

ci scoasa up 4 hours 40 mins
Start-up tine 1 sec

ASA SNMP
SNMPE S8 ASA 2 ZE0] B{TIS 2QI512IH S BHHIE S-SR

1. SNMP7} 74 & &St 2[R =X| & IELCH.
2. SNMP Z2}0|HEE A& 304 OID SNMPv2-MIB::sysDescr.0 == OID .1.3.6.1.2.1.1.1.0:

# snmpwalk -v2c -c ciscol23 192.0.2.2 SNMPv2-MIB::sysDescr.0
SNMPv2-M B: : sysDescr.0 = STRING cCisco Adaptive Security Appliance Version 9.17(1)

# snmpwalk -v2c -c ciscol23 192.0.2.2 SNMPv2-MIB::sysDescr.0 .1.3.6.1.2.1.1.1.0
SNMPv2- M B: : sysDescr. 0 = Cisco Adaptive Security Appliance Version 9.17(1)

ASA show-tech I} &



Cisco Adaptive Security Appliance Software Version EAt 2 A& 35}04

Cisco Adaptive Security Appliance Software Version 9.17(1)
SSP (Qperating System Version 2.11(1.154)
Devi ce Manager Version 7.17(1)

EéMUl
MAMo| EtAHE L.
FXOS CLI
MAMo| EHAE S LCt
FXOS REST-API
MAMo| EtAE Lt
FXOS M A| show-tech I+
MMo| EHA|E S LCt

Firepower Module & X E.9j[0{ {7

ASAZ| Firepower 2 & 0| Sourcefire 2& == SFR| MZ Of

AZEQ 0] HME C}S SME AF25104 QI8 4 2laL]ct

- FMC UI
- FMC REST-API

- Firepower 2= CLI
. Firepower Z& ZA| 312 nt
- ASA CLI
. ASA show-tech I}
FMC UI
MMo| EHAE S LCt
FMC REST-API
MMo| EHAE S LCt

Firepower 2 & CLI

2 E CLIO|A Firepower 2& AZE Qo HAME &2l5le{H

20|
(==

LICH



1. SSHE S8l ==

2. show version H& S Al@EL|C}H

> show version

uul D
Rul es update version
VDB version

ASA5516 (72) Version 7.1.0 (Build 90)
c049dad8- c42e-11e9- 986d- bdef f 3ce399e
2022- 05- 10- 001-vrt

354

Firepower Module Al 3iZ2 ot

£ X 12 Lol M Firepower ZE AZE Q|0 HHXE & QI3

1. 2X sl ot

£ Y1 <filename>-troubleshoot .tar/results-<date>—xoooxx/command-

outputs/ @ ZE O|SgrLCh.
2. usr-local-sf-bin-sfcli.pl show version.output It €& 41 ZEIO| )l= S &H&LCh

# pwd
/var/tnp/results-05-
# cat "usr-local-sf-

uul D
LSP version
VDB versi on

ASA CLI

ASA CLI0| A show module sfr details P22 Al T AZEQ0{ H

12-2022--199172/ command- out put s
bin-sfcli.pl show version.output”
Model
c049dad8- c42e- 11e9- 986d- bdef f 3ce399e
2022- 05- 10- 001-vrt

354

asa# show module sfr details

Getting details fromthe Service Mdul e,

Card Type:

Model :

Har dwar e ver si on:
Serial Nunber:

Fi r mvar e version:
Software version:
MAC Addr ess Range:
App. nane:

App. Status:

App. Status Desc:
App. version:
Dat a Pl ane Status:
Consol e session:
St at us:

DC addr:

Mymt | P addr:

Mgt Net wor k mask:

pl ease wait...

Fi rePONER Servi ces Software Mdul e
ASA5516

N A

JAD222103XA

N A

7.1.0-90

7872. 5dce. b3b2 to 7872. 5dce. b3b2
ASA Fi r ePOVER

Up

Nor mal Operation

7.1.0-90

Up

Ready

Up

No DC Confi gured

192. 168. 45. 45

255. 255.255.0

ASA CLI0{| M session sfr S S35 D Eoi HAZAsrL|CH

ASA5516 (72) Version 7.1.0 (Build 90)

Me FHelgho.



Mynt Gat eway:
Mymt web ports:
Myt TLS enabl ed:

0.0.0.0
443

true

ASA show-tech I+

show module sfr detail EXIQ = S HAUSHL|C}.

Card Type:

Model :

Har dwar e ver si on:
Serial Nunber:

Fi rmwar e versi on:
Software version:

MAC Addr ess Range:

show module sfr detail
Getting details fromthe Servi ce Mdul e,

pl ease wait...

Fi r ePONER Servi ces Software Mdul e
ASA5516

N A

JAD222103XA

N A

7.1.0-90

7872. 5dce. b3b2 to 7872. 5dce. b3b2

App. nane: ASA Fi r ePONER
App. Status: Up

App. Status Desc: Nor mal Operation
App. version: 7.1.0-90

Data Pl ane Status: Up

Consol e session: Ready

St at us: Up

DC addr: No DC Confi gured
Mgt | P addr: 192. 168. 45. 45
Mgt Networ k mask: 255. 255.255.0
Mgnt Gat eway: 0.0.0.0

Mgmt web ports: 443

Mgt TLS enabl ed: true

Snort, VDB 5! SRU H7% &0l

Deep Packet Inspection Engine(Snort) B

ol

Fole = A& L

tod

(][]

Snort HE2 CIE SME AIE

d

- FMC Ul

- FMC REST-API

- FDM Ul

- FDM REST API

- FTD EE= Firepower 2= CLI

. FTD k= Firepower Z& A a2 ot

FMC UI
CtZ EAof 2t FMC Ul A FTD Snort HHE & IEHLCY.

1. Devices(C|HFO|2) > Device Management(C|HFO|A & 2|)& ME{EHL|C



aliln Fhepowe

r Management Center
cisco b s/

Dashboand:

Overview Analysis Policies: '[|I:lemc.cs Objects AMP Intelligence Deploy [+} @{} @ adminv

2 | Device Management VPN Troubleshoot Repaorting

S D hb d Device Upgrade Site To Site File Download
Nl o dasticoard)
ummaw as 0a . e MNAT Remote Access Threat Defense CLI
Prenices a summany of activity on the appliance
QoS Dynamic Access Policy Packet Tracer
Network = Threats Intrusion Events Status Geolocation Oos Se Platform Settings Troubleshooting Packet Capture | * | 1l
—
FlexConfig Site vo Site Monitoring
Certificates elid 5
* Unique Applications over Time = i * Top Web Applicati e =X
2 Application * Total Bytes (KB) Application * Total Bytes (KB)
12 [ vbuntu £48.77 o £,501,473.76
0 [ vbuntu Updats Manager 5.57 742
0.63
g | 1 0.24
T Tl 1
o—H
2 ]
]
4 " 413 4T AR S 4D
» Traffic by Application Risk - X
Risk ¥ Total Bytes (KB)
dham 1,671,103,043.61
5,902, 307.84
2. Snort 20| & = QlgfLCt
- == "1 L-- -
Firepower Management Center
IEIIIS.EIC;I P - g ) Overview Analysis Policies Devices Objects AMP Deploy Q “Gﬂ 4+ @ adminv
Deployment Histary
View By: Domain -
A (14) & Error (2) ® Warning (0) Offline (12) ® Normal (0) Deployment Pending (7) ® Upgrade (0) ® Snort 3 (12) 1, Search Device m
—
Collapse A
Name Model Vrsion Chassis Licenses Access Control Group
Policy
A
LAB-FPRZK r
High Availability :
"’m'ﬂp"im’“‘"“ﬁ“’ Firepower 2110 With FTD 7.1.0 NFA Base, Threat (2 more..) @) LAB-FPRIK-ACL H
192.0.2.140
fep2k-2{Secondary, Standby) | EREIE Eiwepower 2110 with FTD 7,10 NiA Base, Threat (2 mere..)  LAB-FPR2K-ACL :

FMC REST-API

FMC REST-APIZE 38 FTD Snort HZX2 &#0l5te{H CI 2 THHE £&st A A|2. REST-API ¢}
O|HE E A8310{ AZEQ o] HHTIE & QlErLICE. O] 0ol ME curlO] AFEEILICE.

1. ¢l

0l

# curl -s -k -v -X POST 'https://192.0.2.1/api/fmc_platform/vl/auth/generatetoken' -H
'Authentication: Basic' -u 'admin:Ciscol23' | grep -i X-auth-access-token
<X-aut h- access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb

2. ClHtO|A T Z&E THIQIS AlMEELICtH CHE 29| REST API #HE2|MHd= =M@l of 7] #H=~7t
Zeollich T S5 AMstedH™ o] # 2|0 X-auth-access-tokenS AFE EFLICE

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_platform/vl/info/domain' -H 'accept:
application/json' -H 'X-auth-access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb' | python -m
json.tool

"items": [

nane": "d obal ",



"type": "Domain",
"uui d": "e276abec-e0f 2-11e3-8169- 6d9ed49b625f "

I8
{
"name": "Global/domainl",
"type": " Domain",
"yuid": "ef0cf3e9-bb07-8£66-5c4e-000000000001"
I8
{
"nane": "d obal / domai n2",
"type": "Domain",
"uui d": "341a8f03-f831-c364-b751- 000000000001"
}
1.
"links": {
"self": "https://192.0.2.1/api/fnc_platforn vl/info/domai n?offset=0&1imt=25"
I8
"pagi ng": {
"count": 3,
"limt": 25,
"of fset": O,
"pages": 1
}

3. ZHQI UUIDE At83to{ C|HtO|A BIZEE 2|27 LCH.

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8£66-5cde-
000000000001 /devices/devicerecords' -H 'accept: application/json' -H 'X-auth-access-token:
5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb' | python -m json.tool

"items": [

"id": "ad4752f 3c-86c¢cc-11e9-8c9a- a3c958bed664",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domain/ef Ocf3e9-bb07-8f 66-5c4e-
000000000001/ devi ces/ devi cer ecor ds/ a4752f 3c- 86¢cc- 11e9- 8c9a- a3¢c958bed664"
H
"nane": "fwl.lab.local",
"type": "Device"

"id": "05e9799c- 94fc- 1llea- ad33- a0032ddb0251",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domain/ef Ocf3e9-bb07-8f 66-5c4e-
000000000001/ devi ces/ devi cer ecor ds/ 05e9799c- 94f c- 11ea- ad33- a0032ddb0251"
|
"nane": "fw2.lab.local",
"type": "Device"

"id": "c8bef462-49f7-11e8-b2f b-ad9838c6ed90",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domai n/ef Ocf3e9-bb07-8f 66-5c4e-
000000000001/ devi ces/ devi cer ecor ds/ c8bef 462- 49f 7- 11e8- b2f b- ad9838c6ed90"
|
"nane": "fw3.lab.local",
"type": "Device"
|
{



"id": "3c41913a-b27b-11leb-b131-d2e2ce2a368d",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domai n/ef Ocf3e9-bb07-8f 66-5c4e-
000000000001/ devi ces/ devi cer ecor ds/ 3c41913a- b27b- 11eb- b131- d2e2ce2a368d"
|
"nane": "fw4.lab.local",
"type": "Device"
|

{
"id": "48f7f37c-8cf0-11e9-bf41-fb2d7b740db7",

"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domai n/ef Ocf3e9-bb07-8f 66-5c4e-
000000000001/ devi ces/ devi cer ecor ds/ 48f 7f 37c- 8cf 0- 11e9- bf 41- f b2d7b740db7"
H
"nane": "fwb.lab.local",
"type": "Device"
H

{
"id": "Obla9c94-8ba8-1lec-b2£fd-932639349084",

"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domain/ef Ocf3e9-bb07-8f 66-5c4e-
000000000001/ devi ces/ devi cer ecor ds/ 0b1a9c94- 8ba8- 11ec- b2f d- 93263934908d"
|
"name": "fpr2k-1",
"type": "Device"
|

4. 0| 2H0M =Ml vuID & C|HIO|A/Z4E||O|L] UUIDE AtEEFLCH.
# curl -s -k -X GET 'https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8£66-5c4e-

000000000001 /devices/devicerecords/0bla9¢c94-8ba8-1lec-b2£fd-93263934908d4' -H 'X-auth-access-
token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb ' | python -m json.tool | grep -i snort

"snortVersion": "3.1.7.1-108",
"snortEngine": "SNORT3",

FDM UI

fjo
1
ro
ot
-
n

Ct= EHAof 2 FDM UL A FTD Snort H{A

1. {CIO|E m|o|X|Z o|SFLIC.



afra]n Firepower Dey P H o == ] @ @ . adrmin
CI5CO kL s Monitaring Policies Objects Device: KSEC-FPR2100-... . Administrator

Model Software VDB Intrusion Rule Update Cloud Senvices High JAvailability
Cisco Firepower 2120 Threat Defense 7.1.0-90 346.0 20211110-1348 4 Not Registered | Register Not Configured

i

Cisco Firepower 2120 Threat Defense

e AEEEE ... Qe
FHEEEE o000
Interfaces Routing Updates System Settings
Connectec There are 3t ites ye Geolocation, Rule, VDB, System Upgrade, Management Access
Enabled 3 of 17 Security Intelligence Feeds Logging Settings
- : DHCP Sarver [ Ralay
View All Interfaces ? View Configuration > View Configuration b
DDNS Service
DNG Sarver
" - -
2. Snort Inspection Engine = ©!
ahl Firepower Device Manager o o = = @ @ @ . admin
cisco ST s Monitoring Policias Objects Device: KSEC-FPR2100-... ’ Administrator

Device Summary

Updates

Geolocation - ; VDB Security Intelligence Feeds
Latest Updata on 05 May 2022 Latast Update an 05 May 2022
Configure
Configure Configure .
Sat tes
Set recurring updates Set racurring updates AL FECAIing Xipoataa

ATE F
UPDATE FROM CLOUD v UPDATE FROM CLOUG |~ UPDATE FROM CLOUD

System Upgrade Intrusion Rule :
Current version 7.1.0-90 Latest Update on 05 May 2022
Gonfigure Snort

Set recurring updates

Inspection Engine: 3.1.7.1-108|Downgrade to 2.0

Snort is the main inspection engine in Firepower Threat
LlnEamaleely v Defense. It is used for intrusion and file policy analysis,
SEL decryption, and layer 7 inspection. See mare

FDM REST API

CHE Eh7|ofl 2} FDM REST-API 2 & Sdll Snort TS £ QI LICH REST-API 22t0[UEE
A835to] AZES) o] HHE & ELICE Of oo curlO] AHEE L.

1.8 EZ 9F:

# curl -k -X POST --header 'Content-Type: application/json' --header 'Accept: application/json’'
-4 '{ "grant_type": "password", "username": "admin", "password": "Admin#1324" }'
'https://192.0.2.2/api/fdm/latest/£fdm/token’

{

"access_token":

" eyJhbGciOiJIUZI1INiJ9 .eyIpYXQiOjE2NTIYNDkSNTcsInN1YiI6 ImFkbWluIiwianRpIjoiNDk3MmRjNjAtZDBmMi0xMW
V3jLTk4ZWMtNDA1ZTQwODkwMDV] IiwibmJImIjoxNjUyMjQ50TU3LCI1eHALIOjE2NTIYNTE3NTcsInJ1ZnJ1c2hUb2t1bkV4cG
1yZXNBACI6MTY1MjI1MiMINZQINywidGOrZW5UeXBlIjoiS1dUX0FjY2VzeyIsInVzZXJVAWlkIjoiYTU3ZGVmM] gt Y2M3MC
0xMWV5jLTk4ZWMt Zjk4ODEXNjNj ZWIWIiwidXN1clJvbGUiOiJSTOxFX0FETUlOIiwib3JpZ21luljoicGFzc3dvemQiLCJdlc2
VybmFtZSI6ImFkbWluInO.lJLmHAdJ2jaVRmpdXF6qg48qgdBcyRuit94DLobCJIJILI",



"expires_in": 1800

"refresh_expires_in": 2400

"refresh_t oken":

"eyJhbGci G JI Uzl 1Ni J9. eyJpYXQ G E2NTI zOTQxN ksl nNLYi | 61 nFkbW ul i wi anRpl j oi MGUONG xYzQ ZDl OM 0x MV
Vj LTk4ZWMt YTI | OTl KZGMAMN2YOI i wi bmdm j oxNj UyMzkOMTY5LCII eHAI G E2NTI zOTY1N ksl nFj Y2Vzc1Rva2VuRxhwaX
JI cOFOI j oxNj UyMzk1OTY5MDewWL Cly ZWZy ZXNo@91bnQ O 0xLCJ0b2t | bl R5cGUi O JKV1Rf UnWntnVzaCl sl nVzZXIVdW
I kl'joi YTU3ZGVMM gt Y2MBMOOXMAW] LTk4ZWMt Zj k4ODEXNI N ZWw i wi dXNI ¢l JvbGUi G JSTOXFXOFETU O i wi b3JpZ2
luljoi cGFzc3dvemQ LCI1c2Vybntt ZSI 61 nFkbW ul n0. AvgaO0- i sDj @B527d3QNZCQb7AS4a9ea5w bYUn- A9aPw!

"t oken_type": "Bearer"

}
2. 0| 2 o|of| A access_token Zt= At EFL|CT.

# curl -s -k -X GET -H 'Accept: application/json' -H 'Authorization: Bearer
eyJhbGciOiJIUZI1INiJ9.eyJpYXQiOjE2NTIONDU3ODksINN1YiI6ImFkbWluIiwianRpIjoiM2UINjg0YjYtZDJiYSOxXMWV
FLTk4ZWMt ZGI2YjRiYTM1IMTU2IiwibmImIjoxNjUyNDQINzg5LCJI1eHALIOFE2NTIONDc10DksInJ1ZnJI1lc2hUb2t1bkV4cGl
YZXNBACI6MTY1MjQOODE4OTMyNSwidG9rZW5UeXBlIjoiS1dAUX0FjY2VzcyIsInVzZXJVAW1lkIjoiYTU3ZGVMMjgtY2M3MCO
XMWV LTk4ZWMtZjk4ODEXNjNjZWIwIiwidXN1lclJvbGUiOiJSTOXFX0FETUlOIiwib3JpZ21luIljoicGFzc3dvemQiLCJ1lc2V
ybmFtZSI6IMFkbWluInoO.kXtsUu3_WWtOWu9wOmSDfJjwcyiVCa5dgyzNjCGnlF4"'

'https://10.62.148.181/api/fdm/v6/operational/systeminfo/default’ | grep -i snort
"snortVersion" : { "snortVersion" : "3.1.7.1-108",

"snort Package" : "/ngfw var/sf/snort-3.1.7.1-108/snort-75-3.1.7.1-108-daql4.tar.bz2",
"type" : "snortversion

FTD E & Firepower CLI

FTD CLI0 A show snort3 status &3 Al&isL|Ct

> show snort3 status
Currently running Snort 3

Firepower @& Snort 22t X[ ErLICH,
FTD =& Firepower 2 & 24| 8124 u}
FTD &A| sHZ Ao M Snort XS & Q15t2{M OHS HHE &SI AMAIRL.

1. B2X sl 1t Y S ¥ <filename>-troubleshoot .tar/results-<date>—xoooo/command-
outputs #C 2 O|SErL|C}.
2. usr-local-sf-bin-sfcli.pl show snort3.output It &2 jL|C}.

# pwd

/var/tnp/resul ts-05-06-2022--163203/ conmand- out put's

# cat "usr-local-sf-bin-sfcli.pl show snort3.output"”
Qut put of /ngfw usr/local/sf/bin/sfcli.pl show snort3:
Currently running Snort 3

Firepower @& Snort 22t X[ ErL|CH.
VDB(#2f4d Cl|O|E{H| 0] &) {7

VDB HE2 CIE SME AFE

tod

e

Foleh = U&LCH

ol

- FMC UI
- FMC REST-API



FMC 24 sHZ ot

- FDM Ul

- FDM REST API

FTD CLI

. FTD k& Firepower Z& 2A| a2 ot

0

FMC UI
CHS EfAlofl et FMC Ulol M VDB TS & I8t CH.

1. E2Y > HE & M=

Firepower Management Center
'Ell's'('lo" Dr el Ig i Overview Analysis Policies Devices Objects AMP Intelligance Deploy Q, @{:}1 @ admin v
—
Page-level Help Secure Firewall on Cisco.com
How-Tos Firepower Migratien Tool
Name Documentation on Cisco.com Partner Ecosystem
What's New in This Release Ask a Question
Access Controlled Usor Statistics
Provides trafBc and intrusion ovent statistics by user Software Download TAC Support Cascs
Secure Firewall YouTube 2 [About
Application Statistics -
Application Statistics (7.1 0) admin No No LW
ORI adrmin No No ™o /u
Detailed Dashboard acnin No Mo Bosw
Detailed Dashboard (7.0.0} admin No No masw
Files Dashboard =
Provides an ovenview of Malware and File Event admin No Mo mass
Security Intalligance Statistics admin No No & a, f -.-
L admin to Yes Pass
2. VDB HZ &el:
sl Firepower Management Center
e o § Aot Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q, @ &+ @ adminw
. For technical/system questions, &-mail tac@cisco.com
Model Cizco Firepower Managemeant Center 4500 or call us at 1-800-553-2447 or 1-408-526-7209
Serial Number 001234
Copyright 2004-2021, Cisce and/or its affliates. All rights reserved.
Soltware Version 7.1.0 (build 90)
035 Cisco Firepower Extensible Operating System (FX-05) 2.11.1 (build154)
Snart Version 2.9.19 (Build 92)
Snort3 Version 3.1.7.1 (Build 108)
Rule Update Version 2022-05-02-003-wrt
Rulepack Version 2703
Module Pack Version 3070
LSP Varsion Isp-rel-20220502-1613
Goolocation Update Version  2022-04-25-002
VDB Version build 354]( 2022-04-27 19:39:56 )

Hostname FMC-4600-2

FMC CLI
CHS EHAol th2F FMC CLIOIAM VDB EHHXE & QlgtLCt.

1.SSH EE= 2£ o4 Sall FMCO| HM[A T LICEH
2. show version H& & A&ELICT



> show version
----------- [ FMC-4600-2.cisco.com]------------

Model : Cisco Firepower Managenent Center 4600 (66) Version 7.1.0 (Build 90)
uul D : alOed34e-d127-11e8- b440-728439d95305

Rul es update version : 2022- 05-02-003-vrt

LSP version : Isp-rel -20220502- 1613

VDB version : 354

FMC REST-API

FMC REST-APIE &3ll VDB HHME &fQl5t2{H CHS EHHIE &5t A A|2. REST-API 22I0|1E

=
£ MEstod AZE o HEE & FLICE O] ool M= curlOl AFSELICH

1. 2l

LR

EZ %:

0l

# curl -s -k -v -X POST 'https://192.0.2.1/api/fmc_platform/vl/auth/generatetoken' -H
'Authentication: Basic' -u 'admin:Ciscol23’ | grep -i X-auth-access-token

<X-aut h- access-token: 7acdb34c-ea85-47bf-83fe-d77b63£012da

2. ClHtO|A 7t =t El E RIS AlMEerL|Ct CHREE 2| REST API #HEZ|ol M= ZHIQ! oi7H g7t
Lxuch =il S22 ZAMst2d™ o] &2l X-auth-access-token2 A& & LICtH

=2T -+

# curl -s -k -X GET 'https://192.0.2.1/api/fmc_platform/vl/info/serverversion' -H 'X-auth-
access-token: 7acdb34c-ea85-47bf-83fe-d77b63£012da’ | python -m json.tool
{
"items": [
{

"geoVersion": "2022-05-09-001",

"l spVersion": "lsp-rel-20220510-1044",

"serverVersion": "7.1.0 (build 90)",

"sruVersion": "2022-05-10-001-vrt",

"type": "ServerVersion",

"vdbVersion": "build 354 ( 2022-04-27 19:39:56 )"

}
I
"links": {

"self": "https://10.62.184.21/api/fnc_platform vl/info/serverversion?of fset=08& i mt=25"
I8
"pagi ng": {

"count": 1,

"limt": 25,

"of fset": O,

"pages": 1
}

FMC A 34 ol

0%

CHHE =™t AR,

Ojo

FMC EX| sHZ mt oA VDB HHXE & QlstedH Cf

1. BA| sHZ2 e Y1 <filename>-troubleshoot .tar/results-<date>—xooooo/dir-

archives/etc/sf/.versiondb £ & 0|S&L|C}.
2. vdb.conf I} &€ €47 CURRENT _BUILDEl= 7|7} Qe £ 3&LCt



# pwd
/var/tnp/results-05-06-2022--199172/dir-archives/etc/sf/.versiondb
# cat vdb.conf

CURRENT_VERSI ON=4. 5. 0

CURRENT_ BUILD=344

CURRENT_APPI D_VER=82

CURRENT_NAVL_VER=106

FDM UI

7|2 Ho|x|o{ X VDBE MEdEtLICE

] P — in E ] admin
CIsco e : ceme Monitoring Policies Objects Device: KSEC-FPR2100-... Administrator
Maode! Software VDB Intrusion Rule Update Cloud Senvices High Availability
Cisco Firepower 2120 Threat Defense 7.1.0-90 346.0 20211110-1348 Nat Registered | Register Not Configured
=
Interfaces Routing Updates System Settings
Geolocation, Rule, VDB, System Upgrade, ; =
Enabled 3 of 17 Security Intelligence Feeds
View All Interfaces > View Configuration > View Configuration >

FDM REST API

FDM REST-API 2 & S35 VDB HHE &EQlste{H Cl S EHAIE & e LICH REST-API 2210|
IEE AI83t0{ AZEQo{ TS & QIELIC}. O] 0|0l E curlO] AFR EILICE

1. 2l

ER

EE2R

Ol
o

# curl -k -X POST --header 'Content-Type: application/json' --header 'Accept: application/json'
-d '{ "grant_type": "password", "username": "admin", "password": "Admin#1324" }'
'https://192.0.2.2/api/fdm/latest/fdm/token’

{

access_token":

" eyJhbGciOiJIUzI1INiJ9 .eyJpYXQiOjE2NTIyNDk5SNTcsInN1YiI6ImFkbWluIiwianRpIjoiNDk3MmRjNjAtZDBmMi0xMW
V3jLTk4ZWMtNDA1ZTQwODkwMDV ] I iwibmJImIjoxNjUyMjQ50TU3LCIleHALIOjE2NTIYNTE3NTcsInJ1lZnJ1lc2hUb2t1bkV4cG
1yZXNBACI6MTY1MjI1MjMINzQ1NywidG9rZW5UeXBlIjoiS1dUX0FjY2VzcyIsInVzZXJVAWlkIjoiYTU3ZGVMMjgt Y2M3MC
0xXMWV3jLTk4ZWMt Zjk4O0DExXNjNj ZWIWIiwidXN1c1lJvbGUiOiJSTOxXFX0FETULOIiwib3JpZ21luljoicGFzc3dvemQiLCJlce2
VybmFtZSI6ImFkbWluInO.lJLmHAdJ2jaVRmpdXF6qg48gdBcyRuit94DLobCJILI" ,

"expires_in": 1800

"refresh_expires_in": 2400

"refresh_t oken":

"eyJhbGei O JI Uzl 1Ni J9. eyJpYXQ G E2NTI zOTQxNj ks| nNLYi | 61 mFkbW ul i wi anRpl j oi MBUONG xYzQt ZDl OM Ox M\
Vj LTk4ZWMt YTI | OTI kZGMMN2YO! i wi brdm j oxNj UyMzkOMTYSLCI| eHAl § E2NTI zOTYLN ks| nFj Y2Vzc1Rva2VuRxhwaX
JI cOFOI j oxNj UyMzk10TY5MDewLCly ZW2y ZXNoQR91bnQ G 0xLCIO0b2t | bl R5cGUi G JKVIRF UnWntmvzaCl sl nVzZXJVdW
| klj oi YTU3ZGVMM gt Y2MBMCOX MAWj LTk4ZWit Zj k4ODEXN] Nj ZW wil i wi dXNI ¢l JvbGUi O JSTOXFXOFETU O i wi b3JpZ2
luljoi cGzc3dvenQ LCI1c2Vybntt ZSI 61 nFkbW ul n0. AvgaO-i sDj @B527d3QNZCQb7AS4a9ea5w bYUn- AQaPw!
"token_type": "Bearer"

}



2. 0| 2 o|of| A access_token Zt = At ErL|CT.

# curl -s -k -X GET -H 'Accept: application/json' -H 'Authorization: Bearer
eyJhbGciOiJIUZIINiJ9.eyIJpYXQiOjE2NTIONDU3ODksINN1YiI6ImFkbWluIiwianRpIjoiM2UINjgO0YjYtZDJiYSOxXMWV
JLTK4ZWMtZGI2YJRiYTMIMTU2IiwibmImIjoxNjUyNDQINzg5LCJ1leHALiOFJE2NTIONDc10DksInJdlZnJd1lc2hUb2t1bkV4cGl
YZXNBACI6MTY1MjQOODE4OTMYNSwidGIrZW5UeXBlIjoiS1dUX0FjY2VzcyIsInVzZXJVAW1lkIjoiYTU3ZGVMM]jgtY2M3MCO
XMWV LTk4ZWMt Zjk4ODEXNI NI ZWIWIiwidXN1clJvbGUiOiJSTOXFX0FETUlOIiwib3JpZ21luljoicGFzc3dvemQiLCJ1lc2V
ybmFtZSI6IMFkbWluInoO.kXtsUu3_ WWtOWu9wOmSDfJjwcyiVCa5dgyzNjCGnlF4 "'

'https://10.62.148.181/api/fdm/v6/operational/systeminfo/default’ | grep -i vdb
"vdbVersion" : {
"l ast SuccessVDBDat e" : "2022-05-05 12:44:09Z"
"vdbCurrentVersion" : "346",
"vdbCurrentBuild" : "0",
"vdbRel easeDate" : "2021-08-24 21:48: 15",
"type" : "vdbversion"

FTD =& Firepower 2 & CLI
CtS EtAlof h2F FTD CLI &£ &= Firepower module (SFR) CLIOIA{ VDB B & oIt}
1.SSH = & HZA2 Soll FTDO| HMAELICH Firepower 2 & 2| B SSHE Sall =

ASA CLI0{| A session sfr W22 S5l 2 S0i YMAELICEH
2. CLI0{| A show version 232 AlisL|Ct.

> show version

-------------------- [ fpr2k i I e T

Model : Cisco Firepower 2110 Threat Defense (77) Version 7.1.0 (Build 90)
uul D : 0bla9c94- 8ba8- 1lec- b2f d- 93263934908d
LSP version : Isp-rel-20220510- 1044

VDB version : 354

> show version

---------------- [ sfr1 J-----------------

Model : ASA5516 (72) Version 7.1.0 (Build 90)
uul D : c049dad8- c42e- 11e9- 986d- bdef f 3ce399e
Rul es update version : 2022- 05-10-001-vrt

VDB ver si on . 354

FTD =& Firepower 2 & 24| 114 ut
Ct= THAo 2t FTD == Firepower Z& =X sHZ2 Tt 2| vDB T2 & elgtLCt.

1. 2A| |2 1t LS LT <filename>-troubleshoot.tar/results-<date>—xoooxx/command-
outputs/ 2 O|SEFLICH.
2. usr-local-sf-bin-sfcli.pl show version.output It 22 11 VDB HTo| & A& LICtH

# pwd
/var/tnp/results-05-06-2022--163203/ command- out put s/
# cat "usr-local-sf-bin-sfcli.pl show version.output”

-------------------- [ fpr2k-1 ]---------------------
Model : Cisco Firepower 2110 Threat Defense (77) Version 7.1.0 (Build 90)
uul D : Obla9c94- 8ba8- 1lec- b2f d- 93263934908d

LSP version : Isp-rel -20220510- 1044



VDB version : 354

# pwd

/var/tnp/resul ts-05-12-2022--199172/ command- out put s

# cat "usr-local-sf-bin-sfcli.pl show version.output”

---------------- [ sfr1 ]----------------- Model : ASA5516 (72) Version 7.1.0 (Build 90) UUID :
c049dad8- c42e- 11e9- 986d- bdef f 3ce399e Rul es update version : 2022-05-10-001-vrt VDB version : 354

29l 7 AololEE MZ2/AEI0lEE A FA U Tz R MM T, Ax|E FEof Chet £
A H

Hot F=| 40| 0| E(SRU)E Snort A 20f] & &|H LSP(Lightweight Security Package) 4G 0|
E | & ElLCt.

L

SRU/LSP £~ ZEQ|0o{ HE2 OIS §M4E AFSstod #elE + AU&LICH

4

- FMC Ul

- FMC REST-API

. FMC x| & mt

- FDM Ul

- FDM REST API

- FTD &= Firepower 2 & CLI

. FTD K& Firepower 2 & A a1

FMC UI
FMC UIo|AM SRU/LSP HHE & Qlste{H Ctg BHHE -5t HAIL.

1. 223 > HEE MEgLCH

Fir jer nter
ilisifes I EF}O'-‘\:F? Ma ﬁagement Cente Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q Q@ +] @) admin ¥
cisco naaw | Dash L t ’
Page-level Help Secure Firewall on Cisco.com
How-Tos Firepower Migration Teol
Name Documentation on Cisco.com Partner Ecosystem
What's New in This Release Ask a Question
Access Controlled Usor Statistics
Software Download TAC Support Cases
Secure Firewall YouTube About |
Apgplication Statistics —
Application Statistics (7.1.0) sdmin No No LY
Connaetion Summary ; i Mo Mo ™o w
Detailed Dashboard admin No Mo "a A9
A
Detailed Dashboard (7.0.0) adnin No No *as s
Files Dashboard . admin No No ol
Security Intelligence Stalistics admin No No (=N
Summary Dashboard Al No Yoa ol

-
.
o

2. 7% UO0|= BH U LSP HH



é'l:gélc',' Fire powgr Ma nagement Center Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q, P 4+ @ adminw
Model Cisco Firepower Management Center 4600 :?: l:'l'lc:1mT;’I.Irqgal;'r::.llm;‘?‘?;j"ﬂ n:IInI:; 526 ?an o0
Senal Number o234
Copyright 2004-2021, Cisco and/or its affillates. All rights reserved.
Soliware Viersion 7.1.0 {build 30)
05 Cisco Firepower Extensible Operating System [FX-05) 2.11.1 (builkd154)
Snon Version 2.8.19 (Build 92)
Snort3 Version 3.1.7.1 (Build 108)
| Rule Update Version 2022-05-02-003-vnt
Rulepack Version 2703
Module Pack Version 3070
| LsP Version Isp-rol- 20220502-1613 |
Goeclocilion Update Verson  2022-04-25-002
VDB Varsion build 354 { 2022-04-27 19:39:56 )
Hostname FMC-4600-2

FMC CLI

o
[
e
iul
0jo
m
X
M
4>
o
2L
>
>
to

FMC CLIOAM SRU/LSP HHHE &2l

1.SSH EE= 2£& 14 S35l FMCOoi| M AT LICEH
2. CLIO| A show version 22 AlgtishL|Ct.

> show version
----------- [ FMC-4600-2.cisco.com]------------

Model : Cisco Firepower Management Center 4600 (66) Version 7.1.0 (Build 90)
uJl D : alOed34e-d127-11e8- b440-728439d95305

Rules update version : 2022-05-02-003-vrt

LSP version : lsp-rel-20220502-1613

VDB version . 354

REST-API 22 Sall £ ZEQ0{ TS & Qlsttd™ CHS BHAHIE T%o%r Al2. REST-AP| 22t
O|HEE ALt £ ZEL) 0o HHE R LIt O] oo MHE curlO] AHEELIC.

1.1 EE 2%:

# curl -s -k -v -X POST 'https://192.0.2.1/api/fmc_platform/vl/auth/generatetoken' -H
'Authentication: Basic' -u 'admin:Ciscol23’ | grep -i X-auth-access-token

< X-auth-access-token: 9408fe38-c25c-4472-b7e6-3571bb4e2b8d

2. 0| #2|oi| A X-auth-access-token2 Al &LICtH.

# curl -s -k -X GET 'https://192.0.2.1/api/fmc_platform/vl/info/serverversion' -H 'X-auth-
access-token: 7acdb34c-ea85-47bf-83fe-d77b63£f012da’ | python -m json.tool
{
"items": [
{
"geoVersion": "2022-05-09-001",
"lspVersion": "lsp-rel-20220510-1044",
"serverVersion": "7.1.0 (build 90)",
"sruVersion": "2022-05-10-001-vrt",
"type": "ServerVersion",



"vdbVersion": "build 354 ( 2022-04-27 19:39:56 )"

}

1

"links": {
"self": "https://10.62.184.21/api/fnc_platform vl/info/serverversion?offset=08& i mt=25"

I8

"pagi ng": {
"count": 1,
"limt": 25,
"of fset": O,
"pages": 1

}

FMC 2A| 4 ol

FMC EB{E+#E! n2oflA SRU XS &olsie{™ Ch =2 THA|

1]
02

Tt AIL.

1. B2X sl 1t Y2 ¥ Z0 <filename>.tar/results-<date>—xoooxx/dir-archives/etc/sf/
2. sru_versions.conf I} € 1 Intrusion_Rules_Update 7|7} /= &g &&LCt.

# pwd

/var/tnp/resul ts-05-06-2022--199172/dir-archives/etc/sf/
# cat sru versions.conf

Intrusion Rules_Update=2022-04-25-003-vrt

Rul e_Pack=2699

Sour cefire_Decoder Rul e Pack=2088

Sour cefire_Policy_Pack=2763

Modul e_Pack=3066

snort=2.9. 16-4022

FMC 2| siZE ot oM LSP HH &2 & QlstE{™ Cf

0jo

EHA

jn
0%

TS MAIL.

1. BA| sid g Y1 Z <filename>.tar/results-<date>—xooox/command-outputs 2 0| S
ghc.

2. I+2 Q91 var-sf-Isp -maxdepth 2 -Is.output2 32 L} /var/sfllsp/active-IspE S & QI
L|C}.

# pwd
/var/tnp/resul ts-05-06-2022--199172/ conmand- out put s
# cat "find var-sf-lsp -maxdepth 2 -ls.output"

Qutput of find /var/sf/lsp -maxdepth 2 -1Is:

19138123 4 dr wxr wxr - X 3 ww r oot 4096 May 11 04:01 /var/sf/lsp

19142268 0 | rwxrwxrwx 1 root r oot 33 May 11 04:00 /var/sf/lsp/installed-
Isp -> /var/sf/lsp/lsp-rel-20220510-1044

19138299 4 dr wxr wxr - X 5 ww r oot 4096 May 11 04:01 /var/sf/lsp/lsp-rel-
20220510- 1044

19142266 600 - rwxrwxr - x 1 ww r oot 614400 May 10 14:55 /var/sf/lsp/lsp-rel-
20220510- 1044/ 1 sp. i cdb. RELEASE. t ar

19142234 4 dr wxr wxr - X 5 ww r oot 4096 May 11 04:00 /var/sf/lsp/lsp-rel-
20220510- 1044/ nt d_net adat a

19268898 4 dr wxr wxr - X 2 ww r oot 4096 May 10 14:55 /var/sf/lsp/lsp-rel-
20220510- 1044/ i cdb

19138303 4 dr wxr wxr - X 6 ww r oot 4096 May 10 14:51 /var/sf/lsp/lsp-rel-

20220510- 1044/t al os_cont ent
19142269 46640 -rwr--r-- 1 root r oot 47759360 May 11 04:01 /var/sf/lsp/lsp-rel-



20220510- 1044/ 1 sp-rel -20220510- 1044. tar. xz. REL. t ar

19142267 4 -1 WXTWXT - X 1 ww r oot 238 May 11 04:00 /var/sf/lsp/lsp-rel-
20220510- 1044/ . snort-ver si ons

19142265 4 -1 WXTWXT - X 1 ww r oot 26 May 10 14:51 /var/sf/lsp/lsp-rel-
20220510- 1044/ 1 spd_ver. properties

19139198 260 -rwr--r-- 1 root r oot 264403 Feb 12 03:32 /var/sf/lsp/pigtail -
al | -1644636642. | og

19142270 0 lrwxXrwxrwx 1l root root 33 May 11 04:01 /var/sf/lsp/active-lsp
-> /var/sf/lsp/lsp-rel-20220510-1044
FDM UI

7|8 0| X|0{ M Intrusion Rule Update & 4A1EHE!LICH.

vl R T, = ] admin
CIsCO e : SESEESEE Monitaring Policias Objects Device; KSEC-FPR2100-... Administrator
Mode! Software VDB Intrusion Rule Update Cloud Services High Availability
Cigeo Firepower 2120 Threat Defense 7.1.0-90 346.0 20211110=1348 Not Registered | Register Not Configured
Interfaces Routing Updates System Settings
Geolocation, Rule, VDB, System Upgrada, inagement Access
Enabled 3 of 17 Security Intelligence Feads
View All Interfaces > View Configuration > View Configuration b

FDM REST API

FDM REST-API

RYE Sofl VDB HAE & Qlsted™ ChF BHAHE +>ELICH REST-API 22t0|
HEE MEsI0{ AZE 2

H
Hoi HHE = lgfLICt o] 0iof M E curlO| AHEEILICH

L=

1. @l

E

Ol

EER

02

# curl -k -X POST --header 'Content-Type: application/json' --header 'Accept: application/json’'
-4 '{ "grant_type": "password", "username": "admin", "password": "Admin#1324" }'
'https://192.0.2.2/api/fdm/latest/£fdm/token’

{

"access_token":

" eyJhbGciOiJIUZI1NiJ9.eyJpYXQiOjE2NTIyNDk5SNTcsInN1YiI6 ImFkbWluIiwianRpIjoiNDk3MmRjNjAtZDBmMi 0xMW
VjLTk4ZWMtNDA1ZTQwODkwMDVj IiwibmJImIjoxNjUyMjQ50TU3LCI1eHALIOjE2NTIYNTE3NTcsInJlZnJ1lc2hUb2t1bkV4cG
1yZXNBACI6MTY1MFI1MjMINZQINywidG9rZW5UeXBlIjoiS1dUX0FjY2VzcyIsInVzZXJVAWlkIjoiYTU3ZGVmMMjgtY2M3MC
0xMWV5jLTk4ZWMt Zjk4ODEXNjNj ZWIWIiwidXN1clJvbGUiOiJSTOxFX0FETUlOIiwib3JpZ21luljoicGFzc3dvemQiLCJdlc2
VybmFtZSI6ImFkbWluInO.lJLmHAdJ2jaVRmpdXF6qg48qgdBcyRuit94DLobCJIJILI",

"expires_in": 1800,

"refresh_expires_in": 2400,

"refresh_t oken":

"eyJhbGeci G JI Uzl INi J9. eyJpYXQ G E2NTI zOTXN ksl nNL1Yi | 61 mFkbW ul i wvi anRpl j oi MGUONG xYzQt ZDI OM OxMWV
Vj LTk4ZWvt YTI | OTl KZGMMN2YO! i wi bmim j oxNj UyMzkOMTYS5LCII eHAI G E2NTI zOTYLN ksl nFj Y2Vzc1Rva2VuRXhwaX
JI cOFOI j oxN UyMzk1OTY5MDeWLCIy ZW2y ZXNo@91bnQ G 0xLCIO0b2t | bl R5cGUi G JKV1Rf UmVntmvzaCl sl nVzZXJVdW
I kl'joi YTU3ZGVnM gt Y2MBMCOXMAYj LTk4Z\Wm Zj KAODEXN] Nj ZW W i wi dXNI ¢l JvbGUi G JSTOXFXOFETU O i wi b3JpZz2
luljoi cGFzc3dvemQ LCI1c2Vybntt ZSI 61 nFkbW ul n0. AvgaO0- i sDj @B527d3QNZCQb7AS4a9ea5w bYUn- AQaPw',



"t oken_type": "Bearer"
}
2. 0| &lo|ol M access_token Zt2 AFSELICEH

# curl -s -k -X GET -H 'Accept: application/json' -H 'Authorization: Bearer
eyJhbGciOiJIUZI1INiJ9.eyJpYXQiOjE2NTIONDU3ODksINN1YiI6ImFkbWluIiwianRpIjoiM2UINjg0YjYtZDJiYSOxXMWV
FLTk4ZWMt ZGI2YjRiYTM1MTU2IiwibmImIjoxNjUyNDQINzg5LCJI1eHALIOFE2NTIONDc10DksInJ1ZnJ1lc2hUb2t1bkV4cGl
YZXNBACI6MTY1MjQOODE4OTMyNSwidGI9rZW5UeXBlIjoiS1dUX0FjY2VzcyIsInVzZXJVAW1kIjoiYTU3ZGVMMjgtY2M3MCO
XMWV LTk4ZWMtZjk4ODEXNjNjZWIwIiwidXN1lclJvbGUiOiJSTOXFX0FETUlOIiwib3JpZ21luIljoicGFzc3dvemQiLCJd1lc2V
ybmFtZSI6IMFkbWluInoO.kXtsUu3_WWtOWu9wOmSDfJjwcyiVCa5dgyzNjCGnlF4 "'

'https://10.62.148.181/api/fdm/v6/operational/systeminfo/default' | grep -Ei "sru|lsp"
"sruVersion" : {
"sruVersion" : "20211110-1348",
"l ast SuccessSRUDat e" : "2022-05-12 18:29:00Z",
"lspVersions"™ : [ "20211110-1348" ],
"type" : "sruversion"

FTD =& Firepower 2 & CLI
Ch= EHAol h2F FTD CLI EE = Firepower 2 & CLI0IA SRU/LSP HHE & QIghLCt.

1.8SH = 2& HZE Sall FTDO| HMAELICH Firepower ZE2| B9 SSHE Sall £=
ASA CLIO| A session sfr HHE Sal| 2 S0l HMAELICEH
2. CLIO A show version 2232 AlgtistL|Ct.

> show version
------------ [ FI REPOAERL. ci sco.com]------------

Model : Cisco Firepower 2120 Threat Defense (77) Version 7.1.0 (Build 90)
uJl D : 1cbe9952-cc6f-1lec- b63a- ae4636e42209

LSP version : lsp-rel-20211110-1348

VDB ver si on . 346

or

> show version
------------ [ FI REPOAERL. ci sco.com]------------

Model : Cisco Firepower 2120 Threat Defense (77) Version 7.1.0 (Build 90)
uJl D : 1cbe9952-cc6f-1lec- b63a- ae4636e42209

Rules update version : 2022-05-11-001-vrt

VDB ver si on . 346

---------------- [ sfr1 J-----------------

Model : ASA5516 (72) Version 7.1.0 (Build 90)
uJl D : ¢c049dad8- c42e-11e9- 986d- bdef f 3ce399e
Rul es updat e version : 2022-05-10-001-vrt

VDB ver si on . 354

& 1: "show version" HZ2 Snort 28 AE35HE B2 SRU YO|0|E HHE EAIEFLICE.
Snort 3 LSP BT 9| B2 E A|ELICH

FTD =& Firepower 2 & 24l 512 ut



FTD E= Firepower 28 =X 512 Tt UoflM SRU/LSP HEE =Qlstedd oS BHHE -5
A2,
1. 2A| 2 ot LS LT <filename>-troubleshoot.tar/results-<date>—xoooxx/command-
outputs/ @ E O|SgrL|CH
2. usr-local-sf-bin-sfcli.pl show version.output It 212 ¥ SRU/LSP HTo| && at&LCt
Defense (77) Version 7.1.0 (Build 90)

# pwd
/var/tnp/results-05-06-2022--163203/ conmand- out put s/

# cat "usr-local-sf-bin-sfcli.pl show version.output"
Ci sco Firepower 2120 Threat
1cbe9952-cc6f-1lec-b63a- ae4636e42209

[ FI REPONERL. ci sco.com ]
lsp-rel-20211110-1348

Model
uul D
LSP version :
VDB ver si on . 346
or
# pwd
/var/tnp/resul ts-05-06-2022--163203/ conmand- out put s/
# cat "usr-local-sf-bin-sfcli.pl show version.output"
[ FI REPOAERL. ci sco.com]------------
: Cisco Firepower 2120 Threat Defense (77) Version 7.1.0 (Build 90)
: 70727d06- 8ba7-1lec- bf cc-999f 61f 27102
2022-05-11-001-vrt

346

ASA5516 (72) Version 7.1.0 (Build 90) UUI D
2022-05-10-001-vrt

Uul D
Rules update version

VDB ver sion
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