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Hame: =

Desxription:

L. Pease varify the CLI before depioyment.
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Available FlaxConlig & 3 FlexConfig Object ™ Solucted Propend FlexConfigs

- Harse Erescription

# I System Defined

Salected Append FlaxConfigs

" Narse Drescription

TE0| 22 E|/HFTDE H7/H ICMP 0|2 RHE ZLIERIE|= ClHIO|AZ M&dto] 4 7ts
dE gelsor gfLICh O St 7|2 AHo|EQolof chet =M FA2E 2t E|o|=oi F7tsHok &
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firepower# show route-nap route-nmap PBR_Rout eMap, pernit, sequence 10 Match cl auses: ip address
(access-lists): PBR_ACL Set clauses: ip next-hop verify-availability 10.88.243.1 1 track 2 [up]
ip next-hop verify-availability 10.31.124.1 2 track 1 [up] firepower# show route Codes: L -
local, C- connected, S - static, R- RIP, M- nobile, B- BG D- EICRP, EX - EIGRP external, O
- OSPF, |A - OSPF inter area N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 El1 -

OSPF external type 1, E2 - OSPF external type 2, V- VPNi - ISIS, su- ISIS sumary, L1 - IS
IS level-1, L2 - IS-ISlevel-2ia- IS ISinter area, * - candidate default, U - per-user static
route o - ODR, P - periodic downl oaded static route, + - replicated route SI - Static InterVRF

Gateway of last resort is 10.88.243.1 to network 0.0.0.0 S* 0.0.0.0 0.0.0.0 [1/0] via

10. 88.243.1, VLAN230 C 10.31.124.0 255.255.255.0 is directly connected, VLAN232 L 10.31.124.25
255.255.255. 255 is directly connected, VLAN232 C 10.88.243.0 255.255.255.0 is directly
connected, VLAN230 L 10.88.243. 60 255.255.255.255 is directly connected, VLAN230 C 192.168.13.0
255.255.255.0 is directly connected, VLAN2813 L 192.168.13.1 255.255.255.255 is directly
connect ed, VLAN2813

7|E 71|0| %IOIOH CHat =I?=-i'0| MYE|o] Qe Z LIE MEUI(VLAN2813)2| EBHEIR 7|E ISP

firepower# packet-tracer input vlan2813 icnp 192.168.13.2 8 0 8.8.8.8 detailed Phase: 1 Type:
PBR- LOOKUP Subtype: policy-route Result: ALLOW Config: route-nap PBR _RouteMap permit 10 match ip
address PBR _ACL set ip next-hop verify-availability 10.88.243.1 1 track 2 set ip next-hop
verify-availability 10.31.124.1 2 track 1 Additional Infornation: Matched route-nap

PBR_Rout eMap, sequence 10, permt Found next-hop 10.88.243.1 using egress ifc VLAN230 Phase: 2
Type: ACCESS-LI ST Subtype: 1og Result: ALLOW Config: access-group CSM FWACL_ gl obal access-list
CSM FW ACL_ advanced trust ip ifc VLAN2813 object VLAN2813 any rule-id 268437505 event-1log flow
end access-list CSM FWACL_ remark rule-id 268437505: PREFILTER PCLI CY: ftdvha-dperezve access-
list CSM FWACL_remark rule-id 268437505: RULE: Internet_Traffic Additional Information:
Forward Fl ow based | ookup yields rule: in id=0x1461708f7a90, priority=12, dommi n=permt, trust
hi t s=172250, user_dat a=0x146183cf 8380, cs_i d=0x0, use_real _addr, flags=0x0, protocol =0 src
ip/id=192.168. 13. 0, nask=255. 255. 255. 0, port=0, tag=any, ifc=VLAN2813(vrfid:0) dst
ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any, vlan=0, dscp=0x0, nsg_i d=none

i nput _i fc=any, output _ifc=any Phase: 3 Type: CONN- SETTI NGS Subtype: Result: ALLOW Config: class-
map cl ass-default match any policy-map gl obal _policy class class-default set connection



advanced- opti ons UM STATI C_TCP_MAP servi ce-policy gl obal _policy global Additional |nformation:
Forward Fl ow based | ookup yields rule: in id=0x146170d472a0, priority=7, domai n=conn-set,
deny=fal se hits=176701, user_dat a=0x146170d413f0, cs_i d=0x0, use_real _addr, fl ags=0x0,
protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0,
port =0, tag=any, dscp=0x0, nsg_id=none input_ifc=VLAN2813(vrfid:0), output_ifc=any Phase: 4
Type: NAT Subtype: Result: ALLOW Config: nat (VLAN2813, VLAN230) after-auto source dynamc
VLAN2813 interface Additional |Information: Forward Fl ow based | ookup yields rule: in

i d=0x146170013860, priority=6, domai n=nat, deny=fal se hits=168893, user_data=0x1461af 306540,
cs_i d=0x0, flags=0x0, protocol =0 src ip/id=192.168.13.0, mask=255.255.255.0, port=0, tag=any dst
ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_i d=none input_ifc=VLAN2813(vrfid:0),
out put _i fc=VLAN230(vrfid:0) Phase: 5 Type: NAT Subtype: per-session Result: ALLOW Config

Addi tional Information: Forward Fl ow based | ookup yields rule: in id=0x1461af9c3320, priority=0,
domai n=nat - per - sessi on, deny=true hits=188129, user_data=0x0, cs_i d=0x0, reverse, use_real _addr,
fl ags=0x0, protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any, dscp=0x0, nsg_id=none input_ifc=any, output_ifc=any Phase: 6
Type: | P-OPTIONS Subtype: Result: ALLOW Config: Additional Information: Forward Fl ow based

| ookup yields rule: in id=0x146laff02da0, priority=0, domai n=i nspect-ip-options, deny=true
hits=176710, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0 src ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

nsg_i d=none input _i f c=VLAN2813(vrfid:0), output_ifc=any Phase: 7 Type: ACCESS-LI ST Subtype: |og
Result: ALLOW Config: access-group CSM FWACL_ gl obal access-list CSM FWACL_ advanced trust ip
ifc VLAN2813 obj ect VLAN2813 any rul e-id 268437505 event-1og fl owend access-list CSM FWACL_
remark rul e-id 268437505: PREFILTER PCLI CY: ftdvha-dperezve access-list CSM FWACL_ remark rul e-
id 268437505: RULE: Internet_Traffic Additional Information: Forward Fl ow based | ookup yields
rule: in id=0x1461708f 7a90, priority=12, domai n=permit, trust hits=172250,

user _dat a=0x146183cf 8380, cs_i d=0x0, use_real _addr, flags=0x0, protocol =0 src
ip/id=192.168. 13. 0, nask=255.255. 255. 0, port=0, tag=any, ifc=VLAN2813(vrfid:0) dst
ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any, vlan=0, dscp=0x0, nsg_i d=none

i nput _i fc=any, output_ifc=any Phase: 8 Type: CONN- SETTI NGS Subtype: Result: ALLOW Config: class-
map cl ass-default match any policy-map gl obal _policy class class-default set connection
advanced- opti ons UM STATI C_TCP_MAP servi ce-policy gl obal _policy global Additional |nformation:
Forward Fl ow based | ookup yields rule: in id=0x146170d472a0, priority=7, domai n=conn-set,
deny=f al se hits=176702, user_dat a=0x146170d413f0, cs_i d=0x0, use_real _addr, fl ags=0x0,
protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0,
port =0, tag=any, dscp=0x0, nsg_id=none input_ifc=VLAN2813(vrfid:0), output_ifc=any Phase: 9
Type: NAT Subtype: Result: ALLOW Config: nat (VLAN2813, VLAN230) after-auto source dynamc
VLAN2813 interface Additional |Information: Forward Fl ow based | ookup yields rule: in

i d=0x146170013860, priority=6, domai n=nat, deny=fal se hits=168893, user_data=0x1461af 306540,
cs_i d=0x0, flags=0x0, protocol =0 src ip/id=192.168.13.0, mask=255.255. 255.0, port=0, tag=any dst
ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_i d=none input_ifc=VLAN2813(vrfid:0),
out put _i fc=VLAN230(vrfid:0) Phase: 10 Type: NAT Subtype: per-session Result: ALLOW Config:

Addi tional Information: Forward Fl ow based | ookup yields rule: in id=0x1461af9c3320, priority=0,
donmai n=nat - per - sessi on, deny=true hits=188129, user_data=0x0, cs_id=0x0, reverse, use_real _addr,
fl ags=0x0, protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any, dscp=0x0, nsg_id=none input_ifc=any, output_ifc=any Phase: 11
Type: | P-OPTIONS Subtype: Result: ALLOW Config: Additional Information: Forward Fl ow based

| ookup yields rule: in id=0x146laff02da0, priority=0, domai n=i nspect-ip-options, deny=true
hits=176710, user_data=0x0, cs_i d=0x0, reverse, flags=0x0, protocol=0 src ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

nsg_i d=none input _i f c=VLAN2813(vrfid:0), output_ifc=any Phase: 12 Type: ACCESS-LI ST Subtype: | og
Result: ALLOW Config: access-group CSM FWACL_ gl obal access-list CSM FWACL_ advanced trust ip
ifc VLAN2813 obj ect VLAN2813 any rul e-id 268437505 event-1og fl ow end access-list CSM FWACL_
remark rul e-id 268437505: PREFILTER PCLI CY: ftdvha-dperezve access-list CSM FWACL_ remark rul e-
id 268437505: RULE: Internet_Traffic Additional Information: Forward Fl ow based | ookup yields
rule: in id=0x1461708f 7a90, priority=12, domai n=permit, trust hits=172250,

user _dat a=0x146183cf 8380, cs_i d=0x0, use_real _addr, flags=0x0, protocol=0 src
ip/id=192.168. 13. 0, nask=255.255. 255. 0, port=0, tag=any, ifc=VLAN2813(vrfid:0) dst
ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any, vlan=0, dscp=0x0, nsg_i d=none

i nput _i fc=any, output_ifc=any Phase: 13 Type: CONN SETTINGS Subtype: Result: ALLOW Config:
class-map cl ass-default match any policy-map gl obal _policy class class-default set connection
advanced- opti ons UM STATI C_TCP_MAP servi ce-policy gl obal _policy global Additional |nformation:
Forward Fl ow based | ookup yields rule: in id=0x146170d472a0, priority=7, domai n=conn-set,
deny=fal se hits=176702, user_dat a=0x146170d413f0, cs_i d=0x0, use_real _addr, fl ags=0x0,
protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0,



port =0, tag=any, dscp=0x0, nsg_id=none input_ifc=VLAN2813(vrfid:0), output_ifc=any Phase: 14
Type: NAT Subtype: Result: ALLOW Config: nat (VLAN2813, VLAN230) after-auto source dynamc
VLAN2813 interface Additional |Information: Forward Fl ow based | ookup yields rule: in

i d=0x146170013860, priority=6, domai n=nat, deny=fal se hits=168894, user_data=0x1461af 306540,
cs_i d=0x0, flags=0x0, protocol =0 src ip/id=192.168.13.0, mask=255.255. 255.0, port=0, tag=any dst
ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_i d=none input_ifc=VLAN2813(vrfid:0),
out put _i fc=VLAN230(vrfid:0) Phase: 15 Type: NAT Subtype: per-session Result: ALLOW Config:

Addi tional Information: Forward Fl ow based | ookup yields rule: in id=0x1461af9c3320, priority=0,
domai n=nat - per - sessi on, deny=true hits=188129, user_data=0x0, cs_i d=0x0, reverse, use_real _addr,
fl ags=0x0, protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any, dscp=0x0, nsg_id=none input _ifc=any, output_ifc=any Phase: 16
Type: | P-OPTIONS Subtype: Result: ALLOW Config: Additional Information: Forward Fl ow based

| ookup yields rule: in id=0x146laff02da0, priority=0, domai n=i nspect-ip-options, deny=true
hits=176710, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0 src ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

nsg_i d=none input _i f c=VLAN2813(vrfid:0), output_ifc=any Phase: 17 Type: ACCESS-LI ST Subtype: |og
Result: ALLOW Config: access-group CSM FWACL_ gl obal access-list CSM FWACL_ advanced trust ip
ifc VLAN2813 obj ect VLAN2813 any rul e-id 268437505 event-1og fl ow end access-list CSM FWACL_
remark rule-id 268437505: PREFILTER PCLI CY: ftdvha-dperezve access-list CSM FWACL_ remark rul e-
id 268437505: RULE: Internet_Traffic Additional Information: Forward Fl ow based | ookup yields
rule: in id=0x1461708f 7a90, priority=12, domai n=permit, trust hits=172250,

user _dat a=0x146183cf 8380, cs_i d=0x0, use_real _addr, flags=0x0, protocol =0 src
ip/id=192.168. 13. 0, nask=255. 255. 255. 0, port=0, tag=any, ifc=VLAN2813(vrfid:0) dst
ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any, vlan=0, dscp=0x0, nsg_i d=none

i nput _i fc=any, output_ifc=any Phase: 18 Type: CONN SETTINGS Subtype: Result: ALLOW Config:
class-map cl ass-default match any policy-map gl obal _policy class class-default set connection
advanced- opti ons UM STATI C_TCP_MAP servi ce-policy gl obal _policy gl obal Additional |nformation:
Forward Fl ow based | ookup yields rule: in id=0x146170d472a0, priority=7, domai n=conn-set,
deny=f al se hits=176702, user_dat a=0x146170d413f0, cs_i d=0x0, use_real _addr, fl ags=0x0,
protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0,
port =0, tag=any, dscp=0x0, nsg_id=none input_ifc=VLAN2813(vrfid:0), output_ifc=any Phase: 19
Type: NAT Subtype: Result: ALLOW Config: nat (VLAN2813, VLAN230) after-auto source dynamc
VLAN2813 interface Additional |Information: Forward Fl ow based | ookup yields rule: in

i d=0x146170013860, priority=6, domai n=nat, deny=fal se hits=168894, user_data=0x1461af 306540,
cs_i d=0x0, flags=0x0, protocol =0 src ip/id=192.168.13.0, mask=255.255.255.0, port=0, tag=any dst
ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_i d=none input_ifc=VLAN2813(vrfid:0),
out put _i fc=VLAN230(vrfid:0) Phase: 20 Type: NAT Subtype: per-session Result: ALLOW Config:

Addi tional Information: Forward Fl ow based | ookup yields rule: in id=0x1461af9c3320, priority=0,
domai n=nat - per - sessi on, deny=true hits=188130, user_data=0x0, cs_id=0x0, reverse, use_real _addr,
fl ags=0x0, protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any, dscp=0x0, nsg_id=none input _ifc=any, output_ifc=any Phase: 21
Type: | P-OPTIONS Subtype: Result: ALLOW Config: Additional Information: Forward Fl ow based

| ookup yields rule: in id=0x146laff02da0, priority=0, domai n=i nspect-ip-options, deny=true
hits=176710, user_data=0x0, cs_i d=0x0, reverse, flags=0x0, protocol=0 src ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

nsg_i d=none input _i f c=VLAN2813(vrfid:0), output_ifc=any Phase: 22 Type: ACCESS-LI ST Subtype: |og
Result: ALLOW Config: access-group CSM FWACL_ gl obal access-list CSM FWACL_ advanced trust ip
ifc VLAN2813 obj ect VLAN2813 any rul e-id 268437505 event-1og fl ow end access-list CSM FWACL_
remark rule-id 268437505: PREFILTER PCLI CY: ftdvha-dperezve access-list CSM FWACL_ remark rul e-
id 268437505: RULE: Internet_Traffic Additional Information: Forward Fl ow based | ookup yields
rule: in id=0x1461708f 7a90, priority=12, domai n=permit, trust hits=172250,

user _dat a=0x146183cf 8380, cs_i d=0x0, use_real _addr, flags=0x0, protocol =0 src
ip/id=192.168. 13. 0, nask=255.255. 255. 0, port=0, tag=any, ifc=VLAN2813(vrfid:0) dst
ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any, vlan=0, dscp=0x0, nsg_i d=none

i nput _i fc=any, output_ifc=any Phase: 23 Type: CONN SETTINGS Subtype: Result: ALLOW Config:
class-map cl ass-default match any policy-map gl obal _policy class class-default set connection
advanced- opti ons UM STATI C_TCP_MAP servi ce-policy gl obal _policy global Additional |nformation:
Forward Fl ow based | ookup yields rule: in id=0x146170d472a0, priority=7, domai n=conn-set,
deny=f al se hits=176702, user_dat a=0x146170d413f0, cs_i d=0x0, use_real _addr, fl ags=0x0,
protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0,
port =0, tag=any, dscp=0x0, nsg_id=none input_ifc=VLAN2813(vrfid:0), output_ifc=any Phase: 24
Type: NAT Subtype: Result: ALLOW Config: nat (VLAN2813, VLAN230) after-auto source dynamc
VLAN2813 interface Additional |Information: Forward Fl ow based | ookup yields rule: in

i d=0x146170013860, priority=6, domai n=nat, deny=fal se hits=168894, user_data=0x1461af 306540,



cs_i d=0x0, flags=0x0, protocol =0 src ip/id=192.168.13.0, mask=255.255.255.0, port=0, tag=any dst
ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_i d=none input_ifc=VLAN2813(vrfid:0),
out put _i fc=VLAN230(vrfid:0) Phase: 25 Type: NAT Subtype: per-session Result: ALLOW Config:

Addi tional Information: Forward Fl ow based | ookup yields rule: in id=0x1461af9c3320, priority=0,
domai n=nat - per - sessi on, deny=true hits=188130, user_data=0x0, cs_id=0x0, reverse, use_real _addr,
fl ags=0x0, protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any, dscp=0x0, nsg_id=none input _ifc=any, output_ifc=any Phase: 26
Type: | P-OPTIONS Subtype: Result: ALLOW Config: Additional Information: Forward Fl ow based

| ookup yields rule: in id=0x146laff02da0, priority=0, domai n=i nspect-ip-options, deny=true
hits=176711, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0 src ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=anyError: not enough
buffer space to print ASP rule Result: input-interface: VLAN2813(vrfid:0) input-status: up
input-line-status: up output-interface: VLAN230(vrfid:0) output-status: up output-Iline-status:
up Action: allow
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firepower# show route-nap route-nmap PBR_Rout eMap, pernit, sequence 10 Match cl auses: ip address
(access-lists): PBR_ACL Set clauses: ip next-hop verify-availability 10.88.243.1 1 track 2
[down] ip next-hop verify-availability 10.31.124.1 2 track 1 [up] firepower# show route Codes: L
- local, C- connected, S - static, R- RIP, M- nobile, B- BGP D - EIGRP, EX - EICGRP external,
O- OSPF, A - OSPF inter area N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 El

- OSPF external type 1, E2 - OSPF external type 2, V- VPNi - ISIS, su- IS IS sumary, L1 -
IS 1S level-1, L2 - IS-ISlevel-2ia- IS ISinter area, * - candidate default, U - per-user
static route o - ODR, P - periodic dowl oaded static route, + - replicated route SI - Static

InterVRF Gateway of |ast resort is 10.31.124.1 to network 0.0.0.0 S* 0.0.0.0 0.0.0.0 [2/0] via
10.31.124.1, VLAN232 C 10.31.124.0 255.255.255.0 is directly connected, VLAN232 L 10.31.124.25
255.255.255.255 is directly connected, VLAN232 C 192.168.13.0 255.255.255.0 is directly
connect ed, VLAN2813 L 192.168.13.1 255.255.255.255 is directly connected, VLAN2813
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firepower# show logg | i 622001 %TD-6-622001: Renoving tracked route 0.0.0.0 0.0.0.0
10.31.124.1, distance 2, table default, on interface VLAN232%TD- 6- 305012: Teardown dynani ¢ UDP
translation from VLAN2813: 192. 168. 13. 5/49641 to VLAN230: 10. 88. 243. 60/ 49641 duration 0:02: 10
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firepower# packet-tracer input vlan2813 icnp 192.168.13.2 8 0 8.8.8.8 detailed Phase: 1 Type:
PBR- LOOKUP Subtype: policy-route Result: ALLOW Config: route-map PBR _RouteMap permit 10 match ip
address PBR_ACL set ip next-hop verify-availability 10.88.243.1 1 track 2 set ip next-hop
verify-availability 10.31.124.1 2 track 1 Additional Infornation: Mitched route-nap

PBR_Rout eMap, sequence 10, permt Found next-hop 10.31.124.1 using egress ifc VLAN232 Phase: 2
Type: ACCESS- LI ST Subtype: 1og Result: ALLOW Config: access-group CSM FWACL_ gl obal access-Ii st
CSM FW ACL_ advanced trust ip ifc VLAN2813 object VLAN2813 any rul e-id 268437505 event-1og flow
end access-list CSMFWACL_ remark rule-id 268437505: PREFILTER POLI CY: ftdvha-dperezve access-
list CSM FWACL_ remark rule-id 268437505: RULE: Internet_Traffic Additional Information
Forward Fl ow based | ookup yields rule: in id=0x1461708f 7a90, priority=12, domai n=pernit, trust
hits=172729, user_dat a=0x146183cf 8380, cs_i d=0x0, use_real _addr, flags=0x0, protocol =0 src
ip/id=192.168. 13. 0, nask=255.255. 255. 0, port=0, tag=any, ifc=VLAN2813(vrfid:0) dst

i p/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any, vlan=0, dscp=0x0, nsg_id=none

i nput _i fc=any, output_ifc=any Phase: 3 Type: CONN- SETTI NGS Subtype: Result: ALLOW Config: class-
map cl ass-default match any policy-map gl obal _policy class class-default set connection
advanced- opti ons UM _STATI C_TCP_MAP servi ce-policy gl obal _policy global Additional |nformation:
Forward Fl ow based | ookup yields rule: in id=0x146170d472a0, priority=7, domai n=conn-set,
deny=fal se hits=177180, user_dat a=0x146170d413f0, cs_i d=0x0, use_real _addr, fl ags=0x0,
protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0,
port=0, tag=any, dscp=0x0, nsg_i d=none input_ifc=VLAN2813(vrfid:0), output_ifc=any Phase: 4



Type: NAT Subtype: Result: ALLOW Config: nat (VLAN2813, VLAN232) after-auto source dynamc
VLAN2813 interface Additional |Information: Forward Fl ow based | ookup yields rule: in

i d=0x146170032540, priority=6, domai n=nat, deny=fal se hits=8251, user_data=0x1461af 306740,

cs_i d=0x0, flags=0x0, protocol =0 src ip/id=192.168.13.0, mask=255.255. 255.0, port=0, tag=any dst
ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_i d=none input_ifc=VLAN2813(vrfid:0),
out put _i fc=VLAN232(vrfid:0) Phase: 5 Type: NAT Subtype: per-session Result: ALLOW Config

Addi tional Information: Forward Fl ow based | ookup yields rule: in id=0x1461af9c3320, priority=0,
domai n=nat - per - sessi on, deny=true hits=188612, user_data=0x0, cs_id=0x0, reverse, use_real _addr,
fl ags=0x0, protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any, dscp=0x0, nsg_id=none input_ifc=any, output_ifc=any Phase: 6
Type: | P-OPTIONS Subtype: Result: ALLOW Config: Additional Information: Forward Fl ow based

| ookup yields rule: in id=0x146laff02da0, priority=0, domai n=i nspect-ip-options, deny=true
hits=177189, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0 src ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

nsg_i d=none input _i f c=VLAN2813(vrfid:0), output_ifc=any Phase: 7 Type: ACCESS-LI ST Subtype: |og
Result: ALLOW Config: access-group CSM FWACL_ gl obal access-list CSM FWACL_ advanced trust ip
ifc VLAN2813 obj ect VLAN2813 any rul e-id 268437505 event-1og fl ow end access-list CSM FWACL_
remark rule-id 268437505: PREFILTER PCLI CY: ftdvha-dperezve access-list CSM FWACL_ remark rul e-
id 268437505: RULE: Internet_Traffic Additional Information: Forward Fl ow based | ookup yields
rule: in id=0x1461708f 7a90, priority=12, domai n=permit, trust hits=172729,

user _dat a=0x146183cf 8380, cs_i d=0x0, use_real _addr, flags=0x0, protocol =0 src
ip/id=192.168. 13. 0, nask=255. 255. 255. 0, port=0, tag=any, ifc=VLAN2813(vrfid:0) dst
ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any, vlan=0, dscp=0x0, nsg_i d=none

i nput _i fc=any, output_ifc=any Phase: 8 Type: CONN- SETTI NGS Subtype: Result: ALLOW Config: class-
map cl ass-default match any policy-map gl obal _policy class class-default set connection
advanced- opti ons UM STATI C_TCP_MAP servi ce-policy gl obal _policy gl obal Additional |nformation:
Forward Fl ow based | ookup yields rule: in id=0x146170d472a0, priority=7, domai n=conn-set,
deny=fal se hits=177181, user_dat a=0x146170d413f0, cs_i d=0x0, use_real _addr, fl ags=0x0,
protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0,
port =0, tag=any, dscp=0x0, nsg_id=none input_ifc=VLAN2813(vrfid:0), output_ifc=any Phase: 9
Type: NAT Subtype: Result: ALLOW Config: nat (VLAN2813, VLAN232) after-auto source dynamc
VLAN2813 interface Additional |Information: Forward Fl ow based | ookup yields rule: in

i d=0x146170032540, priority=6, domai n=nat, deny=fal se hits=8251, user_data=0x1461af 306740,

cs_i d=0x0, flags=0x0, protocol =0 src ip/id=192.168.13.0, mask=255.255.255.0, port=0, tag=any dst
ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_i d=none input_ifc=VLAN2813(vrfid:0),
out put _i fc=VLAN232(vrfid:0) Phase: 10 Type: NAT Subtype: per-session Result: ALLOW Config:

Addi tional Information: Forward Fl ow based | ookup yields rule: in id=0x1461af9c3320, priority=0,
domai n=nat - per - sessi on, deny=true hits=188612, user_data=0x0, cs_id=0x0, reverse, use_real _addr,
fl ags=0x0, protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any, dscp=0x0, nsg_id=none input _ifc=any, output_ifc=any Phase: 11
Type: | P-OPTIONS Subtype: Result: ALLOW Config: Additional Information: Forward Fl ow based

| ookup yields rule: in id=0x146laff02da0, priority=0, domai n=i nspect-ip-options, deny=true
hits=177189, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0 src ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

nsg_i d=none input _i f c=VLAN2813(vrfid:0), output_ifc=any Phase: 12 Type: ACCESS-LI ST Subtype: |og
Result: ALLOW Config: access-group CSM FWACL_ gl obal access-list CSM FWACL_ advanced trust ip
ifc VLAN2813 obj ect VLAN2813 any rul e-id 268437505 event-1og fl ow end access-list CSM FWACL_
remark rule-id 268437505: PREFILTER PCLI CY: ftdvha-dperezve access-list CSM FWACL_ remark rul e-
id 268437505: RULE: Internet_Traffic Additional Information: Forward Fl ow based | ookup yields
rule: in id=0x1461708f 7a90, priority=12, domai n=permit, trust hits=172729,

user _dat a=0x146183cf 8380, cs_i d=0x0, use_real _addr, flags=0x0, protocol =0 src
ip/id=192.168. 13. 0, nask=255.255. 255. 0, port=0, tag=any, ifc=VLAN2813(vrfid:0) dst
ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any, vlan=0, dscp=0x0, nsg_i d=none

i nput _i fc=any, output_ifc=any Phase: 13 Type: CONN SETTINGS Subtype: Result: ALLOW Config:
class-map cl ass-default match any policy-map gl obal _policy class class-default set connection
advanced- opti ons UM STATI C_TCP_MAP servi ce-policy gl obal _policy global Additional |nformation:
Forward Fl ow based | ookup yields rule: in id=0x146170d472a0, priority=7, domai n=conn-set,
deny=f al se hits=177181, user_dat a=0x146170d413f0, cs_i d=0x0, use_real _addr, fl ags=0x0,
protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0,
port =0, tag=any, dscp=0x0, nsg_id=none input_ifc=VLAN2813(vrfid:0), output_ifc=any Phase: 14
Type: NAT Subtype: Result: ALLOW Config: nat (VLAN2813, VLAN232) after-auto source dynamc
VLAN2813 interface Additional |Information: Forward Fl ow based | ookup yields rule: in

i d=0x146170032540, priority=6, domai n=nat, deny=fal se hits=8252, user_data=0x1461af 306740,

cs_i d=0x0, flags=0x0, protocol =0 src ip/id=192.168.13.0, mask=255.255.255.0, port=0, tag=any dst



ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_i d=none input_ifc=VLAN2813(vrfid:0),
out put _i fc=VLAN232(vrfid:0) Phase: 15 Type: NAT Subtype: per-session Result: ALLOW Config:

Addi tional Information: Forward Fl ow based | ookup yields rule: in id=0x1461af9c3320, priority=0,
domai n=nat - per - sessi on, deny=true hits=188612, user_data=0x0, cs_id=0x0, reverse, use_real _addr,
fl ags=0x0, protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any, dscp=0x0, nsg_id=none input _ifc=any, output_ifc=any Phase: 16
Type: | P-OPTIONS Subtype: Result: ALLOW Config: Additional Information: Forward Fl ow based

| ookup yields rule: in id=0x146laff02da0, priority=0, domai n=i nspect-ip-options, deny=true
hits=177189, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0 src ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

nsg_i d=none input _i fc=VLAN2813(vrfid:0), output_ifc=any Phase: 17 Type: ACCESS-LI ST Subtype: |og
Result: ALLOW Config: access-group CSM FWACL_ gl obal access-list CSM FWACL_ advanced trust ip
ifc VLAN2813 obj ect VLAN2813 any rul e-id 268437505 event-1og fl ow end access-list CSM FWACL_
remark rul e-id 268437505: PREFILTER PCLI CY: ftdvha-dperezve access-list CSM FWACL_ remark rul e-
id 268437505: RULE: Internet_Traffic Additional Information: Forward Fl ow based | ookup yields
rule: in id=0x1461708f 7a90, priority=12, domai n=permit, trust hits=172729,

user _dat a=0x146183cf 8380, cs_i d=0x0, use_real _addr, flags=0x0, protocol =0 src
ip/id=192.168. 13. 0, nask=255. 255. 255. 0, port=0, tag=any, ifc=VLAN2813(vrfid:0) dst
ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any, vlan=0, dscp=0x0, nsg_i d=none

i nput _i fc=any, output_ifc=any Phase: 18 Type: CONN SETTINGS Subtype: Result: ALLOW Config:
class-map cl ass-default match any policy-map gl obal _policy class class-default set connection
advanced- opti ons UM STATI C_TCP_MAP servi ce-policy gl obal _policy global Additional |nformation:
Forward Fl ow based | ookup yields rule: in id=0x146170d472a0, priority=7, domai n=conn-set,
deny=fal se hits=177181, user_dat a=0x146170d413f0, cs_i d=0x0, use_real _addr, fl ags=0x0,
protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0,
port =0, tag=any, dscp=0x0, nsg_id=none input_ifc=VLAN2813(vrfid:0), output_ifc=any Phase: 19
Type: NAT Subtype: Result: ALLOW Config: nat (VLAN2813, VLAN232) after-auto source dynamc
VLAN2813 interface Additional |Information: Forward Fl ow based | ookup yields rule: in

i d=0x146170032540, priority=6, domai n=nat, deny=fal se hits=8252, user_data=0x1461af 306740,

cs_i d=0x0, flags=0x0, protocol =0 src ip/id=192.168.13.0, mask=255.255. 255.0, port=0, tag=any dst
ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_i d=none input_ifc=VLAN2813(vrfid:0),
out put _i fc=VLAN232(vrfid:0) Phase: 20 Type: NAT Subtype: per-session Result: ALLOW Config:

Addi tional Information: Forward Fl ow based | ookup yields rule: in id=0x1461af9c3320, priority=0,
domai n=nat - per - sessi on, deny=true hits=188613, user_data=0x0, cs_id=0x0, reverse, use_real _addr,
fl ags=0x0, protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any, dscp=0x0, nsg_id=none input _ifc=any, output_ifc=any Phase: 21
Type: | P-OPTIONS Subtype: Result: ALLOW Config: Additional Information: Forward Fl ow based

| ookup yields rule: in id=0x146laff02da0, priority=0, domai n=i nspect-ip-options, deny=true
hits=177189, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0 src ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

nsg_i d=none input _i f c=VLAN2813(vrfid:0), output_ifc=any Phase: 22 Type: ACCESS-LI ST Subtype: |og
Result: ALLOW Config: access-group CSM FWACL_ gl obal access-list CSM FWACL_ advanced trust ip
ifc VLAN2813 obj ect VLAN2813 any rul e-id 268437505 event-1og fl ow end access-list CSM FWACL_
remark rule-id 268437505: PREFILTER PCLI CY: ftdvha-dperezve access-list CSM FWACL_ remark rul e-
id 268437505: RULE: Internet_Traffic Additional Information: Forward Fl ow based | ookup yields
rule: in id=0x1461708f 7a90, priority=12, domai n=permit, trust hits=172729,

user _dat a=0x146183cf 8380, cs_i d=0x0, use_real _addr, flags=0x0, protocol =0 src
ip/id=192.168. 13. 0, nask=255.255. 255. 0, port=0, tag=any, ifc=VLAN2813(vrfid:0) dst
ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any, vlan=0, dscp=0x0, nsg_i d=none

i nput _i fc=any, output_ifc=any Phase: 23 Type: CONN SETTINGS Subtype: Result: ALLOW Config:
class-map cl ass-default match any policy-map gl obal _policy class class-default set connection
advanced- opti ons UM STATI C_TCP_MAP servi ce-policy gl obal _policy global Additional |nformation:
Forward Fl ow based | ookup yields rule: in id=0x146170d472a0, priority=7, domai n=conn-set,
deny=f al se hits=177181, user_dat a=0x146170d413f0, cs_i d=0x0, use_real _addr, fl ags=0x0,
protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0, mask=0.0.0.0,
port =0, tag=any, dscp=0x0, nsg_id=none input_ifc=VLAN2813(vrfid:0), output_ifc=any Phase: 24
Type: NAT Subtype: Result: ALLOW Config: nat (VLAN2813, VLAN232) after-auto source dynamc
VLAN2813 interface Additional |Information: Forward Fl ow based | ookup yields rule: in

i d=0x146170032540, priority=6, domai n=nat, deny=fal se hits=8252, user_data=0x1461af 306740,

cs_i d=0x0, flags=0x0, protocol =0 src ip/id=192.168.13.0, mask=255.255. 255.0, port=0, tag=any dst
ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_i d=none input_ifc=VLAN2813(vrfid:0),
out put _i fc=VLAN232(vrfid:0) Phase: 25 Type: NAT Subtype: per-session Result: ALLOW Config:

Addi tional Information: Forward Fl ow based | ookup yields rule: in id=0x1461af9c3320, priority=0,
domai n=nat - per - sessi on, deny=true hits=188613, user_data=0x0, cs_id=0x0, reverse, use_real _addr,



fl ags=0x0, protocol =0 src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any dst ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any, dscp=0x0, nsg_id=none input _ifc=any, output_ifc=any Phase: 26
Type: | P-OPTIONS Subtype: Result: ALLOW Config: Additional Information: Forward Fl ow based

| ookup yields rule: in id=0x146laff02da0, priority=0, domai n=i nspect-ip-options, deny=true
hits=177190, user_data=0x0, cs_i d=0x0, reverse, flags=0x0, protocol=0 src ip/id=0.0.0.0,
mask=0. 0. 0.0, port=0, tag=any dst ip/id=0.0.0.0, nmask=0.0.0.0, port=0, tag=any, dscp=0x0,
nsg_i d=none input _i f c=VLAN2813(vrfid:0), output_ifc=any Result: input-interface:
VLAN2813(vrfid:0) input-status: up input-line-status: up output-interface: VLAN232(vrfid:0)
out put-status: up output-line-status: up Action: allow
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firepower# debug policy-route debug policy-route enabled at level 1 firepower# pbr: policy based
route | ookup called for 192.168.13.5/45951 to 208.67.220.220/53 proto 17 sub_proto 0 received on
interface VLAN2813, NSGs, nsg_id=none pbr: First matching rule fromACL(2) pbr: route nap
PBR_Rout eMap, sequence 10, permt; proceed with policy routing pbr: evaluating verified next-hop
10.88.243.1 pbr: policy based routing applied; egress_ifc = VLAN230 : next_hop = 10.88.243.1
pbr: policy based route | ookup called for 192.168.13.5/56099 to 208.67.220.220/53 proto 17
sub_proto 0 received on interface VLAN2813, NSGs, nsg_id=none pbr: First matching rule from
ACL(2) pbr: route map PBR_Rout eMap, sequence 10, permt; proceed with policy routing pbr:
eval uating verified next-hop 10.88.243.1 pbr: policy based routing applied; egress_ifc = VLAN230
next _hop = 10.88.243.1 pbr: policy based route | ookup called for 192.168.13.2/24 to 8.8.8.8/0
proto 1 sub _proto 8 received on interface VLAN2813, NSGs, nsg_id=none pbr: First matching rule
fromACL(2) pbr: route map PBR Rout eMap, sequence 10, pernit; proceed with policy routing pbr:
eval uating verified next-hop 10.88.243.1 pbr: policy based routing applied; egress_ifc = VLAN230
next _hop = 10.88.243.1 pbr: policy based route | ookup called for 192.168. 13.5/40669 to
208. 67. 220. 220/ 53 proto 17 sub_proto O received on interface VLAN2813, NSGs, nsg_i d=none
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