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http://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/compatibility/fxos-
compatibility.html#pgfld-136544
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FPR4100-4-A /system # show firmware monitor FPRM: Package-Vers: 2.0(1.37) Upgrade-Status: Ready
Fabric Interconnect A: Package-Vers: 2.0(1.37) Upgrade-Status: Ready Chassis 1: Server 1:
Package-Vers: 2.0(1.37) Upgrade-Status: Ready
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Update Bundle Image

terminated and FCM will not be

accessible during the process.It
may take several minutes.Chassis will
reboot after upgrade, please relaunch FCM
after upgrade completes.

?) All existing sessions will be
-

Selected version 2.0(1.86) will be
installed. Do you want to proceed?

Yes No
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FPR4100-4-A# scope system FPR4100-4-A /system # show firmware monitor FPRM: Package-Vers:

2.0(1.37) Upgrade-Status: Upgrading Fabric Interconnect A: Package-Vers: 2.0(1.37) Upgrade-
Status: Ready Chassis 1: Server 1: Package-Vers: 2.0(1.37) Upgrade-Status: Ready
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FPR4100-4-A /system # show firmware monitor FPRM: Package-Vers: 2.0(1.86) Upgrade-Status: Ready
Fabric Interconnect A: Package-Vers: 2.0(1.37) Upgrade-Status: Upgrading Chassis 1: Server 1:
Package-Vers: 2.0(1.37) Upgrade-Status: Upgrading
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Please stand by while rebooting the system...
... Restarting system.
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FPR4100-4-A /system # show firmware monitor FPRM: Package-Vers: 2.0(1.86) Upgrade-Status: Ready
Fabric Interconnect A: Package-Vers: 2.0(1.37) Upgrade-Status: Upgrading Chassis 1: Server 1:
Package-Vers: 2.0(1.37) Upgrade-Status: Upgrading
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FPR4100-4-A /system # show firmware monitor FPRM: Package-Vers: 2.0(1.86) Upgrade-Status: Ready
Fabric Interconnect A: Package-Vers: 2.0(1.86) Upgrade-Status: Ready Chassis 1: Server 1:
Package-Vers: 2.0(1.86),2.0(1.37) Upgrade-Status: Ready
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FPR4100-4-A# connect module 1 console Firepower-modulel>connect ftd Connecting to ftd console...
enter exit to return to bootCLI > show high-availability config Failover On Failover unit
Secondary Failover LAN Interface: FOVER Ethernetl/8 (up) Reconnect timeout 0:00:00 Unit Poll
frequency 1 seconds, holdtime 15 seconds Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1 Monitored Interfaces 3 of 1041 maximum MAC Address Move Notification Interval
not set failover replication http Version: Ours 9.6(2), Mate 9.6(2) Serial Number: Ours
FLM2006EQFW, Mate FLM2006EN9U Last Failover at: 15:08:47 UTC Dec 17 2016 This host: Secondary -
Standby Ready Active time: 0 (sec) slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.6(2)) status (Up Sys)
Interface inside (192.168.75.112): Normal (Monitored) Interface outside (192.168.76.112): Normal
(Monitored) Interface diagnostic (0.0.0.0): Normal (Waiting) slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up) Other host: Primary - Active Active time: 5163 (sec)
Interface inside (192.168.75.111): Normal (Monitored) Interface outside (192.168.76.111): Normal
(Monitored) Interface diagnostic (0.0.0.0): Normal (Waiting) slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up) Stateful Failover Logical Update Statistics Link

FOVER Ethernetl/8 (up) Stateful Obj xmit xerr rcv rerr General 65 0 68 4 sys cmd 65 0 65 0 ...
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> no failover active Switching to Standby >
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> show high-availability config Failover On Failover unit Primary Failover LAN Interface: FOVER
Ethernetl/8 (up) Reconnect timeout 0:00:00 Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds Interface Policy 1 Monitored Interfaces
3 of 1041 maximum MAC Address Move Notification Interval not set failover replication http
Version: Ours 9.6(2), Mate 9.6(2) Serial Number: Ours FLM2006EN9U, Mate FLM2006EQFW Last
Failover at: 15:51:08 UTC Dec 17 2016 This host: Primary - Standby Ready Active time: 0 (sec)
slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.6(2)) status (Up Sys) Interface inside (192.168.75.112):
Normal (Monitored) Interface outside (192.168.76.112): Normal (Monitored) Interface diagnostic
(0.0.0.0): Normal (Waiting) slot 1: snort rev (1.0) status (up) slot 2: diskstatus rev (1.0)
status (up) Other host: Secondary - Active Active time: 1724 (sec) Interface inside
(192.168.75.111) : Normal (Monitored) Interface outside (192.168.76.111): Normal (Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting) slot 1: snort rev (1.0) status (up) slot 2:
diskstatus rev (1.0) status (up) Stateful Failover Logical Update Statistics Link : FOVER
Ethernetl/8 (up) Stateful Obj xmit xerr rcv rerr General 6 0 9 0 sys cmd 6 0 6 0O
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Selected Update
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Reboot fes
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Cisco Firepower 4150 Threat Defense Cluster

D4150-4 (active) Health Policy % &
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0 waiting O running O retrying 1 success O failures

" Remote Install sm 25 X

Apply to FTD4150-HA.
Readiness Check To 10.62.148.125 Success
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Help * admin v

Deployments 3 & ?
(1 total) 0 waitir 1 running O retryi 0 success O
_. Remote Install im 21s

Apply to FTD4150-HA.
10.62.148.89 : Initializing
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Apply to FTD4150-HA.
10.62.148.89 : Last Message : System will now reboot. (no
communication)

FXOS BootCLI 2 E0{|A FTD HENE & QI8 &= Q& LICH

FPR4100-3-A# connect module 1 console Firepower-modulel> show services status Services currently
running: Feature | Instance ID | State | Up Since -—----—--——--————— -
————————————— ftd | 001_JAD201200R4WLYCWO6 | RUNNING | :00:00:33
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firepower#
************WARNING****WARNING****WARNING********************************

Mate version 9.6(2) is not identical with ours 9.6(2)4
************WARNING****WARNING****WARNING******************************** Beginning

configuration replication: Sending to mate. End Configuration Replication to mate
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Apply to FTD4150-HA.
10.62.148.89 : Device successfully upgraded

& i FTD 2 & 2| a80[=7F AIZELICH



(1 total) 0 1 unning O ' 0 i

Rensnbe Imatall 1Fm Fiu

Apply to FTD4150-HA.
10.62.148.125 : | 1% ) Running scrpt 000_starty 101 _run_pruning.pl...
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Apply to FTD4150-HA.
10.62.148.125 : Last Message : System will now reboot. (no
communication)
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firepower# show logging Dec 17 2016 16:40:14: $ASA-5-111008: User 'enable_1' executed the 'no
failover active' command. Dec 17 2016 16:40:14: %ASA-5-111010: User 'enable_1', running 'N/A'
from IP 0.0.0.0, executed 'no failover active' Dec 17 2016 16:41:19: $ASA-5-111008: User
'enable_1' executed the 'clear configure failover' command. Dec 17 2016 16:41:19: $ASA-5-111010:
User 'enable_1', running 'N/A' from IP 0.0.0.0, executed 'clear configure failover' Dec 17 2016
16:41:19: $ASA-5-111008: User 'enable_1' executed the 'copy /noconfirm running-config
disk0O:/modified-config.cfg' command. Dec 17 2016 16:41:19: %ASA-5-111010: User 'enable_1',
running 'N/A' from IP 0.0.0.0, executed 'copy /noconfirm running-config diskO:/modified-
config.cfg' firepower# Switching to Standby firepower#
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> show high-availability config Failover On Failover unit Primary Failover LAN Interface: FOVER
Ethernetl/8 (up) Reconnect timeout 0:00:00 Unit Poll frequency 1 seconds, holdtime 15 seconds



Interface Poll frequency 5 seconds, holdtime 25 seconds Interface Policy 1 Monitored Interfaces
3 of 1041 maximum MAC Address Move Notification Interval not set failover replication http
Version: Ours 9.6(2)4, Mate 9.6(2)4 Serial Number: Ours FLM2006EN9U, Mate FLM2006EQFW Last
Failover at: 16:40:14 UTC Dec 17 2016 This host: Primary - Active Active time: 1159 (sec) slot
0: UCSB-B200-M3-U hw/sw rev (0.0/9.6(2)4) status (Up Sys) Interface inside (192.168.75.111):
Normal (Monitored) Interface outside (192.168.76.111): Normal (Monitored) Interface diagnostic
(0.0.0.0): Normal (Waiting) slot 1: snort rev (1.0) status (up) slot 2: diskstatus rev (1.0)
status (up) Other host: Secondary - Standby Ready Active time: 0 (sec) slot 0: UCSB-B200-M3-U
hw/sw rev (0.0/9.6(2)4) status (Up Sys) Interface inside (192.168.75.112): Normal (Monitored)
Interface outside (192.168.76.112): Normal (Monitored) Interface diagnostic (0.0.0.0): Normal
(Waiting) slot 1: snort rev (1.0) status (up) slot 2: diskstatus rev (1.0) status (up) Stateful
Failover Logical Update Statistics Link : FOVER Ethernetl/8 (up) Stateful Obj xmit xerr rcv rerr
General 68 0 67 0 ... >

EZX FTD C|HtO|A0| M FTD CLIE & IgfLct.
> show high-availability config Failover On Failover unit Secondary Failover LAN Interface:
FOVER Ethernetl/8 (up) Reconnect timeout 0:00:00 Unit Poll frequency 1 seconds, holdtime 15
seconds Interface Poll frequency 5 seconds, holdtime 25 seconds Interface Policy 1 Monitored
Interfaces 3 of 1041 maximum MAC Address Move Notification Interval not set failover replication
http Version: Ours 9.6(2)4, Mate 9.6(2)4 Serial Number: Ours FLM2006EQFW, Mate FLM2006EN9U Last
Failover at: 16:52:43 UTC Dec 17 2016 This host: Secondary - Standby Ready Active time: 0 (sec)
slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.6(2)4) status (Up Sys) Interface inside
(192.168.75.112): Normal (Monitored) Interface outside (192.168.76.112): Normal (Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting) slot 1: snort rev (1.0) status (up) slot 2:
diskstatus rev (1.0) status (up) Other host: Primary - Active Active time: 1169 (sec) Interface
inside (192.168.75.111): Normal (Monitored) Interface outside (192.168.76.111): Normal
(Monitored) Interface diagnostic (0.0.0.0): Normal (Waiting) slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up) Stateful Failover Logical Update Statistics Link
FOVER Ethernetl/8 (up) Stateful Obj xmit xerr rcv rerr General 38 0 41 0

>
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Please reapply policies to yvour managed devices.
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