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X1 7: FTD HA 4 @417 /0]=(6.1.0-330 -> 6.1.0.1)
Xted 8: FMCOIlAM FTD HA ¥ o 2 X% 1.5
4 1. AH @7 AHE &2l

Che &2 7to ESHEAIL.

It

3 EHg 2015l 2{P FXOS 224 710|= 8

- CHA FTD AZE Qo] T L FXOS AZ ER|of HH
+ Firepower HW Z31E 2! FX0S A Z E Q|0 T

Cisco Firepower 4100/9300 FXOS 5 &t4

N 27 0] B FP21xx L 01T B

L

Zoll= M8 E[x| k&Lt

S

FXOS a0l B2 & ZA-ste{™ CHa 2| FXOS Release Notes& = QIgFL|Ct.

1

Cisco Firepower 4100/9300 FXOS Zlg|A = E . 2.0(1)

N 2T 0] TS FP21xx L O|F EE o= MR E(X| & LICH

FTD Y20|= B2 E AYsttd™ FTD CHY HH 224 HEE HEFAAIR.

Firepower A|AE 2I2|A MHE H{ZT16.0.1.2

f 2. AZEQ0{ O|OX| YEE
= FCMOl M FXOS 00| X|(fxos-k9.2.0.1.86.SPA)E HZ = &fL|C}.
FMCO{A FMC 2 FTD ¢adolE m7|X|E Y2 =&FL|C},

« FMC 4181 0|=: Sourcefire_3D_Defense_Center_S3_Patch-6.1.0.1-53.sh
« FTD ¥912ll0|=: Cisco FTD_SSP_Patch-6.1.0.1-53.sh

xhed 3. & M| FXOS MAl ¢dagol=

) HI:FXOSE 1.1.4x0MH 2x2 HI0|EE B HX FTD =X 0{Z2I0|¢AE FZ3I
1 FXOSE Yaplo|=¢t CHS CHA| & Md5k&FLCt.
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dagolE H:

<#froot>

FPR4100-4-A /system #


/content/en/us/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html
/content/en/us/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html
/content/en/us/td/docs/security/firepower/fxos/fxos201/release/notes/fxos201_rn.html
/content/en/us/td/docs/security/firepower/fxos/fxos201/release/notes/fxos201_rn.html
/content/en/us/td/docs/security/firepower/601/6012/relnotes/firepower-system-release-notes-version-6012.html
/content/en/us/td/docs/security/firepower/601/6012/relnotes/firepower-system-release-notes-version-6012.html

show firmmare nonitor

FPRM:
Package-Vers: 2.0(1.37)
Upgrade-Status: Ready

Fabric Interconnect A:
Package-Vers: 2.0(1.37)
Upgrade-Status: Ready

Chassis 1:
Server 1:
Package-Vers: 2.0(1.37)
Upgrade-Status: Ready

Overview Interfaces Logical Devices Security Engine Platform Settings S'CICHIN Tools Help admin

Configuration Licensing Updates User Management]

Available Updates & Refiesh | | Upload Image | | x]

fx0s-k9.2.0.1.37.5PA platform-bundle 2.0{1.37) Installed 06/11/2016 ;'j

fx05-k9.2.0.1.86.5PA platform-bundle 2.0(1.86) Mot-Installed 10/15/2016

FXOS ¥adio|=0= MAIE AE &S oF & L|Ct.

Update Bundle Image
9 ) All existing sessions will be
.

terminated and FCM will not be

accessible during the process.It
may take several minutes.Chassis will
reboot after upgrade, please relaunch FCM
after upgrade completes.

Selected version 2.0(1.86) will be
installed. Do you want to proceed?

Yes No




FXOS CLIOIA FXOS Y0l E& ZLE-E = J&Lch Ml 7HX| 74 2 &(FPRM, Fabric
Interconnect, AHANE 25 °*:LE1|O| &t oF &FL|C}.

<#root>

FPR4100-4-A#

scope system
FPR4100-4-A /system #
show firmaare nonitor

FPRM:
Package-Vers: 2.0(1.37)
Upgrade-Status:

Upgr adi ng

Fabric Interconnect A:
Package-Vers: 2.0(1.37)
Upgrade-Status: Ready

Chassis 1:
Server 1:
Package-Vers: 2.0(1.37)
Upgrade-Status: Ready

) I FXOS Yol ZZMAE AEEHE H E 0 FXOS CLI 2 GuIe| 4ol 25
ZOo{EILICH H 2 Fof CtA| 2218 £ Qloqof gLCt.

oF 58 £ FPRM 7+ 24 dad|o|=E7} 2 ElL|Ct.

<#root>
FPR4100-4-A /system #
show firmvare nonitor

FPRM:
Package-Vers:

2.0(1.86)
Upgrade-Status:

Ready

Fabric Interconnect A:
Package-Vers: 2.0(1.37)
Upgrade-Status:

Upgr adi ng

Chassis 1:



Server 1:
Package-Vers: 2.0(1.37)
Upgrade-Status:

Upgr adi ng

ok 108 ¥ FXO0S ol Z2MA S| UEto 2 Firepower CIHFO|ATF CHA A|ZHEIL|CE,

<tfroot>

Pl ease stand by while rebooting the system..

Restarting system

MAIE & a0l Z2MATECHA] AZHELICE

<#root>
FPR4100-4-A /system #
show firmmare nonitor

FPRM:
Package-Vers:

2.0(1.86)
Upgrade-Status:

Ready

Fabric Interconnect A:
Package-Vers: 2.0(1.37)
Upgrade-Status:

Upgr adi ng

Chassis 1:
Server 1:
Package-Vers: 2.0(1.37)
Upgrade-Status:

Upgr adi ng

oF 302 0 FXOs ¥adlo|=7} = gLt

<tfroot>

FPR4100-4-A /system #



show firmmare nonitor

FPRM:
Package-Vers:

2.0(1.86)
Upgrade-Status:

Ready

Fabric Interconnect A:
Package-Vers:

2.0(1.86)

Upgrade-Status:

Ready
Chassis 1:
Server 1:
Package-Vers:
2.0(1. 86)
,2.0(1.37)
Upgrade-Status:
Ready
4. FTD Toff =R| & &8
N 230l BAlE FP21xx 2 0N E3#E ol M EIX| gLt

o ZX| HENE A&5t7| ol MA[L| FTD 2 &0| 2t&16| UPEIR}E=X] = IgfLICH.

<#root>

FPR4100-4-A#

connect nodule 1 consol e
Firepower-modulel>
connect ftd

Connecting to ftd console... enter exit to return to bootCLI

>

show hi gh-availability config

Failover On

Failover unit Secondary

Failover LAN Interface: FOVER Ethernetl/8 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds



Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 3 of 1041 maximum

MAC Address Move Notification Interval not set

failover replication http

Version: Ours 9.6(2), Mate 9.6(2)

Serial Number: Ours FLM2006EQFW, Mate FLM2006EN9U

Last Failover at: 15:08:47 UTC Dec 17 2016

This host: Secondary - Standby Ready

Active time: 0 (sec)
slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.6(2)) status (Up Sys)
Interface inside (192.168.75.112):

Nor ma

(Monitored)
Interface outside (192.168.76.112):

Nor ma

(Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting)
slot 1: snort rev (1.0)

stat us
(
up

)
slot 2: diskstatus rev (1.0)

stat us
(

up

O her host: Primary - Active

Active time: 5163 (sec)
Interface inside (192.168.75.111):

Nor ma

(Monitored)
Interface outside (192.168.76.111):

Nor ma

(Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting)
slot 1: snort rev (1.0)

stat us

(

up



slot 2: diskstatus rev (1.0)
status
(
up

)

Stateful Failover Logical Update Statistics
Link : FOVER Ethernetl/8 (up)

Stateful Obj Xmit xerr rcv rerr
General 65 0 68 4
sys cmd 65 0 65 0
FTD &off x| #'EfS = LICH 24 FTD CLIOIM CHS & S8 gLt

<tfroot>
>

no failover active

Swi tching to Standby
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<#froot>

>



show hi gh-availability config

Failover On

Fai | over

unit Primary

Failover LAN Interface: FOVER Ethernetl/8 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 3 of 1041 maximum

MAC Address Move Notification Interval not set

failover replication http

Ver si on:

Qurs 9.6(2), Mate 9.6(2)

Serial Number: Ours FLM2006EN9U, Mate FLM2006EQFW

Last Fai

Stateful

FMC System(FMC A|AH]) > Updates(QHIOIE) M0 FTD HA Q28I0|E Z2MHAE Al

LICE.

Tover at: 15:51:08 UTC Dec 17 2016
This host: Primary - Standby Ready

Active time: 0 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.6(2)) status (Up Sys)
Interface inside (192.168.75.112): Normal (Monitored)
Interface outside (192.168.76.112): Normal (Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)

O her host: Secondary - Active

Active time: 1724 (sec)
Interface inside (192.168.75.111): Normal (Monitored)
Interface outside (192.168.76.111): Normal (Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)

Failover Logical Update Statistics

Link : FOVER Ethernetl/8 (up)
Stateful Obj Xmit xerr rcv rerr
General 6 0 9 0
sys cmd 6 0 6 0

x5t
1A



Overview Analysis Policies Devices Objects AMP Deploy System REEIRSEE T THIRY

Configuration Users Domains Integration Updates Licenses v Health » Monitoring v Tools *

Product Updates Rule Updates Geolocation Updates

) Upload Update

Currently running software version: 6.1.0

Updates
Type Version  Date  Release Notes  Reboot
Sourcefire Vulnerability And Fingerprint Database Updates 275 Wed MNov 16 16:50:43 UTC 2016 No T lu |
Cisco FTD Patch 6.1.0.1-53  Fri Dec 2 17:36:27 UTC 2016 Yes i

Cisco FTD SSP Patch 6.1.0.1-53  Fri Dec 2 17:37:52 UTC 2016 Yes ;j

+ ¥ Ungrouped (1 total)

¥ o (TD4150-HA
Cisco Firepower 4150 Threat Defense Cluster

L

: Health Policy

FTD4150-4 (active) - : -

10.62.148.125 - Cisco Firepower 4150 Threat Defense v6.1.0 11’;“231' E'gea'th Policy 2016-11-21 . &
Health Policy

FTD4150-3 - : S

10.62.148.89 - Cisco Firepower 4150 Threat Defense v6.1.0 ?;Fglgsalth Policy 2016-11-21 <

| Launch Readiness Check Cancel

X4 Primary/Standby FTD7} &12i0|=E/L|C}.

Help + admin »

Deployments & ?
1 total 0 waiting 1 running O retrying O success 0 failures
.:; Remaote Install 1m 21%

Apply to FTD4150-HA.
10.62.148.89 : Initializing

CHZ| FTD 20| M o|0|X|Z R F EELICH

1 total 0 waiting 1 running O retrying O success O failures

= = Remote Install 7m 50%

Apply to FTD4150-HA.
10.62.148.89 : Last Message : System will now reboot. (no
communication )




FXOS BootCLI ZE0|AM FTD AEfE &tQlst £~ Ql&L|LCt.

<#root>

FPR4100-3-A#

connect nmodule 1 consol e
Firepower-modulel>

show servi ces status

Services currently running:

Feature | Instance ID | State | Up Since
ftd | 001_JAD201200R4WLYCWOS |
RUNNI NG

| :00:00:33

Secondary/Active FTD CLIE FTD 2 & 7to| AZ E Qo] HM EUXIZ QlsH ZAm HAIXIE EAIE
Lt

<tfroot>

firepower#
‘c“‘:s“v"c*v‘WARNING“ ‘:WARNINGS“ f‘cWARNING“‘:*"‘c*" R R R T S R R S o

Mate version 9.6(2) is not identical with ours 9.6(2)4

‘c*s“f‘r*v‘WARNING“ ‘:WARNINGS“ v“cWARNING**f‘c*v‘ R A R R T S R R A o
Beginning configuration replication: Sending to mate.
End Configuration Replication to mate

FMCE FTD C|HIO|A7I M2 Mo 2 HOd0|ELIUSE EoiELICt.

1 total, 1 waiting

Heemssbe InsEall Itim In

Apply to FTD4150-HA.
10.62.148.89 : Device successfully Lipraded

& B FTD 2 & 2| a80|=7 AIZELICH

1



(1 total ) 0w 1 running O 0 0

age  REMOE Instal

Apply to FTD4150-HA.
10.62.148.125 : [ 1% Running script 000_start/ 101 _run_prening.pd..

ZZMAZF ZLHE FTD7E Af O|0|X|2 S &IEL|C}.

1 e 2FE

Deploy Help  admin

Deployments

2 total 0 waiting 1 running O retrying 1 success O failures

Remote Install

Apply to FTD4150-HA.
10.62.148.125 : Last Message : System will now reboot. (no
communication)

e

& ?

24m 555

B2 20| A FMCE LHE AF2 X} enable 12 AF25T0 FTD Mo =x| 4EIE A

M Zoll Zx| ZHu|agolME dAMa=z MAHELICH

<#root>

firepower#

show | oggi ng

Dec 17 2016 16:40:14: %ASA-5-111008: User 'enable_1' executed the '
no failover active

command.

25t FTDOY|

Dec 17 2016 16:40:14: %ASA-5-111010: User 'enable_1', running 'N/A' from IP 0.0.0.0, executed 'no failo

Dec 17 2016 16:41:19: %ASA-5-111008: User 'enable_1' executed the '

clear configure fail over

command.

Dec 17 2016 16:41:19: %ASA-5-111010: User 'enable_1', running 'N/A' from IP 0.0.0.0, executed 'clear co
Dec 17 2016 16:41:19: %ASA-5-111008: User 'enable_1' executed the 'copy /noconfirm running-config diskO
Dec 17 2016 16:41:19: %ASA-5-111010: User 'enable_1', running 'N/A' from IP 0.0.0.0, executed 'copy /no

disk0:/modified-config.cfg'

firepower#

Swi tching to Standby

firepower#



0| 42 ™A FTD aB0IE(F X 25)0i 2f 3020| AL EIR&LILCH.
st0|
-

CHS ololMd= 7|2 FTD C|HFO|AO|A FTD CLI & 2l& 204 ELICE.

<#root>
>
show hi gh-availability config

Failover On

Failover unit Primary

Failover LAN Interface: FOVER Ethernetl/8 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 3 of 1041 maximum

MAC Address Move Notification Interval not set

failover replication http

Version: Qurs 9.6(2)4, Mate 9.6(2)4

Serial Number: Ours FLM2006EN9U, Mate FLM2006EQFW
Last Failover at: 16:40:14 UTC Dec 17 2016

This host: Primary - Active

Active time: 1159 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.6(2)4) status (Up Sys)
Interface inside (192.168.75.111): Normal (Monitored)
Interface outside (192.168.76.111): Normal (Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)

O her host: Secondary - Standby Ready

Active time: 0 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.6(2)4) status (Up Sys)
Interface inside (192.168.75.112): Normal (Monitored)
Interface outside (192.168.76.112): Normal (Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)

Stateful Failover Logical Update Statistics
Link : FOVER Ethernetl/8 (up)

Stateful Obj Xmit xerr rcv rerr
General 68 0 67 0

CS oflol= EX/Ci7| FTD C|HO|AO0|A FTD CLI &2l Eoq FL|C}.

<tfroot>



>

show hi gh-availability config
Failover On

Fai | over unit Secondary

Failover LAN Interface: FOVER Ethernetl/8 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 3 of 1041 maximum

MAC Address Move Notification Interval not set
failover replication http

Version: Ours 9.6(2)4, Mate 9.6(2)4

Serial Number: Ours FLM2006EQFW, Mate FLM2006EN9U
Last Failover at: 16:52:43 UTC Dec 17 2016

This host: Secondary - Standby Ready

Active time: 0 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.6(2)4) status (Up Sys)
Interface inside (192.168.75.112): Normal (Monitored)
Interface outside (192.168.76.112): Normal (Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)

O her host: Primary - Active

Active time: 1169 (sec)
Interface inside (192.168.75.111): Normal (Monitored)
Interface outside (192.168.76.111): Normal (Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)

Stateful Failover Logical Update Statistics
Link : FOVER Ethernetl/8 (up)
Stateful Obj Xmit xerr rcv rerr
General 38 0 41 0

V -

594 8. FTD HA o & 1%

Yaelol=7t 2= E[P HA ol HAE T Hslfok & LICE 0l= FMC Ulol EAIELICH



Help + admin

& ?
2 total 0 waiting O running O retrying 2 success 0 failures
&' Remote Install 28m 14s X

¥l 2 Frpaiso-HA

O NGFW Settings: FTD4150

D Access Control Policy: FTD4150

D I—-Intnlf-in-n Policy: Balanced Securnity and Connectivity
D |-DNS Policy: Default DNS Palicy

ﬁ |—-F‘r-Ef||tEr Policy: Default Prefilter Policy

D Network Descovery

D Device Configuration(Details)

50|
= -

FMC UINIAM & = U= Y8 0|=E! FTD HA 4



Overview Analysis Policies J»EYLEEE Objects AMP

Device Management NAT VPN QoS Platform Settings

Name ‘ Group
4 | Ungrouped (1)

FTD4150-HA
Cisco Firepower 4150 Threat Defense High Availability

4 =

() FTD4150-3(Primary, Active)
10.62.148.89 - Cisco Firepower 4150 Threat Defense - v6.1.0.1 - routed

£ FTD4150-4(Secondary, Standby)
10.62.148.125 - Cisco Firepower 4150 Threat Defense - v6.1.0.1 - routed

FCMUIMM & == = YIBI0|=E FTD HA 4

Overview Interfaces QEIGTIT=CINnWISLN Security Engine Platform Settings System Tools Help admin
& Refresh
« FTD4150-3 standalone Status: ok ¥ & ]
Application Version Manageiment IP G ¥ q it Port  Status
=" mp | 10.62.148,89 10.62,148.1  Ethernatl/7 @O,H;ﬂe Eruabied @
Ports: Attributes:
Cluster Operational Status : not-applicable
Data Interfaces: Ethernetl/6 Ethernetl/s Firepower Management [P 106214880
Management URL hitps /ifsdk
uuID 13fbcbB0-c378
g X4
- - Ol

» Cisco Firepower NGFW
« 7|& X2 3 XM - Cisco Systems



https://www.cisco.com/c/ko_kr/support/security/firepower-ngfw/series.html
https://www.cisco.com/c/ko_kr/support/index.html
https://www.cisco.com/c/ko_kr/support/index.html
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