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Iif you do not hawve your ID token, you may copy it from your Smart Software manager
under the assigned virtual account, Cisco Smart Software Manager

The Management Centér astablishes a secure connection to the Cisco Cloud 50 that i
can participate in additional service offerings from Cisco. Management Center will
establish and maintain this secure connection at all imes. You can tum off this
connection at any time by disabling Cisco Success Network and Cisco Suppon
Diagnostics. Disabling these services will disconnect the device from the cloud.

Cisco Success Network

The Cisco Success Network provides usage infarmation and statistics to Cisco. This
information allows Cisco to improve the product and to make you aware of unused available
features so that you can maximize the value of the product in your network.Check out the
sample data that will be sent to Cisco

Enable Cisco Success Netwark

Cisco Support Diagnostics

The Cisco Support Diagnostics capability provides entitled customers with an enhanced
support expenence by alowing Cisco TAC to collect essential information from your devices
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Internet connection is required Cancel Apply Changes
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1. Objects > Variable Set2 O|S&tL|C}.
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SHAAIR.

#HoHRE MH|A X[# &l

CtEst 22t E MHIAE & 35t24HSystem(A|AE]) > Integration(& &) > Cloud Services(Z 2t
E MH|A)Z o|sELct.

URL Z/EE

1. URL ZE{2l2 &A3lstn A5 UHI0|EE {25t Query Cisco Cloud for Unknown
URLs(& == 3= URLO CH3H Cisco 22t E #HE)E MY LIC
PN ES 5’HA| URL Bt2 & s3sltiH 22t =0l Ot o B2 #HE7 2SR Y EET;
|_EI_:1II|_||:_|.

0. B474 AEtS X{EFEFLCE.
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AMP for Networks

1. 5 HH0| 25 YKo U=X| #Olg Lt X8 22 993 E B X YOIo|EE &45tst
T Ciscolt &8N IE O|HES| URIE SRELICIH

2. FMC 6.6.X0llA CHAI AF2 = TCP ZE 7} 4430| E|= & AMP for Networks 2 BI7HA| ZE
321372| AH& 2 HIE M3tEL .

3. HE AE S H”EH_IEL

;0| dH2 FMC 7.0+0lM O O|&f A8 E =+ oM ZE= &4 443QLICH

Cisco 22t E XY

1. 22IRE YA SecureX =& ¥odut x|l ofF &FL|Ct SecureX ZZI0| MME|X| ot2 AR

FMC Mx|of 7}77H2 K|9S MEHSHLICE. APJ X4, EU R[] E= 0|2 X[,
2. HE AEE XHEELIC

Cisco #2IE O|HE ZHu|ag|o|M

FMC 6.6.x2] <

1. Ml 71X M8 25 &92l: M =27 &= Connection Eventsi& &2} E2 T4, Send File
and Malware Events to the cloud(22tE0 It & f4d I O|HIE &), Send Intrusion
Events to the Cloud(Z2t =0l &%l O|HE 2LH7[)7F ME4E L|Ct.
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Cisco Cloud Event Configuration L |
il Sand high priority Connection Events to the cloud
@ | Send File and Mahware Evenis 1o the cloud
@ | Send Intrusion Events to the cloud

Click here toowiew your Ciseo Cloud canhguration.
Click here to view your events in Cisco Threat Response.

FMC 7.0 O|Alo] ZA=2
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2. A4 o|HE s CHal Securlty Analytics and Logging &%
= LICEH Se ureX°| 73 Security EventsTH ME{gtL|C}
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Send Conn

SecureX S8 AlE
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SecureX 2|2 8%

#I: 0] SM2 FMC HHT 7.0 O| 0l A ALEE &= U&LICH

1. SecureX0ll 212150 API Z2I0|MEE MMBLICt. Client Name(ZE20|2HE O|&) Z=of
FMCE& g%%l-f Ol =ELICt. o€ E04, FMC 7.0 API Client&L|C}.Oauth Code
Clients Bi& 2 =&LICt.Client Preset EELH2 S50 BlES MEELICH HRIE MEHE

L|C}. Casebook, Eness:read, Global Intel:read, Inspect:read, Notification, Orbeability, Private



Intel, Profile, Response, Telemetry:write. FMCO| ZA|Z|E= F 712 2|C|2M URLE F7HEFL
Ct.

2|C|2]4M URL: <FMC_URL>/securex/oauth/callback

= He 2|C|2M URL: <FMC_URL>/securex/testcallback

1. Availability(7} 2 4) EECI2 S Z0{| M Organization(Z %)) MEdEILICH Add New Client&

ZEELICH



Add New Client with 10 scopes X

Chent Name®
FMC 7.0 APl Client

Client Preset
Ribbon Ao

APl Clients DAuth Code Clients

Scopes” Select All
-"h'_'.l'l_!' E:IH.
LIS a@nl ERECUTE TESPUTTSE aruuis using
configured modules
[ SSE SSE Integration. Manage your Devices.

Telemeatry:wrile collect application data for analytics - Write Only

[0 Users Manage users of your organisation
[ Webhook Manage your Webhooks
Redirect URL*

https://10.62.184. 21 /securex/oauth/callback
Redirect URL" Delete

https://10.62.184. 21 [securextestcallback
Add another Redirect URL

Availability®

Organization w

Description

Add New Client

2. FMCO{l A A|AE] > SecureXZ O|S EfLICt.

r

3. QEZE M BME0M EZE 71 EA|El ¥240| SecureX =& 1t x|

LICt.

o>

4. #ct0|¢E ID Y EEI0|HE HIYHEE SALsto{ FMCof 204

5 TN EHAERE MEygLICE.



6. SecureX0l 219215+0{ API 22I0|HHEE Q15 8fL|C}.

7. HE MNEE Mot HEFRKME M=z 11X M ofefoll EAIE 2[E2 FELCH

9. O|X|| SecureX 20| FMC AF& X0 CHaH 245t Al 2 S &FLICt.

SecureX Configuration -

This feature allows FMC to integrate with other SecureX services
via SecureX ribbon.

Follow these steps to configure SecureX

1. Confirm vour cloud region
Currently selected region; api-sse.cisco.com
To change the cloud region, go to System / Integration / Cloud
Senvices,

2. Create a SecureX AP client 3
Copy and paste the URL below into the *Redirect URL" field:
Copy to Clipboard
https://10.62.184.21/securex/oauth/callback
Then click on “Add another Redirect URL™ and copy and paste
the URL balow:
Copied
https://18.62.184.21/securex/testcallback

3, Enter the Client ID and password
Client ID | client-2b2a0954c-b9ed-423(

Chant Password

Show Password

Test Conhguration Save
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1 CHE FMC ALE T 2l2 0l YA A8l o 5t B2 s ALEAHE SecureX AHE SES
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SecureX0l| 2444 O|HIE EL}7|

1. FMCO{| A System(A|AE]) > Integration(S &) > Cloud Services(22HE AH|A)R 0|55t
Turn on Cloud Services( 2R E MH|A 747]) MlMoi| AHEI CHE Cisco Cloud Event



Configuration(Cisco @2+ E O|HIE Z11|228|0]|4d) 0] Intrusion, File, and Malware(& &, ot
U U AMIC) O|HEE MEst=X[=elgLCt

2. Register the Smart Licenses(A0LE. EFO|MA &) MMof| MYHE CHZ FMC7t Smart
Licensedll S/ EIRIEX]| = lgrL|Ct.

3. FMCOoi| & A|E! Assigned Virtual Account O|& 2 System(A|AE]) > Licenses(2O[Ml4) >
Smart Licenses(20HE. 2} O|MIA)04| M M2 LICE

4. FMCE SecureXoll S &fLIC} SecureX0ll M Administration(2+2[) > Devices(C|HO|A)2 O]
& &Lt Manage Devices& ME{EILICH 22t KoM H 0| & &l=X| &l
.SSE(Security Services Exchange)oll 21218 L|C}.Tools M+ > Link Smart/Virtual
Accounts£ O| S & LIC}.Link more accounts(F7 HE HAd)& ME{ELICE FMCod| &2 E 7t
A 0|7l R EE MENEHLICH3EA).Link Smart/Virtual Accounts& ME4ErL|C}.

Link Smart/Virtual Accounts @ >,
Select accounts to be linked to
Your Smart or Virlual Account can b connacted to one SacuraX tenant

gt a time. If you don't see it avallable here, check whether your team
hasg already connecied i 1o andihver Sacune fenan

. FMC C[HtO|A 7} ClHFOIA | LIEE[ =] & OlgL|Ct.
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2. Add AMP Cloud Connectiong ME{&fL|C}H.
3. 229 CE M5t BE.

&1 Enabled 4 EilE 2EtR =0l CHEt AE0| ™IS E 2lOlELICH

S8 2ot ot I = B M (Threat Grid)
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