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Sep 20 04:10:47 FTD-hostname SF-IMS[50792]: [51982] sftunneld:sf_ss1 [INFO] Initiating IPv4 connection
Sep 20 04:10:47 FTD-hostname SF-IMS[50792]: [51982] sftunneld:sf_ss1 [INFO] Wait to connect to 8305 (IP
Sep 20 04:10:47 FTD-hostname SF-IMS[50792]: [51982] sftunneld:sf_ss1 [INFO] Connected to 10.10.200.31 f
Sep 20 04:10:47 FTD-hostname SF-IMS[50792]: [51982] sftunneld:sf_ss1 [ERROR] -Error with certificate at
Sep 20 04:10:47 FTD-hostname SF-IMS[50792]: [51982] sftunneld:sf_ss1 [ERROR] issuer = /title=Intern
Sep 20 04:10:47 FTD-hostname SF-IMS[50792]: [51982] sftunneld:sf_ss1 [ERROR] subject = /title=Intern
Sep 20 04:10:47 FTD-hostname SF-IMS[50792]: [51982] sftunneld:sf_ss1 [ERROR] err 10:certificate has e
Sep 20 04:10:47 FTD-hostname SF-IMS[50792]: [51982] sftunneld:sf_ss1 [ERROR] SSL_renegotiate error: 1:
Sep 20 04:10:47 FTD-hostname SF-IMS[50792]: [51982] sftunneld:sf_ss1 [ERROR] Connect:SSL handshake fail
Sep 20 04:10:47 FTD-hostname SF-IMS[50792]: [51982] sftunneld:sf_ss1 [WARN] SSL Verification status: ce
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Sep 20 03:14:23 FMC-hostname SF-IMS[1504]: [4171] sftunneld:sf_ss1 [INFO] VERIFY ssl_verify_callback_in
Sep 20 03:14:23 FMC-hostname SF-IMS[1504]: [4171] sftunneld:sf_ss1 [ERROR] SSL_renegotiate error: 1: er
Sep 20 03:14:23 FMC-hostname SF-IMS[1504]: [4171] sftunneld:sf_ss1 [WARN] establishConnectionUtil: SSL
Sep 20 03:14:23 FMC-hostname SF-IMS[1504]: [4171] sftunneld:sf_ss1 [WARN] establishConnectionUtil: SSL
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Sep 20 03:14:23 FMC-hostname SF-IMS[1504]: [4171] sftunneld:sf_ss1 [INFO] establishConnectionUtil: Fail
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Sep 20 03:14:23 FMC-hostname SF-IMS[1504]: [4171] sftunneld:sf_ss1 [ERROR] establishSSLConnection: ret_
Sep 20 03:14:23 FMC-hostname SF-IMS[1504]: [4171] sftunneld:sf_ss1 [ERROR] establishSSLConnection: 1iret
Sep 20 03:14:23 FMC-hostname SF-IMS[1504]: [4171] sftunneld:sf_ss1 [ERROR] establishSSLConnection: Fail
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sudo su

cd /etc/sf/ca_root

openss1 x509 -dates -noout -in cacert.pem
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root@firepower:/Volume/home/admin# openssl x5@9 -dates
notBefore=0ct 7 12:16:56 2024 GMT

-in /etc/sf/ca_root/cacert.pem
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CERT_PATH="/etc/sf/ca_root/cacert.pem"; EXPIRY_DATE=$(openss]

Fol
2k
4
.

15 M7t 0424 &l SeF 03| 7

x509 -enddate -noout -in "$CERT_PATH"
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Deployments Upgrades © Health @ Tasks ( -:a S|

19 total 0 waiting 0 running 0 retrying 15 success 2 failures Filter

@ Local Install

Firewall Management Center's internal root certificate has expired. As a result, Firewall
Threat Defense cannot be managed and may experience degradation.
Unknown Failure Condition. Previous state: Review the Field Notice FN #74214 and regenerate the

certificate.

2
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2
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Dismiss all notifications
@ Local Install
Firowall Management Center's intemal reat
certificate is expiring in 20 days. If it expires,
Firewall Threat Defense cannot be managed and
Task Notification might exparience degradation.
Message Center Tasks Tab Your task Firewall Reeview the Field Motice FN #74274 and
Management Center's imermnal root cenificate regenerate the certificate.
Is expiring in 20 days. If it expires, Firewall -
@) Threat Defense cannot be managed and X
might experience degradation. (Local Install)
failed at Sun Oct 22 23:02:28 2034
Review the Field Notice FN H74214 and
regenerate the cenificate.
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cv72-stejanss: /Volume/home/admin# [cat /var/tmp/certs; 8915794/FAILED_PUSH]
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root@fmcv72-stejanss:/Volume/home/admin# cat |/etc/sf/ca_root/cacert.pem

BEGIN CERTIFICATE
MIIDhDCCAmwCAQAWDQYJKoZIhvcNAQELBQAwWgY cxEzARBgNVBAWMCkludGVybmFs
QOExJDA1BgNVBAsSMGO1ludHI1c21vbiBNYWS5hZ2VEtZWSOIFNSc3R1IbTEtMCsGALUE
AwwkYZR1MTIzYzgtNDMONy@XMWVmMLWF JYTEtZ JNhYTIOMTQXxMmEXMRswGQYDVQQK
DBJIDaXNjbyBTeXNOZW1zL CBIbmMaHhcNMjQxMDEOMTQyMzI4WhcNMzQxMDEyMTQy
MzI4WjCBhzETMBEGATUEDAWKSW5QZXJuYWxDQTEKMCIGALUECwwbSW5@cnVzaWlu
IE1hbmFnZW11bnQgU31zdGVAMSOWKwYDVQQDDCRFZGIxMjNjOCOOMZzQ3LTEXZWYt
YWNhMS1mM2FhMjQxNDEyYYTExGzAZBgNVBAOMEKNpcZNVIFNS5c3R1IbXMSIELuYzCC
ASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBANhWuapGltBIXMmUav8kVukF
Xx1V917W4d7/CYBb4pd1KiMO1ijAEp3wgxmdpDUQ4KBDWNC5+p8dg+XK7AspOW36CD
mdpRWRfgM7J51txEUyCIEmiRYFEhE@eccsUNXG5LcLIBCHGjHMx6V1QL+aR1APCF
7UYpMgFPh3Wp+T9tgx1HgbE28JktD1Nu/11sm51vxtZRqdEXnL6In3rfokKbFOM77
xUtiMeC0504buhfzS1tAm5J@bFuXMcPYqIN+t137rl/letwHzmjVKE7 g/ rfNv@ay0
N+4m815QRN@BoghtZ0+Y/PudToSX@VmKh5Sq/11MvOYBZEIM3Dx+Gb/DQYBWLEUC
AWEAATANBgkghk1GOw@BAQsFAAOCAQEAYZ2EVhEoy1Dd1WSuZewdehthBtI6Q5x7e
UD187bbowmTJsd100LVGgYoUS5qUFDh3NAGSxrDHEu/NsLUbrRiA3@ORI8SWEALo/S6
J3Q1F3hJJFOqSr1Ix/ST72jgL20871xhRIzreB/+26rHo5nns2r2tFss61KB1tWN
NRZNSIYAWYhqGCjHIquiZpfDI3N830REGX+xf1YqFimSh3rFwk@J2q6YtaBJAuwg
Ob1dXGnrnWuIIV/xbOcwKbrALmtanhgGXygT/pMYrjwlI1xVL16/PrMTV29WcQcA
IVBnyzhS4ER9sYIKB5VOMK4r2gIDG1t47E3RYnstyGx8hlzRvzHz2w==
END CERTIFICATE
root@fmcv72-stejanss:/Volume/home/admin# I

root@fmcv72-stejanss:/Volume/home/admin# cat [/var/sf/peers/c8d5d5c6-87c9-11ef-a993-b9831565bc4e/certs_pushed//sftunn
el-key.pem |

BEGIN PRIVATE KEY
MIIEvgIBADANBgkghkiGIWOBAQE FAASCBKawggSkAGEAAOIBAQDCYSA@XZ5N22qD

root@fmcv7Z-stejanss:/Volume/home/admin# cat |/var/sf/peers/c8d5d5c6-87c9-11ef-a993-b9831565bc4e/ certs_pushed//sftunn
el-cert.pem

-----BEGIN CERTIFICATE
MIID3zCCAsegAwIBAgIBDTANBgkghkiGOwOBAQsFADCBhzETMBEGALUEDAWKSWS®
ZXJuYWxDQTEKMCIGALUE Cwwb SWS@cnVzaWOuIE LhbmFnZW11bnQgU31zdGVEMSOw
KwYDVQQDDCRJZGIXMNFOCOOMzQ3LTEXZWYLYWNhMS1nMZ FhMjQXNDEYYTEXGZAZ
BgNVBAOMEKNpcZNvIFNSc3RLbXMsIELuYzAeFwdyNDEWMTMxNDI zMzFaFw@zNDEw
MTIxNDIzMzFaMIGZMRIWEAYDVQQDDALsb2NhbGhve3QxJDA1BgNVBASMGRTudHI1
c21vbiBNYWShZ2VtZWS@IFNSc3R1bTELMBKGAIUECgwSQ21zY28gU31zdGVtcywg
SW5 jMS@wKwYDVQQMDCRjOGQ1ZDV N1 @4NZMSL TEXZWY £ Y TkSMy110TgzMTUZNW] §
NGUxXETAPBgNVBCWMCHNmdHVuUbmVsMITBI jANBgkghkiGOw@BAQEFAAQOCAQBAMIIB
CgKCAQEA3MUQNMWNeTdtqg2kS52FKHYZ2dQJEHc@BmdUc/YOKniUUa451AdLBvOX819y
1QFPFdlurv4mYxgDoBDCzoZLLiRBeaaXcZnowogmatvOMtMyLOITNTL+5G/KiyCr
gsz2ub@3avXW/cbC2WZQGatOkQ/4Fb+LC5dnX2KASHZm1r sOWNWEKF spn/Y2UYGb
Zdi3bZz5wy5YHGGFQ8KK04vAmks SudZb+AWFIg0elEaSwvSK+Walss jbkeaCkyYfA
TP1sEiYkytFdE@fZs8mXfSTLbK+8hI+jWgAN/QOa309gHDEgE rPHgLDBM3@Tqp8s
kRfSJEIsUSHHW1VT@FKbhWEWBE906QIDAQABo@IWQDAIBgNVHRMEAJAAMBQGALUd
EQONMAUCCWxvY2F saG9zdDAdBgNVHSUEF jAUBggrBgEFBQCcDAGY IKWYBBQUHAWEW
DQY JKoZIhveNAQELBQADGGE BAAHHA JWZHXG1nA+jAXGIaL6T/L20YCDXUB3tcNKW
ZViILv110cUNYIvC/w7JbK11UTLb1t@aH@1ff41cvBqbuk+SL7cAuAIcXodP1EQo
ERz4E13a@MNNnvi5dT/aZfhIxzimhIq7P3zTMukKknVyblg@RqG7q85xyELSATE Iy
beuhcgb+7LZcIw29/pTzCnycIrzBhBVKZZcQOvYtBXxDCaZGK171nY1EpK4Qifne
9A2tQQecypKRRASAEOULEMVvpHCgMEGrC60KbShSSPO0Ze1rGWDoVIeTINI 150
+J+WXE@BVApI17aYKWXXhHLGF7n+esylGaZ3Djnd4mMkn8I=

-----END CERTIFICATE

root@fmcv72-stejanss : /Volume/home/admin# I
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Cp cacert.pem cacert.pem.backup
cp sftunnel-cert.pem sftunnel-cert.pem.backup
cp sftunnel-key.pem sftunnel-key.pem.backup

hnl sftunnel

# 1s -hal cacert.pem

> cacert.pem
> sftunnel-cert.pem
> sftunnel-key.pem

1

4141Z2alls -hal
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_E_El_ﬂi(FMC ‘EEE.'OHA‘D% IE™Mo 2 M|__||:_|.(_u|.oll:|- HIE O| Had . A EIAFR2
cacert.pemOi| CHEHA{ 2t ‘*Al U(I':'P sftunnel-cert.pem 2! sftunnel- key pemOi| CH3H

_I — |:||. OHOI: oI-Ll El_) x 7- 241412a1# Vi c




1.vi I:giag% ol2d

2. T o| A LHE(

=2 X™MarshLct.
----- BEGIN CERTIFICA E--—-- & ——END
CERTIFICATE--—-— ZEHE SA504 Eo{d&LCt.

PrMTV

5.Is -hal2 At235toq Zt

ntloi| 2HFE #8H(chmod 644) & AR X} (chown
root:root) 7t AHE|0] A=K EQIELICt o2 2|7t 7|-’|'_°- I UE Hoo|EE
[ MK E SHEH H™E|o] U&LICH



root@BSNS-1120-1:/var/sf/peers/cdbl23c8-4347-11ef-acal-f3aa241412al# 1s -hal
total 68K
drwxr-xr-x
drwxr-xr-x
-rw-r--r--
-rw=r--r--
-rw-r--r--
-rw-r--r--
-rw-r--r-- 1
=~MW=r=-=r--
-rw-r--r-- 1
~rwW-r--pr--

root root 4.0K Oct 14 15:01 .

root root 4.0K Oct 14 15:01 ..

root root ® Oct 14 12:42 LIGHT_REGISTRATION
root root ® Oct 14 12:42 LIGHT_UNREGISTRATION
root root 2.0K Oct 14 12:45 LL-caCert.pem

root root 2.2K Oct 14 12:45 LL-cert.pem

root root 3.2K Oct 14 12:45 LL-key.pem

root root 1.3K Oct 14 14:55 cacert.pem]

root root 1.3K Oct 14 14:49 cacert.pem.backup
root root 2.3K Oct 14 12:41 ims.conf

drwxr-xr-x
-rW-r--r--

root root 19 Oct 14 12:42 proxy_config
root root 1.2K Oct 14 12:42 sfipproxy.conf.json
i sftunnel-cert.pem|
sftunnel-cert.pem.backup
sftunnel-heartbeat
root root 1.7K Oct 14 15:01 sftunnel-key.pem
root root 1.7K Oct 14 14:49 sftunnel-key.pem.backup???
root root ® Oct 14 14:50 sftunnel-key.pem???
-rw-r--r-- 1 root root 521 Oct 14 12:41 sftunnel.json
-rW=p=-=-p-- root root 5 Oct 14 12:48 sw_version
drwxr-xr-x 6 root root 90 Oct 14 12:42 sync2
root@BSNS-1120-1:/var/sf/peers/cdb123c8-4347-11ef-acal-f3aa241412a1# |

-rw-r--r--
=FN=ir==if==
-rw-r--r--
CrW-r--r--
=PW=ir==r==

4
3
1
1
1
1
1
1
1
il

-rw-r--r-- 1 root root 221 Oct 14 12:41 peer_flags.json
3
1
1
1
1
1
1
1
1
1
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