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Analysis Policies Devices Objects Integration Deploy Go & @ admin+ el
5 all notification
lormal (2) Deployment Pending (1) ® Upgrade (0) © Interface Status - 10.82.141.171 X
Interface "Ethemet1/3’ 15 not receiving any packets
Interface "Ethel 13 has no link

Firepower 9300 with FTD 725 [ Bty 4 Essentials, IPS (2 more...)

Firepower 9300 with FTD 7.25 Essentials, IPS (2 more...}
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* showfalover- 2 R A QIE{H|O|A 9| ol ZX| &Elof CHet HEE EAIFLICEH

Monitored Interfaces 1 of 1291 maximum

This host: Primary - Active

Active time: 3998 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.18(3)53) status (Up Sys)
Interface DMZ (192.168.10.1): Normal (Waiting)

Interface INSIDE (172.16.10.1): No Link (Not-Monitored)
Interface OUTSIDE (192.168.20.1): Normal (Waiting)



Interface diagnostic (0.0.0.0): Normal (Not-Monitored)

Other host: Secondary - Standby Ready

Active time: 0 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.18(3)53) status (Up Sys)
Interface DMZ (192.168.10.2): Normal (Waiting)

Interface INSIDE (172.16.10.2): Normal (Waiting)

Interface OUTSIDE (192.168.20.2): Normal (Waiting)

Interface diagnostic (0.0.0.0): Normal (Not-Monitored)
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Monitored Interfaces 3 of 1291 maximum

This host: Primary - Active

Active time: 3998 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.18(3)53) status (Up Sys)
Interface DMZ (192.168.10.1): Normal (Monitored)

Interface INSIDE (172.16.10.1): No Link (Monitored)

Interface OUTSIDE (192.168.20.1): Normal (Monitored)

Interface diagnostic (0.0.0.0): Normal (Waiting)

Other host: Secondary - Standby Ready

Active time: 0 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.18(3)53) status (Up Sys)
Interface DMZ (192.168.10.2): Normal (Monitored)

Interface INSIDE (172.16.10.2): Normal (Monitored)

Interface OUTSIDE (192.168.20.2): Normal (Monitored)

Interface diagnostic (0.0.0.0): Normal (Waiting)
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Mormal (2) Deployment Pending (0) ® Upgrade (0) ® Snort 3 (2) A Ciusler.fFallnuer Status - 10.82.141.169 X

S CONDARY
FAILOVER _STATE_ACTIVE (Other unit wants

8 Interface Status - 10.82,141.171 4

Interface "Ethermet1/4° has no link

A Cluster/Failover Sialus - 10.32.1!1.1?1 *

Firepower 9300 with FTD 7.2.5 H q“,r J“'t,,; ‘-’r;lr'u"o.. \ % Essentials, IPS (2 more...) C“ 4 pasr Avan

Firepower 9300 with FTD 7.2.5 Essentials, IPS (2 more...) FTD HA n'{ MARY :FLI""SS""Q?'

B sacur ity Module - 1

=
30
rir
oz
2
P
A
o
l_T.:
[m

CENEE

Al

(©)

i
I
ro
Q'I_l
[+
2
iul
o
0g
o
Mo
>
olo
I
C
o

|7

* showfaloverstate - O] HHE2 F FHO| ol x| &ell & OtX[2fe 2 HnEl EOol| ZX| AFRE
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<#root>
firepower#

show failover state

This host - Primary

Active Ifc Failure 19:14:54 UTC Sep 26 2023
Other host - Secondary
Failed Ifc Failure 19:31:35 UTC Sep 26 2023

OUTSIDE: No Link

* show failover history - SO ZX| 7|52 EAIELICH o ZX| LY 2 147 o = x| AEf 44
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<#root>
firepower#

show fail over history

From State To State Reason
19:31:35 UTC Sep 26 2023
Active Failed Interface check
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This host:1

single_vf: OUTSIDE

Other host:

0
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Analysis Palicies Devices Objects Integration
» Normal (2) Deployment Pending (0) ® Upgrade (0) ® Snort 3 (2)
Model Version Chassis
Firepower 9300 with FTD 7.25 E Secur l. Module - 1
Firepower 9300 with FTD 7.2.5 = S.l.‘l.;dl-l'.-' l.ﬂ(_ld.lJL' -1

<#root>
firepower#

show fail over history

Licenses

" Essentials, IPS (2 more...)

Essentials, IPS (2 more...)

Access Contrg

Deploy

| O|HIE7} EB|HELICEH

a ¢ #& @ adminv

alnilis oo
fce >

A Cluster/Failover Status - 10.82.141.169 b 4
PRIMARY (FLM19383LOR)
FAIL ATE_STANDBY (Check peer event
for re
SEC Y (FLM13468CEX)
FAILOVER_STATE_ACTIVE
other unit has falled(My falled senvices-, Peer

ction engine in

failed services-diskstatus))

A Cluster/Failover Status = 10.82.141.171 X
PRIMARY (FLM19389LOR)

ATE_STANDEY_FAILED (Detect
5p failure(My failed services
diskstatus. Peer failed sendces-))

© Disk Usage - 10.82.141.171 X

ingfw using $6%: 186G (4.8G Avail) of 191G




From State To State

Reason

20:17:11 UTC Sep 26 2023

Active Standby Ready
20:17:11 UTC Sep 26 2023. Standby Ready
Active

Other unit wants me Standby
Inspection engine in other unit ha

Failed Detect Inspection engine fa
due to disk failure

* show falover - 2 72 2| Foll ZX| JEHOI| CHEF HEE FAIELICH

<#root>
firepower#

show failover | include host|disk

This host: Primary - Failed

slot 2: diskstatus rev (1.0) status (down)
Other host: Secondary - Active

slot 2: diskstatus rev (1.0) status (up)
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<ttroot>

admin@firepower:/ngfw/Volume/home$

df -h /ngfw

Filesystem Size Used Avail Use% Mounted on
/dev/sda6 191G 186G 4.8G 98% /ngfw
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Analysis Palicies Devices Objects Integration
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lormal (2) Deployment Pending (0) @ Upgrade (0)
Maodal Version Cha T
Firepowes 9300 with FTD 7.25 E i‘i.l‘.f.-.'in.‘:r.'..'-‘;;ﬂlj';‘l i Essentials, IPS (2 more...)

Firepower 9300 with FTD 725
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B security Module - 1 Essentials, IPS (2 more...)
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<#root>
firepower#

show fail over history

Deploy

A @ & @ adminv i ¢

A Cluster/Failover Status - 10.82,141.171 X

PRIVARY (FLM19389LOR)
FAILOVER_STATE_ACTIVE (HELLO not haard from
peer)

© Interface Status - 10.82.141.171 X

Imerface "Ethemet/ 1 is not receiving any packets
" Is not rece any packets
Imerface Ethe ' i not Fece
Inerface "Ethe /4" Is not reced

© Appliance Heartbeat - F241.24.04- x

FMC4800
Appllance 10.82.141,169 Is not sending
heanbeats,

Ay Process Status - 10.82.141.169 >
lina exited 2 time(s)

From State To State Reason
8:36:02 UTC Sep 27 2023
Standby Ready Just Active HELLO not

18:36:02 UTC Sep 27 2023
Just Active

18:36:02 UTC Sep 27 2023
Active Drain

18:36:02 UTC Sep 27 2023
Active Applying Config

18:36:02 UTC Sep 27 2023
Active Config Applied

Active Drain

Active Applying Config

Active Config Applied

Active

(failover
HELLO not

(failover

HELLO not
(failover

HELLO not
(failover

HELLO not
(failover

lina tracebackl| A< Ct WHS AFR 5104 o IS H&LICH

<ffroot>

heard from peer
Tink up, no response

heard from peer

Tink up, no response

heard from peer
Tink up, no response

heard from peer
Tink up, no response

heard from peer
Tink up, no response

from

from

from

from

from

pee

pee

pee

pee

pee



root@firepower:/opt/cisco/csp/applications#

cd /var/datalcores

root@firepower:/var/data/cores#

Is -1

total 29016
-rw------- 1 root root 29656250 Sep 27 18:40 core.lina.11.13995.1695839747.9z

lina traceback?| Z< X i3 Y2 £=Z5t 1 Core I}US LHEHH CH2 Cisco TACOH| 25t
Zio| E&LICH

22 A2 - Snort 2IAEA CIR
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Dismiss all notifications
dormal (0) Deployment Pending (0) ® Upgrade (0) ® Snort 3 (2) A ClusterfFailover Status - 10.82.141.169 <

SECOMDARY (FLM1946BCEX)
FAILOVER_STATE_STANDBY (Other unit wants me
Standby)

SECOMDARY (FLM1946BCEX)

Madel Version Chassis Licenses Access Contr

FAILOVER_STATE_STANDEY_FAILED (Detect
Inspection engline fallure(My falled sendces-snort.
Peer failed sarvices-))

€) Process Status - 10.82.141.169 >
The Primary Detection Enging process terminated
unexpectedly 1 time(s),

Firepower 9300 with FTD 7.25 = Secuanoduler Telseo.comdd  gocantials, IPS (2 more..) ETD HA
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* show falover history - 2O x| 7|28 EA|IgLIC} &of =x| LHede 1t &rof =x|
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<#root>
firepower#

show fail over history

From State To State Reason




21:22:03 UTC Sep 26 2023

Standby Ready Just Active

21:22:03 UTC Sep 26 2023
Just Active

21:22:03 UTC Sep 26 2023
Active Drain

21:22:03 UTC Sep 26 2023
Active

* show failover - S7<12| O =x| A

<#root>
firepower#

show fail over | include host|snort

This host: Secondart - Active

slot 1: snort rev (1.0) status (up)
Other host: Primary - Failed

sTlot 1: snort rev (1.0) status (down)
Firepower-modulel#

snort traceback?| 2 CtE WHE A& 3}04 crashinfo EE&

<tfroot>

For snort3:
root@firepower#

cd / ngfw var/ | og/ crashinfo/

root@firepower:/ngfw/var/log/crashinfo#

ls -1

total 4

Inspection engine in other unit has failed
due to snort failure

Active Drain Inspection engine in other unit
due to snort failure

Active Applying Config Inspection engine in o
due to snort failure

Applying Config Active Config Applied Inspect
due to snort failure

-rw-r--r-- 1 root root 1052 Sep 27 17:37 snort3-crashinfo.1695836265.851283

For snort2:
root@firepower#

cd/ var/ dat a/ cores

root@firepower:/var/data/cores#



ls -al

total 256912
-rw-r--r-- 1 root root 46087443 Apr 9 13:04 core.snort.24638.1586437471.9z
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Analysis Palicies Devices Objects Integration Deploy Q Gﬂ It @ adminv el
notincations
Normal (2) Deployment Pending (0) ® Upgrade (0) ® Snort 3 (2) © Interface Status - 10.82.141.171 X

Interface "Ethernet1/1" has no link
Interface "Ethernet1/2" has no link

Madel sorson S, Heonses AccessCAT 4 ClusterfFailover Status - 10.82.141.171 X
CLUSTER_STATE_GENERAL_FAILURE (Fallover
Stateful link down)
CLUSTER_STATE_GENERAL_FAILURE (Failover
LAN link down)

PRIMARY (FLM19389LQOR)
FAILOVER_STATE_ACTIVE (HELLO not heard from
peer)

R9K-1

Firepower 9300 with FTD 7.25 =] -‘i.{-.("url-l;.ll\-:la:lm-le. 1 Essentials, IPS (2 more...)

Firepower 9300 with FTD 7.2.5 Essentials, IPS (2 more...)
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* show failover history - O ZX| 7|F& EA[ELICH Zof =X| LHI2 247 Foll =X| of B HE Al
& Ol AE| H4Zd AL E T A|EFLCH
<#root>

firepower#

show failover history

From State To State Reason

22:14:42 UTC Sep 26 2023
Standby Ready Just Active HELLO not heard from peer



(failover 1ink down)
22:14:42 UTC Sep 26 2023
Just Active Active Drain HELLO not heard from peer
(failover 1ink down
22:14:42 UTC Sep 26 2023
Active Drain Active Applying Config HELLO not heard from peer
(failover 1ink down
22:14:42 UTC Sep 26 2023
Active Applying Config Active Config Applied HELLO not heard from peer
(failover 1ink down)
22:14:42 UTC Sep 26 2023
Active Config Applied Active HELLO not heard from peer
(failover 1ink down)

o showfaloverstate - O] HHE2 F FH O &of x| &ell & OtX[2te 2 HEnFEl ol ZX| AFR

T AIEFLICH

<#root>
firepower#

show failover state

State Last Failure Reason Date/Time
This host - Primary
Active None
Other host - Secondary
Failed Comm Failure 22:14:42 UTC Sep 26 2023

&8 A3 - MIO-Hearbeat & oi(5t=204 & %)

OHEZZ|H 0| QIAEIA E £T{HIO|X{0]| tEH|E
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- show failover history - &HOH ZX| 7|2 S EAIZLICH &Hof Zx| LIS 3474 Brofl Zx| AE
8 ol AlE| 474 ALR 2 EAISILIC

<#root>
firepower#

show failover history

From State To State Reason

02:35:08 UTC Sep 26 2023
Active Failed MIO-blade heartbeat failure



02:35:12 UTC Sep 26 2023
Failed Negotiation MIO-blade heartbeat recovered

02:37:02 UTC Sep 26 2023
Sync File System Bulk Sync Detected an Active mate

02:37:14 UTC Sep 26 2023
Bulk Sync Standby Ready Detected an Active mate
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