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FXOS MA|o= CtH& AFERF & o] L& ELICH

o ZE|Xt - A A|AROf CHEE REEE 917 & MT| HMA, 7|2 BEIX AES 7|2 E O
HEof ¥EEIH HEE = eigLct
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10.88.244.50

10.83.180.6

T

FXOS chassis

Network admin

A4 XA
=0

FXOS MA| 74

Chassis Managerg& At&735t04 RADIUS X3 At A4
1EtA[. Platform Settings(E3H & HH) > AAAE O|SE LY.
2EHAH[ RADIUS B2 E=IgfLCt

Overview Interfaces Logical Devices Security Engine JaElafTa il T-1]
e T raoms R0

SSH
SHMP Properties

8 Timeout:* 5 Secs

= AAA
Syslog Retries:= 1
DNS RADIUS Providers
FIPS and Common Criteria

Access List
Hostname ‘Order Service Auth Port

3EH7|. 748 ZH RADIUS M2 Kkol| CHaH(EICH 16 7H M Z KH).
3.1. RADIUS Providers(RADIUS &2 X} ¥odofl M Add(F7hHE Z2igtct.

3.2. Add RADIUS Provider(RADIUS M3 At F7I) CHEF & A7t 2™ 28 22 =g
L|Ct.

3.3. OK(&2)& 22504 Add RADIUS Provider(RADIUS M&XAF F7}1) CHEl & X2 B4
L|Ct



Edit 10.88.244.50 ? 1%

Hostname/FQDN(or IP Address):*

Order:* 1
Key: cssssses Set-Yes
| confirm Key: cesennnsl i
Authorization Port:* 1812
Timeout: * 5 Secs
Retries: = 1

QK Cancel

S5H

SHMP Properties
HTTPS Timeout:* 5 Secs
 AAA

Syslog Retriga:™ 1

oS RADIUS Providers

FIPS and Cornman Criteria

o n Criteri @ Add

Acess List
Hostname Order Service Auth Port
10.88.244.50 1 authorization 1812 @
Save | | Cancel

5CHA|. System(A|AE]) > User Management(AF& At £ 2) > Settings(A )2 O|S & LICT.

6Tt 7. Default Authentication(7|&2 2!5)0i A RADIUSE MEHEILICE,

Overview Interfaces Logical Devices Security Engine  Platform Settings




CLIE AF23504 RADIUS N2 A} AliAd

1EHA|. RADIUS 15 & &4

ol

fpra120-TAC-A# < 2ot

fpr4120-TAC-A /2.0 # #2| 7|2 o

0l

.|

W
>

fpr4120-TAC-A /security/default-auth # 23§ 8+
2EHA|. show detail BHEE At&5to4 ZuotE EAIRLICH

fpra120-TAC-A /security/default-auth # M5 HE E Al

24 ssh, &L A|lAdof| CHEt HlA AlZH ZTH(E): 600

2, ssh, &L MlAdof| CHEF &CH M4 AlZH ZTH(E): 3600
A Z2& MM AlZE Z3H(E): 600

Serial Console Absolute Session A|ZF Z=1H(Z): 3600
E[xt 15 M O E:

24 elE M O &E:

i QAO| ALE: oL

all

| ot2d™ ChE ¥ s A oot

3Et7l. RADIUS AH Oi7HE#H~& F&steiH 8 BE S &FE

fpra120-TAC-A# <] E 0ot

AL

fpr4120-TAC-A /security # H<| BH3
fprd120-TAC-A /security/radius # enter server 10.88.244.50
fpra120-TAC-A /security/radius/server # set descr "ISE A{H{"

fprd120-TAC-A /security/radius/server* # set key

4THA|. show detail HHE AFE35t0{ ZE EAIEHLICE



fpr4120-TAC-A /security/radius/server* # M|F HE E Al

RADIUS A{H:
AE O|&, FQDN E= IP F4:10.88.244.50

mx o
0Z

4
[

ro
Ol

LE: 1812
?l: *kkk
AlZt Z=1H: 5
ISE M 74

FXOSE UERZA E|larE F7t

1Et7A|. Administration(2 2]) > Network Resources(HIE 43 2|A4) > Network Devices(HE 3
ClHto|A)&2 o|sErLCt,

2EHA|. Add(F7hHE S=IFLIct

~+ Administration

» Sislom b Identity Manageamant = Natwork Resources » Device Portal Managemant pxGrid Senvices » Fead Senvice » Thraat Centric NAC

= Matwork Devices  Nebwork Device Groups  Metwork Device Profiles  External RADIUS Servers RADIUS Server Sequences  MNAC Managers  Exlemal MOM  » Location Servicas

L
Network Devices

Network devices

Default Device
," Edit =|‘}=-Md L—tllb-.: cate | (@almport g Export Q) Generate PAC | ) Delete

Device Security Settings
Hame & IPfMask Profile Name Location Type

Description

Mo data available

7h 2 =245t Submit(ME

o2
ag
A
>
o
cC
w
e
0
i
N
o

3EHAL. 4 ZHOIB, IP T4, ClHOlA R
g g=ErLch



“duthe Identity Services Engine ~ Administration

» System  » Identity Management = = Metwork Resources — » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

» Network Davices MNetwork Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Sarver Sequances NAC Managers External MDM b Location Services

Metwork Devices List > New MNetwork Device
Network Devices
Default Device

* Name | FX0S
Device Security Settings
) E—

Matwork devices

- *IP Address: | 10.83.180.6 NIEE

* Device Profile &5 Cisco ~ &

) —
] —

* Network Device Group

DeviceType [fxos (o | | Set To Default |

IPSEC [Is IPSEC Device @ | [ Sek To Default |

Location [ul Locations © | [ set To Default |

¥+ RADIUS Authentication Seftings

RADIUS UDP Settings

Protocol  RADIUS
* Shared Secret

J— | Show

CoA Port [ 1700 | ["setTo Defautt |

RADIUS DTLS Settings i
DTLS Required []
Shared Secret  radiusidis i

Coa Pont | 2083 Set To Default. |

Issuer CA of ISE Centificates for CoA [ Select if required (optional) v

ID & L AFSA MM

1Et7|. Administration(22l) > Identity Management(ID £ 2l) > Groups(Z1&) > User Identity
Groups(AH2 Xl ID 1 &)Z O|S&rLCt.

2EHA|. Add(F7HE E=IErLict



aluili.  |dentity Services Engine Home

+ Context Visibility + Operations + Policy

» System |+ Identity Management » Network Resources

» ldentiies  Groups  External Identity Sources

Identity Groups
v o)
A v |E= - @r

» =) Endpuoint ldentity Groups
» ; User [dentity Groups

3EHAH|. Name(OI8) Zt2 @25

~ Administration » Work Centers

» Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Identity Source Sequences b Settings

User Identity Groups

J Edit =bAdd M Delete v @ulmport (T Export w

ODOoooOoooag

.:Il-’-:u- Identity Services Engine + Conteut Visibility

» System =~ |dentity Management = » Network Resources

¢ Device Portal Management  pxGrid Services

Name
&1 ALL_ACCOUNTS (default)

23 Employee

£
Sl GROUP_ACCOUNTS (default)

£ GuestType_Contractor (default)
£ GuesiType_Dalily (default)

51 GuestType_Weekly (default)

2% OWN_ACCOUNTS (default)

-

»

+ Operations « Adminisiration

» ldentiies  Groups  Extemnal [dentity Sources  |dentity Source Sequences  » Settings

+ Feed Service

e

I Submit(M&)E S=IErLICt

Description

Default ALL_ACCOUNTS (default) User Group

Default Employee User Group

Default GROUP_ACCOUNTS (default) User Group

Identity group mirroring the guest type
Identity group mirroring the guest type
Identity group mirroring the guest type

Default OWN_ACCOUNTS (default) User Group

¢ Threat Centric NAC

—
Ide o Usar Idantity Groups > Mew User Identity Group

[. re ] Identity Group

& E - & *Name [ FXOS ADMIN |
» ; Endpoint Identity Groups Description [

3 :Mmﬁmps

E3 | cancel |

ATHH|. R 2 E AR} dgof s 3EAHIE Br=ELICH.

bl |dentity Services Engine Home

» Context Visibility + Operations b Policy

» System |~ Identity Management  » Network Resources

» ldentiies  Groups  External Identity Sources
I

Identity Groups

& L)
A - E-: i 4&5.

» : Endpoint Identity Groups

3 : User Identity Groups

* Admin

» Device Portal Management  pxGrid Services

Identity Source Sequences b Settings

User Identity Groups

J Edt <fAdd

jooooog

Name

22 ALL ACCOUNTS frafaulty

= - Name: Currently Sorted
&R Employee

51 FXOS AAA

48 FXOS ADMIN

&2 FXOS OPER

&8 FXOS Read Only

AR ARSI IR ASO L IRITE Fdefa it

3 Delete v PaImport P Export =

-

istration

» Feed Service  » Threat Centric NAC

Description

Default ALL_ACCOUNTS (default) User Group

Default Employee User Group

57|, Administration(22l) > Identity Management(ID 22) > Identity(ID) > Users(AHZ AH 2 O|S

gLk



6CHA|. Add(F7HE 28},

ot |dentity Services Engine Haomes + Context Visibility + Oparations = Administration

i3

» System =~ |dentity Management = » Metwork Resources  » Device Portal Management  pGrid Services  » Feed Service  » Threat Centric NAC

=|dentities  Groups  External ldentity Sources  |dentity Source Sequences b Selfings

o
Users Network Access Users
Latest Manual Network Scan Resulls
J Edit <= Add B crange Status olmport G Eport 3 Delete [y Duplicate
Status Name a Description First Name Last Name Email Address User Identity Groups Admin
Mo data avallable

7EHA. 2 ZH(OIE, AFB A O &, HIYHS)S QU=dEhLc.

';"."é'“' Identity Services Engine Home » Context Visibility
» Metwork Resources  » Device Portal Management  pxGrid Services  » Feed Service

» System  w Identity Management » Threat Centric NAC

~identities Groups  Extemal Identity Sources  Identity Source Sequences b Setlings
ST

o
MNetwork Access Users List > New Network Access User

Users
» Network Access User

Latest Manual Network Scan Results

* Name [ fxosadmin

Status Enabled =

Email |

« Passwords

Password Type: | Intemal Users -

Password Re-Enter Password

[ Generate Password | (i

| | Generate Password |

* Login Passworg | sssssess

Enable Password |

* User Information

First Mame | |

Last Name [ |

 Account Options

Description |

Change password on next iogin [

 Account Disable Policy

O Disable account if date exceeds | 2018-03-01 (yyyy-mm-ad)

* User Groups

- {Fxos ADMIN ol
ELs (cancel )

8E A 2 E E AEXof Clisl 6THAHIE BrSELICH



“dsils \dentity Services Engine Home  » ContextVisibilty  » Operations  + Polcy [RECaCidl * Work Conters
* Systern - lgentity Management  » Network Resources  » Device Ponal Management  pxGrid Senvices  » Feed Service  » Thrisat Centric NAC
=ldentities  Groups  Ewxiernal Mdentity Sources  |dentity Source Sequences  » Settings

— o

Ussrg Network Access Users

L M. N rk Scan Re -
atest Manuai Hetwo m Resuts /Bt eAdd | EHChange Status w | @Import G Export v 3 Delete v [y Dupkcate

Status Nama .  Description First Name Last Name Email Address User Identity Groups Admin
[ mEnabied ¢ Mosasa FXOS AR
[0 meEnabled g Posadmin FXOS ADMIN
[l m@eEnabled ¢ frosoper FXOS OPER
O mEnsbled g Paosro FXOS Read Only

Zf ALS X ol CHet Het Fo Z= a4

1EH7|. Policy(Z3%H) > Policy Elements(& 2 @ &) > Results(Z1) > Authorization( & 8t £04) >
Authorization Profiles(T 8t £0{ Z2ut )2 0|SgfLICt.

‘Gl Identity Services Engine Home  » ContextVishilty  » Oparions [EELCLTLYMN + Administraion  + Work Cantsrs
Authentigation  Authorizalion  Profiing  Posture  Client Provisioning  ~ Poscy Elements
Dictionaries  » Condiions  ~ Results

PR Standard Authorization Profiles
For Policy Export go 1 Administration > System > Backup & Restore > Policy Exporl Page

» Authorization

f Edit +m LI-:]D.-pIQ‘.ﬂ ¥ Dalate

-

Authorzation Profiles

[ name Profile | Description
Deowriloadable ACLE §
[0 Blacknole_Wirelass_Accass aets Cisco £ Default profile used to blacklist wirsless devices. Ensu
Ll O cisco IP_Phones &k Cisco & Default profile used for Cisco Phones.
» Posturs O cisco_webauth &k Csco & Default Profile used to redirect users to the OWA port
[J mnse_onboard &% Cisco & Onboard the device with Native Supplicant Provisionir
e sl [ Mon_Cisco_IP_Phanes &k Cisco & Default Profile used for Non Clsco Phones,
O DenyAccess Default Profile with access type as Access-Reject
O remitsccess Default Profile with access type as Access-Accept

2CHA| HEt Ho{ =20t o] CHSt 2 E EME ASLICH
21. Z20 O|§ S 7+ &LICt.

Authentication ~ Authorization  Profiling  Posture  Client Provisioning = = Policy Elemeants

Dictionaries  » Conditions = Resulis
—

< ]
Authorization Profiles > FXOS-ADMIN-PROFILE
» Authentication .
Authorization Profile
~ Authorization *Name | FXOS-ADMIN-PROFILE
Autnorization Profiles Description |
Downloadable ACLs " Access Type | ACCESS_ACCEPT -
» Profiling Metwnrk Devica Profila dek Cieon » 5

2.2. Advanced Attributes Settings(1= §4 M%)l M CtZ CISCO-AV-PAIRE FMELICt

cisco-av-pair=shell:roles="admin"



v Advanced Attributes Settings

shell:roles="admin"

O

*: | Cisco:cisco-av-pair

| Reset |

3EH7. CHS Cisco-AV #2 A& 3t0d LIDIX| ALSXE 4gtoil ChaH 26t 8 er=gLic
cisco-av-pair=shell:roles="aaa"
cisco-av-pair=shell:roles="operations"

cisco-av-pair=shell:roles="¢{7| &"

v Advanced Attributes Settings

shell:roles="aaa" &

: | Cisco:cisco-av-pair v

v Advanced Attributes Settings

| Cisco:cisco-av-pair | = |shell:roles="operations" |




R4AH AH AL

OI o 1 O o

—

0l

1EHA|. Policy(Z%H) > Authentication(Q!8) >2 2 0|S35t1 FAI2 MMHE X Qx| Ho| SIM4EE
EEE!
= 1-d .

Aunemcaten Acthorizanon  Proling  Posture  Chem Provsioring  + Policy Elements

At mmumnmlq

AL \":.J"" Pabey by u-_-.!'v"\.- SrOAN0nls [N [SE Showi Lt 1) CIMRLAICINE W TN PERWOR EvoRS, 29 [ iSenity Sourcis that it should use for BUMensoaton
o Pty Exgcat g1 1 AcTITARmn > Syviarm & Bucm & Fastom » Polk Bxgort Page
Palioy Type Srme ® Rue-Basnd
Distault Rk 1 50 manch} Ao Prosceis | Dielaull Hetwork Access. ned use © Denyhccess —————

2B MEE DEELC & O MRHOR MuE 4 UKE o dolME Clbtols REE A8
gt
= .

O|&: FXOs /& 7=

IF Select new attribute/value(AM 5 43/2} 41&H): Device:Device Type Equals All Devices Types
#FXOS(C|HFO|A:C|HIO|A R0l ZE C|HIO|A R8I Z3)

IZEE FE2: 7|8 HERTa HAMA
2L LHE AFEX}

i FXOS AUTHENTICATION RULE :If DEVICE:Device Type EQUALS All Device Types#FXOSAllow Protocols : Default Network Access  and
Default ‘use Intemal Users

3t =

1EHA. PoIicy("""‘—'.*) > Authorization(He F04) >2 2 O|Sst g4 E L EE Z2I5t0{ #3E

gg IRIE +HE LI

of &Y A

RS o Adminatation  » Work Certens. @ 0

Muenicason  Auhorzaton  Profing  Posurn  Cleni Provakonieg  » Poboy Elements
CHOK Nere 10 00 WiShSS SO0 A Visbilty Selup
Buthor zatian Palicy
Difine e Aherizaton Py By £nSgueng fules hased 07 KSELY FOUDS SROF o CONLONS. Mg and V0D Asles 10 Chanps ' oroar
For Polcy Export g0 I0 Adminsiration » Sysiom » Backup & Fiosre > Podcy EXpor: Fage
| First Matchaxd Rule Anples.
¥ Exceptions (0}
hare ey grongm e o =
8 Detwit Daryhcoess St
|t Mew Rue Above |

[s=e RRC

20HA| El o7 ed~E AF2 5104 Authorization T+212| 2t l=238tL|Ct.

2.1. 72! 0|&: Fxos <At At &> 7 3]

Status Rule Name

Fa + | Fxos Admin Rule




2.2. B User Identity Groups(AtE Xl ID 11&) > Select <USER ROLE>.

Conditions (identity groups and other conditions) Permissions

FX... = |ana | condition(s) S

then | AUhZ Pr..  &p

if no ma

FXOS ADMIN o

User Identity Grou

4
]

v G
FXOS AAA

GuestType_Weekly (default)
OWN_ACCOUNTS (default)
GROUP_ACCOUNTS (default)
FXOS ADMIN

FXOS OPER

Employee

GuestType_Daily (default)
GuestType_Contractor (default)
FXOS Read Only
ALL_ACCOUNTS (default)

l[l.ﬁ.l.l[l.ﬁﬁs'—’

2.3. AND: Create New Condition(Af Z=74 244J) > Device(C|Ht 0|A):Device Type Equals Al
Devices Types #FXOS(C|HIO|A F&0| 2 & C|HIO|A R Z3).

Conditions (identity groups and other conditions) Permissions
FX... <r [and DEVICE:Device Type EQUALS All ... e | hen | Selectan item <

[f'nomaiches, then  DenyAd [ agd All Conditions Below to Library

~ Condition Name Description
& |DEV[CE:DEWCE Ty... O| | Equals v| |A|| Device Types#... D| "Efv

(Il

=R -
2 All Device Types
\ & All Device Types#FX0S

£ a0

[ Airespace

[ Alcatel-Lucent
0 Arube

[ Brocade

| CERTIFICATE
£ Cisco

[ Cisco-8B5M
] Cisco-vPN3000
& o

L R



24 HEh BE > MER QY Z=E M=

Permissions

hen | FXOS-A... =

FXOS-ADMIN-PROFILE ) == &

Standard

(

Il

& -
@ Blackhole_Wireless_fccess
(4 Cisco_IP_Phones

4 Cisco_WebAuth

@ DenyAccess

(G4 FXOS-AAA-PROFILE

(ud FXOS-ADMIN-PROFILE
(G4 FXOS-OPER-PROFILE

(& FXOS-ReadOnly-PROFILE
(G NSP_Onboard

@ MNon_Cisco _IP_Phones

@ PermitAccess

-

Status  Rule Name Conditions (identity groups and other conditions)

i Fxos Admin Rule ' FXOS ADMIN /" DEVICE:Device Type EQUALS All Device
Types#FX0S

3EAH. 2E AMEX Ao Cisl| 2B A E SR LICH

Status  Rule Name Conditions (identity groups and other conditions)

Fxos Admin Rule ! FXOS ADMIN ~MD DEVICE:Device Type EQUALS All Device
Types#FXOS

Fxos AAA Rule I FXOS AAA AND DEVICE:Device Type EQUALS All Device
Types#FXOS

Fxos Oper Rule I FXOS OPER AND DEVICE:Device Type EQUALS All Davice
Types#FX0S

Fxos Read only Rule Ii FXOS Read Only AND DEVICE:Device Type EQUALS All Device
Types#FX0S

Default f no matches, then DenyAccess

ATHA|. H O|X| 3tEHOI M Save(XME)E E=IELIC

ar

v

Permissions
hen FXOS-ADMIN-PROFILE

Permissions

then  FXOS-ADMIN-PROFILE

then FXOS-AAA-PROFILE

then  FXOS-OPER-PROFILE

then  FXOS-ReadOnly-PROFILE



FXOS AHA| 22l

1. &2 £ = SSHE FXOS MA[0f @38t ISEMM HEE ALEXL T StLIE AHEStod 2192
gLk

A& X} O|&: fxosadmin
xS

fpr4120-TAC-A# B¢ E ot

—

fpr4120-TAC-A /security # B2 ALE AL MIE HE EA|

A AE X} fxosaaa:

i
N
AL
>

>
oo
>

(o]

15}
!

O|&: admin

O|8: 7| ™M&



2174 AF2 X} FXOSOPER:

iz
0

>

0o

FS A+

ot

Name(0|&): operations(Z &)

O|F: ¢17| M8
2 AHE R} fxosro:
ME
INESINIEETE
O|F: 47| M8

o

¥ I

|C

—_

2R AHE R} g

fprd120-TAC-A /security # ?

ol
e

AMEXH MM X|27| AEXE MM X[27]

2
0x
re

F2| ZHA]| =FA
APK| B 2| 2R AMA|
disable AH|A H|E 35}

enable MH|A & A5}

enter 2| &= 7HAE =& LICEH

He| T 2= E HEFLICH

gMcimc M ER

ford120-TAC-A# fxos 942

fprd120-TAC-A (fxos) # debug aaa-requests

fprd120-TAC-A(fxos)#

1245+ AF2 X} O|Z2 0 [F2F FXOS AHA| cli

—
—

stof| CHsl HEHo| Eod=l Td2int F A|



fpr4120-TAC-A# fxos 9122
fpr4a120-TAC-A (fxos) # debug aaa-requests
% 4grof Chsl HEE Mt

2. FXOS MA|IP &AZ 0|85t ISEXIM MHEE AFEXF & 5tLEE AFR 3504 23 QI8HLCt

TEIR AS R A

#dd RADIUS Pravider

jrapijaes b
?
i
§
[

N 21 ADD(Z7}) H{EO| 3402 EAIELICH

ISE 2.0 &9l

1. Operations(2 %) > RADIUS > Live logs(2t0|E £21)2 O|SELICH 83 L Aujet A|=E
E A Olo.|o|: oI-|__||:|.



~RADIUS | Thread-Coniric NAC Live Logs  » TACACS & Troubkshool  » Adaplive Metwork Conlidl Repans

Click hrn 10 90 wireiess 5oiup and wisibilly setup Do not show iis again
LiveLogs  Live Sessiors

Misconfigured Supplicants O Milsconfigured Netwark Devices O RADIUS Drops O Cilent Stopped Responding O Repeat Counter
Refrash  Mever j Show  Latest 20 reconds j within  Last 3 hours
o Refresh @ RessiRepesiCounis 2 ExponTo— TFierr S
Time Status Details Repeat C...  Identity Authentication Policy Authorization Policy Authorization Profiles Netwaork Dy Identity Group
2018 10140 [ -] a CATION RULE »» Derfaull Diefauit > Fuos Ademin Rule FXOS-ADMIN-PROFILE 15
an 20, 2018 10 4. [} a ENTICATION RUL (05
an 20, 2018 10:08:01 Y frosr CATION RUL FXOS-ReadOnly-PROFILE  FXOS
Jan 20, 2018 10:08:50. o & fosm Dafaull >> FXOS AUTHENTICATION RULE >> Dafault FXOS
Jdan 20, 2018 10:08:17 [ & ault => FXOS AUTHENTICATION RULE == Defoul FXOS
Jdan 20, 2018 10:08:18 o = frosm Default >> FXOS AUTHENTICATION RULE > Datault FXOS
Jain 20, 2018 10:04:23 [} o feasadmIn Defaiilt 3> FXOS AUTHENTICATION RULE »» Dataut  Defailt > Fas Adenin Rub FXOS-ADMIN-PROFILE
Jan 20, 2018 10:02:58, [ -] a * tosadmin - 9 Defaull »> FXOS AUTHENTICATION RULE »» Datault Diesfailt > Fauics Adrins Rube FXOS-ADMIN-PROFILE FROE
= =11 74
—
= Al o &
AAA = 0O =] = =2 =2 SHS
015 2 MEt 2 0{E C|HZS H clio CtE BYP S AAeL|Ct.

fpr4120-TAC-A# fxos 14

fprd120-TAC-A (fxos) # debug aaa-requests

fpr4120-TAC-A (fxos) # debug aaa event

fpr4120-TAC-A (fxos) # debug aaa 27

fpr4120-TAC-A(fxos)# 7|2+ mon

H3HQl eIE Al & CtZ £30| EAIFLICH

2018 Jan 20 17:18:02.410275 aaa: aaa_req_process for authentication. session no 0

2018 Jan 20 17:18:02.410297 aaa: aaa_req_process: appin2| &t AAA 27: login
appln_subtype: default

20184 12 202! 17:18:02.410310 aaa: try_next_aaa_method

2018 Jan 20 17:18:02.410330 aaa: +JE & HAMEE 10|11, A= g 2R U= A = 0ILICH
2018 Jan 20 17:18:02.410344 aaa: handle_req_using_method

2018 1% 20 17:18:02.410356 aaa: AAA_METHOD_SERVER_GROUP

2018 Jan 20 17:18:02.410367 aaa: aaa_sg_method_handler group = radius

2018 Jan 20 17:18:02.410379 aaa: O| g +0i ME Z|= sg_protocol AH&

2018 Jan 20 17:18:02.410393 aaa: RADIUS MH|AR Q™ ™ME

20184 12 20 17:18:02.412944 aaa: mts_send_msg_to_prot_daemon: HO|2= Z 0| = 374



2018 Jan 20 17:18:02.412973 aaa: session: 0x8dfd68c added to the session table 1

2018 Jan 20 17:18:02.412987 aaa: 7+'d€l HIME O1& 83

2018'A 12 20 17:18:02.656425 aaa: aaa_process_fd_set

2018 Jan 20 17:18:02.656447 aaa: aaa_process_fd_set: aaa_q2| mtscallback

2018 Jan 20 17:18:02.656470 aaa: mts_message_response_handler: mts S&f

2018 Jan 20 17:18:02.656483 aaa: prot_daemon_response_handler

2018 12 20 17:18:02.656497 aaa: M|M: 0x8dfd68c7t Ml Ef|O|& 00| A A|7HE[RA& LICE.
2018 12 20! 17:18:02.656512 aaa: is_aaa_resp_status_success status = 1

2018'A 18 20 17:18:02.656525 aaa: is_aaa_resp_status_success is TRUE

2018 12 20! 17:18:02.656538 aaa: aaa_send_client_response for authentication. session-
>flags=21. aaa_resp->flags=0.

2018 12 20 17:18:02.656550 aaa: AAA_REQ_FLAG_NORMAL

20184 1& 202 17:18:02.656577 aaa: mts_send_response &3

2018 Jan 20 17:18:02.700520 aaa: aaa_process_fd_set: aaa_accounting_q2| mtscallback
2018 1& 20 17:18:02.700688 aaa: 0|7 OPCODE: accounting_interim_update

2018 Jan 20 17:18:02.700702 aaa: aaa_create_local_acct_req: user=, session_id=, log=added
user fxosro

2018 Jan 20 17:18:02.700725 aaa: accounting= ¢/t aaa_req_process. session no 0
2018 Jan 20 17:18:02.700738 aaa: MTS & & Z 7t NULLYLICH 2H 2%
2018 Jan 20 17:18:02.700749 aaa: AAA_REQ_RESPONSE_NOT_NEEDED M’

2018 Jan 20 17:18:02.700762 aaa: aaa_req_process: appin2| &Et AAA 23 default
appln_subtype: default

20184 1 20! 17:18:02.700774 aaa: try_next_aaa_method
2018 Jan 20 17:18:02.700798 aaa: 7|&2 AMXof CHsl M= HME 2
2018 Jan 20 17:18:02.700810 aaa: O| &0l At2E £ e A 0| gi&LICt.

2018 Jan 20 17:18:02.700997 aaa: aaa_send_client_response for accounting. session-
>flags=254. aaa_resp->flags=0.

2018 Jan 20 17:18:02.701010 aaa: 7 T A{zto| &|H| 2&oi ciet E 0| SUCCESSE M&ELICt



2018 Jan 20 17:18:02.701021 aaa: O| &oi CHet SEo| e stx| et&Lct.

2018'A 12 20 17:18:02.701033 aaa: AAA_REQ_FLAG_LOCAL_RESP

2018'A 12 202! 17:18:02.701044 aaa: aaa_cleanup_session

2018'A 12 20 17:18:02.701055 aaa: aaa_req= H|/X{oF &FL|C}.

2018'A 12 202 17:18:02.701067 aaa: = Y 24 84S

2018 1& 202 17:18:02.706922 aaa: aaa_process_fd_set

2018 Jan 20 17:18:02.706937 aaa: aaa_process_fd_set: aaa_accounting_q2| mtscallback
2018 12& 20 17:18:02.706959 aaa: 0|71 OPCODE: accounting_interim_update

2018 Jan 20 17:18:02.706972 aaa: aaa_create_local_acct_req: user=, session_id=, log=23&'o{ &
7+E! user:fxosro:read-only

Ant Q15 Al ¥ OHS £30] ZAIFLICH
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2018'A4 12 20 17:15:18.102130 aaa: aaa_process_fd_set

2018 Jan 20 17:15:18.102149 aaa: aaa_process_fd_set: aaa_q2| mtscallback
2018 1& 202 17:15:18.102267 aaa: aaa_process_fd_set

2018 Jan 20 17:15:18.102281 aaa: aaa_process_fd_set: aaa_q2| mtscallback
2018 1& 202! 17:15:18.102363 aaa: aaa_process_fd_set

2018 Jan 20 17:15:18.102377 aaa: aaa_process_fd_set: aaa_q2| mtscallback
2018 12 20! 17:15:18.102456 aaa: aaa_process_fd_set

2018 Jan 20 17:15:18.102468 aaa: aaa_process_fd_set: aaa_q2| mtscallback
2018'A 12 20 17:15:18.102489 aaa: mts_aaa_req_process

2018 Jan 20 17:15:18.102503 aaa: aaa_req_process for authentication. session no 0

2018 Jan 20 17:15:18.102526 aaa: aaa_req_process: appin2| &t AAA 27: login
appln_subtype: default

2018'A 12 20 17:15:18.102540 aaa: try_next_aaa_method
2018 Jan 20 17:15:18.102562 aaa: M El & HAMEE= 10|21, AT g A QI=A = 0ILICH.
20184 1& 202 17:15:18.102575 aaa: handle_req_using_method

20184 12 20 17:15:18.102586 aaa: AAA_METHOD_SERVER_GROUP



2018 Jan 20 17:15:18.102598 aaa: aaa_sg_method_handler group = radius

2018 Jan 20 17:15:18.102610 aaa: O| &0 MY k|= sg_protocol AHS

2018 Jan 20 17:15:18.102625 aaa: RADIUS A{H|A0| 2 &

20184 12 20! 17:15:18.102658 aaa: mts_send_msg_to_prot_daemon: HO|2ZE= Z 0| = 371
2018 Jan 20 17:15:18.102684 aaa: session: 0x8dfd68c added to the session table 1

2018 Jan 20 17:15:18.102698 aaa: T+’ 3& HME J& 83

2018 12 20! 17:15:18.273682 aaa: aaa_process_fd_set

2018 Jan 20 17:15:18.273724 aaa: aaa_process_fd_set: aaa_q2| mtscallback

2018 Jan 20 17:15:18.273753 aaa: mts_message_response_handler: mts &

2018'A 12 20! 17:15:18.273768 aaa: prot_daemon_response_handler

2018\ 12 209 17:15:18.273783 aaa: Al|M: 0x8dfd68c7t A4 El|O|& 00| A M7} & LICt,
20184 18 202 17:15:18.273801 aaa: is_aaa_resp_status_success status = 2

2018'A4 12 20 17:15:18.273815 aaa: is_aaa_resp_status_success is TRUE

2018 1& 202 17:15:18.273829 aaa: aaa_send_client_response for authentication. session-
>flags=21. aaa_resp->flags=0.

2018 1& 20 17:15:18.273843 aaa: AAA_REQ_FLAG_NORMAL

2018 1& 20! 17:15:18.273877 aaa: mts_send_response &

2018 12 20! 17:15:18.273902 aaa: aaa_cleanup_session

2018 1& 20 17:15:18.273916 aaa: mts_drop of request msg

2018 12 20 17:15:18.273935 aaa: aaa_req= HIRIX{oF &fL|C}

20184 18 202! 17:15:18.280416 aaa: aaa_process_fd_set

2018 Jan 20 17:15:18.280443 aaa: aaa_process_fd_set: aaa_q2| mtscallback

2018 Jan 20 17:15:18.280454 aaa: aaa_enable_info_config: aaa 212! 2F M| A|X|oi| CHEL
GET_REQ

2018 Jan 20 17:15:18.280460 aaa: 73 2do| gtet 2t CHA| 7IK4t&LICH & = Q= Eot &
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