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« HM&: Cisco FTD(Secure Firewall Firepower), & 7.6.0(0i: CSF1220CX 0{Z 20| A)

« Z2|: FMC(Firepower Management Center), cdFMC(Z2H*E A3 FMC) EE=
FDM(Firepower Device Manager)

« VPN: NPS(Windows = H[?! 7+2] MEH)of CiEt RADIUS QIS 2 #+4EH

« VPN =4 £:192.168.250.1 - 192.168.250.200
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1EHAl: VPN 4 £0| LI E|AA0| HMAE = QT F access-list EF52 F7HELICE.

access-1ist CSM_FW_ACL_ advanced permit ip object VPN_Pool any rule-id 268438528
access-1ist CSM_FW_ACL_ remark rule-id 268438528: ACCESS POLICY: Default Access Control Policy - Mandat
access-1ist CSM_FW_ACL_ remark rule-id 268438528: L7 RULE: Permit_VPN_Pool
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access-1ist CSM_FW_ACL_ advanced permit ip any object VPN_Pool
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. - S A LIE MBS0 cHet VPN E2] NAT of &

nat (outside,inside) source static VPN_Pool VPN_Pool destination static Net_192.168.95.1-24 Net_192.168

. - SMB: 5Ust ClE{H|0|A 2| VPN & &1|0El NAT(no-proxy-arp)

nat (any,any) source static VPN_Pool VPN_Pool no-proxy-arp

. - ZMC: 2F elEmolA2 VPN E& S &l|o{El NAT

nat (outside,outside) dynamic VPN_Pool interface
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ATHA|: packet-tracer BEE AFE5t0{ VPN E0i| A LR E|&A 20| EBHE S &2 AlEd0|Metn
Egizlo| o=t 7=, NAT & Z2oi ol&l| {8 &l=X| AS & Lct.

packet-tracer input outside icmp 192.168.250.1 8 0 192.168.95.1

packet-tracer input outside tcp 192.168.250.1 12345 192.168.95.1 80

packet-tracer input inside icmp 192.168.95.1 8 0 192.168.250.1

packet-tracer input inside tcp 192.168.250.1 54321 192.168.95.1 443

Phase 5

ID: 5

Type: ACCESS-LIST

Result: ALLOW

Config: access-group CSM_FW_ACL_ globalaccess-1ist CSM_FW_ACL_ advanced permit ip object VPN_Pool any r



Additional Information: This packet will be sent to snort for additional processing where a verdict wi
Elapsed Time: 0 ns

Phase 7

ID: 7

Type: NAT

ResuTlt: ALLOW

Config: nat (outside,outside) dynamic VPN_Pool interface

Additional Information: Static translate 192.168.250.1/12345 to 192.168.250.1/12345 Forward Flow based
Elapsed Time: 0 ns
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