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- FXOS(Firepower eXtensible Operating System)
- ASA(Adaptive Security Appliance)

2l=A Hol&(2ILH
- FTD(Firepower Threat Defense)
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- Firepower 2110

- FTD 6.6.5(FX0OS H%1 2.8.1.1652 &7 HEZ XM3)
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1. Firepower 2100 Series 0{Z2}0[21A

2. otZ FEH A(half-duplex) ZEMM A= 5Lt 0|49 2|F XE MA| ZE(QIEXMO|E, 7
ZHA EUX| ZH0|E).
3. ¥&Fg dh= ASA(Adaptive Security Appliance) B &= FTD(Firepower Threat Defense) A ZE 9
o 2IE[AE FEELIC

O| eS| 7t LBr™Ql/7tE LRIl gr& 2 2 E Olo|H QB 0|A 7} &S E{mH o|A o] EY
ZE Hol ZAIStX| f=rhe AL

Zi%47} o] Z=7Z40i Hi x| |24 ARP(Address Resolution Protocol) 20| S8t MEYIO|CIE A
£ ol A F2 &0 LINA(LInux NAitally) 1P 24 0] #[0]04 2 2200 CHEF 2217} 2 A1%]0 LINA 47!
ol A 2E0| EAIES LIEFALICH 2Lt 0|28 ARP 3|4l LINACI S EHE ZH AHA| QIE{H| 0| A
7t ¢4 745! QIE A 2|x|0flAH SPAN(Switched Port Analyzer)S &%l [l LIEILIE 23X AHA|OIAM
LI7t= JAe 2 EA|Z|X| k&L Ct,

g &M

n
Ojo

a Zr&Lch.

firepower# show capture arp

4 packets captured

1: 14:43:44.185872 arp who-has 10.255.255.1 tell 10.255.255.2
2: 14:43:44.186132 arp reply 10.255.255.1 is-at b0:8b:cf:8c:61:4f
3: 14:43: 45. 205906 arp who-has 10.255.255.1 tell 10.255.255.2
4: 14:43:45.206166 arp reply 10.255.255.1 is-at b0:8b:cf:8c:61:4f
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firepower# scope eth-uplink
firepower/eth-uplink # scope fabric
firepower/eth-uplink/fabric # scope interface 1 12 <<< interface Ethl/12
firepower/eth-uplink/fabric/interface # show stats ether-tx-stats Ether Tx Stats: Tinme
Col | ected: 2021-12-09T17:29:45.621 <<< first execution of the command
Monitored Object: sys/switch-A/slot-1/switch-ether/port-8
Suspect: No
Total Packets (packets): 4823522 <<< Counter of packets transmitted
Uni cast Packets (packets): 4823515
Mul ti cast Packets (packets): O
Br oadcast Packets (packets): 7
Total Bytes (bytes): 606771974
Junbo Packets (packets): 0
Threshol ded: 0

firepower/eth-uplink/fabric/interface # show stat ether-tx-stats

Et her Tx Stats:
Time Col |l ected: 2021-12-09T17:30:15.726 <<< second execution of the command
Monitored Object: sys/switch-A/slot-1/switch-ether/port-8
Suspect: No
Total Packets (packets): 4823522 <<< Counter of packets transmitted (No delta seen)
Uni cast Packets (packets): 4823515
Mul ti cast Packets (packets): O
Br oadcast Packets (packets): 7
Total Bytes (bytes): 606771974
Junbo Packets (packets): 0
Threshol ded: 0
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firepower#

firepower# connect local-mgmt
firepower(local -ngnt)# show portmanager counters internal 1 3 <<< first execution of the
command

Good Cctets Received : 23510696205
Bad Cctets Received : 0

MAC Transnmit Error : O

Good Packets Received : 49729185
Bad Packets Received : 0

BRDC Packets Received : 1704250
MC Packets Received : 320755
Size 64 : 21746457

Size 65 to 127 : 112073389

Size 128 to 255 : 7536865

Size 256 to 511 : 3053841

Size 512 to 1023 : 2490597

Size 1024 to Max : O

Good Cctets Sent : 27203100553
Good Packets Sent : 122656923
Excessive Collision : O

MC Packets Sent : 1095115

BRDC Packets Sent : 90585686

Unr ecogni zed MAC Received : O
FC Sent : O

Good FC Received : 0



Drop Events : 16837069

Undersi ze Packets : 0

Fragments Packets : O

Oversize Packets : 0

Jabber Packets : 0

MAC RX Error Packets Received : 0
Bad CRC : 0

Collisions : O

Late Collision : O

bad FC Received : 0

Good UC Packets Received : 47704180
Good UC Packets Sent : 30976122
Mul tipl e Packets Sent : O

Def erred Packets Sent : O

Size 1024 to 15180 : O

Size 1519 to Max : O
txgFilterDisc : O

linkChange : 1

firepower(local -ngnt)# show portmanager counters internal 1 3 <<< second execution of the
command

Good Cctets Received : 23510700469
Bad Cctets Received : 0

MAC Transnmit Error : O

Good Packets Received : 49729250 >>>> 49729250 - 49729185 = 65 packets received from FTD
Bad Packets Received : 0

BRDC Packets Received : 1704261
MC Packets Received : 320759

Size 64 : 21746518

Size 65 to 127 : 112074355

Size 128 to 255 : 7536866

Size 256 to 511 : 3053847

Size 512 to 1023 : 2490606

Size 1024 to Max : O

Good Cctets Sent : 27203179868
Good Packets Sent : 122657901
Excessive Collision : O

MC Packets Sent : 1095130

BRDC Packets Sent : 90586649

Unr ecogni zed MAC Received : O

FC Sent : O

Good FC Received : 0

Drop Events : 16837134 >>>>> 16837134 - 16837069 = 65 packets dropped (matching above counter)
Under si ze Packets : 0

Fragments Packets : O

Oversize Packets : 0

Jabber Packets : 0

MAC RX Error Packets Received : 0
Bad CRC : 0

Collisions : O

Late Collision : O

bad FC Received : O

Good UC Packets Received : 47704230
Good UC Packets Sent : 30976122
Mul ti pl e Packets Sent : O

Def erred Packets Sent : O

Size 1024 to 15180 : O

Size 1519 to Max : O
txgFilterDisc : O

linkChange : 1
firepower (Il ocal -nmgnt)#
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firepower#
firepower# connect local-mgmt
firepower(local -ngnt)# show portmanager switch status

Dev/ Port Mode Link Speed Dupl ex Loopback Mode

0/0 @GSGM | Down 1G Hal f None
0/1 @SGM 1 Up 1G Full None
0/2 @GSGM | Down 1G Hal f None
0/3 @SGM | Down 1G Hal f None
0/4 @QGSGM | Down 1G Hal f None
0/5 @SGM | Down 1G Hal f None
0/6 QSGMII Up 100 Half None <<<<< Up and Half-duplex
0/7 @QGSGM | Down 1G Hal f None
0/8 @SGM | Down 1G Hal f None
0/9 @SGM 1 Up 1G Full None
0/10 @SGM | Up 1G Full None
0/11 @SGM | Up 1G Full None
0/12 @SGM | Up 1G Full None
0/13 @SGM | Down 10 Hal f None
0/14 @SGM | Down 10 Hal f None
0/15 @SGM | Down 10 Hal f None
0/16 n/a Down n/a Full NA
0/17 n/a Down n/a Full NA
0/18 n/a Down n/fa Full NA
0/19 n/a Down n/fa Full NA
0/20 n/fa Down n/a Full NA
0/21 n/a Down n/fa Full NA
0/22 n/fa Down n/fa Full NA
0/23 n/fa Down n/fa Full NA
0/ 24 KR Up 10G Full None

0/ 25 KR Up 10G Full None

0/ 26 KR Down 10G Full None

0/ 27 KR Up 10G Full None

O ZoMe= LHR AL|x| ZE HE ol CHEt S 2[X MA| QIE{H|O|A S| OfEE & I%E*LIEP. Of OHE
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Interface Nanelnternal Switch Port (2110/2120)Internal Switch Port (2130/2140)
Ethernet 1/1 1 1
Ethernet 1/2 0 0
Et hernet 1/3 3 3



Et hernet 1/4
Et hernet 1/5
Et hernet 1/6
Et hernet 1/7
Et hernet 1/8
Et hernet 1/9 49

Et hernet 1/10 8 48

Et hernet 1/11 11 51

Et hernet 1/12 10 50

Et hernet 1/13 12 59

Et hernet 1/14 13 58

Et hernet 1/15 14 57

Et hernet 1/16 15 56

Ethernet 2/1 NNA 70

Ethernet 2/2 NA 71

Et hernet 2/3 N A 69

Et hernet 2/4 N A 68

Et hernet 2/5 N A 66

Et hernet 2/6 N A 67

Et hernet 2/7 N A 65

Et hernet 2/8 N A 64

Internal 1/1 26 81 (Eventing Port - NOT visible at Service Manager)

Internal 1/2 27 80 (Unused - NOT visible at Service Manager)

Internal 1/3 24 52 (Internal backplane uplink to |ogical device, whether ASA or FTD)
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2.1. FMC(Firepower Management Center)H| A # 2|5t= FTD2| A< FMC2| 22/ QIE{H 0|A
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2.2. Firepower Device Manager(FDM)0{| A 2t 2|5t = FTD2| B2, Interface Advanced Options(¢!
E{H0|A 12 M) ol2foll M Duplex(FE&A) SMS Auto(IP%)Oilkl Full(™&l)2 eHZgLct

2.3. ASAL| E< Ct31t Zo| MA| BHoiA 0|5 XI5 P& S HIg st LI

firepower /eth-uplink # scope

firepower /eth-uplink # scope fabric a

firepower /eth-uplink/fabric # scope interface 1 1

firepower /eth-uplink/fabric/interface # set auto-negotiation
no No

yes Yes

firepower /eth-uplink/fabric/interface # set auto-negotiation no
firepower /eth-uplink/fabric/interface* # commit-buffer
firepower /eth-uplink/fabric/interface #
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