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Edit Domain Exception List

Domain Exception List: (2 | yress
SDR_Exception
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7. Mail Policy(Hl& &%) > Incoming Content Filters(5= 4! 2El= Z/E{) > Add Filter(ZE{ £7}) >
Add Condition(Z74 &7}) > Domain Reputation(ZHQ! E)S 2 0|SErL|Ct.
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Deas the sender domain match any one of the
specifipd criteria?
© Sender Domain Regutation

O Sender Domain Reputation Wordict wif—

Werdot: Awful to Poor

Sender Domain Age
Sandar Demain Reputation Urscannable
External Threat Feeds
Use 5 Domain Exoaption 81! Kone B =

SDR B =7 H¢| &2t0|= 2 H

Verdict: Awful to Good

Awiul Poor Tainted Weak UnknowrMNeutral Good

H

5

2to|= gfoie| ™A 27|

>

SDR

r

9. =74 2 ghAIRF =M@ 7|2t



- THQIol AL QiEte o Ee fIEoIL 2 MEE & E A Ha HdpE
« ALg 7lztol 102 Dlgtel Eoilelol THs e o AEE 4 et
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Does the sender domain match any one of the
specified criteria?

© Sender Domain Reputation
Sender Domain Reputation Verdict

© Sender Domain Age f———

& Greater than N ] | Day(s) H
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Less than n Unscannable ¥

Less than or equal to
Ext Equal to
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Use a g None g Y
\ Unknown J
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Does the sender domain match any one of the
specified criteria?
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Domain Reputation Help

Does the sender domain match any one of the
specified criteria?

Sender Domain Reputation

© External Threat Feeds

Does the domain in the header match the threat
information from any one of the selected

sources?

Available Sources: Selected Sources:
Alienvault Add =

beta_taxii >

hat-phish_tank < Remove
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New SMTP ICID 5539460 interface Data 1 (10.10.10.170) address 55.1.x.y re
ICID 5539460 ACCEPT SG Production_INBOUND match xxx1.xxx.com SBRS 2.5 cou
ICID 5539460 TLS success protocol TLSv1l.2 cipher ECDHE-RSA-AES128-GCM-SHA
Start MID 3291517 ICID 5539460

<#root>

XXX . Ccom>

mai | _| ogs sanpl e including SDR verdi ct
Tue Dec 3 15:22:44 2019 Info:

Tue Dec 3 15:22:44 2019 Info:

Tue Dec 3 15:22:44 2019 Info:

Tue Dec 3 15:22:44 2019 Info:

Tue Dec 3 15:22:44 2019 Info: MID 3291517
Tue Dec 3 15:22:44 2019 Info: MID 3291517
Tue Dec 3 15:22:44 2019 Info: MID 3291517
Tue Dec 3 15:22:44 2019 Info: MID 3291517
Tue Dec 3 15:22:44 2019 Info: MID 3291517
Tue Dec 3 15:22:44 2019 Info: M D 3291517
Tue Dec 3 15:22:46 2019 Info: M D 3291517
Tue Dec 3 15:22:46 2019 Info: M D 3291517
Tue Dec 3 15:22:46 2019 Info: MID 3291517
Tue Dec 3 15:22:46 2019 Info: MID 3291517
Tue Dec 3 15:22:46 2019 Info: MID 3291517
Tue Dec 3 15:22:47 2019 Info: MID 3291517
Tue Dec 3 15:22:47 2019 Info: MID 3291517
Tue Dec 3 15:22:47 2019 Info: MID 3291517
Tue Dec 3 15:22:47 2019 Info: MID 3291517
Tue Dec 3 15:22:47 2019 Info: MID 3291517

ICID 5539460 From: <customer@xxx.com>

ICID 5539460 RID O To: <owner@xxx.com>

IncomingRelay (PROD_TO_BETA): Header Received found, IP 172.20
Message-ID '<mail>'

Subject "You\\'ve Been Nominated for inclusion with Who\\'s W

SDR: Domai ns for which SDR is requested: reverse DNS host: Not

SDR: Consol i dated Sender Reputation: Awmul, Threat Category: |

SDR: Tracker Header : 5Zr| 76622ZDGPs S6cByUUXq7LTXXS3/ wonoZb5c(

ready 10011 bytes from <owner@xxx.com>

Custom Log Entry: MF_URL_Category_all HIT

matched all recipients for per-recipient policy DEFAULT in th
interim verdict using engine: CASE spam positive

using engine: CASE spam positive

interim AV verdict using Sophos CLEAN

antivirus negative

AMP file reputation verdict : SKIPPED (no attachment in messa



Tue Dec 3 15:22:47 2019 Info: MID 3291517 using engine: GRAYMAIL negative
Tue Dec 3 15:22:47 2019 Info: MID 3291517 Custom Log Entry: SDR_Verdict_matched_Awful_Poor
Tue Dec 3 15:22:47 2019 Info: Start MID 3291519 ICID O

x4

SR L SISl Flst 7| fI8F B grep BE

—_1

rr
g
i
b

4. XH {8

Am
rH

+ >> grep "Sender Reputation: Traddy" mail_logs
« >> grep "Sender Reputation: 2 &" mail_logs

0

5. EE8F MID Zt3t B 7H CLI findevent 3@ 2 AFE5HH HYU 20 MEAIE S HE = U&LIC
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XXX .com> grep "SDR: Domain Reputation.*Poor" mail_logs
Tue Dec 3 11:07:01 2019 Info: MID 3265844 SDR: Consolidated Sender Reputation: Poor, Threat Category: S

Tue Dec 3 12:57:28 2019 Info: MID 3277401 SDR: Consolidated Sender Reputation: Poor, Threat Category: S

XXX .com> grep "SDR: Domain Reputation.*Awful" mail_logs
Tue Dec 3 10:24:08 2019 Info: MID 3261075 SDR: Consolidated Sender Reputation: Awful, Threat Category:
Dec 3 15:18:27 2019 Info: MID 3291182 SDR: Consolidated Sender Reputation: Awful, Threat Category:
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« CLI > telnet v2.sds.cisco.com 443(§ & A|™HDH &g +~ QUS)
- CIE MH|A9| 2O E 2fQl5t0] QIEY 7|8 MH|A 0| ZRHE QI S 41 FoH7t U=X| elghL
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« CLI > displayalerts(Zd1 EA|E Z25t01 F7} S¢l Aluf ZFFE FelghLct
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« Sender Domaln Reputatlon Timeout Setting(&f A XM £ H[Q1 WE Azt K8 )2 E—.
U2 1~10Z HRloM =& = JU=X| =IFLICH Security Services(E2 2t A{H|A) > Domain
Reputation( = HIQ! I > Edit(T &) > Sender Domain Reputation Query Timeout(%“‘._'ﬂ =
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14 O|& 2| AsyncOSOi| CHEH 52 UHI0IE
Met 20| SAE O|& v2.sds.cisco.com A& AR E = UX|ZH URL EE{E L SDR 250
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OIZHI2E TCP X E 443 EE=0f CHal &at=dof M o|HEt SAE O|E 2 IP F

* serviceconfig.talos.cisco.com

 grpc.talos.cisco.com
* email-sender-ip-rep-grpc.talos.cisco.com

IP A HL:

* 146.112.62.0/24

* 146.112.63.0/24

+ 146.112.255.0/24

* 146.112.59.0/24

» 2a04:e4c7:ffff../48

+ 2a04:e4c7:fffe::/48

P EE, URL BE U FHE|T 2| 71X MH|A 2T M2 &o5t= Ol AHS El= Cisco
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