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Cisco IronPort Email Encryption Settings

Success — Settings have been saved.

Email Encryption Global Settings
Cisco IronPort Email Encryption: Enabled
Maximum message size to Encrypt:  10M

Email address of the encryption account | joe.admin@mycompany.com
administrator:

Proxy Server (optional): Not Configured

Edit Settings... |

Email Encryption Profiles

Add Encryption Profile... |

No Encryption Profiles Configured.

PXE Engine Updates

Type Last Update Current Version
PXE Engine Never updated 7.2.0-007
Domain Mappings File Never updated 1.0.0

Update Now
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Encryption Profile Settings

Profile Name: ICRES_H[G H

Key Sarver Sattings
Key Service Type:  Cisco Registered Envelope Service 8

Proxy: A proxy server Is not currently configured.

Cisco Registered Envelope Service URL: ||mps: /{res.cisco.com

b Advanced Advanced key server settings

Example Envelope &
Envelope Message Security: o High Security
Recipient must enber a passphrase to open the encrypted even if credentials are cached ("Remember Me" selected).

Medium Security
No passphrase entry required if recipient credentials are cached ("Remember Me” selected).

Mo Passphrase Required
The reciplent does not need a passphrase to open the encrypted message.

Logo Link: & np link
Custom link URL:

By defining a URL, the logo in the upper left corner of the recipient envelope will become
a link {example: http:/fwww.mycompany.comy).

Read Receipts: Enable Read Receipts
b Advanced Advanced envelope settings

Example Message =

End-User Controls: Enable Secure Reply All
Enable Secure Message Forwarding

Localized Envelopes: Use Localized Envelope

Encrypted Message HTML Notification: = System Generated
Preview Message =&
(see Mail Policies = Text Resources > Encryplion Notification Template - HTML)

Encrypted Message Text Notification: System Generated
Preview Message
(see Mail Policies = Text Resources > Encryption Notification Template - Text)

Encryption Failure Notification: Message Subject: I[ENCRVP'I'ION FAILURE]

Message Body: System Generated
Preview Message

(see Mail Policies > Text Resources > DSN Bounce and Encryption Failure Notification Template)

File name of the envelope attached to the encryption |5gcu.-ggc;_$(datg}Ts{:ime},html
notification:

O Chg 2-5EH 8 Y5310 "CRES_MED" 2! "CRES_LOW"E M gfLict. 2t = 2ot of CHst
S5F HAIX| E¢tol Bir|2 HES ¥EstH ELich

« CRES_HIGH =21} 9| Z32 "High Security" ZIC|2 HE S MEiFLICT
« CRES_MED Z 2 1t29| A< "Medium Security(S7+ 22h" 2IC|2 HE
« CRES_LOW ZZ1}2lo| ZZ2 "No Password Required" 2tC|2 HHE S MEHEL|CI

Enable Read Receipts(24S & Q! #433}), Enable Secure Reply Al(25 2ot 3|4l #2435} 4
Enable Secure Message Forwarding(2 9 HIAIX| ME &3t SM0| U&LICE Envelope
Settings(8 & A7)0 M "Advanced(12)" @3 E Z=2I5tH Ml 7HX| CiE ¢33 T 2|E F 5Lt
E MEiE = oM, Java ¥ =3t OHES! Q0| SFE TS E K™Y = USLICH

Envelope Settings(8 & &) 2 EZ0i = "Example Message(H AlX| ofl)" 5tO|HEIAE 2137} &
AlElLICH EEI6tH AR HTML H2 TS o F o|H Yol EAE[= 2o HIAIX| S &
(Secure Message Envelope)2| 047} E A|EILIC}

Read Receipts(4& & Q)= s AlAt7 2ot HIAIX|E L™ 5 5HE HAIX[Q] & AlXt7 CRESER
E O|H Y E F2lIFE ool Lch=4IRt7L HE Z7|1E W2l HAIXKIE SRS 2 2l0lR).
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5t &S SHE HAIXIE LYH o HIAIXK|7F EAIZEX] EAIELICH

O

Submit and commit changes(M& %! 7{2)& 2 2!5H0F &L|C}.
2™ El|o|Z 2| &oi| "Provision(Z 2 H|X{'d)" HEO| EA|E/LICt. Provision(Z2H|X'd) HER
Commit(42) B4ZE0| U W7 K| EAIZIX| & LICH

Cisco IronPort Email Encryption Settings

Success — A Cisco Registered Envelope Service profile "CRES_LOW" was saved.

1. Commit this configuration change before continuing.
2. Return to provision the hosted service.

Email Encryption Global Settings
Cisco IronPort Email Encryption:  Enabled
Maximum message size to Encrypt:  10M

Email address of the encryption account = joe.admin@mycompany.com
administrator:

Proxy Server (optional): Not Configured

Edit Settings... I

Email Encryption Profiles

Add Encryption Profile... |

Profile Key Service Provision Status Delete
CRES_HIGH Cisco Registered Envelope Service Not Provisioned ||
CRES_LOW Cisco Registered Envelope Service Not Provisioned @
CRES_MED Cisco Registered Envelope Service Not Provisioned &

PXE Engine Updates

Type Last Update Current Version
PXE Engine Never updated 7.2.0-007
Domain Mappings File Never updated 1.0.0

Update Now

Provision(Z Z H|X{g) I:I-IEQ CtAl 22 LICt Z|AF RES 072 E7L M E|T o{EE0|edA
SINO| 0472 E0 F7tE! F0iBt 2FSFLICH. RES 0{7I2E7I ESAM| ¢1AE B2 T Z2H|IMHI =
ENMATHRA WEAH =AELICH OZX| 2 32 T ZENAE HX{ 2= 5H{oF §LICH.

= 2 H|X{d0o| 22 E|™ Cisco IronPort Email Encryption H O|X|0f ZZZl0| ZZH|XEE W22
FEAELCH

4. DLP(Data Loss Prevention) & 433}

1. ESA UIO| A Security Services(=2 2t MH|A) > Data Loss Prevention(H|O|E{ £ 4 X))o 2
ols &Lt

2. Enable...2 £22!5t0{ DLPE & ‘g3st&LICt.

3. EULA, Data Loss Prevention 2}O|MIA H|2Foi| & 2|&FL|CT.

4. Enable matched content logging(¥x|st= 2EIX 24 g43}) &elerg F2IgLc.



5. Enable automatic updates(Xt & C|0|E & M35t & elEtE 2Lt
6. Submit(M|E)2 E=/&FL|ct.

Data Loss Prevention Settings

Data Loss Prevention: = Enabled
Matched Content Logging: Enabled
Automatic Updates: | Enabled

Edit Settings...
Current DLP Files
File Type Last Update Current Version New Update
DLP Engine Never Updated 1.0.16.a0015fd Mo updates available.
No updates in progress. | |

O{ZE2t0[A201AM DLP AT & AtM HolEl 2EX X[ 27 Atof I:H°+ UC0|E= CHE 22 AMH|
A0 Ciet MClolE9t FRHEfLICEH 3~52 2| H7| Talos ME UH|O|EE MZ CHEM DLP 3 3
M HCIo|EE ZFotX| Sh& LT 0{7|XM HCI0IEE #E5tat of °H—IE+
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"Matched Content Logging(& x| 5= -E—E.ilﬁ 2Z)'0| &dstE 42, HAIX
ol E2HIXE EAIE = U&LICH CHS2 DLP {lEtel ¢elo| & ojH &
ARl =0 of lLIct. ol2{3t HAalo2 J-FERP" O{HH HIO|E{7t EE DLP ™
MeEstA o = UsLct

AN EH
Summary DLP Matched Content
HESTACE 50 *1 53" MATCHED DL MOLCY. custom_policy

Violation Sewerity:  MEDIUM (Risk Factor: 50)
attachment.ds: | Credit Cards

& Cargdyn Anderscn 4886, Lynn Avenwe Esu Claire W] 54700 US 715-491-2806
MasterCard S337TG7EIRFIIT24 938 42008

& Abert Beamer 1141, Johnny Lane Mdwaukee W1 53202 US 414-283-381%5
MasterCard SIS0T05902656342 849 472010

# Jordan Lape 2551, Browning Lame Madeson W1 53703 US 608-227-8939
MagterCard SIRG023042000742 513 12/2000

& Barbars Scott 16TE, Abner Rosd Edgar W1 54426 US 715-3502-9535 MastenCard

Rafld1 ARGSAACTIART 110 A/ING E”OIE'I _IQI_z,és I:lol-xl
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DLP B2 $Igrsf BAIRlo] HAEE RAIS2IE B2 24 i At R0l s 7 Y =
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1. SMAOI A Email(O|HIY) > Message Quarantine(HIA|X| Z42]) > Policy, Virus, and Outbreak
Quarantines(&%4, H0|2{A 2! Outbreak 4 EI)E OIE°FLIE}

Last Message Quarantined On Size | Delete
en Release N/A 0

23 Jul 2020 14:43 (GMT +00:00) 0

0 Retain 10 days then Delete N/A 0 @
0 | Retain 30 days then Release VA 0
N/A 0

2. AEHS 7| M ZHAE| Elo|E8 o|&AH Eluch
YA Htol244 I Outbreak 2|
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. "Add Policy Quarantine(
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Add Quarantine

% 22| £7h)" 4
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Quarantine Mame:

Retention Penod: | 14

Default Action:

Local Users:
Externally Authenticated Users:

Custom User Roles:

IDLP Quarantine Violations

® Delete

\_) Release

Free up space by applying default action on messages upon space overflow
Additional options to apply on Release action (when used for freeing up space)

Modify Subject
Add X-Header

Strnip Attachments

Mo users selected

Mo users selected

Mo roles selected

Days v

| Submit |
DLP #HHE!l of

DLP MIA|X| & HE

DLP HIA|X| 22 &l O|H YoM DLP 2[8t2 B X|E [ ESA7L &g 2rdoi CHaH AP erL|ct
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DLP M|A|X| Q] A4

1. Mail Policies(H| & Z4%*) > DLP Message Customizations(DLP HIA|X| At& Xt HESHE 0|8
sH_|C}.

2. "Add Message Action(HIA|X| 2Fd F7H" HE
AR ZHAE MES &= HE ALEE 7HO5H0

fjo

£2l5t1 C}
L|C}.

Add Message Action

Name: |EncryptMediurn and Deliver

mjo
O
—
v
12
2

£ FItELich o

-r
1

Description: ‘ ‘

Message Action: | |Deliver |

Enable Encryption

Encryption Rule: | Always use message encryption. v |
(See TLS settings at Mail Policies > Destination Controls)

Encryption Profile: |CRES_MED ~ |

Encrypted Message Subject: I
Send a copy of message to | DLP Quarantine Violations (centralized) v quarantine.

b " ) }
b Advanced | rpnic section contains settings for Message modifications, message delivery and DLP notifications.

Cancel
HIAIR] 2

6. CIOIE| R& WXl T4 2

DLP H*oi= C}Z 0| Z&ELICH.

« YA HAIX[of 2IZHEE CIOE7F & &[0 A=EXI 4R E EAHste =2 AE
« HIAIX|of of2{Et CllOIE{7I Z&E B¢ =T 5.

1. Mail Policies(H| & =*) > DLP Policy Manager(DLP &2 Zt2[xt)Z o|S & LICH.
2.'Add DLP Policy'(DLP &2 £7HE Z=|gFLCt.
3. "Regulatory Compliance(+ 8 &) 371 AZH&E S dL|Ct.



Add DLP Policy from Templates

Display Settings: Expand All Categories | Display Policy Descriptions

= Regulatory Compliance
Add Canada PIPEDA (Personal Information Protection and Electronic Documents Act)
Add | PCI-DSS (Payment Card Industry Data Security Standard)
Add - US FERPA (Family Educational Rights and Privacy Act) Customization recommended.
Add - US GLBA {(Gramm Leach Bliley Act) Customization recommended.
Add - US HIPAA and HITECH Customization recommended.
Add l US HIPAA and HITECH {Low Threshold) Customization recommended.
Add . US SOX (Sarbanes Oxley)

b US State Regulatory Compliance

b Acceptable Use

b I?*rn.-'aq.r Protectlu-n

Intellectual Property Protection
b Company Confidential

b Custom Policy

4. PCI 89| AL PCI-DSS &0 /&= "Add(F7H" HES S=IFLct

Policy: PCI-DSS (Payment Card Industry Data Security Standard)

DLP Policy Name: | |pCI-DSS (Payment Card Industry Data Security Standard)

Description: | |1dentifies information protected by the Payment Card Industry Data Security

Standard (PCI-DSS).

&

Editable by (Roles): | Cloud DLP Admin, Cloud Operator

Policy Matching Details: | This policy identifies cardholder data, including but not limited to Primary Account Number (PAN),
expiration dates, and magnetic stripe data.

b Filter Senders and Recipients: | Restrict this DLP policy by specific recipients and senders.

b Filter Attachments: | Restrict this DLP policy to detect specific attachment types.

b Filter Message Tags: | Restrict this DLP policy to detect message tags.

Severity Settings

Critical Severity Incident: | [ Encrypt Medium and Deliver |

High Severity Incident: | Inherit Action from Critical Severity Incident v |

Medium Severity Incident: | | Inherit Action from High Severity Incident w |

Low Severity Incident: | | [nherit Action from Medium Severity Incident v |

verit ale:
SEVERE Scale IGNORE Low MEDIUM HIGH CRITICAL

0-14 15-52 53-72 73-87 88 - 100 Edit Scale._

PCI-DSS DLP T#%!2] of|

5. Critical Severity Incident0i| A 0|Z10i| 2448t "Encrypt Medium and Deliver" 2¢j2 ME4FHL|CT
HMZEI 2 QINEHEE HEE = UX|BH XIF2 A4 Tt =2 QIAEHEE 4S8 8 g A|CH

 HE AEE MES ChE HUELICH
7.4 Ol B Aof DLP & T8

1. CHE 2 2 0|5 &LICt. Mail Policies(Hl & %2) > Outgoing Mail Policies(f A1 M| %% H)
2. Default Policy(7|&2 ZH&)oi| CHEF DLPL2| Mo 2 Z2IgfLIct. ot & g dststx| i 4



"Disabled(H|& &stE)"2 EA|ELICH

3. Disable DLP(DLP H|& 433})0i M Enable DLP(DLP & M&hZ ZECI2 HES

AHA—|%|- DLP JC-I;':Hol x*l -'I‘J"'-A|E|=||L—|L—-|'
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