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Destination Controls

Destination: | | mytestdemainl968.com

IF Address Preference: | | pafault (IPvd Preferred) «

Lirmits: Cancurrent | () Use Default {500}
Lonnecisons: | (e) Maximum of |5I:Iﬂ (betwesn 1 and 1,000)

Maximum Messages Per I::} Use Default (50}
Connection: (&) Maxirmum of |50 (betwesn [ and 1,000]

Recipipnts: @ Use Default (Mo Limit)
(O Maxirnurm of |0 |
Number of recipients between O and 1,000,000, 068
[l imber of minubes between 1 and 60

Apply limits: | Per Secure Emall hostname
(&) System Wide
) Each Wirtual Gabeway

(recormmatded iF Virtud! Galeways ard in use )

TLS Support: | | Default (Preferred) 2 -+

Certificate: | pafault [ciscossi_signed_cert) -
GANE Support: (B | pefault (None) =

MTA 5TS Support ;j Default (Na)
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Baunce Verification: Perfarm address tagging: EI Default (Mo)
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Appites anly i bounce venlfication address tagaging is in Use. See Mall Palicies » Bounce Verificatian

Baunce Profile: | | pafault ~

Bounce Prafile can be configured at Network > Bounce Profifes

Note: DANE and MTA 5TS wil! nad b anforesd for domaing that have SMTP Routes configure
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Thu Sep 26 15:23:39 2024 Info: Successfully fetched MTA-STS TXT record for domain(mta-test.domain.com)
Thu Sep 26 15:23:40 2024 Info: New SMTP DCID 834833 +interface 10.1.1.2 address 10.1.1.3 port 25

Thu Sep 26 15:23:41 2024 Info: DCID 834833 TLS success protocol TLSv1l.3 cipher TLS_AES_256_GCM_SHA384 s
Thu Sep 26 15:23:41 2024 Info: MTA-STS policy for the domain (domain.com) Successful.

Thu Sep 26 15:23:41 2024 Info: Delivery start DCID 834833 MID 5444 to RID [0]

Thu Sep 26 15:23:44 2024 Info: Message finished MID 5444 done
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DNS query: Q(_mta-sts.domain.com, 'TXT')
DNS query: QN(_mta-sts.domain.com, 'TXT', 'recursive_nameserver(Q.parent
DNS query: QIP (_mta-sts.domain.com,'TXT','10.10.5.61",15)
DNS encache (_mta-sts.domain.com, TXT, [(131794459543073830L, 0, 'insec
Successfully fetched MTA-STS TXT record for domain(domain.com)
Valid cache entry found for the domain (domain.com).Thu Sep 26 15:23:39
DNS query: QIP (domain.com,'MX','10.10.5.61',15)
Applying MTA-STS policy for the domain (domain.com)
New SMTP DCID 834833 interface 10.1.1.2 address 10.1.1.3 port 25
DNS query: Q(domain.com, 'MX')
DCID 834833 TLS success protocol TLSvl.3 cipher TLS_AES_256_GCM_SHA384 s
MTA-STS policy for the domain (domain.com) Successful.
Delivery start DCID 834833 MID 5444 to RID [O0]



Thu Sep 26 15:23:44 2024 Info: Message finished MID 5444 done
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Wed Jan 17 21:09:12 2024 Info: ICID 1020089 TLS success protocol TLSv1l.3 cipher TLS_AES_256_GCM_SHA384
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Tue Sep 24 10:02:52 2024 Info: DCID 831556 TLS deferring: verify error: peer cert does not match domain
Tue Sep 24 10:02:52 2024 Info: DCID 831556 TLS was required but could not be successfully negotiated
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_mta-sts.domain.com2 FH XA A|R. 02 TXT "v=STSv1; id=12345678598Z;"

 Telnet - cli > telnet mta-sts.domain.com 4430 A 7|2 & M dZ2M 2 &olshL|Ct.
« QHt ¥ HEIRKE AFE35l0d MTA-STS MAg FL|Ct.

o 1= H
- https://mta-sts.domain.com/.well-known/mta-sts.txt

version: STSvl

mode: enforce

mx: *.maill23.domain.com
max_age: 604800
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