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1. NHRP Resolution Request (triggered by routing)
2. NHRP Resolution Request Forwarded |

3. NHRP Resolution Reply (tunnel initiator)
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HUB

NBMA
172.20.10.10
o
Tunnel Suhnur\“
10.10.10.0/24
. ‘
NBMA NMBA

172.21.100.1 172.22.200.2

Spoke1

Loopback Loopback2

192.168.1.1 192.168.2.2
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SPOKE1#ping 192.168.2.2 source Toopbackl



Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.2.2, timeout is 2 seconds:

olq&t ||—PE|°7P dF Mg F2, B BEd Hu|aslo|Mg BE5tD F ClHO|A 25 SHEE &
5t24™ show running-config interface tunneI<ID> ':c‘i'%'%

<#froot>

SPOKE1#show running-config interface tunnell0
Building configuration...

Current configuration : 341 bytes
!

interface TunnellO
ip address 10.10.10.1 255.255.255.0
no ip redirects

ip nhrp authenticati on DWPN
ip nhrp map 10.10.10. 10 172. 20.10. 10

ip nhrp map nulticast 172.20.10.10

ip nhrp network-id 10

ip nhrp nhs 10.10.10. 10

tunnel source GigabitEthernetl

tunnel node gre nultipoint

tunnel protection | PSEC profile | PSEC Profile_1
end

AZI 2B TY:

<ttroot>

SPOKE2#show running-config interface tunnell0



Building configuration...

Current configuration : 341 bytes
|

interface TunnellO
ip address 10.10.10.2 255.255.255.0
no ip redirects

ip nhrp aut henticati on DWPN
ip nhrp map 10.10.10.10 172.20. 10. 10

ip nhrp map mul ticast 172.20.10.10

ip nhrp network-id 10

ip nhrp nhs 10.10. 10. 10

tunnel source GigabitEthernetl

tunnel node gre nultipoint

tunnel protection IPSEC profile IPSEC Profile_1

end

714|040l A HUBO CHE OHZ/ 0| 2HFE K|, NHRP ©1& EX10| C|Ho|A ZHol| & x|st= K],
E AXZFI7 SUE DMVPN BEHAI7F A E|0] QI=X|, 22|10 IPSEC E3 71 AA2E|= R 2HIE
et s 3 Hu|ag|o|Mo| M E|l=K| & QlsHoF & LCt.

Au|ago|Mo| 2HI2 D IPSEC E5 7t X8 E B2 IKE & IPSEC Z2EZ0| 2HIE2 A &35t
=x| &olsfof g L|Ct. 0l= NHRP7} IPSEC E{'d8 M4 WH{o 2 AF23504 2t X5 Hatsty| 2
LIC}H IKE/IPSEC ZE2EEZ 9| HEHE & Q152 B S show crypto IPSEC sa peer x.x.x.x(077|
M xxxxE E{de MHsledE AZ IS NBMA IP FA)Z AldstL|CH



21 IPSEC E{'do| &5 F0Ix| #Ql524™ Qlut2 = U ofRHH2 = ESP(Encapsulation
gfLict o] MMof ®

Security Payload) 4l440i| E{'d & (SPI, transform-set )7t 2/0{0k &
AE ZE Zhe &% TollM UxIsHok gfLict.



1 IKE/IPSECH X7t e B2 EXHERE2 I ZEEZ

Spoke12| IKE/IPSEC E{'d AFEl:

<#froot>
SPOKE1#

show crypto | PSEC sa peer 172.22.200.2

interface: TunnellO
Crypto map tag: TunnellO-head-0, Tocal addr 172.21.100.1

protected vrf: (none)

local ident (addr/mask/prot/port): (172.21.100.1/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.22.200.2/255.255.255.255/47/0)
current_peer 172.22.200.2 port 500

PERMIT, flags={origin_is_acl,}



#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: O

#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: 0O

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0O

local crypto endpt.: 172.21.100.1, remote crypto endpt.: 172.22.200.2
plaintext mtu 1458, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernetl
current outbound spi: Ox6F6BF94A(1869347146)

PFS (Y/N): N, DH group: none

i nbound esp sas:

spi: 0x84502A19(2219846169)

transform esp-256-aes esp-sha256-hmac

in use settings ={Transport, }

conn id: 2049, flow_id: CSR:49, sibling_flags FFFFFFFF80000008, crypto map: TunnellO-head-0
sa timing: remaining key lifetime (k/sec): (4608000/28716)

IV size: 16 bytes

replay detection support: Y

Status: ACTIVE(ACTIVE)

inbound ah sas:

inbound pcp sas:

out bound esp sas:

spi: Ox6F6BF94A(1869347146)

transform esp-256-aes esp-sha256-hmac

in use settings ={Transport, }

conn 1id: 2050, flow_id: CSR:50, sibling_flags FFFFFFFF80000008, crypto map: TunnellO-head-0
sa timing: remaining key lifetime (k/sec): (4608000/28716)

IV size: 16 bytes

replay detection support: Y

Status: ACTIVE(ACTIVE)

outbound ah sas:

outbound pcp sas:



Spoke22| IKE/IPSEC E{'d ArEl:

<{froot>
SPOKE2#

show crypto | PSEC sa peer 172.21.100.1

interface: TunnellO
Crypto map tag: TunnellO-head-0, local addr 172.22.200.2

protected vrf: (none)

local ident (addr/mask/prot/port): (172.22.200.2/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.21.100.1/255.255.255.255/47/0)
current_peer 172.21.100.1 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 16, #pkts encrypt: 16, #pkts digest: 16

#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: 0O

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 172.22.200.2, remote crypto endpt.: 172.21.100.1
plaintext mtu 1458, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernetl

current outbound spi: 0x84502A19(2219846169)
PFS (Y/N): N, DH group: none

i nbound esp sas:

spi: Ox6F6BF94A(1869347146)

transform esp-256-aes esp-sha256-hnac ,

in use settings ={Transport, }

conn 1id: 2045, flow_id: CSR:45, sibling_flags FFFFFFFF80004008, crypto map: TunnellO-head-0
sa timing: remaining key lifetime (k/sec): (4608000/28523)

IV size: 16 bytes

replay detection support: Y

Status: ACTIVE(ACTIVE)

inbound ah sas:

inbound pcp sas:

out bound esp sas:



spi: 0x84502A19(2219846169)

transform esp-256-aes esp-sha256-hmac

in use settings ={Transport, }

conn id: 2046, flow_id: CSR:46, sibling_flags FFFFFFFF80004008, crypto map: TunnellO-head-0
sa timing: remaining key lifetime (k/sec): (4607998/28523)

IV size: 16 bytes

replay detection support: Y

Status: ACTIVE(ACTIVE)

outbound ah sas:

outbound pcp sas:
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Spoke 1 show dmvpn interface tunnel<ID> £ &4:

<#root>
SPOKE1#

show dmvpn interface tunnel 10

Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete

N - NATed, L - Local, X - No Socket

Tl - Route Installed, T2 - Nexthop-override, B - BGP

C - CTS Capable, I2 - Temporary

# Ent --> Number of NHRP entries with same NBMA peer

NHS Status: E --> Expecting Replies, R --> Responding, W --> Waiting
UpDn Time --> Up or Down Time for a Tunnel

Interface: Tunnell0, IPv4 NHRP Details
Type:Spoke, NHRP Peers:1,



# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb

172. 20. 10. 10 10. 10. 10. 2 UP 00:00:51 12

10.10.10.10 UP 02:53:27 S

Spoke 2 show dmvpn interface tunnel<ID> £ &4:

<{froot>

SPOKE2#

show dmvpn interface tunnel 10

Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete

N - NATed, L - Local, X - No Socket

T1l - Route Installed, T2 - Nexthop-override, B - BGP

C - CTS Capable, I2 - Temporary

# Ent --> Number of NHRP entries with same NBMA peer

NHS Status: E --> Expecting Replies, R --> Responding, W --> Waiting
UpDn Time --> Up or Down Time for a Tunnel

Interface: Tunnell0, IPv4 NHRP Details
Type:Spoke, NHRP Peers:2,

# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb

1 172.21.100.1 10.10.10.1 UP 00:03:53 D

1 172.20.10.10 10.10.10.10 UP 02:59:14 S

Zt gxlel 8ol 2z 30iCk CHE 78'_%7} FE A|ELICH Spoke1 El|0|S 04 A Spoke 201 CHEF & =
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« show ip nhrp: NHRP OHE XE EA|
« show ip nhrp traffic interface tunnel10: NHRP EZ{Z EH|E FE A|ghL|C}.
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1. debug dmvpn condition peer NBMA x.x.x.x(047|M x.x.x.xE &7 CIHIO|A IP F4).
2. debug dmvpn all all: O] S ISAKMP, IKEv2, IPSEC, DMVPN 2! NHRP C|HZ B &
AstgrLct.


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/s1/sec-s1-cr-book/sec-cr-s4.html#wp2307386995
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/s1/sec-s1-cr-book/sec-cr-s4.html#wp2307386995
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/s1/sec-s1-cr-book/sec-cr-s4.html#wp2307386995

MM NHRP E222 & 27| 2I5 Z C|H}0|A0| M CFS debugs BHEE AHE & LICE.
A1
debug dmvpn condition peer NBMA 172.22.200.2

debug dmvpn condition peer NBMA 172.20.10.10
debug dmvpn all all



debug dmvpn condition peer NBMA 172.21.100.1
debug dmvpn condition peer NBMA 172.22.200.2

debug dmvpn all all

debug dmvpn condition peer NBMA 172.21.100.1
debug dmvpn condition peer NBMA 172.20.10.10

debug dmvpn all all

AN =]
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<ffroot>
ROUTER#

show debug

IOSXE Conditional Debug Configs:

Conditional Debug Global State: Stop

IOSXE Packet Tracing Configs:

Packet Infra debugs:

Ip Address Port

NHRP:

NHRP protocol debugging is on

NHRP activity debugging is on

NHRP detail debugging is on

NHRP extension processing debugging is on
NHRP cache operations debugging is on
NHRP routing debugging is on

NHRP rate 1imiting debugging is on

NHRP errors debugging is on

NHRP events debugging is on

Cryptographic Subsystem:

Crypto ISAKMP debugging is on

Crypto ISAKMP Error debugging is on
Crypto IPSEC debugging is on

Crypto IPSEC Error debugging is on

Crypto secure socket events debugging is on
IKEV2:

IKEv2 error debugging is on

IKEv2 default debugging is on

IKEv2 packet debugging is on

IKEv2 packet hexdump debugging is on
IKEv2 internal debugging is on

Tunnel Protection Debugs:

Generic Tunnel Protection debugging is on

DMVPN:

DMVPN error debugging 1is on

DMVPN UP/DOWN event debugging is on
DMVPN detail debugging is on

DMVPN packet debugging is on

DMVPN all level debugging is on

DECIHIE £t & AA AX T (Spokel)olM CIHZ
42 MSEEH FHE = A&t

HoF BfLICt. O H| st



<tfroot>

-------------------- [IKE/IPSEC DEBUG OUTPUTS OMITTED]---------------—----

*Feb 1 01:
ad State
*Feb 1 01:
*Feb 1 01:
*Feb 1 01:
*Feb 1 01:
*Feb 1 01:
*Feb 1 01:
*Feb 1 01:
*Feb 1 01:

31:34.657: ISAKMP: (1016):

31:
31:
31:
31:
31:
31:
31:
31:

34.
34.
34.
34.
34.
34.
34.
34.

657:
657:
657:
661:
661:
662:
662:
662:

IKE_.QM R QW2 New State = | KE_QM PHASE2_ COMPLETE

IPSEC(key_engine): got a queue event with 1 KMI message(s)
IPSEC(key_engine_enable_outbound): rec'd enable notify from ISAKMP
CRYPTO_SS(TUNNEL SEC): Sending MTU Changed message

IPSEC-IFC MGRE/Tul0(172.21.100.1/172.22.200.2): Got MTU message mtu 1458

IPSEC-IFC MGRE/Tul0(172.21.100.1/172.22.200.2): connection lookup returned 80007F2
CRYPTO_SS(TUNNEL SEC): Sending Socket Up message

IPSEC-IFC MGRE/Tul0(172.21.100.1/172.22.200.2): connection lookup returned 80007F2
IPSEC-IFC MGRE/Tul0(172.21.100.1/172.22.200.2):

tunnel _protection_socket _up

*Feb 1 01:31:34.662: IPSEC-IFC MGRE/Tul0(172.21.100.1/172.22.200.2): Signalling NHRP

*Feb 1 01:31:36.428: NHRP: Checking for delayed event NULL/10.10.10.2 on 1list (TunnellO vrf: global(0x0
*Feb 1 01:31:36.429: NHRP: No delayed event node found.

*Feb 1 01:31:36.429: NHRP: There is no VPE Extension to construct for the request

*Feb 1 01:31:36.429: NHRP: Sending NHRP Resolution Request for dest: 10.10.10.2 to nexthop: 10.10.10.2
*Feb 1 01:31:36.429: NHRP: Attempting to send packet through interface TunnellQ via DEST dst 10.10.10.2
*Feb 1 01:31:36.429: NHRP-DETAIL: First hop route lookup for 10.10.10.2 yielded 10.10.10.2, TunnellO
*Feb 1 01:31:36.429: NHRP:

Send Resol uti on Request via Tunnel 10 vrf: gl obal (0x0), packet size: 85

*Feb 1 01:31:36.429: src: 10.10.10.1, dst: 10.10.10.2

*Feb 1 01:31:36.429: (F) afn: AF_IP(1), type: IP(800), hop: 255, ver: 1

*Feb 1 01:31:36.429: shtl: 4(NSAP), sst1: O(NSAP)

*Feb 1 01:31:36.429: pktsz: 85 extoff: 52

*Feb 1 01:31:36.429: (M) flags: "router auth src-stable nat ",

reqid: 10

*Feb 1 01:31:36.429:

src NBMA: 172.21.100.1

*Feb 1 01:31:36.429:

src protocol

*Feb
*Feb
*Feb
*Feb
*Feb
*Feb
*Feb
*Feb

dat a:

*Feb

01:
01:
01:
01:
01:
01:
01:
01:

PR RPRRPRRRRR

31:
31:
31:
31:
31:
31:
31:
31:

:

1 01:

31:

10. 10

36.
36.
36.
36.
36.
36.
36.
36.

36.

429:
429:
429:
429:
429:
429:
429:
429:

429:

.10.1, dst protocol: 10.10.10.2

(C-1) code: no error(0), flags: none

prefix: 0, mtu: 9976, hd_time: 600

addr_Ten: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: 255
Responder Address Extension(3):

Forward Transit NHS Record Extension(4):

Reverse Transit NHS Record Extension(5):

Authentication Extension(7):

type:Cleartext(l),

NAT address Extension(9):



*Feb 1 01:31:36.430: NHRP: Encapsulation succeeded. Sending NHRP Control Packet NBMA Address: 172.20.10
*Feb 1 01:31:36.430: NHRP: 109 bytes out TunnellO
*Feb 1 01:31:36.430: NHRP-RATE:

Retransmitting Resolution Request for 10.10.10.2, reqid 10, (retrans ivl 4 sec)

*Feb 1 01:31:39.816: NHRP: Checking for delayed event NULL/10.10.10.2 on 1list (TunnellO vrf: global(0x0
*Feb 1 01:31:39.816: NHRP: No delayed event node found.

*Feb 1 01:31:39.816: NHRP: There is no VPE Extension to construct for the request

*Feb 1 01:31:39.817: NHRP: Sending NHRP Resolution Request for dest: 10.10.10.2 to nexthop: 10.10.10.2
*Feb 1 01:31:39.817: NHRP: Attempting to send packet through interface TunnellO via DEST dst 10.10.10.2
*Feb 1 01:31:39.817: NHRP-DETAIL: First hop route lookup for 10.10.10.2 yielded 10.10.10.2, TunnellO
*Feb 1 01:31:39.817: NHRP:

Send Resol uti on Request via Tunnel 10 vrf: gl obal (0x0), packet size: 85

*Feb 1 01:31:39.817: src: 10.10.10.1, dst: 10.10.10.2

*Feb 1 01:31:39.817: (F) afn: AF_IP(1), type: IP(800), hop: 255, ver: 1

*Feb 1 01:31:39.817: shtl: 4(NSAP), sst1: O(NSAP)

*Feb 1 01:31:39.817: pktsz: 85 extoff: 52

*Feb 1 01:31:39.817: (M) flags: "router auth src-stable nat ",

reqid: 10

*Feb 1 01:31:39.817:

src NBMA: 172.21.100.1

*Feb 1 01:31:39.817:

src protocol

*Feb
*Feb
*Feb
*Feb
*Feb
*Feb
*Feb
*Feb

dat a:

*Feb
*Feb
*Feb
*Feb

PR RPRRRRRR

DWPN

01:31:
01:31:
01:31:
01:31:
01:31:
01:31:
01:31:
01:31:

10. 10.10.1, dst protocol: 10.10.10.2

139.
139.
139.
139.

39.
39.
39.
39.
39.
39.
39.
39.

817:
817:
817:
817:
817:
817:
817:
817:

817:
817:
818:
818:

(C-1) code: no error(0), flags: none

prefix: 0, mtu: 9976, hd_time: 600

addr_Ten: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: 255
Responder Address Extension(3):

Forward Transit NHS Record Extension(4):

Reverse Transit NHS Record Extension(5):

Authentication Extension(7):

type:Cleartext(l),

NAT address Extension(9):

NHRP: Encapsulation succeeded. Sending NHRP Control Packet NBMA Address: 172.20.10
NHRP: 109 bytes out TunnellO

NHRP-RATE:

Retransmitting Resolution Request for 10.10.10.2, reqid 10, (retrans ivl 8 sec)

*Feb
*Feb
*Feb

1 01:31:46.039: NHRP: Checking for delayed event NULL/10.10.10.2 on 1ist (TunnellO vrf: global(0x0
1 01:31:46.040: NHRP: No delayed event node found.
1 01:31:46.040: NHRP: There is no VPE Extension to construct for the request

Spoke1 NHRP Z 2 MA T} AR 2704 C|HFO|ATZF NHRP &0l @ HE M&stT US2 20d
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S0 Z2 "It 8 HEIt /&Lt EH 3 (Spoke2)l| AL IP A7 QYU dst T2E
Z 4t 2 & UAELIC Ol= Spoke10| OHE P7| QI3 Spoke22| NBMA FAE LHE S
Lt =5

i S ol 228 ne) mg xw: Gl £20| Bl reqid 242 &S 4
S35 UstH RXIEI NHRP Ha&to] S5 588 SXst= of

E -
ol & =+ S&'ﬁl—llif mjZlof NHRP Q15 EXtE} Zro| FHol S CHE Lol U&LICH

ClHFOIAZENHRP &2l @ ¥E HM&EE =, 210l MTHE0| WS EE 20oiF LI ClHto|ATt
NHRP £l SE g 2X| %8}52 T2 CHA| T 57| W2 LICk Spoke1oiM BEE & 4 9

i ClHI &3:

<#root>
*Feb 1 01:31:34.262:

NHRP: Recei ve Resol ution Request via Tunnel 10 vrf: gl obal (0x0), packet size: 85

*Feb 1 01:31:34.262: (F) afn: AF_IP(1), type: IP(800), hop: 255, ver: 1
*Feb 1 01:31:34.262: shtl: 4(NSAP), sst1: O(NSAP)

*Feb 1 01:31:34.263: pktsz: 85 extoff: 52

*Feb 1 01:31:34.263: (M) flags: "router auth src-stable nat ",

reqid: 10

*Feb 1 01:31:34.263:

src NBMA: 172.21.100.1

*Feb 1 01:31:34.263:

src protocol: 10.10.10.1, dst protocol: 10.10.10.2

*Feb 1 01:31:34.263: (C-1) code: no error(0), flags: none
*Feb 1 01:31:34.263: prefix: 0, mtu: 9976, hd_time: 600

*Feb 1 01:31:34.263: addr_len: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: 255
*Feb 1 01:31:34.263: Responder Address Extension(3):

*Feb 1 01:31:34.263: Forward Transit NHS Record Extension(4):
*Feb 1 01:31:34.263: Reverse Transit NHS Record Extension(5):
*Feb 1 01:31:34.263: Authentication Extension(7):

*Feb 1 01:31:34.263: type:Cleartext(l), data:DMVPN

*Feb 1 01:31:34.263: NAT address Extension(9):

*Feb 1 01:31:34.263: NHRP-DETAIL: netid_in = 10, to_us = 0
*Feb 1 01:31:34.263: NHRP-DETAIL:

Resol ution request for afn 1 received on interface Tunnel 10

, for vrf: global(0x0) Tabel: 0
*Feb 1 01:31:34.263: NHRP-DETAIL: Multipath IP route lookup for 10.10.10.2 in vrf: global(0x0) yielded
*Feb 1 01:31:34.263: NHRP:

Rout e | ookup for destination 10.10.10.2

in vrf: global(0x0) yielded interface Tunnell0, prefixlen 24

*Feb 1 01:31:34.263: NHRP-DETAIL: netid_out 10, netid_in 10

*Feb 1 01:31:34.263: NHRP: Forwarding request due to authoritative request.
*Feb 1 01:31:34.263: NHRP-ATTR:



NHRP

*Feb
*Feb
*Feb
*Feb
*Feb

Resol uti

R R R R e

01:31:
01:31:
01:31:
01:31:
01:31:

on

34.
34.
34.
34.
34.

Req

263:
264:
264:
264:
264:

uest packet is forwarded to 10.10.10.2 using vrf: gl obal (0x0)

NHRP: Attempting to forward to destination: 10.10.10.2 vrf: global(0x0)

NHRP: Forwarding: NHRP SAS picked source: 10.10.10.10 for destination: 10.10.10.2
NHRP: Attempting to send packet through interface Tunnell0 via DEST dst 10.10.10.2
NHRP-DETAIL: First hop route Tookup for 10.10.10.2 yielded 10.10.10.2, TunnellO
NHRP:

Forwar di ng Resol uti on Request via Tunnel 10 vrf: gl obal (0x0), packet size: 105

reqi

*Feb 1 O1:

d: 10

:31:34.
:31:34.
:31:34.
:31:34.
:31:34.

264:
264:
264:
264:
264:

src: 10.10.10.10, dst: 10.10.10.2
(F) afn: AF_IP(1), type: IP(800), hop: 254, ver: 1
sht1: 4(NSAP), sstl: O(NSAP)

pktsz: 105 extoff: 52

(M) flags: "router auth src-stable nat ",

31:34.264:

src NBMA: 172.21.100.1

*Feb 1 01:31:

src protocol

*Feb
*Feb
*Feb
*Feb
*Feb
*Feb

code:

, flags: none
*Feb 1 01:31:34.264:
1 01:31:34.264:

*Feb
*Feb

clie

*Feb

clie

*Feb
*Feb
*Feb

data

*Feb

*Feb
*Feb

R R R R R

01:
01:
01:
01:
01:
01:

31:
31:
31:
31:
31:
31:

34.

264:

10. 10

34.
34.
34.
34.
34.
34.

264:
264:
264:
264:
264:
264:

no error(0)

.10.1, dst protocol: 10.10.10.2

(C-1) code: no error(0), flags: none

prefix: 0, mtu: 9976, hd_time: 600

addr_len: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: 255
Responder Address Extension(3):

Forward Transit NHS Record Extension(4):

(C-D

prefix: 0, mtu: 9976, hd_time: 600
addr_len: 4(NSAP), subaddr_len: O(NSAP), proto_len: 4, pref: 255

1 01:31:34.264:

nt NBMA: 172. 20

.10.10

1 01:31:34.264:

nt protocol:

101
101
101

:31:
:31:
:31:

: DWPN

10
101
101

:31:
:31:

34.
34.
34.

:34.
34.
34.

10

264:
264:
264:

265:
265:
265:

.10.10. 10

Reverse Transit NHS Record Extension(5):
Authentication Extension(7):
type:Cleartext(l),

NAT address Extension(9):
NHRP: Encapsulation succeeded. Sending NHRP Control Packet NBMA Address: 172.22.20
NHRP: 129 bytes out Tunnell0



reqid 22 Ar&3+01 HUB7} Spoke10M &8t s REE sAlsteX| &g = JU&LICH A
0llM src NBMA & src Z2EEZ 9| Zf2 Spoke12| HEO|MH, dst T2 EEZ 9| Zf2 Spoke12| C|H
4 35}

oM & & AKX 0| Spoke22| B IPRILICH HUBE 18 RHEE s4lotH B2 £3(E o
I§Z) S Spoke20d| HE & LICH MEE A M HUBE AHA HE(NBMA IP 4 L EHAIP F4
)& ELEste HEE FUHELICH

O|MCIHHaE= HUBYI &Ql @32 Ax g 22 2HIE2A T st A=
2 EtHl= Spoke27t OIE A5t SHE A XE15104 Spoke10l| SHE SH
ort Z3lL|ct.

EoiELct. et ct
g Bl =X =l

Spoke2 C|H £34:

<tfroot>

-------------------- [IKE/IPSEC DEBUG OUTPUTS OMITTED]-------------—-—----

*Feb 1 01:31:34.647: ISAKMP: (1015):

Od State = | KE_QV | PSEC | NSTALL_AWAI T New State = | KE_QW PHASE2_ COVPLETE

*Feb 1 01:31:34.647: NHRP: Process delayed resolution request src:10.10.10.1 dst:10.10.10.2 vrf: global
*Feb 1 01:31:34.648: NHRP-DETAIL: Resolution request for afn 1 received on interface Tunnell0 , for vrf
*Feb 1 01:31:34.648: NHRP-DETAIL: Multipath IP route lookup for 10.10.10.2 in vrf: global(0x0) yielded

*Feb 1 01:31:34.648: NHRP:

Rout e | ookup for destination 10.10.10.2 in vrf: global (0x0) yielded interface Tunnel 10, prefixlen 24
*Feb 1 01:31:34.648: NHRP-ATTR: smart spoke feature and attributes are not configured

*Feb 1 01:31:34.648:

NHRP:

Request was to us. Process the NHRP Resol uti on Request.

*Feb 1 01:31:34.648: NHRP-DETAIL: Multipath IP route lookup for 10.10.10.2 in vrf: global(0x0) yielded
*Feb 1 01:31:34.648: NHRP: nhrp_rtlookup for 10.10.10.2 in vrf: global(0x0) yielded interface TunnellO,
*Feb 1 01:31:34.648: NHRP: Request was to us, responding with ouraddress

*Feb 1 01:31:34.648: NHRP: Checking for delayed event 10.10.10.1/10.10.10.2 on 1list (TunnellO vrf: glob
*Feb 1 01:31:34.648: NHRP: No delayed event node found.

*Feb 1 01:31:34.648: IPSEC-IFC MGRE/TulO: Checking to see if we need to delay for src 172.22.200.2 dst
*Feb 1 01:31:34.648: IPSEC-IFC MGRE/TulO: crypto_ss_listen_start already listening

*Feb 1 01:31:34.648: IPSEC-IFC MGRE/Tul0(172.22.200.2/172.21.100.1): Opening a socket with profile IPSE
*Feb 1 01:31:34.648: IPSEC-IFC MGRE/Tul0(172.22.200.2/172.21.100.1): connection Tookup returned 80007F1
*Feb 1 01:31:34.648: IPSEC-IFC MGRE/Tul0(172.22.200.2/172.21.100.1): Socket is already open. Ignoring.
*Feb 1 01:31:34.648: IPSEC-IFC MGRE/Tul0(172.22.200.2/172.21.100.1): connection Tookup returned 80007F1
*Feb 1 01:31:34.648: IPSEC-IFC MGRE/Tul0(172.22.200.2/172.21.100.1): tunnel 1is already open!

*Feb 1 01:31:34.648: NHRP: No need to delay processing of resolution event NBMA src:172.22.200.2 NBMA d
*Feb 1 01:31:34.648: NHRP-MEF: No vendor private extension in NHRP packet

*Feb 1 01:31:34.649: NHRP-CACHE: TunnellO: Cache update for target 10.10.10.1/32 vrf: global(0x0) Tlabel
*Feb 1 01:31:34.649: 172.21.100.1 (flags:0x2080)

*Feb 1 01:31:34.649: NHRP:

Addi ng Tunnel Endpoints (VPN 10.10.10.1, NBVA: 172.21.100.1)



IPSEC-IFC
IPSEC-IFC
IPSEC-IFC
IPSEC-IFC
IPSEC-IFC
IPSEC-IFC

*Feb 1 01:31:34.649:
*Feb 1 01:31:34.649:
*Feb 1 01:31:34.649:
*Feb 1 01:31:34.649:
*Feb 1 01:31:34.649:
*Feb 1 01:31:34.649:
*Feb 1 01:31:34.653:
NHRP:

*Feb 1 01:31:34.653:
*Feb 1 01:31:34.653:
*Feb 1 01:31:34.653:
*Feb 1 01:31:34.653:
*Feb 1 01:31:34.653:
*Feb 1 01:31:34.653:
*Feb 1 01:31:34.653:
*Feb 1 01:31:34.653:
*Feb 1 01:31:34.654:
*Feb 1 01:31:34.654:
NHRP:

*Feb 1 01:31:34.654:
*Feb 1 01:31:34.654:
*Feb 1 01:31:34.654:
*Feb 1 01:31:34.654:
*Feb 1 01:31:34.654:
reqid: 10

*Feb 1 01:31:34.654

src NBMA: 172.21.100.1

*Feb 1 01:31:34.654:

src protocol: 10.10

“Feb 1
“Feb 1
“Feb 1
“Feb 1

client NBVA: 172.22

*Feb 1

client protocol: 10

“Feb 1
“Feb 1
“Feb 1
“Feb 1
“Feb 1

client NBVA: 172.22

01:31:34.654:
01:31:34.654:
01:31:34.654:
01:31:34.654:

01:31:34.654:
01:31:34.654:
01:31:34.654:
01:31:34.654:
01:31:34.654:

.10.1, dst protocol

. 200. 2

01:31:34.654:

.10.10.2

. 200. 2

MGRE/Tul0O: crypto_ss_Tlisten_start
200.2/172.21.100.1):
200.2/172.21.100.1):
.200.2/172.21.100.1):
200.2/172.21.100.1):
200.2/172.21.100.1):

MGRE/Tul0(172.
MGRE/Tul0(172.
MGRE/Tul0(172.
MGRE/Tul0(172.
MGRE/Tul0(172.

NHRP: Peer capability:0

NHRP-CACHE: Inserted subblock node(l now) for cache: Target 10.10.10.1/32 nhop 10.
NHRP-CACHE: Converted internal dynamic cache entry for 10.10.10.1/32 interface Tun
NHRP-EVE: NHP-UP: 10.10.10.1, NBMA: 172.21.100.1

NHRP-MEF: No vendor private extension in NHRP packet

NHRP-CACHE: Tunnell0: Internal Cache add for target 10.10.10.2/32 vrf: global(0x0)
172.22.200.2 (flags:0x20)
NHRP: Attempting to send packet through interface TunnellO via DEST dst 10.10.10.1
NHRP-DETAIL: First hop route Tookup for 10.10.10.1 yielded 10.10.10.1, TunnellO

Send Resol ution Reply via Tunnel 10 vrf:

22.
22.

22

22.
22.

Successful ly attached NHRP subbl ock for Tunne

gl obal (0x0),

src: 10.10.10.2, dst: 10.10.10.1
(F) afn: AF_IP(1), type: IP(800), hop: 255, ver: 1
sht1: 4(NSAP), sstl: O(NSAP)
pktsz: 133 extoff: 60
(M) flags: "router auth dst-stable unique src-stable nat ",

10.10.10.2

(C-1) code: no error(0), flags: none
prefix: 32, mtu: 9976, hd_time: 599
addr_Ten: 4(NSAP), subaddr_len: O(NSAP), proto_len: 4, pref: 255

Responder Address Extension(3):

(C) code: no error(0), flags: none
prefix: 0, mtu: 9976, hd_time: 600
addr_Ten: 4(NSAP), subaddr_len: O(NSAP), proto_len: 4, pref: 255

Endpoi nts (VPN

packet size

already listening

Opening a socket with profile IPSE
connection Tookup returned 80007F1
Found an existing tunnel endpoint
tunnel_protection_stop_pending_tim
Socket is already open. Ignoring.

10. 10. 10. 1, NBMA: 172.21.100.1)

133



*Feb 1 01:31:34.654:

client protocol: 10.10.10.2

*Feb 1 01:31:34.654: Forward Transit NHS Record Extension(4):

*Feb 1 01:31:34.654: (C-1) code: no error(0), flags: none

*Feb 1 01:31:34.654: prefix: 0, mtu: 9976, hd_time: 600

*Feb 1 01:31:34.654: addr_len: 4(NSAP), subaddr_len: O(NSAP), proto_len: 4, pref: 255
*Feb 1 01:31:34.654:

client NBMA: 172.20.10.10

*Feb 1 01:31:34.654:

client protocol: 10.10.10.10

*Feb 1 01:31:34.654: Reverse Transit NHS Record Extension(5):
*Feb 1 01:31:34.654: Authentication Extension(7):
*Feb 1 01:31:34.654: type:Cleartext(l),

dat a: DWPN

*Feb 1 01:31:34.655: NAT address Extension(9):

*Feb 1 01:31:34.655: NHRP: Encapsulation succeeded. Sending NHRP Control Packet NBMA Address: 172.21.10
*Feb 1 01:31:34.655: NHRP: 157 bytes out TunnellO

*Feb 1 01:31:34.655: IPSEC-IFC MGRE/Tul0(172.22.200.2/172.21.100.1): connection Tookup returned 80007F1
*Feb 1 01:31:34.655: NHRP-DETAIL: Deleted delayed event on interfaceTunnellO dest: 172.21.100.1
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ip access-1ist extended filter



10 permit ip host 172.21.100.1 host 172.22.200.2
20 permit ip host 172.22.200.2 host 172.21.100.1

OHCHS
interface <WAN_INTERFACE> & CIE Al&3l0{ ZHX{E st
<CAPTURE_NAME> start2 Z{%{ & A|ZrgrL|Ct.

o 0429
oo

monitor capture <CAPTURE_NAME> access-list <ACL_NAME> buffer size 10

Spoke1 ! Spoke22| 741|212 0|4M ZHR:

monitor capture CAP access-Tist filter buffer size 10 interface GigabitEthernetl both

monitor capture CAP start

<#froot>

SPOKE1l#show monitor capture CAP buffer brief

0424
oo

fjo
FH
>
Q'I_I
i
e
wn
0
(@]
=
3
(@]
=3
S
(@]
Q
=3
c
@
N
@]
>
T
_|
C
)
m
zZ
>
<
m
\Y/
O
(e
h
@
g
=
@
02
o

coONOYUVI A WDN RO

©

10

11

12

13

14

70

218

70

218

70

[eNeoNeNoNoNeNoNoNel

o

.000000
.014999
.028990
.049985
.069988
.072994
.074993
.089992
.100993

. 108988

. 108988

. 907994

. 907994

. 818003

. 818003

172.

172.

172.

172.

172.

21.

22.

21.

22.

21.

100.

200.

100.

200.

100.

NRENRNRNRN

N

172.

172.

172.

172.

172.

22.

21.

22.

21.

22.

200.

100.

200.

100.

200.

RPNRNRNRNR

[EN

48

48

BE

CS6

BE

CS6

BE

ubp
ubp
ubp
ubp
ubp
ubp
ubp
ubp
ubp

ESP

| CWP

ESP

| CWP

ESP

| CWP

monitor capture



15 218

16 70

17 218

18 70

19 218

20 70

<tfroot>

12.

12.

26.

26.

54.

54.

559969

559969

859001

859001

378978

378978

172.

172.

172.

172.

172.

172.

22.

21.

22.

21.

22.

21.

200.

100.

200.

100.

200.

100.

-> 172.

-> 172.

-> 172.

-> 172.

-> 172.

-> 172.

SPOKE2#show monitor capture CAP buffer brief

21.

22.

21.

22.

21.

22.

100.

200.

100.

200.

100.

200.

48 CS6 ESP

48 CS6 ESP

48 CS6 ESP

ONOoOYUVT A WNREO
=
wv1
o

9 218
10 70
11 218
12 70

13 218

[eNeNeNoNoNeNoNeNe)

.000000
.015990
.027998
.050992
.069988
.072994
.074993
.089992
.099986

0.108988

0.

1.

1.

5

108988

907994

909001

817011

172. 22.

172.

172.

172.

172.

200. 2

21.

22.

21.

22.

100.

200.

100.

200.

NRENRNRNRN

-> 172,21

-> 172

-> 172

-> 172

-> 172

.100.1

. 22.

. 21.

. 22.

. 21.

200.

100.

200.

100.

PFNRERNRNRNR

48

48 CS6 UDP
48 CS6 UDP
48 CS6 UDP
48 CS6 UDP
48 CS6 UDP
48 CS6 UDP
48 CS6 UDP
48 CS6 UDP
48 CS6 UDP

CS6 ESP

0 BE ICQwW

48 CS6 ESP

0 BE ICwW

48 CS6 ESP



14 70

15 218

16 70

17 218

18 70

19 218

20 70

=0 of| =
e L

12.

12.

26.

26.

54.

. 818002

559968

560960

858009

859001

378978

. 379970

172.

172.

172.

172.

172.

172.

172.

21.

22.

21.

22.

21.

22.

21.

100.

200.

100.

200.

100.

200.

100.

01|A‘I pcap u}°'° LH

[EEY

0| UDP E EHJE.
Spoke10f &£

LH A Ol
B =&

-> 172.

-> 172.

-> 172.

-> 172.

-> 172.

-> 172.21.100.1

-> 172.

Ho

K= X
E-l-=|-r
=

22.200. 2 0 BE ICW
21.100. 1 48 CS6 ESP
22.200. 2 0 BE ICW
21.100. 1 48 CS6 ESP
22.200. 2 0 BE ICW

48 CS6 ESP

22.200. 2 0 BE ICQW

O|= IKE/IPSEC A2

LIEpHLICH 2 &

ch. o %E% ESP EgfZi(mZ! 9)o 2 -U-A|5|L,|E|- o| 0|
g2 ESPlelFJ, CH2 THZ!2 Spoke10i| A Spoke2Z E0{2 &= ICMP E

LICt O CHS |:|

B9850 WiresharkE AFE35t01 & 4= U= = ghLCh.

o E7E A



F1: Ciscodl= A 4, oAl L CIZHE &2 £ = W2 2M7(7F U&LICE Cisco
TAC Tool - Packet Capture Config Generator and Analyzer

Wireshark = 24:


https://cway.cisco.com/capture-gen-analyzer/
https://cway.cisco.com/capture-gen-analyzer/

Time Source Destination Protocol  Length Info

1 1969-12-31 13:080:80.0800008 172.22.2080.2 172.21.100.1 ISAKMP 218 Identity Protection (Main Mode)
2 1969-12-31 18:00:00.000000 172.21.1088.1 172.22.200.2 ISAKMP 150 Identity Protection (Main Mode)
3 1969-12-31 18:00:00.000000 172.22.2080.2 172.21.108.1 ISAKMP 478 Identity Protection (Main Mode)
4 1969-12-31 18:00:90.000000 172.21.188.1 172.22.208.2 ISAKMP 498 Identity Protection (Main Mode)
5 1969-12-31 13:080:00.000008 172.22.200.2 172.21.1008.1 ISAKMP 158 Identity Protection (Main Mode)
6 1969-12-31 18:00:90.000000 172.21.180.1 172.22.200.2 ISAKMP 134 Identity Protection (Main Mode)
7 1969-12-31 18:00:00.000000 172.22.2080.2 172.21.108.1 ISAKMP 230 Quick Mode

8 1969-12-31 18:00:90.000000 172.21.108.1 172.22.208.2 ISAKMP 238 Quick Mode

1969-12-31 18:00:08.000000 172.21.108.1 Quick Mode

1969-12=31 18:00:80. eaaeau 172.21.100.1 218 ESP (SPI=0x33a95845)

1969-12-31 H: [ 1 o2 78 Destination unreachable (Communication administratively filtered)
1?2.21.100.1 218 ESP (SPI=| Bx333953451

B:00:00.8 .108.1 filtered)
1969-12-31 :00:80. 172 22.288.2 1?2 21.100,1 185 ESP (SPI= 0133395315?
1969-12-31 188:088. 1?2 22. ZEIEI 2 186 ESP (SPI=Bx33a95845)
¢ 70 Destinatien unreachable (Communica y filtered)
218 ESP (5PI=0x33295845)
@ Destination unreachable (Communication administratively filtered)
135 ESP (5PI=0x33a05845)
7@ Destination unreachable ( icatic e istrat y filtered)
186 ESP iSPI Bx33395345!
78 tina C y filtered)
218 ESP {SPI=| Bx33a§53453
9:00.000008 1 ".'_ oa. 2 CM 78 Destination unreachable (Communic: administratively filtered)
172. 22 ZGG 2 218 ESP (SPI=Bx33a95845)
2 .'- 78 i i administratively filtered)

Wiresharko| A £29 Z4%

ICMP THZ! 9| LH& 0fl= Destination unreachable(Communication administratively filtered)O|2t= 2
F HIAIX[7t d&LICH ol B2 E (el EiEo] B¥E F= 2tRE ACL EE= Uetsn 22 A
So| EE{7} USE LIEHLICH CHRE R0 3%, EEls A g T&st= ClHto|A& (0] B
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Z1: Wireshark 232 F AXZ J0|M SYELICEH

Cisco I0S® XE Datapath Z{Z! &% 7|

olr

Cisco IOS XE H|O|E{ A= ﬂHi FM 7|s2 C|HIO|AMM EBH
MEBEILICEH 0|8 #+835t2{H F EClE S &(QHIRE 2 olRHIRE) ZF0M e Eaf=
ZaE M A BES AHHOHOl: grLict.

0| AlL}E|20HE NBMA IP A7 AF2=lLCE

ip access-1ist extended filter
10 permit ip host 172.21.100.1 host 172.22.200.2
20 permit ip host 172.22.200.2 host 172.21.100.1

3 C}S fia-trace 7|52 756t access-listE AFESIEE CIHZA XS M™EEHLICE of x|t



debug platform packet-trace packet 1024 fia-trace
debug platform condition ipv4 access-1ist filter both
debug platform condition start

« debug platform packet-trace packet <count> fia-trace: At M|8t fia F£X2 &35l 5t0 A E
mZlof ol Hx{E|™H S X|FLCt.
debug platform condition ipv4 access-list <ACL-NAME> both: 0|70 724 El access-listE Al
835t0o{ C|Hto|Ao| Z7HE ™ ELICH

- C|HHO EHE =4 AlZh ZHE AEELCH

BEE ASELICH

1jo

fia-tracel| £232 AESte{™ C}

show platform packet-trace statistics
show platform packet-trace summary
show platform packet-trace packet <number>

Spoke12 EE W7 =X SH £3S EAIELICH

_|

<#froot>

SPOKE1#show platform packet-trace statistics
Packets Summary

Matched 18
Traced 18
Packets Received
Ingress 11
Inject 7
Count Code Cause
4 2 QFP destination Tookup
3 9 QFP ICMP generated packet
Packets Processed
Forward 7
Punt 8
Count Code Cause
5 11 For-us data
3 26 QFP ICMP generated packet
Drop 3
Count Code Cause
3 8 | pv4Acl

Consume O



PKT_DIR_IN

Dropped Consumed Forwarded
INFRA 0 0 0
TCP 0 0 0
ubpP 0 0 5
IP 0 0 5
IPVG6 0 0 0
ARP 0 0 0
PKT_DIR_OUT
Dropped Consumed Forwarded
INFRA 0 0 0
TCP 0 0 0
uDP 0 0 0
IP 0 0 0
IPVG6 0 0 0
ARP 0 0 0
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show platform packet trace statistics Z22404| A C|HFO|A0|A 2Tt THZIQ| FIREIE & £ ¢
Ct. O|Z A ot QIHRE L o} RHI2E IS 2 Qlstn, AKX o|7 2t &7 Cldto|ANIM THZ!E
At U=XR| B = UA&LICH

FEAIE £330]| M Spoke12 Ipv4Acl AHO| ZEHE UL TZIS AXIE ||:+ olz{st Wzl =7tz
EM5t7| 251 B2 show platform packet-trace summaryE AF2 & 4= Q&L

Spoke1 show platform packet-trace summary &23:

<#root>

SPOKE1#show platform packet-trace summary

Pkt Input Output State Reason

0 Gil internal0/0/rp:0 PUNT 11 (For-us data)

1 INJ.2 Gil FwWD

2 Gil internal0/0/rp:0 PUNT 11 (For-us data)

3 INJ.2 Gil FwWD

4 Gil internal0/0/rp:0 PUNT 11 (For-us data)

5 INJ.2 Gil FwWD

6 Gil internal0/0/rp:0 PUNT 11 (For-us data)

7 INJ.2 Gil FwWD

8 Gil internal0/0/rp:0 PUNT 11 (For-us data)

9 G1 G1 DROP 8  (IpvaAcl)

10 Gil internal0/0/recycle:0 PUNT 26 (QFP ICMP generated packet)
11 INJ.9 Gil FwWD

12 G1 G1 DROP 8  (IpvaAcl)

13 Gil internal0/0/recycle:0 PUNT 26 (QFP ICMP generated packet)
14 INJ.9 Gil FwWD

15 G1 G1 DROP 8  (IpvaAcl)

16 Gil internal0/0/recycle:0 PUNT 26 (QFP ICMP generated packet)



17 INJ.9 Gil FwD

18 G1 G1 DROP 8  (Ipv4Acl)

19 Gil internal0/0/recycle:0 PUNT 26 (QFP ICMP generated packet)
20 INJ.9 Gil FwWD

21 G1 G1 DROP 8  (Ipv4Acl)

22 Gil internal0/0/recycle:0 PUNT 26 (QFP ICMP generated packet)
23 INJ.9 Gil FwWD

24 G1 G1 DROP 8  (Ipv4Acl)

25 Gil internal0/0/recycle:0 PUNT 26 (QFP ICMP generated packet)
26 INJ.9 Gil FwWD

ol £4oiM= elasa & o|ada Qe ofA# otL|2t ClHto|A0| EA st LiTte 2t
Holg +~ laLich mZlol Seir EAIE|0] WiZlo| ME U=, AH =R =X], oFLH
oz MEIER=XIE LIEHHLICHpunt).

A
H 4

O| oiloil A o] £=32 Cldto|A0M A MstE IHZ!E AEst= Ol =& 0| ELICH show platform

packet-trace packet <PACKET_NUMBER> B2 At&35t04 C|HIO|A 7 &7 THF!E XMElst= &

42 2oIE & aLich

Spoke1 show platform packet-trace packet <PACKET_NUMBER> £&]

<tfroot>

SPOKE1#show platform packet-trace packet 9
Packet: 9 CBUG ID: 9
Summary

Input : G gabitEthernetl
Qutput : G gabitEthernetl

State : DROP 8 (Ipv4Acl)

Timestamp
Start : 366032715676920 ns (02/01/2024 04:30:15.708990 UTC)
Stop : 366032715714128 ns (02/01/2024 04:30:15.709027 UTC)
Path Trace

Feature: IPV4(Input)

Input : G gabitEthernetl

Output : <unknown>



Source : 172.22.200.2

Destination : 172.21.100.1

Protocol : 50 (ESP)

Feature: DEBUG_COND_INPUT_PKT
Entry : Input - 0x812707d0

I nput : G gabitEthernetl

CQut put : <unknown>

Lapsed time : 194 ns
Feature: IPV4_INPUT_DST_LOOKUP_ISSUE
Entry : Input - 0x8129bf74

I nput : G gabitEthernetl

CQut put : <unknown>

Lapsed time : 769 ns
Feature: IPV4A_INPUT_ARL_SANITY
Entry : Input - 0x812725cc

I nput : G gabitEthernetl

CQut put : <unknown>

Lapsed time : 307 ns
Feature: EPC_INGRESS_FEATURE_ENABLE
Entry : Input - 0x812782d0

Input : G gabitEthernetl

CQut put : <unknown>

Lapsed time : 6613 ns
Feature: IPV4_INPUT_DST_LOOKUP_CONSUME
Entry : Input - 0x8129bf70

Input : G gabitEthernetl

CQut put : <unknown>



Lapsed time : 272 ns
Feature: STILE_LEGACY_DROP
Entry : Input - 0x812a7650

Input : G gabitEthernetl

Qut put : <unknown>

Lapsed time : 278 ns
Feature: INGRESS_MMA_LOOKUP_DROP
Entry : Input - 0x812a1278

Input : G gabitEthernetl

Qut put : <unknown>

Lapsed time : 697 ns
Feature: INPUT_DROP_FNF_AOR
Entry : Input - 0x81297278

Input : G gabitEthernetl

Qut put : <unknown>

Lapsed time : 676 ns
Feature: INPUT_FNF_DROP
Entry : Input - 0x81280f24

Input : G gabitEthernetl

Qut put : <unknown>

Lapsed time : 1018 ns
Feature: INPUT_DROP_FNF_AOR_RELEASE
Entry : Input - 0x81297274

Input : G gabitEthernetl

Qut put : <unknown>

Lapsed time : 174 ns

Feat ure: | NPUT_DROP

Entry : Input - 0x8126e568



Input : G gabitEthernetl

CQut put : <unknown>

Lapsed time : 116 ns
Feature: | PV4_I NPUT_ACL

Entry : Input - 0x81271f70

Input : G gabitEthernetl

CQut put : <unknown>

Lapsed time : 12915 ns
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<#root>
SPOKE1#show running-configuration interface gigabitEthernetl

Building configuration...



Current configuration : 150 bytes
!

interface GigabitEthernetl
ip address 172.21.100.1 255.255.255.0

ip access-group ESP_TRAFFIC in

negotiation auto
no mop enabled
no mop sysid

end

Zn|agolMel YR 2 QlE{mo|A0] HMA 2FO| HE L
E7I NHRP &0l Ar8El= ESi=E Yollst x| o= x| = Qlslof &fLICH.

<ffroot>

SPOKE1l#show access-Tists ESP_TRAFFIC
Extended IP access Tlist ESP_TRAFFIC
10 deny esp host 172.21.100.1 host 172.22.200.2

20 deny esp host 172.22.200.2 host 172.21.100.1 (114 matches)

30 permit ip any any (22748 matches)

HMA FFO| F Hm| 22 Spoke22| NBMA IP =42 Spoke12| NBMA IP F4 7t
2522 O™ EAILIRE @F 7F 2 gLt QIE{H O] A0|AM HAMA TES A7
3 7ko| Stlof Y3F&LICtH

SPOKE1#ping 192.168.2.2 source Toopbackl

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.2.2, timeout is 2 seconds:
Packet sent with a source address of 192.168.1.1

Success rate is 80 percent (4/5), round-trip min/avg/max = 1/2/3 ms

IPSEC E{'20| S5t Q2 F C|HIO|AAM Dt IS EAIRLICH

1

A1

<#froot>

SPOKE1l#show crypto IPSEC sa peer 172.22.200.2

interface: TunnellO
Crypto map tag: TunnellO-head-0, local addr 172.21.100.1

protected vrf: (none)



local 1ident (addr/mask/prot/port): (172.21.100.1/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.22.200.2/255.255.255.255/47/0)
current_peer 172.22.200.2 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 6, #pkts encrypt: 6, #pkts digest: 6

#pkts decaps: 7, #pkts decrypt: 7, #pkts verify: 7

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 172.21.100.1, remote crypto endpt.: 172.22.200.2
plaintext mtu 1458, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernetl
current outbound spi: 0x9392DA81(2475874945)

PFS (Y/N): N, DH group: none

inbound esp sas:
spi: OxBF8F523D(3213840957)
transform: esp-256-aes esp-sha256-hmac ,
in use settings ={Transport, }
conn 1id: 2073, flow_id: CSR:73, sibling_flags FFFFFFFF80000008, crypto map: TunnellO-head-0
sa timing: remaining key lifetime (k/sec): (4607998/28783)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: 0x9392DA81(2475874945)

transform: esp-256-aes esp-sha256-hmac ,
in use settings ={Transport, }
conn 1id: 2074, flow_id: CSR:74, sibling_flags FFFFFFFF80000008, crypto map: TunnellO-head-0
sa timing: remaining key 1lifetime (k/sec): (4607999/28783)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)

outbound ah sas:

outbound pcp sas:

AL F2:

<{froot>

SPOKE2#show crypto IPSEC sa peer 172.21.100.1

interface: TunnellO
Crypto map tag: TunnellO-head-0, Tocal addr 172.22.200.2



protected vrf: (none)
local 1ident (addr/mask/prot/port): (172.22.200.2/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.21.100.1/255.255.255.255/47/0)
current_peer 172.21.100.1 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 7, #pkts encrypt: 7, #pkts digest: 7

#pkts decaps: 6, #pkts decrypt: 6, #pkts verify: 6

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 172.22.200.2, remote crypto endpt.: 172.21.100.1
plaintext mtu 1458, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernetl
current outbound spi: OxBF8F523D(3213840957)

PFS (Y/N): N, DH group: none

inbound esp sas:
spi: 0x9392DA81(2475874945)
transform: esp-256-aes esp-sha256-hmac ,
in use settings ={Transport, }
conn 1id: 2073, flow_id: CSR:73, sibling_flags FFFFFFFF80000008, crypto map: TunnellO-head-0
sa timing: remaining key lifetime (k/sec): (4607998/28783)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: OxBF8F523D(3213840957)

transform: esp-256-aes esp-sha256-hmac ,
in use settings ={Transport, }
conn 1id: 2074, flow_id: CSR:74, sibling_flags FFFFFFFF80000008, crypto map: TunnellO-head-0
sa timing: remaining key 1lifetime (k/sec): (4607999/28783)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)

outbound ah sas:

outbound pcp sas:

O|X| Spoke12| DMVPN Ef|0|20i| &= & =0 Cist SutE OiZ 0| EA|IELICEH

<{froot>

SPOKE1#show dmvpn



Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete
N - NATed, L - Local, X - No Socket
Tl - Route Installed, T2 - Nexthop-override, B - BGP
C - CTS Capable, I2 - Temporary
# Ent --> Number of NHRP entries with same NBMA peer
NHS Status: E --> Expecting Replies, R --> Responding, W --> Waiting
UpDn Time --> Up or Down Time for a Tunnel

Interface: Tunnell0, IPv4 NHRP Details
Type:Spoke, NHRP Peers:2,

# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb

1 172.22.200.2 10.10.10.2 UP  00:01:31 D

1172.20.10.10 10.10.10.10 up 1d05h S
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