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« Cisco DUO Premier 0{7| 2E
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« Cisco 20t Zzl0o|HE
« FTD Z2E7.2.0 0|4

« Cisco DUOQ Q13 ZE A
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» Cisco FTD(7.3.1)

» Cisco FMC(7.3.1)

+ Cisco Secure Client(5.0.02075)
« Cisco DUO Q!5 T E A[(6.0.1)
* Mac 0OS(13.4.1)
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https://duo.com/docs/authproxy-reference#:~:text=The%20Duo%20Authentication%20Proxy%20is%20an%20on-premises%20software,and%20then%20contacts%20Duo%20to%20perform%20secondary%20authentication.
https://duo.com/docs/authproxy-reference#:~:text=The%20Duo%20Authentication%20Proxy%20is%20an%20on-premises%20software,and%20then%20contacts%20Duo%20to%20perform%20secondary%20authentication.
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Easy, Flexible
Cybersecurity
Solutions for
Everyone

Jump to:  Our Products  Wirecutter Picks Duo  Security Solutions  News & Updates

Authenticate Once and Work
Uninterrupted —Securely

By contining 10 use our webisita, you BCknowledge the use of Cookies.

Privacy Stabement > Changs Settings »

Cisco DUO Em|0|X|

Duo Editions: Strong Security That
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Protection Type(2 % £&)0| "2FA with SSO with Duo hosted(Duo7} ZAEISHE SSO7} UE
2FA)"Ql S Mg MElErLC.

3EA|: HIEIE|O|E] of2HoflA O] URL HMEE SAFELICH

« ID 32Xt E|E|ID
« SSO URL
« 2J0}2 URL

See the Clsco ASA 550 documentation f to integrate Due into your SAML-enabled service provider,
Metadata
Entity 1D/ (;-O_D-r‘\ !
A
Sign In URL /C;-F:\ =}
| N 4
Sign Out URL ®4
A
SAtE 2ol of
Suztm: a3@Isr0IM B30t M EISLICH
4Et7|. Downloads(CH2 2 E) of2foi| M ID S F At QI AME 22 E5H2{™ "Download

certificate(21 &AM CHR2EE)"E MEHEILICY.

S5HHA. MH|A S2XF HE =

Cisco Firepower Base URL - FTDOI| ¢1Z45t&= Ol AF& El= FQDN

Connection Profile Name(®12d Z21tl 0|&)-E{'d O & 0|8

O E 2|7 0| HAH M

1EHA|: Policy(%324)0{| A Application Policy(OHZ 2I71|0| M Z2H)E A 5H2{H "Apply a policy to all
users(2 = AFEAtof|A EH M E)"E MENSH CHZ 0|0[X|2F Z 0 "Or, create a new Policy(SE= M
KR M AE MEHSH O}

(= B o) = s .

Policy

Policy defines when and how users will authenticate when accessing this application. Your global policy always applies, but you can override its rules with custom policies.

Group policies Apply a policy to groups of users

Application palicy Apply a policy to all users




Apply a Policy X

Policy

Select a Policy -

Or, create a new Policy

Apply Policy

ofZ2|70|Md HH Mol of

N
rm
X
'_U
o
=
<

-0

)

3

Q2
o
12
o
i
2
x
rio
ol
rr
o
i |
mo
I°
Jl'll

15t 1 Users(AH& X) of 2ol A
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Create a New Policy

Policy name

MFA

Users

Mew User paolicy
IG Authentication policy I

User location

Devices

Trusted Endpoints
Device Health application
Remembered devices
Operating systems
Browsers

Plugins

Networks
Authorized networks
Anonymous networks

Authenticators

Risk-based factor selection
Authentication methods
Duo Mobile app

Tampered devices

Screen lock

Full-disk encryption

Mobile device biometrics

OfZ 2|70l HH Yol of

3. CHS Zoll "Apply Policy(E3 ME)'2 Halg M8t O3 ChS H0|X| ofeiZ 2

Authentication policy

@ Enforce 2FA

Require two-factor authentication or enroliment when applicable, unless there is a superseding policy

configured.

Bypass 2FA

Skip two-factor authentication and enrollment, unless there is a superseding policy configured.

Deny access
Deny authentication to all users.

When enabled, this affects all users,

Choose another rule on the left to add to this policy.

Create Policy
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Add New Certificate

Add a new certificate to the device using cert enrollment object which is used to
generate CA and identify certificate.

Device*:
HA v

Cert Enrollment*:

Select a certificate entrolilment object v || 4

A2l AF

— A

Add New Certificate(M 215 M F7}H 2

i

ol

3EF74|' o|O|x|oil EAIE!I CHZ "Enroliment Type"(S
S5l ure{o| S M2 MENSHL|C).
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Add Cert Enrollment

Name*
FTDO4-16

Description

CA Information Certificate Parameters Key Revocation

Enroliment Type: PKCS12 File
pKCSl? Flle* tESIp12 was|

Passphrase: oes

Validation Usage: & IPsec Client SSL Client & SSL Server

Skip Check for CA flag in basic constraints of the CA Certificate

Allow Overrides

mHO|X|o| &3 BI%

El: Al 7ts8t M2 C20 Z&LICch KAl MY QB M - 2ol A QB A MM,

O L- H1—-1=
SCEP - Simple Certificate Enrollment Protocol2 At&3t0{ CAM|IM Q1B M 7t 27|, =&
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1Et71: Devices(C|Ht0|2) > Certificate( 2/ & A1) 2 0183t 1 Add(F7h & H=HBfLICt”

2CHA|: C|Hto|A EECH20IA FTD O{ZE2t0|HAE MEHELICE A Q1B M 55 Wg F7t5te4
™+ 0l0|2 S 2Lt

3EH7|: Add Cert Enroliment(R15 M S 2 Z7H) &ollA o|0|x|of EAIE CHZ ZREr MEE Q2
Ch& oloIx|ofl EAIE CHE "Save(KE)"E



Add Cert Enrollment

Mame*

duocert

Description

CA Information Certificate Parameters Key Revocation

Enrollment Type W ETIVEL

» CA Only
Check this option if you do not require an identity certificate to be created from
this CA

CA Certificate: 0C957DUcTicd
b79bVzOXugz5ZpaJHqtXVEfLOH
elPYblyYBwSstXB+k75VHs0Voz
AkeySJCWRQXF
ISSRGuBDpUIKzKu22d55322 +wd
fleyyWMXUJWmSXKKnnHEsOgL
GCxmfkd+50sWilo
ICCMGabgYgEvBEHF3Y++sFg=
END CERTIFICATE

Validation Usage: & IPsec Client SSL Client & SSL Server

Skip Check for CA flag in basic constraints of the CA Certificate

Allow Overrides

a2 "CA 215 Mol 7|2 Mok =0l M CA Eei2of CHEr A HULH7I"E
ICk. O] &2 F2fsto] ALSSHAAIL.

4EH7|: "Cert Enrollment*:" Ol2Holl M A2 MM =l QIS




"Add"E MEAEFLICEH

Add New Certificate

Add a new certificate to the device using cert enroliment object which is used to
generate CA and identify certificate.

Device*:
HA

Cert Enrollment*:

| duocert v| +

Cert Enrollment Details:

Name: duocert
Enroliment Type: Manual (CA Only)
Enroliment URL: N/A

SAML SSO ZHx]| A4

Ol MM0f A= FMCE S3i SAML SSOE TAIsHE EHHIE ABFLICH AlStsty| Mo 2E 74
£ i Z 3ok Brict.

127, Objects(7HAll) > AAA Server(AAA AH{) > Single Sign-on Server(ZtY 2321 MH)Z 0O|S
5t 11 "Add Single Sign-on Server(ZtY 2321 M F7H"E MEARFLIC.



Firewall Management Center (ot Analysis Policies Devices Objects Inteoration Deploy O ® 3 @ Tooutrie

Single Sign-on Server Add Single Sign-on Server | . Filier

ed authentication, T authentical ng in through Remaote

» Address Pt
Application Filters
AS Path

BFD Template

File List

FlexConfig

Displaying 1 = 2 of

27|, "Create an Application Protection Policy(OHZ 2|71|0|MH 25 H™ dM)'o| M 2t HE ¢
a4

" SR EIH AR HES MestaAle.

- O|E*: 7HAl 0|8

. ID 3ZAt 2lE|E| ID*: 3EtH| o] /IE|E| ID

« SSO URL*: 3EtAH|0M S ALEF 2321 URL

« 230} URL: 3EtAHOIAM SAFEH 2302 URL

« 7|8 URL: 5EtA|0{ M "Cisco Firepower Base URL"Z} S S FQDN AFHE
« ID SZAt QIEM*: i ZE IDP Q1B M

« MH|A 2R QB M: FTD 2|8 QIE{mo|A Q] 215 A



New Single Sign-on Server

Mame*

duosso

Identity Provider Entity 1D*

Logout URL

Base URL

}"Ittps:f;"bipn.ciscue:u'.a mple.com

Identity Provider Certificate*
duocert

Service Provider Certificate
FTDO4-16

Request Signature
--No Signature--

Request Timeout

Use the timeout set by the provide

Enable IdP only accessible on Internal Network
» Reguest |dP re-authentication on Login

Allow Overrides

M SSO Zix| 2] of

1 AlE{E| ID, SSO URL 2! 20} URL 2371 AFBIAFO| M MEFE|RASLICH



RAVPN(Remote Access Virtual Private Network) Z1I| 22| 0| MM
O] MA10IME OHAHE AFZ 5101 RAVPNS TA3shE EHIE ABELICH
1EtA|. Devices(C|HFO|A) > Remote Access( 43 HAM|A)E 0|S 310 "Add(F7H)"E MEHETLICY.
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2CHA|. O A M A RAVPN & ObHALS| O] &2 225t VPN Protocols: Add the Targeted
Devices(VPN Z 2 E Z: CH& &EX| FIH0|M SSLES MEHFHLICEH 2tZ E|™H "Next(CHS)"E MEE
L|Ct.

RAVPN O AFO| 1EHA|
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« DHCP MH AtE - DHCP MH
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Firgwall Managoement Cenber

Remote Access VPN Policy Wizand

RAVPN O AFS| 2EHA|

52 & o] MgsolAf= DHCP M7t AL EILICE

—’—77-% Cisco Secure Cliente| & 1= 0|0|X|E YR E=5te{H "+"E MEeNstL|Ct O =
o|O|x|e| &olgte *._‘"Eﬁ”%.*l—llik OZa 2ol R E|H OIS MENELICE

Remote Access VPN Policy Wizard

Brdcy kgt Conrwcton Prodis

3EHA| RAVPN OFEA}
4THA|. O] 7HAME AY™erLich(a Rl ZEAIE CH2). 2 &M "CI3S"S
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Firewall Management P

Remote Access VPN Policy Wizard

Brdcy kgt Conrwcton Prodis

RAVPN OFg4ALO] 4EHA|

Ramote Access VPN Policy Wizard

Pty Asgm Cowvsbiton Prosis

Remote Access VPN Policy Condguration

B by Tt ans Fwaiomaes




CtE2 S lefLICH

ol Mol M= B

o
9
o
>
|.|'|
I
o
2
[ml
Pl sl
ol
Pl sl
W
0
o
r
n

Ciseo Secure Client - Login

Single Sign-On I

axample@cises.com edt

AnyCannect VPN:
[ Ploase complote the authontication process in the
AnyCancect Login windaw,

ISE Posture:
1o palicy sorver detected.

Default network sccess is in effect.

Log in

Umbrella:
Umbeella is active.

iscoexample.com

Please eomplete the suthentication process in the
AnyConnect Login window.,

Group: DUO

Cisco Secure ClientE &8 SSO H|0|X|

SEE C|Hlo| A0 CHE DUO FAIE £EHELCH



[ ION ] Cisco Secure Client - Login

Check for a Duo Push

Verify it's you by approving the notification...

Sent to "i0S"

- 2

Other options

Need help? Secured by Duo

@ © @ Cisco Secure Client

AnyConnect VPN:
Connected to https:f/vpn.ciscoaxampla.com.

Disconnect

ISE Posture:

Bypassing Cisco Secure Client scan.

Your network is not configured to use.. Scan Again

Umbrella:
Umbrella Iz active,

FTDO 1=



tcoutrie=ftd2
Session Type:
1916
Tuﬁ“ﬂL

DTLS=Tunnel:

Tunnel: (1)5}

sl fone

S5L=Tunnel Tur
DTLS=Tunnel Tunnels:

AnyConnect-Parent:

Hash

TCP

cate and SAML
: Idle TO

FE QB M7t FTDO| HX|E[RE=X| & lLC.
ChE CIHOE AFSELCH

debug crypto ca 14

debug aaa shim 128

debug aaa common 128

= 2: SAML AlTj

Ol248t CIH2E AF835lod BME sHZAE & &Lt



debug aaa shim 128
debug aaa common 128
webvpn anyconnect 128 C|HH1

C|H{2 webvpn saml 255



o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



