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SAML Settings

Service Provider Settings

Profile Name: __ESD

[Configuration Settings:

Entity 10: (&) [

Name I Format: ;-T-l:' urnioasis: names:tesSAML: 1.1 nameid-

format: unspecfied _,..-_"'/_;_:

Assertion Consumer

wre: @ | itps:dhllll-esa2 example.com

¥

SP Certificate: _
® Select from Certificate List: [?) Select a Cerificate,,, ¥

Upload Certificate and Key: (7

Upload PRGCS #12: (7)

Uploaded Certificate Details:

Issuer: C=US\CN=SAML_S50\L=Raleigh\0=Cisco\ST=NC
‘emailaddress=]| NG ov-:s0_17¢

Subject: C=US\CN=SaML_SSO\L=Raleigh\O=Cisca\ST=NC
vemailAddress=|| NG cv-cs2_7ac

Expiry Sep 21 16:16:12 2022 GMT
Date:

Sign Reguests
Sign Assertions

Make sure that you configure the same settings on your fdentity Provider as well,

Organization Details:
9 Mame: |r:h|-i:.' corp

Display Name: ||:|., s

URL: |h:tps:.n’.n’{|scu.{-:sm

Technical Contact: Email: _—

Duplicates all settings except the
_ ‘ . — = R .
Share this configuration across machines in cluster :I,-' Assertion Consumer URL
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SAML Settings

Identity Provider Setting

Profile Name: I My _1dP

Lonfiguration Settings: | ) Configure Keys Manually

Entity ID: (2) |: ESA_IdP_cluster

550 URL: (7 https:Mogin.myidp.com/ | NGz
I o csa

N

Certificate: Browse.. Mo file selected.

Uploaded Certificate Details:

Issuer: C=US\CN=SAML_SS0\L=Raleigh\0=Cisco\ST=NC
\emailAddress ={| ] .CY=ESA_TAC

Subject:  C=US\CN=SAML_SSO\L=Raleigh\O=Cisco\ST=NC

\email&ddress=EGNz:NG o -c54_TAC

Expiry Sep 21 16:16:12 2022 GMT
Date:

Import IDP Metadata

Np file seinctec. Duplicates all settings
to Cluster Members

Share this configuration across machines in cluster '&:‘
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SAML Settings

Identity Provider Setting

Profile Name: | [azu RE_IDP

Configuration Settings: Cenfigure Keys Manually

Entity ID: (2)

550 URL: (2)

V.
Certificate: Mo file selected.
© Import IDP Metadata
Browse.. Mo file selected.
Uploaded Metadata Details:
Entity ID: https://sts.windows.net/eat064daa- 28e1f39e0b/
S50 URL: https://login.microsoftonline.com/eat064aa- ) 2Bel1fi%e0b/sami2
Duplicates all settings to |
Share this configuration across machines in cluster 'E:' Cluster Members
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k:lnud Email SECI.Irit'f Appliance
Version: 13.0.0-392

Username: | |

Passphrase: | |

Login

Use Single Sign On
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 Cisco Email Security Appliance - Al X} 7}0|E
« Cisco Content Security Management Appliance - Al AT A
« Cisco Web Security - AF2 A403 A



https://www.cisco.com/c/ko_kr/support/security/email-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/ko_kr/support/security/email-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/ko_kr/support/security/content-security-management-appliance/products-user-guide-list.html
https://www.cisco.com/c/ko_kr/support/security/content-security-management-appliance/products-user-guide-list.html
https://www.cisco.com/c/ko_kr/support/security/web-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/ko_kr/support/security/web-security-appliance/products-user-guide-list.html
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