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o] ZAT|2|0]4d ofloll M= ASATF SSH ME{E ZHFEL|C} SSH 22H0/91E(198.51.100.70/32 &
172.16.5.20/24)01 A SSH HHZ.0| EHZS ot 8t EILICH. R ot ofZ2foleiAE SSH T 1 2
20| M MSEl= SSH A M 7|52 X[H6HH DES(Data Encryption Standard) 2 3DES & EE K
HELICH SSH A 12 2= ME L2 43 280| 27ts¥LIC
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1. SSH Al4doll= UHS oL 22 915 A0 WLHLICH 0] 27 AEE

=1y = = |
o [=] E -
SE7| /S AAEE = U= F 7HK| 40| AU&LC.

Ol 27 AME S BF57| 2ol ALEE = U= X HEl| YHE2 AAA(Authentication,
Authorization, and Accounting) & AF&35t01 AFEX} O|F 1 HIZHS E Fd5t= AL

ASA(confi g) #username username password password

ASA(confi g) #aaa authentication {telnet | ssh | http | serial} comsole

{LOCAL | server group [LOCAL]}

& 1: 215 0] TACACS+ = RADIUS Al I&2 ME %PE 7 AAA MHE M2E £ ¢
£ 82 ZZ |O|E{H|0|AE CHA| WHo = MESHES Eot 01ZEt0|UAE FHE = AU
LICt M 38 Ol§S XI&$ S LOCAL(LOCALS CHAEA F&)S RI-gLict 2ot
ZCto|UA ZFZEE AI8sts %*HJ‘E’ LIEFHLN K| Sfe B = 2 O O|E{H| 0| A2 AAA MH
olM SUst ALSX} OB D HILH S & ALRSHE 20| EALICLTACACS+8 2 #g X
Hsted SSH 2150 0] i"TLIZLEﬂOWC’ AbEELICH

2 lII>

ASA(confi g)#aaa authentication ssh console TACACS+ LOCAL
CHA| 28] gd0] 2Z CIO|EH|O|AE 7|2 215 WHe =z AI8Y = &Lt ol A 5ted
™ LOCALEH 2I={ErLICt

ASA(confi g) #aaa authentication ssh console LOCAL

ol 27 M2 SFst7| /s AAEE == U= F B YH2 ASAL| 7|2 ALEXt o|&x
ciscol| 7|2 & H|ZPHS & AHEste AULIC ChS BHES AL8sto Al HIPHS &
ag & A&Lich


http://www.cisco.com/c/ko_kr/support/docs/security/pix-500-series-security-appliances/69373-ssh-inside-out-pix7x.html#c1
http://www.cisco.com/c/ko_kr/support/docs/security/pix-500-series-security-appliances/69373-ssh-inside-out-pix7x.html#c2
http://www.cisco.com/c/ko_kr/support/docs/security/pix-500-series-security-appliances/69373-ssh-inside-out-pix7x.html#c4

ASA( confi g) #passwd password

I F HEE 2F OIRIIX R B SSEE 0| A0 E password BHEE2 MEF = AU&Lct

2. SSHo{| Z28F ASA &3l0] CHEF RSA 7| A& MAIEHLICE

ASA(confi g) #crypto key generate rsa modulusmodulus_size

# 1 modulus_size(HIE )= 512, 768, 1024 EE = 2048 &= U&LICH X|HEH 7| REBHA T
717t 25 RSA 7| 42 dMst= ol o 22 ZRILICH 2048 4f2 Ar&5t= R0l E&LICH
RSA 7| 42 M5t Ol AHSElE BHE2 HA 7.x 0| HHT S| ASA 2T E Q|04 {1t C}

Euct o|™ HHol M= 7|8 BHtEE{H Tl O|§2 dHatof & LCt CFS ZHElAE ZE

OME ZE HEAE CH5H RSA 7|1 A3l oF &hCt.

3. 20t O{EEI0|H A0 IZAE & QU SAEE X|HELICEH O] WS SSHE AAE 5=
SAEQOAA FA HiOtAT U QEHO|AE XIHELICH 042 SAE, HEQT E=
| O| A0f CH3H 042 |1 =d& = QU&LICE Ol UM E LHE SAE 3LISH 2|8 SAE
7t S ELct

ASA(confi g)#ssh 172.16.5.20 255.255.255.255 inside
ASA(confi g)#ssh 198.51.10.70 255.255.255.255 outside

4. 0| EHHlE M= Arg LT 7|EHo 2 2ot 0Z2t0[¢HAE SSH M 11t T 28 25
B LICH SY HEoR HZES Xﬂﬂoraﬂd O] FE= LU LIct.

ASA(config)# ssh version

2t 1: version_numbere 1 EE= 22 £ Q& LICt

rr

n

5. 0| EHAl= M= AbEFRiLCH. I%"—*&E SSH M2 582 S¢et &S0l el EEILICH O Al

ZH MEr2 1~608 S XSS 78 &+ J&Lch

ASA(confi g)#ssh timeout minutes

ASA Z1|7ef oM

ASAE T dsttdT CtE HEE AFSELICH

ASA Version 9.1(5)2

|

host name ASA
domai n- nane ci sco.com

interface G gabitEthernet0/0

namei f inside

security-level 100

ip address 172.16.5.10 255. 255. 255.0
1

interface G gabitEthernet0/1

namei f out si de

security-level 0O

i p address 203.0.113.2 255.255.255.0

!--- AAA for the SSH configuration

username ciscouser password 3USUcOPFUiMCO4Jk encrypted
aaa authentication ssh console LOCAL

http server enable
http 172.16.5.0 255. 255. 255. 0 i nsi de


http://www.cisco.com/c/ko_kr/support/docs/security/pix-500-series-security-appliances/8505-authtopix.html
http://www.cisco.com/c/ko_kr/support/docs/security/pix-500-series-security-appliances/8505-authtopix.html
http://www.cisco.com/c/ko_kr/support/docs/security/pix-500-series-security-appliances/8505-authtopix.html

no snnp-server | ocation

no snnp-server contact

snnp- server enabl e traps snnp authentication |inkup |inkdown col dstar
tel net tinmeout 5

!--- Enter this command for each address or subnet

!--- to identify the IP addresses from which

!--- the security appliance accepts connections.

!--- The security appliance accepts SSH connections from all interfaces.

ssh 172.16.5.20 255.255.255.255 inside
ssh 198.51.100.70 255.255.255.255 outside

!--- Allows the users on the host 172.16.5.20 on inside

!--- Allows SSH access to the user on internet 198.51.100.70 on outside
!--- to access the security appliance

!--- on the inside interface.

ssh 172.16.5.20 255.255.255.255 inside

!--- Sets the duration from 1 to 60 minutes
!--- (default 5 minutes) that the SSH session can be idle,
!--- before the security appliance disconnects the session.

ssh timeout 60

consol e timeout O

1

cl ass-map inspection_default
mat ch default-inspection-traffic
1

!

policy-map gl obal policy

cl ass inspection_default
nspect dns maxi mum | ength 512
nspect ftp

nspect h323 h225

nspect h323 ras

nspect netbi os

nspect rsh

nspect rtsp

nspect ski nny

nspect esntp

nspect sql net

nspect sunrpc

nspect tftp

nspect sip

nspect xdntp

éervice-policy gl obal _policy gl obal
ASDM HE 7.2.1 7+
ASDM HZT1 7.2.18 F3t{H CtS BHHE 2t =& LCH

1. ASDMO| = AFEXIE F 7135124 Configuration > Device Management > Users/AAA >
User AccountsZ O|S &FL|C}.
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6. ASDMZ At&5t04 SSHet 18 &= U= SAEE K™t T AU A[ZH AME M2 XIH
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8. EciAlol Am|agfolME MEstets HAIX|IZE EAIZT ApplyE A1E=4sto Zm|as|o|ME
Mg

B a3 ol

L0 2 HMAE FII5tD KF A2 AMEHS MHS 2 MY ool ZEo|A telnet

THE LYY LICE 7[EHoz 58 SO 77 HEIZ Hot U= Ul M2 EoF oZ2o|d A0
o5l SHElL|C. O|F0f AXIE! P =AM B HMAS K|745HE4H 0] B2310| no HAIS AFR St
L|CH.

telnet {{hostname | |P_address mask interface_nane} | {IPv6_address
interface_nane} | {timeout nunber}}
no telnet {{hostnane | |P_address mask interface_nanme} | {lPv6_address

interface_nane} | {timeout nunber}}

telnet S AI25tH EHILIES S5 HOF 0{Z2}0|HA =

= UA&LIcH

off HA|AEH & Ql= S AES X|XE

78

& 2= QEHO|ANAM 2ot o{Ezto|iA ol RS &
0{ZC0|HAMME 2IF QE{m|o|A CiEr ZE HUl EBfES IPsecOE =350k E*L—IEP
QI QIE{m|o]A0f CHEF & MME 2“*2P0FE4':"| oF o{Z2to|AAM M HHEE 1P EEf

2 Z sl QIF QE{H 0|AM A IPsecE FA5t T QF ._|E-|1H|0|ﬁ01|k| '.EE £ gdE

_\.L
T

St
=

I geryo = SEok 80| 00|7Lt CHE QIET|0|AEE K2 QIE{H 0|4 T RIS ™
ASAE dliE QlE{m|o|Aof CHEt IS &5t x| &Lt

A3 Cisco WU MAS S5 20t ofZ o[t A0l T3 HMAS HFsHX| ShLICt b
Qs ol 22 OIF X7 BE M E Uit MAE =2 MAE LI Ciscodl A BC} oHxist
GlolEf S A1 2I3H SSHE ol E&LICt

0l
9'|_I
rir
Y o

2 &0 CHs S HMAE I8 HIZHS E MH5H2{T password B S =4gLICt 7|2 H|L
S = cisco@lLICt. A 2Ot 0{Z2}0|A 2 L0 HMASHE IP FAE EHE{H who HHE &
24EhLCH M "HU & MMHE SE6ked™ kill By e Ql=dshuct

& of| x| AlLt2|2

LIS CIE{H|O|A0f CHEF &L MM E & d35t5tE{H o] MMM XS stE o€ AESHAAIL.

odl 1

O| foIMHE EAE 172.16.5.200t EHILIE S35 EOF 0{ZCI0|HA E2&0f HMAE £ U&LICE

ASA(confi g) #telnet 172.16.5.20 255. 255. 255. 255 i nsi de

o 2

Ol oo M= &S Sall HIERXF 172.16.5.0/248F 2Ot 0{Z2I0|2A 2&0i| HMAE = UL



Ct.

ASA(confi g) #telnet 172.16.5.0 255.255. 255. 0 i nsi de

ol 3

o

Sl 2ot o{Zeto|A E&0| HMAE = JUTSF L

mjo

CHE oo ME ZE HIEZolM &L
Ct.

ASA( conf i g) #telnet 0.0.0.0 0.0.0.0 |
console 7| H{E2t &7 aaa HHEE A
LIC}.

o
5, dul

£ HMA= 2B HHZ 215 E[ook &

rH

o Hot o{Z2to|da YR Z2& AM A0 CHE 2152 27 517] 28 aaa BHEE T+
stn 2& 20l 0| Az =1t 2l 2&0|M EF o{Z 20| A0 HMAE -
=

ElH Al2d 24
U&LICt o|=H ste{H™ 2o 2HO|AA AFE A} O|& L enable password HEOZ M
E HYHS E d=dghct.

_,_
(@]
e

Ot O{ZCI0|HAMM 222 = 57| Mol 2£ &Y MM0| F HEHY = = ZICH AlZHS
’“oPE4 ™ telnet timeout WS AlSiEFL|Ct. telnet timeout B30t & 74 no telnet WS Al &
o-IAL_||:|.
HA = .

CHS oo M= =0 MlE R F 7I2HE HEsts YHE 2o HLICHL

host nanme(confi g) #telnet timeout 10
host name( confi g) #show running-config tel net tineout

telnet timeout 10 ni nutes

Cte& &lgiuc

O| MME AF23t0{ AL 8)|0|AM0| M2 &S 5t=X| = QlEL|Ct.
2} 3: Output Interpreter T (S=E TZHEH SHE)(OIT)= EX show B K| &L},
show BE £20| 242 E{H OITE MS &Lt

C|tH1 SSH

SSH C|HZ & &g%lsttd™ debug ssh BHF S L=efLICH

ASA( confi g) #debug ssh

SSH debuggi ng on

0| £212 LHF IP F4(172.16.5.20)01 A ASAS| LiS QIE{H 0|42 SSH A= & HoiFLICt o}
|:||:|-|:L'; MZ x40l 0474 ol OI=E = L}IEFHLCY

0jo

— = L


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
http://tools.cisco.com/RPF/register/register.do

Device ssh opened successfully.

SSHO: SSH client: IP = '172.16.5.20' interface # =1

SSH: host key initialised

SSHO: starting SSH control process

SSHO: Exchanging versions - SSH-2.0-Cisco-1.25

SSHO: send SSH nmessage: outdata is NULL

server version string:SSH-2.0-Cisco-1.25

SSHO: receive SSH nmessage: 83 (83)

SSHO: client version is - SSH-2.0-PuTTY Release_0.62

SSH Secure Shell for W ndows

client version string:SSH-2.0-PuTTY_ Release_0.62

SSH Secure Shell for WndowsSSHO: begin ser ver key generation
SSHO: conpl ete server key generation, elapsed time = 1760 ns
SSH2 0: SSH2 MSG_KEXINIT sent

SSH2 0: SSH2_ MSG_KEXINIT received

SSH2: kex: client->server aesl28-cbc hmac-md5 none

SSH2: kex: server->client aesl28-cbc hmac-md5 none

SSH2 0: expecting SSH2_ MSG_KEXDH_ INIT

SSH2 0: SSH2_ MSG_KEXDH_INIT received

SSH2 0: signature length 143

SSH2: kex_derive_keys conplete

SSH2 0: newkeys: node 1

SSH2 0: SSH2_MSG_NEVKEYS sent

SSH2 0: waiting for SSH2_MSG NEWKEYS

SSH2 0: newkeys: node 0O

SSH2 0: SSH2_MSG NEVKEYS recei ved

SSH(cisco): user authen method is 'use AAA', aaa server group ID = 1
SSH2 0: authentication successful for cisco

!--- Authentication for the ASA was successful.

SSH2 0: channel open request

SSH2 0: pty-req request

SSH2 0: requested tty: vt100, height 25, width 80
SSH2 0: shell request

SSH2 0: shell message received

2 E ALEXt O[F(0d: cisco CHAl cisco1)@ 2235t ASA H3tE0| 2152 HEELICH o C|H
O £32 MifEt 2152 2o{E L Ct

Device ssh opened successfully.

SSHO: SSH client: IP = '172.16.5.20' interface # =1
SSH: host key initialised

SSHO: starting SSH control process

SSHO0: Exchanging versions - SSH-2.0-Cisco-1.25

SSHO: send SSH nessage: outdata is NULL

server version string:SSH-2.0-Cisco-1.25

SSHO: receive SSH nessage: 83 (83)

SSHO: client version is - SSH-2.0-PuTTY_Release_0.62
SSH Secure Shell for W ndows

client version string:SSH-2.0-PuTTY_Release_0.62

SSH Secure Shell for WndowsSSHO: begin ser ver key generation
SSHO: conpl ete server key generation, elapsed tinme = 1760 ns
SSH2 0: SSH2 MSG KEXINIT sent

SSH2 0: SSH2_MSG_KEXINIT received

SSH2: kex: client->server aesl28-cbc hmac-md5 none
SSH2: kex: server->client aesl28-cbc hmac-md5 none
SSH2 0: expecting SSH2_ MSG_KEXDH_INIT

SSH2 0: SSH2_MSG _KEXDH_INIT received

SSH2 0: signature |ength 143

SSH2: kex_derive_keys conplete

SSH2 0: newkeys: node 1

SSH2 0: SSH2_MSG_NEVKEYS sent



SSH2 0: waiting for SSH2_MSG NEWKEYS

SSH2 0: newkeys: node 0O

SSH2 0: SSH2_MSG NEVKEYS recei ved

SSH(cisco): user authen method is 'use AAA', aaa server group ID = 1
SSH2 0: authentication failed for ciscol

!1--- Authentication for ASAl was not successful due to the wrong username.
OFEH7ER| 2, 22 E HYHZ & =dstH Q50| AmghLict ol Cla £22 Ay
0 & L|C}.

ol
—

ok
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Device ssh opened successfully.

SSHO: SSH client: IP = '172.16.5.20' interface # =1

SSH: host key initialised

SSHO: starting SSH control process

SSHO: Exchanging versions - SSH-2.0-Cisco-1.25

SSHO: send SSH nessage: outdata is NULL

server version string:SSH-2.0-Cisco-1.25

SSHO: receive SSH message: 83 (83)

SSHO: client version is - SSH-2.0-PuTTY Release_0.62

SSH Secure Shell for W ndows

client version string:SSH-2.0-PuTTY Release_ 0.62

SSH Secure Shell for WndowsSSHO: begin ser ver key generation
SSHO: conpl ete server key generation, elapsed time = 1760 ns
SSH2 0: SSH2_ MSG_KEXINIT sent

SSH2 0: SSH2_ MSG_KEXINIT received

SSH2: kex: client->server aesl28-cbc hmac-md5 none

SSH2: kex: server->client aesl28-cbc hmac-md5 none

SSH2 0: expecting SSH2_ MSG_KEXDH_ INIT

SSH2 0: SSH2_ MSG_KEXDH_INIT received

SSH2 0: signature length 143

SSH2: kex_derive_keys conplete

SSH2 0: newkeys: node 1

SSH2 0: SSH2 MSG NEWKEYS sent

SSH2 0: waiting for SSH2_MSG NEWKEYS

SSH2 0: newkeys: node O

SSH2 0: SSH2_ MSG NEVKEYS recei ved

SSH(cisco): user authen method is 'use AAA', aaa server group ID = 1
SSH2 0: authentication failed for ciscol

!--- Authentication for ASA was not successful due to the wrong password.

g4 SSH Ml 27|

ASAO] HAZE SSH M4 (X! AZ & Ef)E =elstedH Chs BB S U=FLICH

ASA(config)# show ssh sessions

SIDdient IP Versi on Mbde Encryption Hmc State User name
0 172.16.5.20 2.0 IN aes256-cbc shal SessionStarted cisco
QUT aes256-cbc shal SessionStarted cisco

ASDMI} O| M|AME H2{H Monitoring > Properties > Device Access > Secure Shell SessionsZ O|
SELch

TCP MA0| A™EE[ARE K| & 215I24™ show asp table socket B QI=48rLIC},

ASA(confi g)# show asp table socket



Protocol Socket State Local Address Foreign Address

SSL 02444758 LI STEN 203.0.113.2:443 0.0.0.0:*
TCP 02448708 LI STEN 203.0.113.2:22 0.0.0.0:*
SSL 02c75298 LI STEN 172.16.5.10:443 0.0.0.0:*
TCP 02c77c88 LI STEN 172.16.5.10:22 0.0.0.0:*
TCP 02403248 ESTAB 172.16.5.10:22 172.16.5.20:52234

28 RSA 7| E7|

H O 0{ZEI0|AA0A RSA 7|2l 38 FES EedH O

0jo

He UL

ASA(confi g)# show crypto key mypubkey rsa

Key pair was generated at: 23:23:59 UTC Jul 22 2014
Key nane: <Defaul t - RSA- Key>

Usage: General Purpose Key

Modulus Size (bits): 2048

Key:

30820122 300d0609 2a864886 f70d0101 01050003 82010f 00 3082010a 02820101
00aaB82dl f61ldflad4 7cdlae05 c92322cl 1ce490e3 c9db00fd d75afe77 leaOb2c2
3325576f a7dc5ffe a6166bf5 7f0f 2551 25b8cb23 a8908b49 81c42618 c98e3aea
ce6f9e42 367974d1 5c2eabbl e7aac40b 44a6c0a5 23c4d845 a57d4c04 6ded49dbb
2c6f 074e 25e3b19e 7c5da809 ac7d775c 0c01bb9d 211b7078 741094b4 94056e75
72d5e938 c59baaec 12285005 ee6abf81 90822610 cf 7eed4cl ae8093d9 6943bde3
16d8748c d86b5f 66 labcecf 33 9cde0432 b3cabab5 938b1874 c3d7cl3e 43a95a8f
ed36db2e f9cab5d2c 0c65858e 3e513723 2d362b47 7984d845 faf 22579 654113d1
24d59f 27 55d2ddf 3 20af 3b65 62f 039cb a3aaf c31 d92a3d9b 14966eb3 ch6ca249
55020301 0001

Configuration(Z1Z| 121 0| M) > Properties(%4J) > Certificate(21& A) > Key Pair(7| )2 0|§35t1

Show Details(M|FAtE EA)E 2 =I5t0§ ASDMIt &f7H RSA 7|& = QIgfL|Ct

= A

ol oM Hu|aeiold EXME sidste Ol AASE + U= SEE MSELICH

ASAOI X RSA 7| & H

ASA £~ Z EQJo{& Y18[0|=5t 7L ASAMIM SSH HAE ¥HEst= < RSA 7|& HM7Hstn
Al dd8tiof st 7t U&LICH ASACIM RSA 7| &2 M7Hsted™ Chg BHES UZLch

ASA(confi g) #crypto key zeroize rsa

Configuration(Z1Z| 121 0| M) > Properties(%4J) > Certificate(21& Al) > Key Pair(7| )2 0|§35t1

Delete(A M) E 2 2/5t04 ASDMI} &7H RSA 7|2 &7 &Lt

SSH A& Ao

ASAOIM Ct& 2F HIAIXIZF EAIELICH

Ct



%ASA-3-315004: Fail to establish SSH session because RSA host key retrieval failed.
SSH Z2t0|HE A|AHEI0]| LIEILLE 2/ HIAIX| LT,

Selected cipher type

O| EX|E 235243 RSA 7|1& M7{5tD CHA| BFEAA|2. ASAOIA RSA 7| 42 X|7{5t2{H C}
S HYE =ghct

ASA(confi g) #crypto key zeroize rsa
M 7|1& dddstedd oS BHES ULt

ASA(config)# crypto key generate rsa modulus 2048
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