ASA TCP Connection Flags(Connection Build-
Up & Teardown)
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CH= 2 show conn protocol tcp 0| £240|H, ASAE S8t ZE TCP HZ9| AEHE EAIFLICH
.0|248F Y122 show conn HHoIM & = U&LICH

ASA# show conn protocol tcp

101 in use, 5589 nost used

TCP outside 10.23.232.59:5223 inside 192.168.1.3:52419, idle 0:00: 11, bytes 0, flags saA
TCP outside 192.168.3.5:80 dnez 172.16.103. 221: 57646, idle 0:00:29, bytes 2176, flags U O
TCP outside 10.23.232.217:5223 inside 192.168.1.3:52425, idle 0:00:10, bytes 0, flags saA
TCP outside 10.23.232.217:443 inside 192.168.1.3:52427, idle 0:01:02, bytes 4504, flags U O
TCP outside 10.23.232.57:5223 inside 192.168.1.3:52412, idle 0:00:23, bytes 0, flags saA
TCP outside 10.23.232.116:5223 inside 192.168.1.3:52408, idle 0:00:23, bytes 0, flags saA
TCP outside 10.23.232.60:5223 inside 192.168.1.3:52413, idle 0:00:23, bytes 0, flags saA
TCP outside 10.23.232.96:5223 inside 192.168.1.3:52421, idle 0:00:11, bytes 0, flags saA
TCP outside 10.23.232.190: 5223 inside 192.168.1.3:52424, idle 0:00:10, bytes 0, flags saA

Ct2 a2l TCP AEf A|AEIO| CIE CHAO|M ASA TCP 992 ZiaE Eo{&L|CtedZE Zea
= ASAO{ M show conn B30}t 74 & = U&LIC.

Outbound Connection Inbound Connection
TCP Flags Conn Flags TCP Flags Conn Flags
SN —> saf SN €——— safB
SYN+ACK #€—— A SYN+ACK #—————> ag
ACK ————> u ACK €= ———— uB
Inbound data £——— uI Inbound data «————— uIe
Outbound data —M—> vIo Outbound data UIoB
FIN ——M> ufIo FIN €« UFIOB
FIN+ACK &—————— UfFrI0 FIN+ACK ——————————> UfFRIOB
ACK ————> U$FREIO0 ACK €&———— UBFFRrIOB
g-@=5| [g-@=F
Client Server Server Client
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Awaiting Inside SYN

Flags REMOVED Awaiting Outside SYM
Upon Receipt of packet Awaiting Inside ACK to SYN

et 7lset ZE o4 EejaE B BHZE0{ M show connection detail BHES
ASA5515- X# show conn detail

35 in use, 199 nost used

Flags: A - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,

B - initial SYNfromoutside, b - TCP state-bypass or nail ed,

C- CTIQBE nedia, ¢ - cluster centralized,

D- DNS, d - dunp, E - outside back connection, F - outside FIN, f - inside FIN,
G- group, g - MCP, H- H 323, h- H225.0, |I - inbound data,

i - inconplete, J - GIP, j - GIP data, K - GIP t3-response

k - Skinny nedia, M- SMIP data, m- SIP nedia, n - GJP

O - outbound data, P - inside back connection, p - Phone-proxy TFTP connecti on,
q - SQ.*Net data, R - outside acknow edged FI N,

R - UDP SUNRPC, r - inside acknowl edged FIN, S - awaiting inside SYN,

s - awaiting outside SYN, T - SIP, t - SIP transient, U - up,

V - VPN orphan, W- WAAS,

X - inspected by service nodul e,

X - per session, Y - director stub flow, y - backup stub flow,

Z - Scansafe redirection, z - forwarding stub flow

Awaiting Outside ACK to SYN

B Initial SYN from Outside (Inbound Conn)
3-way Handshake Complete

Received Inbound Data

Received Outbound Data

E'Sﬁasnpﬁ?f:ﬁm == _ F | Received Ouiside FIN
il Received Inside FIN

R ' Received Inside ACK to FIN

Received Outside ACK to FIN
— Inspected by Service Module
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