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ASA 1

172.16.1.0 /24 172.16.2.0 /24 ---

192.168.1.0 /24

192.168.1.0 /24

192.168.2.0 /24 192.168.3.0 /24

ASA 1

object network LOCAL
subnet 192.168.1.0 255.255.255.0
object network XLATED-LOCAL
subnet 192.168.2.0 255.255.255.0
object network XLATED-REMOTE
subnet 192.168.3.0 255.255.255.0

NAT & 74

HAMENCz 0|5 Mt 2H HESIE CHE MEHoZ HEtste 5 BT
(HeHE).

nat (inside,outside) source static LOCAL XLATED-LOCAL destination static XLATED-REMOTE XLATED-REMOTE

access-1ist VPN-TRAFFIC extended permit ip object XLATED-LOCAL object XLATED-REMOTE Rele

=1 ef 33 7|32 o|M

crypto ikevl enable outside



crypto ikevl policy 1
authentication pre-share
encryption aes-256
hash sha
group 2
Tifetime 86400

crypto ipsec ikevl transform-set AES256-SHA esp-aes-256 esp-sha-hmac
crypto ipsec security-association pmtu-aging infinite

crypto map MYMAP 10 match address VPN-TRAFFIC

crypto map MYMAP 10 set peer 172.16.2.1

crypto map MYMAP 10 set ikevl transform-set AES256-SHA

crypto map MYMAP interface outside

tunnel-group 172.16.2.1 type ipsec-121
tunnel-group 172.16.2.1 ipsec-attributes
ikevl pre-shared-key secure_PSK

object network LOCAL
subnet 192.168.1.0 255.255.255.0
object network XLATED-LOCAL
subnet 192.168.3.0 255.255.255.0
object network XLATED-REMOTE
subnet 192.168.2.0 255.255.255.0

7 MEUOE 0|SH P 22 HEYIE THE MU R HEstE +5 HYS 2 BEL
(s2h)

nat (inside,outside) source static LOCAL XLATED-LOCAL destination static XLATED-REMOTE XLATED-REMOTE

access-1ist VPN-TRAFFIC extended permit ip object XLATED-LOCAL object XLATED-REMOTE Rele



crypto ikevl enable outside
crypto ikevl policy 1
authentication pre-share
encryption aes-256
hash sha
group 2
Tifetime 86400

crypto ipsec ikevl transform-set AES256-SHA esp-aes-256 esp-sha-hmac
crypto ipsec security-association pmtu-aging infinite

crypto map MYMAP 10 match address VPN-TRAFFIC

crypto map MYMAP 10 set peer 172.16.1.1

crypto map MYMAP 10 set ikevl transform-set AES256-SHA

crypto map MYMAP interface outside

tunnel-group 172.16.1.1 type 1ipsec-121
tunnel-group 172.16.1.1 1ipsec-attributes
ikevl pre-shared-key secure_PSK

ASA 1

ASAl(config)# sh cry isa sa
IKEv1l SAs:

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 IKE Peer: 172.16.2.1
Type : L2L Role : initiator
Rekey I no State : MM_ACTIVE

There are no IKEv2 SAs

ASAl1(config)# show crypto ipsec sa
interface: outside
Crypto map tag: MYMAP, seq num: 10, local addr: 172.16.1.1

access-1ist VPN-TRAFFIC extended permit ip 192.168.2.0 255.255.255.0 192.168.3.0 255.255.255.0
Tocal ident (addr/mask/prot/port): (192.168.2.0/255.255.255.0/0/0)

remote ident (addr/mask/prot/port): (192.168.3.0/255.255.255.0/0/0)

current_peer: 172.16.2.1

#pkts encaps: 9, #pkts encrypt: 9, #pkts digest: 9

#pkts decaps: 9, #pkts decrypt: 9, #pkts verify: 9

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 9, #pkts comp failed: 0, #pkts decomp failed: 0



#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly:

#TFC rcvd: 0, #TFC sent: O
#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0O
#send errors: 0, #recv errors: 0

Tocal crypto endpt.: 172.16.1.1/0, remote crypto endpt.: 172.16.2.1/0

path mtu 1500, ipsec overhead 74(44), media mtu 1500
PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled
current outbound spi: F90C149A

current inbound spi : 6CE656C7

inbound esp sas:
spi: Ox6CE656C7 (1827034823)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 16384, crypto-map: MYMAP
sa timing: remaining key lifetime (kB/sec): (3914999/28768)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x000003FF
outbound esp sas:
spi: OxF90C149A (4178318490)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 16384, crypto-map: MYMAP
sa timing: remaining key lifetime (kB/sec): (3914999/28768)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

ASA 2

ASA2 (config)# show crypto isa sa
IKEv1l SAs:

Active SA: 1

Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)

Total IKE SA: 1

1 IKE Peer: 172.16.1.1
Type : L2L Role : responder
Rekey : no State : MM_ACTIVE

There are no IKEv2 SAs

ASA2 (config)# show crypto ipsec sa
interface: outside
Crypto map tag: MYMAP, seq num: 10, local addr: 172.16.2.1

0



access-1ist VPN-TRAFFIC extended permit ip 192.168.3.0 255.255.255.0 192.168.2.0 255.255.255.0
Tocal ident (addr/mask/prot/port): (192.168.3.0/255.255.255.0/0/0)

remote ident (addr/mask/prot/port): (192.168.2.0/255.255.255.0/0/0)

current_peer: 172.16.1.1

#pkts encaps: 9, #pkts encrypt: 9, #pkts digest: 9

#pkts decaps: 9, #pkts decrypt: 9, #pkts verify: 9

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 9, #pkts comp failed: 0, #pkts decomp failed: 0O
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0O

#send errors: 0, #recv errors: 0

Tocal crypto endpt.: 172.16.2.1/0, remote crypto endpt.: 172.16.1.1/0
path mtu 1500, ipsec overhead 74(44), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: 6CE656C7

current inbound spi : F90C149A

inbound esp sas:
spi: OxF90C149A (4178318490)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 12288, crypto-map: MYMAP
sa timing: remaining key Tifetime (kB/sec): (4373999/28684)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x000003FF
outbound esp sas:
spi: Ox6CE656C7 (1827034823)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 12288, crypto-map: MYMAP
sa timing: remaining key Tifetime (kB/sec): (4373999/28683)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001
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ASA 2 (SPOKE 1)
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R1 (SPOKE 1)

192.168.3.0 /24

192.168.2.0 /24

ASA1
A8 &2 MESo| Ee8t A& BHELCH

object network LOCAL

subnet 10.10.10.0 255.255.255.0
object network SPOKES-NETWORK

subnet 192.168.2.0 255.255.255.0
object network LOCAL-XLATE-TO-SPOKE1l
subnet 10.20.20.0 255.255.255.0
object network LOCAL-XLATE-TO-SPOKE2
subnet 10.30.30.0 255.255.255.0
object network REMOTE-XLATE-SPOKEL1
subnet 192.168.3.0 255.255.255.0
object network REMOTE-XLATE-SPOKE2
subnet 192.168.4.0 255.255.255.0
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nat (inside,outside) source static LOCAL LOCAL-XLATE-SPOKE1l destination static REMOTE-XLATE-SPOKE1l SPOK
nat (inside,outside) source static LOCAL LOCAL-XLATE-SPOKE2 destination static REMOTE-XLATE-SPOKE2 SPOK

access-1ist VPN-to-SPOKE1l extended permit ip object LOCAL-XLATE-SPOKE1l object SPOKES-NETWORKS
access-1ist VPN-to-SPOKE2 extended permit ip object LOCAL-XLATE-SPOKE2 object SPOKES-NETWORKS

crypto ikevl enable outside
crypto ikevl policy 1
authentication pre-share
encryption aes-256

hash sha

group 2

Tifetime 86400

crypto ipsec ikevl transform-set AES256-SHA esp-aes-256 esp-sha-hmac
crypto ipsec security-association pmtu-aging infinite

crypto map MYMAP 10 match address VPN-to-SPOKE1l

crypto map MYMAP 10 set peer 172.16.2.1

crypto map MYMAP 10 set ikevl transform-set AES256-SHA

crypto map MYMAP 20 match address VPN-to-SPOKE2

crypto map MYMAP 20 set peer 172.16.3.1

crypto map MYMAP 20 set ikevl transform-set AES256-SHA

crypto map MYMAP interface outside

tunnel-group 172.16.2.1 type ipsec-121

tunnel-group 172.16.2.1 ipsec-attributes
ikevl pre-shared-key secure_PSK

tunnel-group 172.16.3.1 type ipsec-121

tunnel-group 172.16.3.1 ipsec-attributes
ikevl pre-shared-key secure_PSK

ASA2(SPOKE1)

HEE MEU O R 7= 233t ACLE F43ELICH10.20.20.0 /24).



access-1list VPN-TRAFFIC extended permit ip 192.168.2.0 255.255.255.0 10.20.20.0 255.255.255.0

e
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crypto ikevl enable outside
crypto ikevl policy 1
authentication pre-share
encryption aes-256

hash sha

group 2

Tifetime 86400

crypto ipsec ikevl transform-set esp-aes-256 esp-sha-hmac
crypto ipsec security-association pmtu-aging infinite
crypto map MYMAP 10 match address VPN-TRAFFIC

crypto map MYMAP 10 set peer 172.16.1.1

crypto map MYMAP 10 set ikevl transform-set AES256-SHA
crypto map MYMAP interface outside

tunnel-group 172.16.1.1 type ipsec-121

tunnel-group 172.16.1.1 ipsec-attributes
ikevl pre-shared-key secure_PSK

R1(SPOKE2)

HELE MEU o Z 7HE 253 ACLE T4A4ELICH10.30.30.0 /24).

ip access-1ist extended VPN-TRAFFIC
permit ip 192.168.2.0 0.0.0.255 10.30.30.0 0.0.0.255

crypto isakmp policy 1
encr aes 256
authentication pre-share
group 2

crypto isakmp key secure_PSK address 172.16.1.1

crypto ipsec transform-set AES256-SHA esp-aes 256 esp-sha-hmac
mode tunnel

crypto map MYMAP 10 ipsec-isakmp
set peer 172.16.1.1

set transform-set AES256-SHA
match address VPN-TRAFFIC



interface GigabitEthernet0/1

ip address 172.16.3.1 255.255.255.0
dupTlex auto

speed auto

media-type rj45

crypto map MYMAP

ASAl(config)# show crypto isakmp sa
IKEvV1l SAs:
Active SA: 2
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 2

1 IKE Peer: 172.16.3.1

Type : L2L Role . responder

Rekey I no State : MM_ACTIVE
2 IKE Peer: 172.16.2.1

Type : L2L Role : responder

Rekey I no State : MM_ACTIVE

There are no IKEv2 SAs

ASAl(config)# show crypto ipsec sa
interface: outside
Crypto map tag: MYMAP, seq num: 10, local addr: 172.16.1.1

access-1ist VPN-to-SPOKE1l extended permit ip 10.20.20.0 255.255.255.0 192.168.2.0 255.255.255.0
Tocal 1ident (addr/mask/prot/port): (10.20.20.0/255.255.255.0/0/0)

remote ident (addr/mask/prot/port): (192.168.2.0/255.255.255.0/0/0)

current_peer: 172.16.2.1

#pkts encaps: 10, #pkts encrypt: 9, #pkts digest: 10

#pkts decaps: 10, #pkts decrypt: 9, #pkts verify: 10

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 9, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0

#send errors: 0, #recv errors: 0

Tocal crypto endpt.: 172.16.1.1/0, remote crypto endpt.: 172.16.2.1/0
path mtu 1500, ipsec overhead 74(44), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled



current outbound spi: 79384296
current inbound spi : 2189BF7A

inbound esp sas:
spi: Ox2189BF7A (562675578)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 12288, crypto-map: MYMAP
sa timing: remaining key Tifetime (kB/sec): (3914999/28618)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x000003FF
outbound esp sas:
spi: 0x79384296 (2033730198)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 12288, crypto-map: MYMAP
sa timing: remaining key Tifetime (kB/sec): (3914999/28618)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

Crypto map tag: MYMAP, seq num: 20, local addr: 172.16.1.1

access-1list VPN-to-SPOKE2 extended permit ip 10.30.30.0 255.255.255.0 192.168.2.0 255.255.255.0
Tocal ident (addr/mask/prot/port): (10.30.30.0/255.255.255.0/0/0)

remote ident (addr/mask/prot/port): (192.168.2.0/255.255.255.0/0/0)

current_peer: 172.16.3.1

#pkts encaps: 10, #pkts encrypt: 10, #pkts digest: 10

#pkts decaps: 10, #pkts decrypt: 10, #pkts verify: 10

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 4, #pkts comp failed: 0, #pkts decomp failed: 0O
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0O

#send errors: 0, #recv errors: 0

Tocal crypto endpt.: 172.16.1.1/0, remote crypto endpt.: 172.16.3.1/0
path mtu 1500, ipsec overhead 74(44), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: 65FDF4F5

current inbound spi : 05B7155D

inbound esp sas:
spi: Ox05B7155D (95884637)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 8192, crypto-map: MYMAP
sa timing: remaining key Tifetime (kB/sec): (3914999/2883)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x0000001F
outbound esp sas:
spi: Ox65FDF4F5 (1711142133)
transform: esp-aes-256 esp-sha-hmac no compression



in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 8192, crypto-map: MYMAP
sa timing: remaining key Tifetime (kB/sec): (3914999/2883)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

ASA2(SPOKE1)

ASA2 (config)# show crypto isakmp sa
IKEv1l SAs:

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 IKE Peer: 172.16.1.1
Type : L2L Role : dinitiator
Rekey : no State : MM_ACTIVE

There are no IKEv2 SAs

ASA2 (config)# show crypto ipsec sa
interface: outside
Crypto map tag: MYMAP, seq num: 10, local addr: 172.16.2.1

access-1ist VPN-TRAFFIC extended permit ip 192.168.2.0 255.255.255.0 10.20.20.0 255.255.255.0
Tocal ident (addr/mask/prot/port): (192.168.2.0/255.255.255.0/0/0)

remote ident (addr/mask/prot/port): (10.20.20.0/255.255.255.0/0/0)

current_peer: 172.16.1.1

#pkts encaps: 10, #pkts encrypt: 10, #pkts digest: 10

#pkts decaps: 10, #pkts decrypt: 10, #pkts verify: 10

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 9, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0O

#send errors: 0, #recv errors: O

Tocal crypto endpt.: 172.16.2.1/0, remote crypto endpt.: 172.16.1.1/0
path mtu 1500, ipsec overhead 74(44), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: 2189BF7A

current inbound spi : 79384296

inbound esp sas:
spi: 0x79384296 (2033730198)
transform: esp-aes-256 esp-sha-hmac no compression



in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 8192, crypto-map: MYMAP
sa timing: remaining key Tifetime (kB/sec): (4373999/28494)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x000003FF
outbound esp sas:
spi: Ox2189BF7A (562675578)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 8192, crypto-map: MYMAP
sa timing: remaining key Tifetime (kB/sec): (4373999/28494)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

R1(SPOKE?2)

R31show crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst src state conn-id status
172.16.1.1 172.16.3.1 QM_IDLE 1001 ACTIVE

IPV6 Crypto ISAKMP SA

R1l#show crypto ipsec sa

interface: GigabitEthernet0/1
Crypto map tag: MYMAP, Tocal addr 172.16.3.1

protected vrf: (none)
local ident (addr/mask/prot/port): (192.168.2.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.30.30.0/255.255.255.0/0/0)
current_peer 172.16.1.1 port 500
PERMIT, flags={origin_is_acl,}
#pkts encaps: 10, #pkts encrypt: 10, #pkts digest: 10
#pkts decaps: 10, #pkts decrypt: 10, #pkts verify: 10
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0O

local crypto endpt.: 172.16.3.1, remote crypto endpt.: 172.16.1.1

plaintext mtu 1438, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernet0/1
current outbound spi: O0x5B7155D(95884637)

PFS (Y/N): N, DH group: none

inbound esp sas:
spi: Ox65FDF4F5(1711142133)
transform: esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn 1id: 1, flow_id: SW:1, sibling_flags 80004040, crypto map: MYMAP



sa timing: remaining key lifetime (k/sec): (4188495/2652)
IV size: 16 bytes

replay detection support: Y

Status: ACTIVE(ACTIVE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: Ox5B7155D(95884637)
transform: esp-256-aes esp-sha-hmac ,

in use settings ={Tunnel, }
conn 1id: 2, flow_id: SW:2, sibling_flags 80004040, crypto map: MYMAP

sa timing: remaining key lifetime (k/sec): (4188495/2652)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)
outbound ah sas:

outbound pcp sas:

=X siZ

ol oM A EX a0l Ar8E + Ue SEE M3 gL

Hot A4 x| 7|
ZME HZEE e HE F 7|& SAE K|9{0F LICH PIXS| §H EEo|Me CHE BE2 AIS8E
L|CF.

« clear crypto ipsec sa - &4 IPsec SAE A A& LIt

« clear crypto isakmp sa - 24 IKE SAE AfA| gLt
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Cisco CLI Analyzer(% 148 siE)E &£ show BHEE K[BELICH Cisco CLI Analyzerg ALS
5t0{ show HH £24o| EAg FLICt.
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« debug crypto ipsec - 2EtH| 2] IPsec & &2 E AR LICH
- debug crypto isakmp - 17| 2] ISAKMP &&f 2 E AIEfLICH
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