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Smart Licenses

 License Type/Device Name | License Status | Davice Type | Domain
] Firepower Management Center Virtual (2) -]
] Base (2) <]
[ Malware (2) =]
] Threat (2) -]
] URL Filtering (2) <]
& () AnyConnect Apex (2) <]
B e TS5 Cloco Firapowar Threat Defence for VMWane - v6.7.0 = Slacy e Birest Dulwas | s foba

ftdvha-dperezve -
192.168.13.9 - Clsco Firepower Threat Defense for VMware - v7.0.0 (]

Cisea Flrepower Threat Defense for VMware

AnyConnect Plus (0)

AnyConnect VPN Only (0}

Note: Container [nstances of same blade shase festure licenses

2Bt FMCO| Cisco Secure Client Package

cisco.com0i| A Windows & Cisco Secure Client(AnyConnect) Headend Deployment Package& Ct

2 §hLCt.

Application Programming Interface [API] (Windows)@
anyconnect-win-4.10.01075-vpnapi.zip
Advisories Ef

AnyConnect Headend Deployment Package (Windows)[g

anyconnect-win-4.10.01075-webdeploy-k9.pkg
Advisories [

AnyConnect Pre-Deployment Package (Windows 10 ARM64) -
includes individual MSI files@
anyconnect-win-arm&4-4.10.01075-predeploy-k9.zip

Advisories [{

AnyConnect Headend Deployment Package (Windows 10 ARM64)

)
anyconnect-win-arm64-4.10.01075-webdeploy-k9.pkg
Advisories [

Profile Editor (Windows)g
tools-anyconnect-win-4.10.01075-profileeditor-k9.msi
Advisories [

AnyConnect Installer Transforms (Windows)g
tools-anyconnect-win-4.10.01075-transforms.zip
Advisories [

MELC

21-May-2021

21-May-2021

21-May-2021

21-May-2021

21-May-2021

21-May-2021

141.72 MB

77.81 MB

34.78 MB

44,76 MB

10.80 MB

0.05 MB

Edit Licenses
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S35t Sxke| VPN 7HE| 2| of2Hoil M Cisco Secure Client File(Cisco Secure Client I} )& AEH

gfLCt.



https://software.cisco.com/download/home/286281283/type/282364313/release/4.10.02086
https://software.cisco.com/download/home/286281283/type/282364313/release/4.10.02086
https://software.cisco.com/download/home/286281283/type/282364313/release/4.10.02086
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Add Cert Enrollment
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Add Cert Enroliment
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State (5T):

‘Country Code (C):

Emadl (E):

[ include Device's Serial Number

Allow Overmides

Dwwice Hanagamant  Davice Upgrade  HAT  VBHw QoS Platform Seitings  FlexConfig  Ceriificates

Wl frdvha-dperezve

S5L_SelfSigned

4t H. FMCOHIM 24 B 4™

24 A8 Xt Cllo|E{H[ o]

|>
0
N
=5
o
T
ol
rr
b

4 EHol M ELCH 24 HH S ddstedH



System > Integration > Realms2 0|S &fL|C}.

Overview MAnalysis Policles Devices Objects AMP  Intelligence

Configuration Users omains | _integration | Securex Updates Lgcenses ¥ Loggingv  Healthr  Monitering v Tools »

Cloud Services m Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem

m Realm Sequences Syne Results

Add Realm(¥ £71) HE & ME{EFLICH Add New Realm(AH ¥ =7} Hol|lM O|§€ XIHstn
Type(RE) E2CHe HF0IAM LOCAL(ZZ) 88 Megt L.

Add MNew Realm

Hame™
AnyConnect-Local-Auth

AR A L HIZHH 3 = Local User Configuration(2Z AFE A Z1T|224[0]M) MlAdof| A A AE

AnyConnect-Local-Auth
Trpe

LocaL

Local User Configuration




Overview Analysis  Policies Devices Objects AMP  Intelligence

Y ielp v dpererve v

Coefiguration  Users  Domains  Integration  SecureX  Updates  Licensesw  Loggings  Healhe  Monitoring v Toolsw

cloud services  [JIILLGll dentity Sources High Availability  eStreamer Host Input Client Smart Software Manager On-Prem
IEEEEEE  reot sequences  Syne Rasults
Compare Realms | | Add Realm
Hame = Descrigtion Type Domain AD Primary Donssin Base DN State

I yConnact-Local-Auth Globa & Enabled It

5EHA|. SSL Cisco Secure Client 743

SSL Cisco Secure Clientg& T +35+24™ Devices(C|HF0|A) > VPN > Remote Access(HZd M A
)2 o|S &Lt

Overview Analysis Polides w Objects | AMP Intelligence

Device Management  Device Upgrade  NAT | VPN = Remote Access | QoS Flatform Settings  FlexConfig  Certificates

M VPN Hig HM5le{H Add(F71) HES MEELICH 6928 Z 200l 0|§ 2 Holst SSL
EQlghE MElSH O3 e CIHIO|AR R FTDE MEHEILICEH B HAA VPN EE O ALS
Policy Assignment(& 2 &) MMM ZE & 52 #4560k &LICt

Overview Analysis Policies JIVIEUITEE Objects | AMP Intelligence

), Deploy System Help v  dperezve v

Device Managemen t  Device Upgrade  NAT VPN » Remot
Remote Access VPN Policy Wizard

o Policy Assignment 2) Connection Profile > 3) AnyConnect > 4] Access & Cartificate > 5) Summary

resme: SEL_AnyCeanect_Lacalduth

= Access Qas Platform Settings FlexConfig Certificates

eenfiguration
complete Remate A

A

AnyConnect Client Packag
Make sure you have AnyConnect package
f s

t during the wizard.

Device Interface

Mext Cancel

lo
S

T2t 74|38 o|Me 2 0|S5tEd™ Next(CHZ)E MERLICH 12 T2 0ol 0|2
T oI5 W o = AAA Only(AAAEHE MENFILICEH & CHE Authentication Server EELCH2
H 70l M LOCALS MEHSI D O[T 2 2 Local Reaim E&CHR W2l 4 A d8st 24 A
A2 MEASFLIC.

O Hu
L=



Overview Analysis Policies sIVIISCl Objects AMP  Intelligence

Y, Deploy System Helpv  dperezwe v
Device Management Device Upgrade NAT VPN * Remote Access Qo5 Platform Settings FlexConfig Certificates

Remote Access VPN Policy Wizard

1) Pollcy Assignment 9 Connection Profile 3} AnyConnect > 4) Access & Certificate > 5) Summary
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Connection Profile:
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@ Cisco AnyConnect Secure Mobility Chent

VPH:

@ Cisco AnyConnect | 10.31.124.25

=

Group: 55L_AnyConnect_LocalAuth

Username: | dperezve

Password:

FTDOIM At
S OF BfLICH.

1L
ol
0%
fjo
o>

(0]

015+ Cisco AnyConnect Secure Mobility Client 10| 21Z4E AEHE E A

Connected to 10.31.124. 25,

10,31, 124,25

alfuanfie
CISCO

FTDOI M show vpn-sessiondb anyconnect B2 AlEi504 $4AH &3td0i| A &M

0>
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Secure Client MIME EAE &= U&LICH

firepower# show vpn-sessiondb anyconnect
Session Type: AnyConnect

Username : dperezve Index : 8

Assigned IP : 172.16.13.1 Public IP : 10.31.124.34

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHA384
Bytes Tx : 15756 Bytes Rx : 14606

Group Policy : Dfl1tGrpPolicy

Tunnel Group : SSL_AnyConnect_LocalAuth

Login Time : 21:42:33 UTC Tue Sep 7 2021

Duration : Oh:00m:30s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN ! none

Audt Sess ID : 00000000000080006137dcc9

Security Grp : none Tunnel Zone : O

=X &

FTDOIM SSL Y4 &2 E24™ FTDMA debug webvpn anyconnect 255 B2 AISHEHLICY.

firepower# debug webvpn anyconnect 255

Cisco Secure Client C|HZ /0] TCP T{Z! XML HZE S &2 & E = UELICH 83X 2l
49| o 2, Windows 20|21 E 2} FTD 7to| H7|xQI 33| sHEM 0|37} 22 E S, S9l5ts
et = ol AH8E|l= SSL $HEMO|Z 7t LES L CH.

o “Ethemen ) ) i - o0 X
Ance REDcesTismasaan

RL 1 3 10. M R L 480

18 5353833 19, 51, 134,34 1631 134,35 T 54 53580 - £43 [ACK] Sead Ack=1 uin-S434D Le

18 T.80a508 TH. 1. 12. 58 .01 5 To.E 1 .mﬁr‘—'ﬁ- Rello =

17 3.341963 10.30,124.25 103,124, 24 Ter 60 443 - S1M0 [ACK] Seqel Ack-194 Wine2768 Len-d

18 3.341563 19,30, 134,35 19,391,134, 4 TuSvh. 1371 Server Hello, Certificate, Server Eey Exchange, Server Hello Done

11 ). 1 19,00, 134, 4 10.01.134. 1% TP 54 SN + &40 [ACK] Seqelid AckelllB WineGI1ID Lensd

39 $.apas78 10.30.134.34 10.32.134.35 T2 347 Client Kay Exchinge, Chnge Clphar Spac, Bacrypond Mandsbalbe Messege

205504040 183002828 10.30,428 34 Lkl

31 5.497482 18, 30, 124, au 16,132,124, 35 Tuivi.i 1399 w]lc aticn Gata

32 5.458060 4.2 18.31.104. 34 Tep 60 443 = S1M [ACK] Seq-1169 Ack-1532 MEn-DI768 Leneh

33 5.500054 10.31,124.34 TiSviii 594 dpplicetisn Gata

3455 19,31, 134, 1 TLSvE.2 797 dpplicaticn Dats

35 5500058 10.31.124. 34 TSvi.2 90 Applicaticn Dats

18 5500158 10.32.124.2% Tee 34 51309 + 443 [ACK] Seq-1332 Ack=2485 Min-84280 Lea=d

6 12.396891  10.31.138.30 16.31.124.25 TLGvi.2 1834 Applicaticn Bata

67 12.369397  18.31.128.25 10.31.124. 34 TeR 60 443 = S1M0 [ACK] Sequ2488 Acke2992 WiN=)ITES Lewed

£8 12, 769297 19, 30, 124.25 18,31, 134, 34 TP B0 443 ~ SIBO [ACK] Seqe2438 Ack=3001 Win=3IT68 Leasd

9 12.269297 103,124 34 T2 564 Applicatisn Dats

M 13, 168197 FUBRERRFENS L) TuSvE.Z 1401 dgplicatien Data

7 13.380207 103112434 TiSvi.2 1433 scplicaticn Data ]

7212269518 10.31.126.34 10.31.124.2% Tee 54 51300 + 443 [ACK] SequB00Z ACkS7B4 WiNs64240 Lemed 1

T3 13, ¥FRATR 1@, 31, 128.25 18.31.124.34 TisvE.} 1514 Application Data

78120047 19.31.130.35 1831134, 34 TLSVE.2 1504 Applicatisn Dats [TCP segment of & resssesbled Pou]

75 12,27B470_18,30,138,35 10,31, 124,14 Tusvi,2 137 Jov]lculcn Gata >
Frame 13: 66 bytes on wire (528 Bits), 66 bytes captured (325 Bits) on Enter UB_(BC14ACA3-BAS1- 4ACC-ABSE -BACFCIFFCACH), Ld 0
Ethernet 1, Src: Ware_S6:céied (80:50:56:96:chieB), Dut: Whare_b3:bdra? cu.u.ss.u:.n..»

Internet Protocsl Versien 4, Secr 10.31.134.34, Doti 16.31.134.25
Transadssion Coatral Protocol, Src Port: 51308, it Porti 443, Seqi @ Lenr @

B0 SO SE b3 B4 47 OB S8 56 06 CO G QE DO AL OB PN PV E
B0 34 70 87 40 00 BB DS R0 90 Qe 11 Tc 22 0 1 45§ o
TCIRCE G DI bb B S0 T LA O N I B B BT |-d-o o |

fa £0 Oc oD 00 0O 02 B4 95 B4 01 03 03 08 01 02

o4 00
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