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[ Server Manager

P
e

Server Manager * Dashboard @V Manage

iE® Dashboard

WELCOME TO SERVER MANAGER

Tools

View

Help

B Local Server

ii All Servers

0 Configure this local server

QUICK START

2 Add roles and features

3 Add other servers to manage

WHAT'S NEW o ,
4 Create a server group
5 Connect this server to cloud services
Hide
LEARM MORE
ROLES AND SERVER GROUPS

Roles:0 | Servergroups:1 | Servers total: 1

il Local Server 1 BE All Servers 1
@ Manageability @ Manageability

Events Events

Services Services
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= Server Manager

Server Manager * Dashboard & Manage  Tools  View  Help
Active Directory Admini
Active Directory Domair
Active Directory Module
Active Directory Sites ar

WELCOME TO SERVER MANAGER

Dashboard

B Local Server

ii All Servers Active Directory Users a

o Configure this local server ADSI Edit

i§ ADDs
- Component Services
18 DHCP QUICK START
o 2 Add roles and features Computer Management
£ e cdluies
em DNS o e Defragment and Optimi
W§ File and St Services b
kB Flle and Storage services 3 Add other servers to manage lalsa
. nPas Disk Cleanup
WHAT'S NEW
4 Create a server group DINS
Event Viewer
5 Connect this server to cloud services Group Policy Managem
iSCS! Initiatar
LEARN MORE Local Security Policy

Microsoft Azure Service:
Network Policy Server

QDBC Data Sources (32-
QODBC Data Sources (b4

ROLES AND SERVER GROUPS

Roles: 5 | Servergroups:1 | Servers total: 1

|i| AD DS 1 'i! DHCP 1 Performance Monitor
Print Management
@ Manageability @ Manageability Rescurce Monitar
Events Events Services
i . System Configuration
Services Services -
System Information
Drrfmrmammen Dinrfmrmammemn o
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File Action View Help
e 2R X0GEE HE®

g [EHCP Contents of gcope Actions
v § win-53h854t47s2. holguins.com

inddms; Poel Secope [10.154.16.0] 10.154.16.X -
v [ HAddress Leases I 1
Display Statistics... z G . More Actions 3
&, Reservations
New Scope... [“:Scope Options
New Superscope... [ Policies

> 1 New Multicast Scope...

Configure Failover...,

Replicate Failover Scopes...

Define User Classes...
Define Vendor Classes...

Reconcile All Scopes...
Set Predefined Options...
Refresh

Properties

Help
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Mew Scope Wizard

Welcome to the New Scope
Wizard

This wizard helps you set up a scope for distibuting |P
addresses to computers on your networl.

To continue, click MNext.

Mext = Cancel
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Mew Scope Wizard

Scope Name e
You have to provide an identifying scope name. You also have the option of providing
a description.

Type a name and description for this scope. This information helps you quickdy idertify
how the scope is to be used on your networl<.

Name: 10.154.16.%]

Description:

< Back Mext = Cancel
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Mew Scope Wizard

IP Addres=s Range e
‘fou define the scope address range by identifying a set of consecutive |P addresses.

Corfiguration settings for DHCP Server

Enter the range of addresses that the scope distibutes.

Start IP address: 10 154 . 16 . 1

Configuration settings that propagate to DHCP Client

Length: =

Subnet mask: 255 .25 . 256 . O

< Back MNext = Cancel
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Mew Scope Wizard

Add Exclusions and Delay
Exclusions are addresses or a range of addresses that are not distrbuted by the

server. A delay is the time duration by which the server will delay the transmission of a
DHCPOFFER message.

Type the IP address range that you want to exclude. f you want to exclude a single
address, type an address in Start I[P address only.

Start |IP address: End |IP address:
I

Excluded address range:

Subnet delay in milli second:
D -

-

< Back Mext = Cancel
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Mew Scope Wizard

Lease Duration

The lease duration specifies how long a client can use an |IP address from this scope.

Lease durations should typically be equal to the average time the computer is
connected to the same physical networc. For mobile networks that consist mainly of
portable computers or dial4up clients, shorter lease durations can be useful.

Likewise, for a stable network that consists mainhy of desktop computers at foeed
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distibuted by this server.
Limited to:

Days: Hours: Minutes:

| B | o | o

< Back Mext =
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Cancel



Mew Scope Wizard

Configure DHCP Options

You have to configure the most common DHCP options before clients can use the ﬁu
SCOpE.

When clients obtain an address, they are given DHCP options such as the |P

addresses of routers (default gateways), DMS servers, and WINS settings for that
SCOPE.

The settings you select here are for this scope and ovemide settings configured in the
Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?

{ " Yes, | want to corfigure these options now

< Back Mext = Cancel
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Mew Scope Wizard

Completing the New Scope
Wizard
You have successfully completed the New Scope wizand.

Before clients can receive addresses you need to do the
following:

1. Add any scope specific options (optional).
2. Activate the scope.

To provide high availability for this scope, configure failover for
the newhy added scope by right clicking on the scope and

EEEREPNCEE g

clicking on configure failover.

To close this wizard, click Finish.
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v [ Scope .
* = iddre Display Statistics... Reservations
= :Scope Options
@ Addre Advanced... _
Resers Policies
:— Scope Configure Failover...
| Policig Recencile...
.3 Server Op/
4| Policies Activate
¥/ Filters )
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Delete
Refresh
Export List...
Properties
Help
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Finish

Cancel
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1. DHCP Servers(DHCP A{tH) AlM0f A 2 DHCP MHQ| IP FAE A8 35Ho{ 7HA|E T
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2. O|O|XK[o] EAIEICHE IP FAE 27524 ZX|E DHCP MHZE ME4FHL|CE
Edit Connection Profile

Connection Profile:*  dhcp

Group Policy:* dhcp-GP
Edit Group Policy

Client Address Assignment [V.V.V.SR\[F-17.13

IP Address for the remote clients can be assigned from local IP Address pools/DHCP Servers/AAA Servers.
Configure the 'Client Address Assignment Policy' in the Advanced tab to define the assignment criteria.

Address Pools: + R
Name IP Address Range
DHCP Servers: +
Name DHCP Server IP Address
DC-holguins-172.204.206.224 172.204.206.224 [j

(U Configure device overrides in the address pool object to avoid IP address conflicts in case of object is shared across
Save Cancel

22CHA. 18 M

1. Group Policy(Z1E &#) M|+ LHoll A General(2gH) > DNS/WINS(DNS/WINS)Z 0|S3t1 o|0|
A& LCt.

X|oll Z A|E!l CHZ DHCP Network Scope(DHCP HIE-S|3 ¥ 9]) AlA10]



Edit Group Policy

Name:* dhcp-GP

Description:

VPN Protocols
IP Address Pools
Banner
DNS/WINS

Split Tunneling

Advanced
Primary DNS Server: v @
Secondary DNS Server: v
Primary WINS Server: v Q
Secondary WINS Server: v ©
DHCP Network Scope: W @

Only network object with ipv4 address is allowed (Ex: 10.72.3.5)

Default Domain:

|‘ Save | | Cancel

2. M 7HMIE otSLCt. o] 7HA|= DHCP Mu{ot S s HIEY T B1Q|E 7}x{oF grLCt.
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New Network Object

Name DHCP-Scope

Description

© Host

‘ 10.154.16.0|

Allow Overrides

3. DHCP 'He| & E M=ist 1 o|0[X|ofl ZAIE CH= XMEES MEFLICH



Edit Group Policy

Name:*

Description:

dhep-GP

AnyConnect | Advanced

VPN Protocols
IP Address Pools
Banner
DNS/WINS

Split Tunneling

Primary DNS Server:
Secondary DNS Server:
Primary WINS Server:

Secondary WINS Server:

<<l <

DHCP Network Scope: DHCP-SCOPE

v

©

S—
Only network object with ipv4 address is allowed (Ex: 10.7.

Default Domain:

23BAH. =L S Y 7Y

[\

.3.5)

Save [ Cancel

1. Advanced(Z &) > Address Assignment Policy(F4 &Y HAM)Z 0|S35t1 o|0|X|oi EA|E! CH
2 Use DHCP(DHCP AM®) SMO| MEHEIAE= K| & elgh Lt

Device Management NAT

Anyconnect-FTD

VPN * Remote Access QoS Platform Settings FlexConfig Certificates

Connection Profile Access Interfaces m

AnyConnect Client Images

€3 cancel

|l Policy Assignments (1)

Address Assignment Policy

I Address Assignment Policy

Certificate Maps
Group Policies
2 IPsec
Crypto Maps
IKE Policy

IPsec/IKEv2 Parameters

is found.

1Pva Policy

Use authorization server (RADIUS Only)

Use DHCP e

Use internal address pools

Reuse an IP address: 0 minutes until session released. (0 - 480 mins)

IPV6 Policy
Use authorization server (RADIUS Only)

Use internal address poals

Client address assignment criteria for all connection profiles. For incoming VPN client, the following options are tried in order, until an address
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10.31.124 .11
Enable "ip helper-address 172.204.204.224"on the
interface that receives the DHCP requests
10.31.124.254| . -------=-=""77" from the FTD.

172.204.204 .1

e/
DHCP server ip: 172.204.204.224
DHCP scope configured: 10.154.16.0
DHCP server
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¥ Dynamic Host Configuration Protocol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (8x8l)
Hardware address length: 6
Hops: @
Transaction ID: @xB765c988
Seconds elapsed: @
Bootp flags: @xeesd (Unicast)
Client IP address: @.8.8.8
Your (client) IP address: ©.8.8.8

Relay agent IP address: 18.154.16.8

Client MAC address: Vmware 96:d1:78 (@@:58:56:96:d1:78)
Client hardware address padding: @0882002222222220000
Server host name not giwven

Boot file name not giwven

Magic cookie: DHCP

. N|et:o| mZ!2 DHCP M 2| E0|H, FTDO|A DHCP ME A A 2 DHCP 89| 2o| cHat ot &
H M-S & Lct,
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N [dep -]
Mo, Time Source Destination Protocol  Length Info

| Number

AnyConnect
Secure Mobility Client cisco

/ e VPN:

Ready to connect.

Connect

Roaming Security:
Disabled while you are on a trusted network.

e

3EH|. AnyConnectoll 21216t DHCP &4 0| o|0|X|oi| EA[El [AR{H EA|ELICEH

A [dhep

Mo. Time Source Destination Protocol  Length Info

r 4125 211.189879 16.31.124.113 172.204.204,224 DHCP 508 DHCPmscwer - Transaction ID @x765c988

1 4126 211.189321 172.204,204.224 1@.154,.16.9 DHCP 342 DHC fer - Transaction ID @x765c988

L 4127 211.111245 16.31.124.113 172.284.284.224 DHCP 598 DHC| q - Transaction ID @x765c988
4128 211.111514 172.284.204.224 12.154.16.8 DHCP 342 DHCPY 5 K - Transaction ID @x765c988

> Frame 4125: 590 bytes on wire (4720 bits), 598 bytes captured (4720 bits) on interface \Device\NPF_{B27A96D9-4596-4DC3-A4C6-58020274134D}, id @

> Ethernet II, Src: Cisco d1:2d:3@ (28:6f:7f:d1:2d:38), Dst: Vmware 96:23:b6 (00:50:56:96:23:b6)

> Internet Protocol Version 4, Src: 18.31.124.113, Dst: 172.204.204.224

» User Datagram Protocol, Src Port: 67, Dst Port: 67

> Dynamic Host Configuration Protocol (Discover)

AnyConnect Tmm
Secure Mobility Client cIsco
VPN:
8@ 5@ 56 96 23 b6 28 6F 7f d1 2d 30 @8 @@ 45 [§ PV-% (o ---8 EJ Sonrecked o
82 40 1f 99 @@ @0 82 11 18 d7 @a 1f 7c 71 ac <c ===igiE - |q--
cc 2@ B0 43 99 43 @2 2¢ cb e4 91 €1 @6 @@ 87 65 c-c-, ceee v) (Disconnact
c9 83 90 B0 00 B0 00 B0 90 A0 00 B0 BB B0 B0 80 i
60 62 Ba 9a 10 00 8@ 50 56 96 d1 78 00 60 20 00
80 02 90 90 0O 0O B0 90 02 A0 00 B0 BA 02 B0 80
02 22 20 00 00 90 00 90 00 80 90 20 @0 @2 20 o
62 02 20 92 20 00 02 20 B0 02 00 20 B0 B2 20 0@ B i
80 09 B0 0G 0@ 0O 60 00 0O GG 94 BG 62 @O 8O 6 Roaming Security:
60 02 GO 20 B0 00 40 0P 0O G0 90 PO BB 00 80 80 Disabled while you are on a trusted network.
80 00 00 B0 0O PO G0 90 B0 90 00 20 B0 B9 20 00
69 22 20 00 @0 00 92 20 00 @0 00 08 0O 00 20 00
80 02 B0 B0 00 B0 GG P2 B0 O 00 20 B0 B2 B0 80
60 06 00 60 00 00 00 20 ©O 60 00 OB B0 60 80 00
62 02 B0 902 80 B0 02 90 00 G0 00 20 G0 B2 28 B8
B2 B2 B9 PP B2 B0 B P2 ©B° 22 20 B9 B B2 20 °e
62 @2 20 P2 90 20 92 20 ©0 @0 20 20 B0 00 20 09
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http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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