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=‘Ie &, Search for users, groups, applications, or devices ° Cisco | ID: 2010-1403-48 ciscoduoblr v

Dashboard
(D§§h§n§rd > Applications » Protect an Applica[mn]

Device Insight

Protect an Application

Policies
Applications
Protect an Application Application 2FA Single Sign-On (if available) Documentation Action
Single Sign-0n
»
Users GS‘(‘]’HG Asana 2FA Duo Access Gateway (self-hosted) Documentation 4 Protect

Groups

Endpoints aialn Cisco ASA 2FA Duo Access Gateway (self-hosted) Documentation £ Protect
cisco -
2FA Devices

Administrators

2FA Single Sign-On (hosted by Duo)

ali ‘C;I Cisco ASA Documentation 7 Configure

Reports cisc

2 25 FEI 88 T=J%, ASAL| "MH|A SZR"0|M CHE §8E & LCt

7|2 URL firebird.cisco.com

SR TG_SAML

He EA AMAccountName, H| &

1| 0| X| 5t 2| "Save(ME)"E =g LICH



Device Insight

Cisco ASA - Duo Access Gateway Authentication Log | [i] Remove Application

Policies

Applications

Reset Secret Key

Configure Cisco ASA
Protect an Application
Single Sign-On To set up this application, install the Duo Access Gateway and then configure your service provider. View Cisco ASA SAML S50 instructions [f

Usera Next step: Download your configuration file

Groups

, Service Provider
Endpoints

2FA Devices

Base URL [ firebird.cisco.com ﬂ
Administrators

Enter the Cisco ASA Base URL.
Reports

Settings
Tunnel Group [TG SAML ]
Billing

Enter the Tunnel Group you are protecting with SS0.

Need Help?

Chat with Tech Support Cf
Custom attributes Use this setting if your Duo Access Gateway authentication source uses non-standard attribute names.

Emall Support

Call us at 1-B55-386-2884

Account ID Mail attribute sAMAccountName,mail
2010-1403-48

The attribute containing the email address of the user.

Deployment ID
DUOST 5

Helpful Links
Documentation 3 l Save Configuration I
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Device Insight

Cisco ASA - Duo Access Gateway Authentication Log | [i] Remove Application

Policies

Applications

Reset Secret Key

Configure Cisco ASA

Protect an Applic:

Single Sign-On To set up this application, install the Duo Access Gateway and then configure your service provider. View Cisco ASA SAML SSO instructions [

Next step:(Download your configuration file)

Users
Groups
: Service Provider
Endpeints

2FA Devices

Base URL firebird.cisco.com |
Administrators

Enter the Cisco ASA Base URL.
Reports

Settings
Tunnel Group TG_SAML |

Billing
Enter the Tunnel Group you are protecting with S50.

Need Help?
Chat with Tech Support Cf
Custom attributes Use this setting if your Duo Access Gateway authentication source uses non-standard attribute names.
Emall Support
Call us at 1-B55-386-2884
Accourt ID Mail attribute sAMaAccountName, mail

2010-1403-48

The attribute containing the email address of the user.

Deployment ID
DUOST 5

Helpful Links

Documentation Save Configuration

4. "Dashboard(CHA| 2 £) > Applications(OHZ 2|7 0| M) "ol AH AHZ 44 El ASA OfZE|7{| 0|2 of
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o Q Search for users, groups, applications, or devices ° Cisco | ID: 2010-1403-48 ciscoduoblr v

Dashboard

Device Insight

S50 Setup Guide 7 Protect an Application
Policies Appl]catlons _
Applications
AT Rcaton Export v Q Search
Name = Type Application Policy Group Policies

Groups [ Cisco ASA - Duo Access Gateway Cisco ASA - Duo Access Galnway]

Endpeints

2FA Devices 1 total
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Dashboard

Device Insight
Policies
Applications

Users

Add User

Pending Enroliments
Bulk Enroll Users
Import Users
Directory Sync

Bypass Codes

Groups

Endpoints

Naw
Dashboard
Device Insight
Policies

Applications

Users

Add User

Pending Enroliments
Bulk Enroll Users
Import Users
Directory Sync

Bypass Codes

Groups

Endpoints

2FA Devices

0z
Pl
0k
Pl
11
Ho

Q  Search for users, groups, applications, or devices

(Dashboard » Users > Add Usea

Add User

Adding Users

Most applications allow users to enroll themselves after they complete primary authentication.

Learn more about adding users [7

Username

]

Should match the primary authentication username.

Add User

Qo Search for users, groups, applications, or devices

(Dashboard > Users >

duouser > Add Phone)

Add Phone

Learn more about Activating Duo Mobile 4.

Type

Phone number

|5 "Duo Mobile" & A5}

Tablet

[,-_ v +971 DOO-XXX-XXX

JShow extension field

Optional. Example: "+91 91234 56789"

Add Phone



Device Info
Learn more about Activating Duo Mobile 1.

Not using Duo Mobile Model 0s

Activate Duo Mobile Unknown Generic Smartphone

N &7 2E AF2 & & x]0f "Duo Mobile"0| A4%|E|od 9Jodok & L|ck,
I0S C|HIO]A & Duo HEZ|H0|M 25 M5
Android C|HIO|A € Duo OZ 2|7 0|Mo| £ 5 MX%|

o|O|X|oll EA|E! CHZ "Generate Duo Mobile Activation Code(F2 ZHIY M3l I = MM)y'E M
ENst|C}
= | .

r 3
@ Search for users, groups, applications, or devices i 9 - - i
—4 I' groups, apy @ cCisco | ID: 2010-1403-48  ciscoduoblr

Dashboard

Activate Duo Mobile

Device Insight
Policies

Applications This form allows you to generate a new activation code for this phone's Duo Mobile application. The Duo Mobile application allows the user to generate passcodes on their

mobile device or authenticate via Duo Push,

Users
Note: Generating an activation code will invalidate any existing Duo Mobile credentials for this device until it is activated with the new activation code.

Groups

Endpoints

2FA Devices
Phones ;
Expiration 24 hours ~| after generation

Hardware Tokens

WebAuthn & U2F

S [ Generate Duo Mobile Activation Gode ]

Reports

Settings

0|0 X|oi| EA|E!l CHZ "Send Instructions by SMS(SMSZ X|&] EL{7|)"E MEdgtL|C}


https://apps.apple.com/us/app/duo-mobile/id422663827
https://apps.apple.com/us/app/duo-mobile/id422663827
https://apps.apple.com/us/app/duo-mobile/id422663827
https://apps.apple.com/us/app/duo-mobile/id422663827
https://play.google.com/store/apps/details?id=com.duosecurity.duomobile&hl=en
https://play.google.com/store/apps/details?id=com.duosecurity.duomobile&hl=en
https://play.google.com/store/apps/details?id=com.duosecurity.duomobile&hl=en
https://play.google.com/store/apps/details?id=com.duosecurity.duomobile&hl=en

Dashboard

(Dashboard > Phone: +91- > Activate Duo Mobile)
Activate Duo Mobile

Device Insight

Policies

Applications A new Duo Mobile activation code has been generated, and any old credentials have been invalidated.

activation instructions to the user by SMS.
Users

Groups

Endpoints

2FA Devices Installation instructions ( Send installation instructions via SMS)

Phones
Welcome to Duo! Please install Duo Mobile from your app

Hardware Tokens store.

WebAuthn & U2F

Administrators %~

Reports

Activation instructions ( Send activation instructions via SMSJ

Settings

To activate the app, tap and open this link with Duo Mobile:
Billing https:/im-
77d04ebc.duosecurity.com/activate/YB5ucEisJAq1YIBN5ZrT

Need Help? P
Chat with Tech Support Cf

Email Support

Call us at 1-855-386-2884 { Send Instructions by SMS }r skip this step

SMSOAM 213 E 22|52 Duo 40| 121 Z 0| Device Info(C|HtO|A HE) Aldo| ALE R HH
off AZELICH




-|I‘ Q_Search for users, groups, applications, or devices e Gisco | ID: 2010-1403-48

Dashboard

Duo Mobile instructions SMs'ed to +91({ EEEGD

Device Insight

Policies
(Dashboard » Phones » Phone: .91-

Applications

Send SMS Passcodes... |
1. +91 (D f

Groups

Shared phone
Endpoints This phone is attached to multiple users.

2FA Devices

Phones

testing 123 Attach a user
Hardware Tokens
o (D « (D
Authentication devices

WebAuthn & U2F

can share multiple
Administrators users
Reports
Settings
Device Info
Billing Learn more about Activating Duo Mobile 7
Using Duo Mobile Model 70\ Os
Need Help? 3 [ Ay )
2 Reactivate Duo Mobile Unknown \ L7 ) | Generic Smartphone
Chat with Tech Support 5 . /

- DAG(Duo Access Gateway) 71| 12| 0|4
1. HE 32| {0 DAG(Duo Access Gateway) &
N 2 wizoll cisiAlE ol 2ME T2 AR

Linux& Duo YAM|IA HO|EH O]
https://duo.com/docs/dag-linux

Duo Access Gateway for Windows
https://duo.com/docs/dag-windows

2. Duo Access Gateway & H| 0| X|0f| A "Authentication Source"2 0[S & L|Ct.

3."aA F4"0) M Active Directory0l| CHEF Ctg S48 =stn "EdE XMHE"E E=IFLIct


https://duo.com/docs/dag-linux
https://duo.com/docs/dag-windows

Configure Sources

Configure authentication source settings below. Changes made to non-active authentication sources will take effect when made active.

Source type Active Directory EI

Specify the authentication source to configure

Status: @ LDAP Bind Succeeded
@ idap //110.197 243 110

Server [ 10.197 (D 389 J

Hostname and port of your Active Directory. The port is typically 389 for cleartext LDAP and STARTTLS, and 636 for LDAPS. Hostnames can be comma
separated for fail over functionality
For example: ad1.servercom,ad2 servercom,10.1.10.150

LDAPS
STARTTLS

This setting controls whether the communication betwe en Active Directory and the Duo Access Gateway is encrypted

Attributes [ sAMAccountName, mail ]

Specify aftributes to retrieve from the AD server.
For example: sAMAccountName,mail.

Search base

[ CN=Users,DC=dmoudgil.DC=local )

The DNs which will be used as a base forthe search. Enter one perline. They will be searchedin the order given

Search attributes [ sAMAccountName J

Specify attributes the usemame should match against.
For example: sAMAccountName mail.

Search username [ iseadmin )

The username of an accountthat has permission to read from your Active Directory. We recommend creating a service accountthat has read-only access.

Search password [ LTI J

The password comresponding to the search username specified above.

4. "Set Active Source"0l|M AA FEE "Active Directory" 2 MEHS}E 1 "Set Active Source"E 2
25t |C}
= | .



Set Active Source

Specify the source that end-users will use for primary authentication

Source type Active Directory E|

Set Active Source I

5. "Add Application(O Z 2|71|0|4M F7})" 5+2| Ml oF2Hel "Configuration file(Z4 | 2240 1t
)" MM LHof| A Duo Admin Console0i|A{ CtH2 2 E 3t json ItUS YR E5H04
"Applications(Of Z 2|7 0| MH)"2 Oo|S & LICt. Y json TS 3EHA| 0 A Duo Admin Portal
Configuration(F 2 #2| & Z11|7ai0|4M) oteiol| CHR2EEE|R}&LICH

Applications

Add Application

Create a SAML application in the Duo Admin Panel. Then, download the provided configuration file and upload it here.

Configuration file [ Cisco ASA - Duo Access Gateway json ]

6. OHZ 2|7H|0| 0] HE X2 2 FIIE|H "Applications” &t 2| H|w0il EA|IE LICH

Applications
Name Type Logo
E:ISC 0 ASA - Duo Access Galeway) Cisco ASA 'cl,sclc;

7. "Metadata(H|EHH| O|E)" St M0l A XML HIE}H[O|E{ & IdP @IS ME CHR*EESHD LIS
ol ASAO| T4 El CHZ URLE Z7|Sel SLICt

. SSO URL
. 2730}2 URL
. 2lE|E[ ID
. 2% URL

A ODN -



] Recreate Certificate

Metadata
Information for configuring applications with Duo Access Gateway.|Download XML metadata
Certificate  /C=US/ST=MI/L=Ann Arbor/O=Duo Security, Inc. {Download certificate
n 2030-04-30 18:57:14
SHA-256 ' D

SS0O URL

Logout URL

- ASA A1|azfo|M

O] MMof|AME= SAML IDP @15 & 7|2 AnyConnect Z1I| 1840|404 CHEH ASAE FAH5HE &
MEgrLct ol EMoME 7ol CHEF ASDM ZiI| e ol BHA| & CLI A8 Ax|azi oM A
L|C}.
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A. "Configuration(Z1Z| 124 0|4) > Device Management(C|H}FO|A #2]) > Certificate
Management(21& A & 2Zl) > CA Certificates(CA /5 M)"Z 0|5 3104 "Add(F7H"E E=IgrL|C.

B. "Install Certificate(2!5 A AX|) H O|X["0{l A &12| x| O|F Duo_Access_GatewayE &L
Ct
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o e 5 1 id Co alaln
m Monitoring [B Save erfresh o Back k) Forward ? Help | Type topic  Go cI1SCO

Benicelianageiment £ O Configuration > Device Management > Certificate Management > CA Certificates
> i Management Access | [ ] [ ] Install Certificate
> m Licensing
> 33 System Image/Configuration Trustpoint Name: (Duo_Access_Gateway )
» € High Availability and Scalability
> Logging © Install from a file: (stersfpusaxenafDesktopfdag.crt ) Browse...
{1 Smart Call-Home
£ Cloud Web Security I
> £l Users.’AAA RL

&
3
3

Paste certificate in PEM format: iils

[&7 Bookmarks ] Device List |
D
]
©]

I A L€
.%3 CA r‘emfmles

» {f' DHCP
> = DNS

B REST API Agent
> E!}Advanced

Use SCEP:

<>

Specify source Interface: - Mone —-
SCEP URL: http://
Retry Period: 1 minutes

Retry Count: 0 (Use O to indicate unlimited retries)

I &) Device Setup ‘ More Options...
i % Firewall ‘
I gg Remote Access VPN ‘ ! Help Cancel E

Site-to-5ite VPN

Reset Apply

2. AnyConnect AHEXHE I8t IP 2EH & 4

"Configuration(7 %) > Remote Access VPN(&Z A M|A VPN) > Network (Client) Access(L| E 2
EL('—_“EP0|°'| E) HAM|A) > Address Assignment(F 4 &) > Address Pools(F4 £)'2 0|5 35+04
"Add(F7hH"E 2Lt



[j&"] Bookmarks

Remote Access VPN
2 Introduction
=0; AnyConnect Connection Profiles
> AnyConnect Customization/Localiz:
AnyConnect Client Profile
AnyConnect Client Software
Y Dynamic Access Policies
m Group Policies
=i IPsec(IKEvl) Connection Profiles

plicy

1
IB Address Pools

g Advanced
» [ Clientless SSL VPN Access
A " AAA/Local Users
9 AAA Server Groups
555 LDAP Attribute Map
Local Users
» [ Secure Desktop Manager
» [ Certificate Management
Language Localization
2.8 | oad Balancing
i DHCP Server
3 DNS

& Device Setup

] Monitoring GSaue @Refresh o Back Q arc

@ Device Management

? Help | Type topic Co

' © Pools

aliln
cisco

> Address Assignment > Address

Configure named IP Address Pools. The IP Address Pools can be used in either a VPN |Psec(IKEv1) Connection

Profiles, AnyConnect Connection Profiles, Group Policies configuration

_ﬁ Edit]m Delete_

et Mask/Prefix Length
5.255.255.0

Name: AC_Pool
Starting IP Address: | 10.197.164.6
Ending IP Address: | 10.197.164.7

Subnet Mask: 255.255.255.0

<»

Help Cancel

Reset Apply

3.AAA MH I&E 74

A. O] MMo M= AAA HH
M3 grct

ks

=3
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£ AAA ME{e| M2

g #dst

o

04

Seste

HEE

B. "Configuration(T4d) > Remote Access VPN(#Z 24 M|A VPN) > AAA/Local Users(AAA/2Z At
27X} > AAA Server Groups(AAA M 1&)"2 0|535t04 "Add(F7H"E E=l&rLct.



Home[gl Monitoring Q Save Q Refresh | o Back 0 Forward ? Help | Type topic Go

O 0  Remote Access VPN
2 Introduction

cisco
0 O Configuration > Remote Access VPN > AAA/Local Users > AAA Server Groups

- AAA Server Groups
> i i
Q_:twurk (Clien) Access l Server Group Protocol A g Mode Reactiy Mode Dead Time Max Failed Attempts Add
» [ Clientless SSL VPN Access
® @ Add AAA Server Group
v g (AAA/Local Users Edit
ﬁ AAA Server Groups
£ : > AAA Server Group: ISE
E g LDAP Attribute Map p Delete
% 7l Local Users Protocol: RADIUS
2 » & Secure Desktop Manager
&

> [E3 Certificate Management

Accounting Mode:
@ Language Localization

Simultaneous @ Single

2.2 |oad Balancing Reactivation Mode: @) Depletion Timed
{' DHCP Server Dead Time: 10 minutes L
-2 DNS

» 13 Advanced Max Failed Attempts: 3

Enable interim accounting update

Update Interval: 24 Hours Add
Enable Active Directory Agent mode Edit
ISE Policy Enforcement Delete
Enable dynamic authorization
Move Up
Dynamic Authorization Port: 1700
Move Down
( Use authorization only mode (no common password configuration requi redD
Test

Find: @ 0 Match Case

» Reset Apply

C &2 HO|X|ofM "Servers in the Selected group(MEEH & 0| MEH)" Mol "Add(F7H)"&E
2E{ot T AAA ME2| IP F4 M EE MSELIC
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Monitoring QSave GRefresh o Back Q Forward ? Help | Type topic Go alualn

+ Cisco
000 RemoteificcessVEN © 0 O Configuration > Remote Access VPN > AAA/Local Users > AAA Server Groups
2 Introduction AAA Server Groups
Vi e—t\:o‘lr'z (Clien:lchccessr — Server Group Protocol Accounting Mode Reactivation Mode Dead Time Max Failed Add
i AnyConnect Connection Profiles T
n (=3 RADIUS Single Depletion 10 3 D
> @ AnyConnect Customization/Localizi LOCAL LOC;L Edit
A AnyConnect Client Profile
= AnyConnect Client Software Delete
% ﬂ- Dynamic Access Policies |
2 ﬁi Group Policies [ JON ] Add AAA Server
& Psec(IKEvl) Connection Profiles
=D IPsec(IKEv2) Connection Profiles Server Group: ISE
'EE Secure Mobility Solution Interface Name: outside
v Bp Address Assignment
H Assignment Policy Server Name or IP Address:| 10.106.44.77
(1) Address Pools ) =
> Advanced Timeout: 10 seconds
> Clientless SSL VPN Access |
G ) RADIUS Parameters Add
Server Authentication Port: 1645
~ Edit
iseaiilisers Server Accounting Port: 1646 ——
» [ Secure Desktop Manager Retry Interval: 10 seconds
» [E Certificate Management S e — Move Up
Language Localization :
22 Load Balancing Common Password: Maove Down
&' DHCP Server
43 DNs ACL Netmask Convert: Standard Test
Microsoft CHAPv2 Capable:
& Device Setup SDI Messages
% Firewall  Message Table Sl
m— :

{4 site-to-Site VPN e —

E;L Device Management

Reset Apply

%

4. AnyConnect 20| E A Z E Q|0 OfE

A. WebVPNO{ AtE & AnyConnect 22H0|1E A X E 9|0 webdeploy O|0|X| 4.8.03052 for
windows S OH& & L|C}.

B. "Configuration(T‘d) > Remote Access VPN(H{Z3 2 A|A VPN) > Network (Client) Access(H|E
2|3 (220|21E) HAM|A) > AnyConnect Client Software(AnyConnect 22t0|HE AZ EQ|0{)"'2
0|&S5t0{ "Add(F7H)"& 2 =IgfLCt.



mmin
cisco

060

000 = = —— Client Sof
J Introduction AnyConnect Client Images
Network (Client) Access

p. d Cisco AnyConnect Client packages can be downloaded from the Cisco Web using the search string 'AnyConnect
#2; AnyConnect Connection Profiles VPN Client'. The regular expression is used to match the user-agent of a browser to an image.
> AnyConnect Customization/Localiz:

You can also minimize connection setup time by moving the image used by the most commonly encountered
(@ AnvConn (L[0! operation system to the top of the list.

EEAnyCannect Client Snfn.-.-are
| 0 l ) Adduﬁ ReplaceJﬂ Deletej‘l‘lvlv_
&3 Group Policies ® ®

i) Dynamic Access Policies
Add AnyConnect Client Image
IPsec(IKEv1) Connection Profiles
=D: |Psec(IKEv2) Connection Profiles
r% Secure Mobility Solution
v B Address Assignment
ﬁ Assignment Policy
() Address Pools
v @ Advanced
g8 AnyConnect Custom Attributes Help Cancel @
@ AnyConnect Custom Attribute N
» 185 IPsec
B ACL Manager
» [B Clientless SSL VPN Access
v i' AAA/Local Users
B AAA Server Groups
£ LDAP Attribute Map
e Local Users
v & Secure Desktop Manager
gl HostScan Image

&) Device Setup
% Firewall

7
L

[n ] Bookmarks @MLI&I‘-—}
4
i}

AnyConnect Image: (diskO:!anyconnect—win—4,8‘03052—webdeploy—kQ‘pkg ) _ Browse Flash...

Upload...

4 site-to-site VPN

@ Device Management

Reset Apply

1%

5.1SEQ| ZATtE FAIZ|E BlC|zM ACLS TAIE LD

A. "Configuration(Z1I| 1 2i| 0|4) > Firewall(& &%) > Advanced(Z &) > ACL Manager(ACL & 2|&t
)"2 0|5 30{ Add(F7HE Z2l5t0q 2lC|AMH ACLE F7HEHLICH &S50 285 CtSa Zo| &
AlELICH.



Cisco ASDM 7.12(2) for ASA - 10.197.164.3
| Monitoring BSave GRefresh o Back O ward "? Help | Type topic Go 'c'!;":lé'

B Access Rules | % Add - h‘ dit i Delete : 4+ % | % Ba @ - | Q Find @ Export -

£ NAT Rules

Q, Service Policy Rules
i‘ AAA Rules

2 Filter Rules 1
&4 Ethertype Rules

@ Public Servers

“Z* URL Filtering Servers
ﬁﬂ Threat Detection
&? Identity Options

&' Identity by TrustSec

# Enabled Source o T - Destinati Security Group  Destination Service Action
(v redirect

@ any @ any wr domain @ Deny
@ any % 10.197.243.116 2 ip © Deny
@ any @ any e icmp @ Deny
@ any @ any = ip « Permit
@ any @ any = http « Permit

[n] Bookmarks
W W
NN N<H<

ﬂ Botnet Traffic Filter
= Objects
(@ Unified Communications

7 Advanced

T Anti-Spoofing

» [ Certificate Management
& Fragment
> IRy IP Audit
4 SUNRPC Server
=) TCP Options
%5 Global Timeouts

| &) Device Setup

I @g Remote Access VPN

& site-to-site VPN

| @ Device Management

Collapse All Expand All

Reset Apply

iy

A. 0| MH2 7|8 18 HAME A2 35t "Configuration(Z1I| 12/ 0| H) > Remote Access VPN(&
74 M| A VPN) > Network (Client) Access(UIE T (EHO0|1E) HAM|A) > Group Policies(2&
HA)yo| M 2 = A& LT

® Cisco ASDM 7.12(2) for ASA - 10.197.164.3

alia]n

| B i
rf.‘ ;.) Help | Type topic cIsco

068606
? Introduction

Manage VPN group policies.A VPN group is a collection of user-oriented authorization attribute/value pairs that may be

@ Network (Client) Access stored internally on the device or externally on a RADIUS/LDAP server. The group policy information is referenced by VPN
&b AnyConnect Connection Pro connection profiles and user accounts.

> L% AnyConnect Customization/ o A A
@ AnyConnect Client Profile To enforce authorization attributes from an LDAP server you must use an LDAP attribute map.
s Anndnnect Client Software ‘ & Add |‘E Ed"-[- De 5‘“']% Assign|

Connection Profiles /Users
Assinned Tn

DfitGrpPolicy (System . ikevl;ikev2;ssl-clientless;|I2tp-ipse... |DefaultRAGroup;DefaultL2LGroup;Default...

| Name Tunneling Protocol

|7 Bookmarks ") Device List.. | Qle

IPsec(IKEv2) Connection Pro
Secure Mobility Solution

> Bip Address Assignment

» 3 Advanced

7.4 20t 74

A. AnyConnect AL A7 AZE M| 42 Z20tUE BHELICH



B. "Configuration(Td) > Remote Access VPN(H{Z2 A M|A VPN) > Network (Client) Access(HE
A (EEO|HE) MAM|A) > Anyconnect Connection Profiles(Anyconnect 22 Z 20t )'2 0[S
stod "Add(Z7h"E S2I3tLIcH

[n'] Bookmarks

“] Monitoring G Save @ Refresh o Back \_)

AnyCannect Client Profile
[T AnyConnect Client Software
ik Dynamic Access Policies
& Group Policies
IPsec(IKEv1) Connection Profiles
=i IPsec(IKEv2) Connection Profiles
Secure Mobility Solution
> Bip Address Assignment
» Advanced
Clientless SSL VPN Access
#' AAA/Local Users
& Secure Desktop Manager
Certificate Management
TL’(} Language Localization
22 Load Balancing
{B' DHCP Server
o=} DNS
Advanced

£42d site-to-Site VPN

ﬂ) Device Management

R

74
=

|

—

2 ntelnt e

Cisco ASDM 7.12(2) for ASA - 10.197.164.3
alaln
Cisco
ess > AnyConnect Connection Profiles
The security appliance automatically deploys the Cisco AnyConnect VPN Client to remote users upon connection. The

initial client deployment requires end-user administrative rights. The Cisco AnyConnect VPN Client supports IPsec (IKI
tunnel as well as SSL tunnel with Datagram Transport Layer Security (DTLS) tunneling options.

9 Help | Type topic
o

Access Interfaces

Enable Cisco AnyConnect VPN Client access on the interfaces selected in the table below
SSL access must be enabled if you allow AnyConnect client to be launched from a browser (Web Launch) .

\nterface S5L Access IPsec (IKEv2) Access
Allow Access Enable DTLS Allow Access Enable Client Services Device Certificate
outside

Port Settings ...

Bypass interface access lists for inbound VPN sessions
Access lists from group policy and user policy always apply to the traffic.
Login Page Setting
Allow user to select connection profile on the login page. ©
Shutdown portal login page.

Connection Profiles

Connection profile (tunnel group) specifies how user is authenticated and other parameters. You can configure the ma
from certificate to connection profile here.

[# Add|[#f Edit| [ Delete Find: 2|8

Match Case
Mame S5L Enabled IPsec Enabled Aliases Authentication Method Group Policy
DefaultRAGr... AAA(LOCAL) DfitGrpPolicy
DefaultWEBV... AAA(LOCAL) DﬂtGerohcv

Let group URL take precedence if group URL and certificate map match different connection profiles. Otherwise, th
connection nrofile that matches the certificate man will be used.

Reset Apply

oteh M&F HE&

o

TG_SAML

SAML_AHZ R}

O (|
I ([ o2 || Ol

SAML

AAA A O&  ||2Z
ZCto|YE F4 E|AC_E
a8 8 DfitGrp&




Basic Name: (TG_SAML
» Advanced

S A

Aliases: (SAML_Users
Authentication
Method: ( SAML
AAA Server Group: ( LOCAL ) Manage...

Use LOCAL if Server Group fails

SAML Identity Provider

SAML Server : ( https:/ fexplorer.cisco.com/dag/saml2 fidp/metadata.php ) ( Manage... )

Client Address Assignment

DHCP Servers:
© None DHCP Link DHCP Subnet
Client Address Pools: (AC_PC-OI ) Select...
Client IPv6 Address Pools: Select...
Default Group Policy
Group Policy: (DfltGrp-P::;lil:\,.r = ) Manage...

(Following fields are linked to attribute of the group policy selected above.)
Enable SSL VPN client protocol

Enable IPsec({IKEv2) client protocol

DNS Servers:
WINS Servers:

Domain Name:

Find: ©

Help Cancel -'

D. Z2 M 0|X|0oi A of2He} Z'0] SAML ID MEZXF M8 HEE FA8HLICH

]

IDP
QlE|
E|
ID
273
Ol |https://explorer.cisco.com/dag/saml2/idp/SSOService.php
URL
21
O} 2 ||https://explorer.cisco.com/dag/samli2/idp/SingleLogoutService.php?ReturnTo=https://explorer.cisco.
URL
7|
URL

https://explorer.cisco.com/dag/saml2/idp/metadata.php

https://firebird.cisco.com

E. "Manage > Add"& Z2/gfLICt.


https://explorer.cisco.com/dag/saml2/idp/metadata.php
https://explorer.cisco.com/dag/saml2/idp/SSOService.php
https://explorer.cisco.com/dag/saml2/idp/SingleLogoutService.php?ReturnTo=https://explorer.cisco.com/dag/module.php/duosecurity/logout.php
https://firebird.cisco.com

© ® Add SSO Server

|DP Entity ID: [https:/,’explorer.cisco.com,ﬂ'dag/saml2,"idp!metadata.php ]
Settings
Sign In URL: ( https :N e:q:ilorer.ciscc::.com,i‘dz:tg)‘saml2/idp,(SSOSer\.fice.ph]:l1
Sign Out URL: https 20 explorer.cisco.com/dag/saml2/idp/SingleLogoutSe
Base URL https ://  firebird.cisco.com
Identity Provider Certificate Duo_Access_Gateway:o=Duo Security\, Inc., |=Ann Ar...
Service Provider Certificate: ID_CERT:cn=firebird.cisco.com:cn=SHERLOCK-CA, dc=c...
Request Signature: -- None --
Request Timeout: L 1200 seconds (1-7200) )

Enable IdP only accessible on Internal Network

F. 4 20 20o| Advanced(=) MMoiA Het F04E /et AAA MHE HolEfLICH

Request IdP re-authentication at login

"Advanced(IZ &) > Authorization(T8t £04)"S 2 0|S5t1 "Add(F7I)"E =g Lct.

Basic Authorization Server Group
v Advanced Server Group: ( ISE C) Manage...
General
Client Addressing Users must exist in the authorization database to connect

Authentication

scondary Authentic |Interface-specific Authorization Server Groups
Authorization ([% Add]Jaf ecit| | Del
Accounting = =

@ @ Assign Authorization Server Group to Interface

Interface: ( outside )

ServerGroup:( ISE ) Manage...

Group Alias /Group L

G. Group Alias(2 & H&)olMq A2 HE

mo
0
1o
o
-
o

"Advanced(1 &) > Group Alias/Group URL(Z& ¥€&/3& URL)"'Z 0|83t "Add(F7H"E 2

gfLCk.

=l
=]



Basic Enable the display of Radius Reject-Message on the login screen when authentication is rejected
¥

General

Client Addressing
Authentication

Secondary Authentication

Enable the display of Securld messages on the login screen

Connection Aliases

This SSL VPN access method will present a list of aliases configured for all connection profiles. You mus
the Lugm Page Setting in the main panel to complete the configuration.

Authorization
; 4 Delete (The table is in-line editable.) ©

‘ Group Alias /Group URL ' Add Connection Alias Enabled

Alias: (SAML_Users J

Enabled
Help Cancel
I

H. O|= A 5tH ASA 9-|1L|:LE1IOIA4OI 2t Z ElLIC}. CLI(Command-Line Interface)o| A of2iQt 2
O| E AlELICH

__. the connection profile, without the need for user ¢

|

hostname firebird

domain-name cisco.com

!

!

name 10.197.164.7 explorer.cisco.com
name 10.197.164.3 firebird.cisco.com

access-1list redirect extended deny udp any any eq domain
access-1list redirect extended deny ip any host 10.197.243.116
access-1list redirect extended deny icmp any any

access-1list redirect extended permit ip any any

access-1list redirect extended permit tcp any any eq www

aaa-server ISE protocol radius
authorize-only
interim-accounting-update periodic 1
dynamic-authorization

aaa-server ISE (outside) host 10.106.44.77
key Tehdhnh

oo - Configure Trustpoint for Duo Access Gateway Certificate-----

crypto ca trustpoint Duo_Access_Gateway
enrollment terminal
crl configure

crypto ca trustpoint ID_CERT
enrollment terminal
fgqdn firebird.cisco.com



subject-name CN=firebird.cisco.com
ip-address 10.197.164.3

keypair ID_RSA_KEYS

no ca-check

crl configure

webvpn
enable outside
hsts
enable
max-age 31536000
include-sub-domains
no preload
anyconnect image diskO:/anyconnect-win-4.8.03052-webdeploy-k9.pkg 1
anyconnect enable
saml idp https://explorer.cisco.com/dag/sam12/idp/metadata.php
url sign-in https://explorer.cisco.com/dag/sam12/idp/SS0Service.php
url sign-out https://explorer.cisco.com/dag/sam12/idp/SingleLogoutService.php?ReturnTo=https://explor
base-url https://firebird.cisco.com
trustpoint idp Duo_Access_Gateway
trustpoint sp ID_CERT
no signature
no force re-authentication
timeout assertion 1200
tunnel-group-1list enable
cache
disable
error-recovery disable

group-policy Df1tGrpPolicy attributes
vpn-tunnel-protocol ikevl ikev2 12tp-ipsec ssl-client ssl-clientless

tunnel-group TG_SAML type remote-access
tunnel-group TG_SAML general-attributes
address-pool AC_Pool
authorization-server-group ISE
accounting-server-group ISE
tunnel-group TG_SAML webvpn-attributes
authentication saml
group-alias SAML_Users enable

saml identity-provider https://explorer.cisco.com/dag/sam12/idp/metadata.php
!

-ISE 7+
1. HHIE2|3 C|HIO|AE Cisco ASA =7}
"Administration > Network Resources > Network Devices"0| A "Add"E Z 2&fL|C}.

HEZ ClHto|A Q| O|&, HZE IP FAE F/443t 1 "Radius Authentication Settings(RADIUS €I
5 MH)"0|A "Shared Secret(3F & E)"'E #4510 "Save(ME)"E S=2IgLICH



Network Devices List > ASA
Network Devices

(‘ Name |A§A |)

Description

[| IPAddress  ~| *IP: [ 10.197.164.3 | 1] 32 D

* Device Profile  : Cisco » &

Software Version E

* Network Device Group

Location |l Locations © | [ SetToDefault |
IPSEC [no © | [ setToDefaut |
Device Type |AII Device Types O \ |  SetTo Default |

+ RADIUS Authentication Settings

RADIUS UDP Settings
Protocol RADIUS
Eshared Secret | seses | | Show 0

Use Second Shared Secret [ | i

| Show |

CoA Port [ 1700 | | set To Default |

RADIUS DTLS Settings (i
DTLS Required [ i

Shared Secret | radius/dtls i

CoA Port | 2083 | | Set To Default |

Issuer CA of ISE Certificates for CoA | Select if required (optional) b | i

DNS Name | ]

General Settings
Enable KeyWrap [ |
* Key Encryption Key Show
* Message Authenticator Code Key Show

Key Input Format = ASCII HEXADECIMAL

O » TACACS Authentication Settings
L) SNMP settings

[J s Advanced TrustSec Settings

D) reset




2. Z|¢] o Ef dolo|EE MRIELICH

T

"Administration > System > Settings > Posture > Updates"Z 0| S35} I "Update Now"E 2 2/&fL|
Ct.

Posture Updates

*) Web ) Offline

* Update Feed URL | https: //www.cisco.com/web/secure/spa/posture-update.xm| Set to Default
Proxy Address 72.163.217.104 t

Proxy Port 80 HH MM 58

] Automatically check for updates starting from initial delay 06 = 00 = 18 = every 2 hours

Save Update Now Reset

v Update Information

Last successful update on 2020/05/07 15:15:05 ;
Last update status since ISE was started No update since ISE was started. ;
Cisco conditions version 224069.0.0.0

Cisco AV/AS support chart version for windows  171.0.0.0
Cisco AVIAS support chart version for Mac OSX 91.0.0.0

Cisco supported OS version 41.0.0.0

3. ISE0]| Compliance Module 2! AnyConnect Headend Deployment PackageE =2 E & L|LC}.

LICH otdE =24 @13
M EEE Cisco AFO|EOI X 7kr{E ZQIX| ofFof et "F71"E E=lstu "2H Cla3 9| ¢

"M S HM AMH @4 > Al > EC0|UE T2 H|XE > BAAR 0|5
=([e]
EH2d 2| AA" EEE "Cisco AFO|Eof AEH BlAA"S MEHSHL|CE

O B Category(dF) ot2iel 2EZH I AHO|MHM Tt LS U2 =324 "Cisco Provided
Packages(Cisco M& I{7|X[)"E AMEHEI T "Browse(3tOtE7|)"'E 2 2/8t £ Z Rt I 7| K|S MEH
5t "Submit(ME)"2 E=g Lt

0| 2 Mo A& "anyconnect-win-4.3.1012.6145-iseccompliance-webdeploy-k9.pkg"& # & &+ 2
= £, "anyconnect-win-4.8.03052-webdeploy-k9.pkg"& AnyConnect Headend Deployment
PackageZ At ELICEH



Agent Resources From Local Disk > Agent Resources From Local Disk

Agent Resources From Local Disk

Category “CISCD Provided Packages y D i

Browse... (anyconnsct-win-‘l.8.03052-webdeploy-k9,pkg)

¥ AnyConnect Uploaded Resources

Name a Type Version Description

AnyConnectDesktopWindows 4.8.30...  AnyConnectDesktopWindows  4.8.3052.0 AnyConnect Secure Mobility Clie...

(o

4. AnyConnect Posture 2 I} QI A4 A

A. "Policy(Zl) > Policy Elements(&2H 2 4) > Results(Z2}) > Client Provisioning(E2I0|HE =
2 H|X'd) > Resources(El22A)"2 0|SELICt "Add(F7t)"E &5t "AnyConnect Posture
Profile(AnyConnect & Eff T 21} )"'S MEAFL|CH.

B. Anyconnect Posture Profile2| O|§ & 2=2i5t1 AMH{ O|F 7 & olefoll M HH o|&2 ™2 7/
st Cl2 "k{&t"S Z 2|3}

ISE Posture Agent Profile Settings > Anyconnect Posture Profile

* Name: Anyconnect Posture Profile ]
Description:




Parameter Value Notes Description

PRA retransmission time 120 secs This is the agent retry period if there is a Passive Reassessment communication failure

Default Value: 60. Acceptable Range betwaen 5

Retransmission Delay 60 SBCS to 300, Accept only integer Values, Time (in seconds) to wait before retrying.
= . Default value: 4. Acceptable Range between 0 to s
Retransmission Limit 4 10. Accept only integer Values. Number of retries allowed for a message.
: ——] IPv4 or IPvE addresses or FQDNs. IPvE address
Discovery host should bo without square bracksts] The server that the agent should connect to
E Server name rules l = |) naed to be blank by default 1o force admin 10 A list of wildcarded, comma-separated names that defines the sarvers that the agent can connact to.
anter a value, "* means agent will connect to all E.g. ".cisco.com®

List of IPv4 or IPvE addresses, FQDNs with or

without port must be comma-separated and with

Call Home List [ | «colon in between the |P address/FQDN and the | A list of IP addresses, that defines the all the Policy service nodes that the agent will iry to connect to if
port. Example: IPaddress/FQDN:Port (Port the PSN that authenticated the endpoint doesn’t respond for some reason.

number should be the same, specified in the

Cliant Provisioning portal)

Back-off Timer E Enter value of back-off timer in seconds, the Anyconnect agent will continuously try to reach di y targets ion targets and
e supported range is batween 10s - 600s. connected PSNs) by sending the discovery packets tll this max time limit is reached

5. Anyconnect 74 BtE 7|

A. "Policy(’3 %) > Policy Elements("3& 2 4) > Results(Z1}) > Client Provisioning(E2t0|1E &
EH|X'E) > Resources(Zl22)"2 O|SELICE "Add(F7H"E & =!8t "AnyConnect
Configuration(AnyConnect Tt 43)"& AMEHEHL|C}.

£ mE Moy

7

rot
A
mn

B. AnyConnect I 7| X| MEH 24 O|§ ™, E

C. "AnyConnect Module Selection(AnyConnect & & 21&H)"0{| A 'Diagnostic and Reporting Tool(Z!
CtY ET E)S Mgt

D. "Profile Selection"0i| A Posture Profile2 ME{St T "Save"E Z 2!8tL|C}.




AnyConnect Configuration > AnyConnect Configuration

* Select AnyConnect Package(ﬁnytnnnectt}esktopwmdows 4.8.3052.0 v )
* Configuration Name{ AnyConnect Configuration D
Description:
Y
DescriptionValue Notes

* Compliance ModuIe(AnyConnectCompIianceModu!eWindnws 4.3.1250.614 ~ D

AnyConnect Module Selection

ISE Posture

VPNV

Network Access Managerl:l

Web Security_|

AMP Enabler_]

ASA Posture_|

Network Visibilityl_|

Umbrella Roaming Security_

Start Before LogonD
(Diagnostic and Reporting Tool )

Profile Selection

* ISE Posturd Anyconnect Posture Profile ~])
VPN -
Network Access Managen -
Web Security v
AMP Enablen v
Network Visibility -
Umbrella Roaming Security v
Customer Feedback -

6. 2CI0|QIE T2 H|X{L A MM

A. "Policy(’3%4) > Client Provisioning(Z2t0|1E Z 2H|X{E)'S £ 0|S & L|C}.
B. "Edit"& Z2!% CI= "Insert Rule Above"& ME4RNLICE.
C. Rule Name(#3& O|§)2 &5t e 2F MK E MEUF CHF Results("Agent” > "Agent

Configuration" LH)0ll A 5E-AH|0f| A 44438t "AnyConnect Configuration(AnyConnect 711|124/ 0|44
y'S HE5t T "Save(XE)"E 22BLICH



‘aisco Identity Services Engine Home » Context Visibility » Operations i » Administration » Wark Centers. License Waming &

Policy Sets  Profiing  Posture  Client Provisioning  » Policy Elements

Client Provisioning Policy

Defires the Client Provisioning Policy to delenming what users will receive upon Iogin and user session initiation:
For Agent Configuration: version of agent, agent profile, agent complance Module, ANAION B0SNT CULIOMIZALON BACKADE
For Native Supplicant Configuration: wizard profle andior wizard. Drag and drop rules 1o change the onder

Rulo Name Kentity Groups Operating Systems Other Canditions Results
108 Any Appie (05 Al Condition(s) Cisco-ISE-NSP Edit |+
Android Any Android Condition(s) Cisco-ISE-NSP Edit | =
2 Windows_10 Any Windaws 10 (A} Condition(s) AnyConnest Edit |+
Configuration
Windows Ay Windows All Condition(s) CiscoTemporalAgentWi Edk |~
ndows 4.7.00135 And
WinSPWizard 2.5.0.1
And Cisco-ISE-NSP
MAC 0S Any Mac OSX Condition(s) CiscoTemporalAgentOS Edit |+
X 4.7.00135 And
lacOsXSPWizard
2.1.0.42 And Cisco-ISE-
a8 Chrometook Any ‘Chrome OS Al Condition(s) Cisco-ISE-Chrome-NSP Edit | =

&) v

7.ZAM TS

0%

) > Policy Elements("8% Q 4) > Conditions(Z=7d) > Posture(Z A X{) > File

A. "Policy(=3*4
(Tt =)' 2 o|SEFLICt

Condition

B. "Add(F7hH"& Z&l5t11 =71 0|& "VPN_Posture_File_Check", B+ 24 A& "Windows
10(AI'E T4, oI+ %% "FileExistence"Z 74, I} Y ZZE "ABSOLUTE_PATH'Z 74, ™
X 222t 1l 0| "C:\custom.txt"QLZE T4, I} HA{KLE "Exists"=2 AMEH

C O] ofloi M= C: drive OF2Hol "custom.txt'Et= IFUO| e BRE LU ZHO 2 AFSELICH

cisco |dentity Services Engine Home » Context Visibility » Operations i » Administration » Work Centers

Policy Sets  Profiling  Posture  Client Provisioning =~ Policy Elements

Dictionaries = Conditions » Results

I
(]
Library Condiions File Conditions List > VIPN_Posture_File_Check
File Condition
Smart Conditions -
* Name (| VPN_Posture_File_Check D
Time and Date ~
D iption
Profiling SRS | |
I Operating System ( Windows 10 (All )
Compliance Module Any version
Anti-Malware Condition =
- File Type (| FleExistence 'D i
AntiVirus Condition * File Path ﬂ ABSOLUTE_PATH v I] (['c:\custom.txt )i
Application Condition * File Operator ﬂExists 'D
Compound Condition
=
Disk Encryption Condition

File Condition

8. ZAM Y 3 4d



EA > R T Q4 > A > ME > 9IH Q4 MH BE'22 01Sstod ST 1t 1E 24 A
7 #52 BELICH 0l 2MolME CHe B0l 2AsHs TF Y02 "HAIX| HAERS A

mu[n
|

9. ZAX @F AE 73 T
A. "Policy(’3%4) > Policy Elements(’&3% @ 4) > Results(Z2t) > Posture(ZAR) >
Requirements(27T AHE)"Z O|S & LCt.

B. "Edit(=H)"& 22|8t CI 2 "Insert new Requirement(A 2 7 AFE & Q\"E MEASHL|CE,

C. =74 O|& "VPN_Posture_Requirement", Z< 2 XA E "Windows 10(AIN'E 7+, # 8 &=
ES2"4xO|N"2Z TN ZTAX FEE "Anyconnect"Z 7

D. "VPN_Posture_File_Check"(7&tH|0{| A A2 =742 K|35t Remediations Actions( % &
)0l A Action(ZFd)2 "Message Text Only(HIA|X| BIAEDH'Z2 MEHSI T Of|O|HE AFE KO LY
gt AR XIE HIAIXIE =gt

‘teehe identity Services Engine Home  » ContextVisbiity b Operations
Policy Sets  Profling  Postuna  Clent Provisioning
rr————

° [+ 2]
+ Authentication o bt
Name Operating Sysiem Compliance Module Posture Type Conditions. Remediations Actions
. quremen_win
+ Authorization
Defaull_Hardware_Attibutes_Re Mag OSX 4.x or later AnyConnect Hardware_Attribates_Ch Select Remediations Edit| v
auirement Mac ock
+ Profiling
Default_Firewall_Requirement_W Windows All 4. or later AnyConnact Dafault_Firewall_Conditi Default_Firewall_Remedi Edit|
in on_Win ation_Win
Default_Firewail_Requirement_M 1o Mac OSX 4 or latar AnyConnact Default_Firawall_Condil Detault_Firawall_Remedi EdR |~
ac on_Mac ation_Mac
~ Remadiation Actions USB_Block_temporal Windows All 4. or later Temporal Agant USB_Chack Massage Text Only Edit | =
Any_AM_Installation_Win_tempo o1 Windows ANl 4xor later Tomporal Agent ANY_am_win_inst Message Text Only Edit| v
val
» Clisnt Provisioning Any_AM_instailation_Mac_tempo 01 Mac OSX 4 or latar Temporal Agent ANY_am_mac_inst Message Text Only Edit |~
ral
Defaull_Appvis_Requirement_Wi windows All 4. of later Temporal Agent Detault_Appvis_Conditio Selact Remadiations Edit | =
n_temgporal n_Win
Defaull_Appvis_Requiremant_M Mae 0SX 4. of later Temperal Agent Default_AppVis_Conditio Selact Romodiations Edit| =
ac_temporal n_Mac
Defaull_Hardware_Attibutes Re  (or Windews All 4. of later Temperal Agent Hardveare_Attributes_Ch Select Remediations Edit |
quirement_Win_temporal eck
Defaull_Hardware_Attibutes_Re o1 Mac OSX 4. or later Temporal Agent Hardware_Attributes_Ch Seloct Remediations Edit |
quirement_Mac_temgoral eck
Defaull_Firewall_Requirement W 1o Windaws Al 4 or later Temporal Agent Default_Firawall_Condd Default_Firawall_Remedi Edit | v
in_tomporal on_Win ation_Win
Defautt_Firewail_Requirement_M 1 Mac OSX 4 or later Temporal Agent Default_Firawall_Condai Default_Firawall_Remodi Edit| =
ac_temporal on_Mac ation_Mac
() EN_Posture_Requirement Windows 10 (Al 4 or later AnyConnact VPN_Pasture_Fila_Chec Message Text Only ) EdR |~

Note: Remediation Action is fillered based on te operaling systern and siealth mode selection.
Remeadation Actions are not applicable for Application Condilions (conbigured using e Provision By Category or Provision By Everyiing optians), Hardware Conditions, and Extemal Data source conditons.

A. "Policies(X2l) > Posture(Z A %{)"Z 0|5 &fLIC}H.

0
BN

B. #%| O|& & "VPN_Posture_Policy Win"2 £, Z4 24 XMAE "Windows 10(AI)'S 2, 7
E2"4x O|"2E, ZAX| FYE "Anyconnect"E, 27 ALEE 9Et Ao Tt

1



"VPN_Posture_Requirement"2 T4 & L|C}

+ Administration Licensa Warning 4

Posture Policy

Defi ths Posture Polcy by confusing s based an aperating systam andior atherconditons. 5

-

Staius  Policy Options  Rule Name Identity Groups Operating Systems Compliance Madule Posture Type Other Conditions Requirements
) Policy Options  Default_AppVis_Policy_Win Any Windows All 4. or later AnyConnect Dnmln_mws_ﬁm =it
@ Policy Options  Defaull_App\is_Policy_Win_te |1 Any Windows. All 4.3 or lator Tomgaral Agent Defaull_App\is_Requir -
mporal oment_Win_temporal
@ Policy Options  Default_Firewall_Policy_Mac Any Mac 08X 4.x or later AnyConnect w-u:_ _j.i‘lcwnll_lhquir e
] Policy Options  Default_Firewall_Policy_Mac_t Any Mac 08X 4.% or later Temporal Agent Defaull_Firewall_Requir Edt| =
1 emant_Mac_temporal
] Policy Options  Default_Firewall_Policy_Win Any Windows Al 4.x or later AnyConnect Dofmﬁ::ml_haquir e
@ Policy Options  Defaul_Firewall Policy Win_te || Any Windows All 4.x or later Temporal Agent Defaull_Firewall_Requic Edik| >
mporal ement_Win_temporal
@ Policy Options  Defaull_Hardware_Attidutes P |1 Any Mac 08X 4.x of later AnyCannect Defaull_Hardware_Attri e
olicy_Mac butes_Requirament_Ma
©
@ Policy Options  Defaul_Hardware_Attsidutes_P Ary Mac 08X 4% oF Laber Temporal Agent Defaull_Hargware_Attri coic
alicy_Mac_temporal butes_Requirsment_Ma -
©_temporal
@ Policy Options  Defaull_Hardware_Altrioutes P |1 Any Windows All 4.x o later AnyConnect Default_Hardware_Atiri Edik| =
olicy_Win butes_Requirement_Wi
n
] Policy Options  Defaull_Hardware_Altrioutes P || Any Windows Al 4.x or later Temporal Agent Default_Hardware_Atiri Edit| =
olicy_Win_temporal butes_Requirement_Wi
n_temporal
@ Policy Opticns ;Mnm_usa_am_chy_w. Ay Windows Al 4.x or later AnyConnect USB_Block Eatl~
@ Policy Options  Defaull_USB_Block_Policy Wi Any Windows All 4.x or later Temporal Agent USB_Block_temporal Edik| >
n_temporal
' Policy Options  VPN_Posture_Policy_Win Any ‘Wingows 10 (All) 4. of later AnyConnect VPN_Posture_Require J Edit| v
ment

@

11. 8% ACL(DACL) A4

"Policy(Z2H) > Policy Elements(’E2 2 &) > Results(Z1}) > Authorization(T & £ 04) >
Downlodable ACLS"2 0|& 35t 042 ZARX| 4 Ejof| CHEt DACLS ‘d-d g Lct

Ol 2MoME CHE DACLE AHEEfLCt

A. Posture Unknown: E2HZ!/0| DNS, PSN, HTTP 2 HTTPS EcHZlof| =& £ QT E §{2 &L
Ct

Identity Services Engine Home » Context Visibili » Operations + Administration » Work Centers

Policy Sets  Profiling  Posture  Client Provisioning ~ ~ Policy Elements

Dictionaries  » Conditions  ~ Results
—

Dowr ACL List > Pos
Downloadable ACL

+ Authentication

Authorization Profiles Description
Downloadable ACLs ‘
IP version  « |Py4 IPvE Agnostic
+ Profiling = -
* DACL Content |1 permit udp any any eq domain
8810111 permit ip any host 10.106.44,77
+ Posture permit tcp any any eq 80

* Client Provisioning

» Check DACL Syntax L




B. Posture NonCompliant: AbAd AMEUI0f CHEF HMAE HE S QIESA EBf=0 {8 & LIC

'éluls':";' Identity Services Engine Home » Context Visibility » Operations - Policy » Administration » Work Centers

Pelicy Sets  Profiling  Posture  Client Provisioning = Policy Elements

Dictionaries ~ » Conditions  ~ Results

(<]
Downloadable ACL List > PostureNonCompliant
+ Authentication
Downloadable ACL
~ Authorization * Name| [ PostureNonComplian] |
————————————————T
Description

Authorization Profiles

Downloadable ACLs
IP version « |Py4 IPvE Agnostic

¥ Profili
" * DACL Content |1234567[deny ip any 10.0.0.0 255.0.0.0
8910111|deny ip any 172.16.0.0 255.240.0.0
» Posture 2131415|deny ip any 192.168.0.0 255.255.0.0

1617181 | permit ip any any

# Client Provisioning

» Check DACL Syntax

@ =

C. Posture Compliant: Posture Compliant 21E R X{E @[8F ZE ECHE S {8 ELCt.

'2'.','.';'3' Identity Services Engine Home » Context Visibility » Operations » Administration » Work Centers

Policy Sets  Profiing  Posture  Client Provisioning ~  Policy Elements

Dictionaries  » Conditions  ~ Results
I

o
Downloadable ACL List > PastureCompliant
+ Authentication
Downloadable ACL
+ Authorization * Nameu PostureCompliant ]

Authorization Profiles Description

Downloadable ACLs .
IPversion @IPvd4  IPvE | Agnostic |

» Profiling —
rmit ip any any

* DACL Content |1

} Posture

» Client Provisioning

+ Check DACL Syntax

5 >0Q05 T2 0U"Z O|SEHLCE.

DACL "PostureUnknown"2 MEHSI 1, Web Redirection2 MEHSI 1, Client



Provisioning(Posture)2 AE435t 11, Redirect ACL name(Z|C|2|M ACL O|&)2 F

T g LCHASAO
M Td), 22|31 Client Provisioning portal(Z2t0|HE T2 H|X{d Z&)S MEFLICHZI=E)

‘duhe identity Services Engine  Home  » ContoxtVisbilty > Operations + Adwinisiraion  + Work Cantrs

License Warning 4k
= Policy Elements.

Policy Sels  Profling  Posture  Client Provisioning

Dictionaries  » Conditions = Results.
—

(]
PR Authorization Profies > Posture Redirect
+ Authar n
Authorization Profile

— o ()

Autharization Prafies Dascription | ¥y
Downloadable ACLS " Access Type [ Access ACCEPT = .
» Profiling

Motwork Dvice Profle. &5 Cisea| =
* Posture Service Template
+ Cllent Provisioning ek Ry

Passive Kantity Tracking

~ Common Tasks

(u DACL Narme [Posturetinknown . IJ

¥ Client Provisioning

Web Redirection (CWA, MDM, NSP, CFP) i

Valus
Cliont Provisioning (Posture) _» aot (oo OJ) IomP-wi-smiledmuE:D

* Advanced Attributes Settings

Select an item

= Attributes Details

Acoess Type = ACCESS_ACCEFT
DACL = PostureUnknown
cisco-av-pair = url-redirect-acl=redirect
cisco-av-pair =

C30-2e58-1

y:
(o VIR

B. Posture Non-Compliant0l Ci$t Q15 = Z o}

DACL "PostureNonCompliant"& ME5t0{ L|E |3 0il CHEF HMAE A BHEFLICH

Home  » ConlextVisibilty ~ + Operations
Policy Sets  Profiling  Posture  Client Provisioning

» Administration » Wosek Centers

License Waming &
~ Policy Elements
Dictionaries  » Conditions = Results
—
o
Authorization Profiles > Posture Non Compliant
+ Authentication

Authorization Profile

tiame (| Posture Non Compliant |

Authorization Profiles [ —
oSS s T
e — Network Devico Profée | & Cisco| =]
¥ Posture Service Template
+ Cllsnt Provisioning Track Mavemant

Passive ldentity Tracking

* Common Tasks

(a DACL Nama [PostureNonCompliant 1)

w Attributes Details

Access Type = ACCESS_ACCEPT
DACL = PostureNonCompliant

P
(EXQ) feat



C. Posture Compliant0i] CH&F T8t £0 T2t

DACL "PostureCompliant"& AE4510 L E {3 0i| CHEt TA| HHAE S LICH.

il Identity Services Engine Home  » ConlextVisibiity  » Operations i + Adeinistration » Work Canters Licanse Warning 4

Policy Sets  Profiing  Posture  Clien! Provisioning |~ Policy Elements
Diglionaries  » Condiions  ~ Results
—
(]

uthorization Profiles > Full Access
Authorization Profile

~ Authorization * Namo (| Full Access 1)

*+ Authentication

Authorization Prafes Dsription [ 4
Downloadable ACLs * Aceass Type ([accESS ACCEPT -] )
» Profiling Network Device Profile 2% Ciseo | = |
» Posture Service Template
Track Movement

» Client Provisioning
Passive [dentity Tracking

= Common Tasks

(ﬂ DACL Mame [PostureCompliant g I)

= Attributes Details

Access Type = ACCESS_ACCEPT
DACL = PERMIT_ALL_IPV4_TRAFFIC

(ER) rese

12. HEt Fof G 7

O|™ EtAlOIM T8t Mt o T2 uld 2 AF235H0{ Posture Compliant, Posture Non-Compliant,
Posture Unknownod| CHEt 37+X| M3t £04 HME F4ELIC.

S ZU "MlM: 8 SEli"E Z EHol Cfer 2o & ZYsts Ol AFSELTh

“dyee Wentity Services Engine Home  » ContextViskility  » Operations i » Administration  » Work Centers License Waming 4

Policy Sets ~ Profiling  Posture  Client Provisioning  » Policy Elements

Follcy Seis el

Status Policy Sel Name Description Conditions Allowed Protocols / Server Sequence Hits

@ Default Default policy set Deefault Network Access x v 4 49

> Authentication Policy (3)
> Authorization Policy - Local Exceptions
2 Authorization Policy - Global Exceptions

¥ Authorization Palicy (15)

Results
+
Status  Rule Name Conditions Profiles Security Groups Hits Actions
@ Anyconnect Posture Compliant B Session-PosturoStats EQUALS Compliant * Full Accoss +* - . [
O] JoyEomeal PrsR HCY b Session-PoswreStatus EQUALS NonCompiiant * Posture Non Compliant | soloct from list d 0

Compliant

El Metwork Acoess Device IP Address EQUALS 10.197.164.3
@ Anyconnest Posture Unknown AND * Posture Rediroct + Select from iat - kN 13 -3
]_-3 Session PostureStatus EQUALS Unknown




}AIAl

to

fjo
htok
o

=2
S

0| 2Ht 27 EHssHE K| &QlstE{ o] MM

M-SRt 8

<ttroot>

Moz QB ER=X] Felstedd ASANM CHE BE

firebird(config)#

show vpn-sess det ai

anyconnect

Session Type: AnyConnect Detailed

Username
Index
Assigned IP
Protocol
License
Encryption
Hashing
Bytes Tx
Pkts Tx

Pkts Tx Drop :
Group Policy :

TG _SAM

Login Time
Duration
Inactivity
VLAN Mapping

Audt Sess ID :
Security Grp :

: _585b5291f01484dfd16f394be7031d456d314e3e62
1 125

: explorer.cisco.com
: AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
: AnyConnect Premium

Public IP

: AnyConnect-Parent: (1)none SSL-Tunnel:
: AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel:
: 16404 Bytes Rx : 381
: 16 Pkts Rx : 6
0 Pkts Rx Drop : 0
Df1tGrpPolicy Tunnel Group :

: 07:05:45 UTC Sun Jun 14 2020

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID
Public IP
Encryption

TCP Src Port :

Auth Mode

IdTle Time Out:

Client 0OS

Client OS Ver:
Client Type

Client Ver
Bytes Tx
Pkts Tx

Pkts Tx Drop :

SSL-Tunnel:
Tunnel ID

: Oh:00m:16s
: Oh:00m:00s
: N/A VLAN : none
0ac5a4030007d0005ee5cc49
none
: 125.1
: 10.197.243.143
I none Hashing I none
57244 TCP Dst Port : 443
: SAML
30 Minutes Idle TO Left : 29 Minutes
T win
10.0.15063
: AnyConnect
: Cisco AnyConnect VPN Agent for Windows 4.8.03052
1 7973 Bytes Rx : 0
) Pkts Rx : 0
0 Pkts Rx Drop : 0
1 125.2

: 10.197.243.143

(1)AES-GCM-256 DTLS-Tunnel: (1)AES-GCM-256



Assigned IP : explorer.cisco.com Public IP : 10.197.243.143
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-RSA-AES256-GCM-SHA384

Encapsulation: TLSv1.2 TCP Src Port : 57248

TCP Dst Port : 443 Auth Mode : SAML

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client 0OS : Windows

Client Type : SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.8.03052
Bytes Tx 1 7973 Bytes Rx : 0

Pkts Tx H) Pkts Rx : 0

Pkts Tx Drop : O Pkts Rx Drop : O

Filter Name

DTLS-Tunnel:

1 #ACSACL#-IP-PostureUnknown-5ee45b05

Tunnel ID 1 125.3

Assigned IP : explorer.cisco.com Public IP : 10.197.243.143
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA384

Encapsulation: DTLSv1.2 UDP Src Port : 49175

UDP Dst Port : 443 Auth Mode : SAML

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client 0S : Windows

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.8.03052
Bytes Tx : 458 Bytes Rx : 381

Pkts Tx 4 Pkts Rx H)

Pkts Tx Drop : O
Filter Name

Pkts Rx Drop : O

#ACSACL#- | P- Post ur eUnknown- 5ee45b05

| SE Post ure:

Redirect URL : https://ise26l. pusaxena. | ocal : 8443/ portal / gat eway?sessi onl d=0ac5a4030007d0005ee5cc49&pc
Redirect ACL : redirect

SEf 77 2t =& "EHE 0|F" HE0| FA|E DACLO|A] 2H&SF CHE AFSAE KA ATE TR A
Maz HEEL o

<#root>
firebird(config)#

show vpn-sess detail anyconnect

Session Type: AnyConnect Detailed

Username : _585b5291f01484dfd16f394be7031d456d314e3e62

Index : 125

Assigned IP : explorer.cisco.com Public IP : 10.197.243.143

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES-GCM-256



Hashing
Bytes Tx
Pkts Tx
Pkts Tx Drop :
Group Policy :

TG _SAML

Login Time
Duration
Inactivity
VLAN Mapping
Audt Sess ID :
Security Grp :

: AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel:
: 16404 Bytes Rx 381
: 16 Pkts Rx H )

0 Pkts Rx Drop : O

Df1tGrpPolicy Tunnel Group :

: 07:05:45 UTC Sun Jun 14 2020

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID
Public IP
Encryption

TCP Src Port :

Auth Mode

IdTe Time Out:

Client 0OS

Client OS Ver:

Client Type
Client Ver
Bytes Tx
Pkts Tx

Pkts Tx Drop :

SSL-Tunnel:
Tunnel ID
Assigned IP
Encryption
Ciphersuite

Encapsulation:
TCP Dst Port :
Idle Time Out:

Client 0S
Client Type
Client Ver
Bytes Tx
Pkts Tx

Pkts Tx Drop :

Filter Name

DTLS-Tunnel:
Tunnel ID
Assigned IP
Encryption
Ciphersuite

Encapsulation:
UDP Dst Port :
Idle Time Out:

Client 0S
Client Type
Client Ver
Bytes Tx
Pkts Tx

: Oh:00m:36s
: Oh:00m:00s
: N/A VLAN : none
0ac5a4030007d0005ee5cc49
none
: 125.1
: 10.197.243.143
I none Hashing I none
57244 TCP Dst Port : 443
: SAML
30 Minutes Idle TO Left : 29 Minutes
T win
10.0.15063
: AnyConnect
: Cisco AnyConnect VPN Agent for Windows 4.8.03052
1 7973 Bytes Rx : 0
H) Pkts Rx : 0
0 Pkts Rx Drop : O
1 125.2
: explorer.cisco.com Public IP : 10.197.243.143
: AES-GCM-256 Hashing : SHA384
: ECDHE-RSA-AES256-GCM-SHA384
TLSv1.2 TCP Src Port : 57248
443 Auth Mode : SAML
30 Minutes Idle TO Left : 29 Minutes
: Windows

: SSL VPN Client
: Cisco AnyConnect VPN Agent for Windows 4.8.03052

1 7973 Bytes Rx : 0
: 6 Pkts Rx : 0
0 Pkts Rx Drop : O

1 #ACSACL#-IP-PERMIT_ALL_IPV4_TRAFFIC-57f6b0d3

: 125.3
: explorer.cisco.com Public IP : 10.197.243.143
: AES-GCM-256 Hashing : SHA384
: ECDHE-ECDSA-AES256-GCM-SHA384
DTLSv1.2 UDP Src Port : 49175
443 Auth Mode : SAML
30 Minutes Idle TO Left : 29 Minutes
: Windows

: DTLS VPN Client

: Cisco AnyConnect VPN Agent for Windows 4.8.03052
: 458 Bytes Rx : 381

: 4 Pkts Rx H)

(1)SHA384



Pkts Tx Drop : O Pkts Rx Drop : O
Filter Name

#ACSACL#- | P- PERM T_ALL_I PV4_TRAFFI C 57f 6b0d3

ISEOI A et Ro{7} HBHo 2 LU =X| & Ql5tE{H "Operations(23) > RADIUS > Live
Logs(2tO|E 2O)'2 o|S&LCt.

ol Moz QAUBE AR #HAE HH, & ID, HEh 704 Z= o, Heh F0o{ Y2, TAX A E)
7t EAIELICH

Refresh  Nover ~|show Latest20records | Within  Last24 hours

o Refresh  © Reset Repeat Counts A Export To v Trders B+

Time Status Details Repeat ... Identity Endpoint ID Endpoint P... Authenticat... Authorizati... Authorization Pro.. Posture St.. IP Address Network Device

Jun 14, 2020 O7:44:59.975 AM 0o Yy 5856529 11014B4dfd1 00:50:56:A0: D667 Windows10- Default Anyconnect Full Access Compliant 10.187.164.7

Jun 14, 2020 O7:44:59.975 AM -] Py 10.167.243.143 Anyconnect ASA

Jun 14, 2020 07:44:50.975 AM & HACSACLA-IP-PERMI ASA

Jun 14, 2020 07:44:34.963 AM & HACSACLA-IP-Posture, ASA

Jun 14, 2020 07:44:34 958 AM (-] 3 5856529 1101484011 00:50:56:A0:06:97 Windows10- Dafault S0

N 2o ISEO! CHEF Z7t AR} B S OHE MTEME AT AL,
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215236-ise-
posture-over-anyconnect-remote-acces.htmil#anc?

Duo Admin Portal(fF 2 & 2| Z=)0lM 215 4EfE & elsiei™ 15 227t EA|El Admin
Panel(Z 2| Iid) 1% 2| "Reports(2 1 AM)"E 2 2|gtL|CH
F 71 M5 ME: https://duo.com/docs/administration#reports

Duo Access GatewayOll CH8t C|H{1 2Z€ EB{H OIS 23 & AFSEhLc.
https://help.duo.com/s/article/1623?language=en _US

A-SEHEE


https://www.cisco.com/c/ko_kr/support/docs/security/identity-services-engine/215236-ise-posture-over-anyconnect-remote-acces.html#anc7
https://www.cisco.com/c/ko_kr/support/docs/security/identity-services-engine/215236-ise-posture-over-anyconnect-remote-acces.html#anc7
https://duo.com/docs/administration#reports
https://help.duo.com/s/article/1623?language=en_US

ﬂ WPl
r Resdy bo connect.

frebrd, csdo, com

0 DoRCY Server oetected.
Tl Popaonr Boceag o i e Mot

l"'@ I!-'|'st:|u1 Sacan:
b

=X ol &
Ol MM Me Hu|asolMd XS siZdste ol AIRE £ = MEE N2 Ehct

= AR

N A3 debug B AFR 57| Fol| Debug HEI0) CHEt B2 HEE AXSAAIL.

AN\ Z=of: Asaoi M r b5t Ol Ble A & o)
Ch CIHO &2 HESIH ol M8 HE 7t 571 = Q!

Me ol e *._%ﬁﬂl i oF BfLICt.

O 22| SAML EB{E#E0ll= SAML ZL|Tai0[ME &lst AL CIHOE A™dstol ¥ 2
= &R E du|asolMol e Lot



http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
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ofr
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"debug webvpn saml 255"E& At235t0{ CHEE9| EA g2g = JUX|t ol CIlHO7} 88t

£ M3stx| giE AlUE|I20M F7F CIHOE A™dE + A&LITH

I’
VAl
HI

debug webvpn 255

debug webvpn anyconnect 255
debug webvpn session 255
debug webvpn request 255

ASAOIM 215 & Het Foi EX|E ECl=#+EotcdH CHS debug BHEE AAEELICH

debug radius all
debug aaa authentication
debug aaa authorization To troubleshoot Posture related issues on ISE, set the following attributes to

posture (ise-psc.log)

portal (guest.log)
provisioning (ise-psc.log)
runtime-AAA (prrt-server.log)
nsf (ise-psc.log)

nsf-session (ise-psc.log)
swiss (ise-psc.log)

N 21 AnyConnect I ISEO] CHEH XEMIEH AEH 52 o 28| SiZ HEE Oh2 232 255
AlAIR
= —e ®

ISE Posture Style Comparison for Pre and Post 2.2

Duo Access Gateway C|HH1 23 & siAstn EXME sHZA5ted™
https://help.duo.com/s/article/5016?language=en _US

F2

L—
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rkl

https://www.youtube.com/watch?v=W6bE2GTUOIs&
https://duo.com/docs/cisco#asa-ssl-vpn-using-saml
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215236-ise-posture-
over-anyconnect-remote-acces.html#anc0



https://www.cisco.com/c/ko_kr/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://help.duo.com/s/article/5016?language=en_US
https://www.youtube.com/watch?v=W6bE2GTU0Is&
https://duo.com/docs/cisco#asa-ssl-vpn-using-saml
https://www.cisco.com/c/ko_kr/support/docs/security/identity-services-engine/215236-ise-posture-over-anyconnect-remote-acces.html#anc0
https://www.cisco.com/c/ko_kr/support/docs/security/identity-services-engine/215236-ise-posture-over-anyconnect-remote-acces.html#anc0
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