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Server (ASA) Client

1.) SSL handshake
1.b) Machi rtificate i
gumaezulgstgg bi\;{fS?\ls ﬁ 1.a) Client sends its Machine Certificate

2.) Aggregate Auth

2.b) ASA sends multiple client cert -
request

2.a) Client (running AnyConnect version 4.4) advertises
Multiple Certificate Capability

2.d) Certificate authenticated by ASA 2.c) Client sends the User Certificate

74
ASDME S¢t L& 28 AM 218 74
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Ch.

1EH7|. ASAO] AFZ R} 2 DA

QI Af A

dx|0f CHsllME A

QIZAS CAQIBAE X

ASA T44: SSL C|X|H 215

2EHA. Conflguratlon(5"|lI-IZLEﬂ0|/.“_=|

) > Remote Access(

4 MM|A) > Group Policy(Z2

JHxH = ;LA-I St | |.
0| & 3t 11 Group-Policy( S LS LICEH
() Edit Internal Group Policy: Grouppolicy-MCA
encral ] MName: Grouppolicy MCA
Servers
(=-Advanced Banner: Inherit ‘
+—Split Tunneling
Browser Proxy SCEP forwarding URL: [7] Inherit |
[=-AnyConnect Client
Login Setting Address Pools: Inherit elect
Client Firewall
Key Regeneration || [Pv6 Address Pools: Inhesit Select
Dead Peer Detectid
Customization Moare Options
Custom Attributes X . X §
[-IPsec(IKEv 1) Client Tunneling Protocols: [inherit [ Clientless SSLVPN [ S5LVPN Client [ PsecKEvl []IPsecIKEv2 [ LZTP/Psec
Filber: [ Inherit Manage...
Access Hours: [ Inherit Manage...
Simultaneous Logins: [ Inherit
Restrict access to VLAN: [ nherit
Connection Profile (Tunnel Group) Lock: A tnherit
Maximum Connect Time: [ Inherit Unlimited minutes
Idle Timeout: Inherit o ninute:
Security Group Tag (SGT): [ Inherit Non
On smart card removal: A Inherit Disconne
Timeout Alerts
Maximum Connect Time Alert Interval: A Inherit Default minutes
Periodic Certificate Authentication Interval: @ Inherit Unlimited hours

Find:

@ next @ Previous

3EtAH. 42 T2l F A

45t 1 Authentication Method as Multiple Certificates

1EFA| M A A48t Group-PolicyE MEHEFL|C}


https://www.cisco.com/c/ko_kr/support/docs/security-vpn/public-key-infrastructure-pki/200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc12
https://www.cisco.com/c/ko_kr/support/docs/security-vpn/public-key-infrastructure-pki/200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc12
https://www.cisco.com/c/ko_kr/support/docs/security-vpn/public-key-infrastructure-pki/200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc12
https://www.cisco.com/c/ko_kr/support/docs/security-vpn/public-key-infrastructure-pki/200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc12

@ Edit AnyCennect Connection Profile: ANYCONMECT-MCA >

MName: ANYCOMMECT-MCA
EI -Advanced
- General Aliases: ANYCONMECT-MCA
-Client Addressing o
-Authentication puthentication
-Secondary Authenticat | Method: Multiple certificates v
--Authorization AL c AAA M
i erver Group: anage...
--Accounting - AAA and certificate hd ?
~Group Alias/Group URL Certificate only s
SAML
SAML Identity Provider Multiple certificates and AAA
Multiple certﬁ-:zter'
SAML Server : w Manage...
Client Address Assignment
DHCP Serwvers:
(@ None () DHCP Link () DHCP Subnet
Client Address Pools: ANYCOMMECT-POOL Select...
Client IPv6 Address Pools: Select...
Default Group Palicy
Group Policy: Gmuepnlicy—MCA v Manage...
(Following fields are linked to attribute of the group policy selected above.)
Enable S5L VPN dient protocol
[[] Enable IPsec(IkEv2) dient protocol
DMS Servers:
WINS Servers:
Domain Mame:
£ >
Find: @ rext @ Previous
Concel | e
4THAH. 7|EF REMIEE Zdm|aeo|M2 22 LAN Z11|T80| 40| CHEt VPN 210 E &

AnyConnect 22} 0|HE HMA 04|§ HZTFEAL

CLIE S8t CtE Q15 M Q15 S 2IsH ASA 714

N 2o of MMM AL E i2d0i CHEF AFMIEH LIS S 2248 Command Lookup Tool(S 5 E
ek s 2 AFSStAAIR.

<#root>


https://www.cisco.com/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/70847-local-lan-pix-asa.html
https://www.cisco.com/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/70847-local-lan-pix-asa.html
https://www.cisco.com/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/70847-local-lan-pix-asa.html
https://www.cisco.com/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/70847-local-lan-pix-asa.html
https://www.cisco.com/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/70847-local-lan-pix-asa.html
https://www.cisco.com/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/70847-local-lan-pix-asa.html
http://tools.cisco.com/Support/CLILookup/cltSearchAction.do
http://tools.cisco.com/Support/CLILookup/cltSearchAction.do
http://tools.cisco.com/RPF/register/register.do

ASA Version 9.7(1)
|

hostname GCE-ASA
!

I Configure the VPN Poo

ip Tocal pool ANYCONNECT-POOL 192.168.100.1-192.168.100.254 mask 255.255.255.0
!

interface GigabitEthernet0/0

nameif outside

security-level 100

ip address 10.197.223.81 255.255.254.0
!

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 192.168.1.1 255.255.255.0

!

!

Configure Objects

object network obj-AnyConnect_pool
subnet 192.168.100.0 255.255.255.0
object network obj-Local_Lan

subnet 192.168.1.0 255.255.255.0

|

|

Configure Split-tunnel access-list

access-1list split standard permit 192.168.1.0 255.255.255.0
!
!

Configure Nat-Exenption for VPN traffic

nat (inside,outside) source static obj-Local_Lan obj-Local_Lan destination static obj-AnyConnect_pool o
!
!

TrustPoint for User CA certificate

crypto ca trustpoint UserCA
enrollment terminal

crl configure

!

!

Trustpoint for Machine CA certificate

crypto ca trustpoint MachineCA
enrollment terminal

cr1l configure

|

1
crypto ca certificate chain UserCA
certificate ca 00ea473dc301lc2fdc?7



22864886

300d0609
20eb0592

281aflf2

300d0609 2a864886
5504080c

30100603
2c0d6ccf

b5546193
fc2ed496b fa

30820385 3082026d a0030201 02020900 ea473dc3 0lc2fdc7

<snip>

3d57bea7 3e30c8f0 f391bab4 855562fd 8e21891f 4achb6a46
012d7d99 e87f6742 d5

quit
crypto ca certificate chain MachineCA
certificate ca 00ba27blf33laeabfc
30820399 30820281 a0030201 02020900 ba27blf3 3laeabfc
£70d0101 0b050030 63310b30 09060355 04061302 494e3112

<snip>
2c214c7a 79eb8651 6adleabd aelffbba d0750f3e 81ce5132

606add30 2a73b927 7f4a73e5 2451a385 d9a96b50 6ebebabb

quit
!
|

Enabl e AnyConnect
anyconnect image diskO:/anyconnect-win-4.4.00243-webdeploy-k9.pkg 2

webvpn
enable outside

anyconnect enable
tunnel-group-1list enable

!
Configure G oup-Policy

group-policy Grouppolicy-MCA internal

group-policy Grouppolicy-MCA attributes
vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelspecified
split-tunnel-network-1ist value split

!
!

Confi gure Tunnel - G oup
tunnel-group ANYCONNECT-MCA type remote-access
tunnel-group ANYCONNECT-MCA general-attributes

address-pool ANYCONNECT-POOL

default-group-policy Grouppolicy-MCA
tunnel-group ANYCONNECT-MCA webvpn-attributes

authentication nultiple-certificate

group-alias ANYCONNECT-MCA enable
group-url https://10.197.223.81/MCA enable
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crypto ca QIZ M EA|

<{froot>

GCE- ASA(config)# show crypto ca certificate

CA Certificate

Status: Available

Certificate Serial Number: 00ea473dc301c2fdc7
Certificate Usage: General Purpose
PubTic Key Type: RSA (2048 bits)
Signature Algorithm: SHA256 with RSA Encryption
Issuer Name:

cn=UserCA.cisco.com

o=Cisco

1=Dallas

st=Texas

c=IN

Subject Name:

cn=UserCA.cisco.com

o=Cisco

1=Dallas

st=Texas

c=IN

Validity Date:

start date: 15:40:28 UTC Sep 30 2017
enddate: 15:40:28 UTC Jul1202020
Storage: config

Associated Trustpoints: UserCA

CA Certificate

Status: Available

Certificate Serial Number: 00ba27blf33laea6bfc
Certificate Usage: General Purpose

PubTic Key Type: RSA (2048 bits)

Signature Algorithm: SHA256 with RSA Encryption
Issuer Name:

cn=MachineCA.cisco.com

o=Cisco

1=Bangalore

st=Karnataka

c=IN

Subject Name:

cn=MachineCA.cisco.com

o=Cisco

1=Bangalore

st=Karnataka

c=IN


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
http://tools.cisco.com/RPF/register/register.do

Validity Date:

start date: 15:29:23 UTC Sep 30 2017
enddate: 15:29:23 UTC Jul1202020
Storage: config

Associated Trustpoints: MachineCA

i@ File Action View Favorites Window Help

s zaE i XEE BE

| Console Root lesiind To
~ il Certificates (Local C
w || Personal
| Certificates
| Trusted Root Ce
~| Enterprise Trust

MachinelD.cisco.com

| Intermediate Cei
| Trusted Publishe
| Untrusted Certifi
| Third-Party Rool
~| Trusted People
| Client Authentic
| Preview Build Rc
| AAD Token Issue
| Other People

| Homegroup Ma
| Local MonRemo
| MSIEHistonyJour
| Remote Desktop
| Certificate Enrell
| Smart Card Trusl
| Trusted Devices
| Windows Live ID)

A-E X Q1B M

Issued By Expiration Date  Intended Purposes

MachineCA.cisco.com 2/13/2019 Server Authenticati...

n | Certificate *

General Details  Certification Path

ﬁ Certificate Information

This certificate is intended for the following purpose(s):

* Ensures the identity of a remote computer
* Proves your identity to a remote computer

Issued to: MachinelD.dsco.com
Issued by: MachineCA.csco.com

valid from 10/1/2017 to 2/13/2019

{P You have a private key that corresponds to this certificate.

Issuer Statement




ﬁFiIe Action View Favorites Window Help

o | HE 42 XEE HE

_| Console Root lzzued To Issued By Expiration Date  Intended Purposes
v G Cv:ertlflcates - Curren e T ST Al
w || Personal
| Certificates
| Trusted Root Ce p  Certificate W

~| Enterprise Trust

3| Intermediate Cer encral  Detgils  Certification Path

| Active Directory
% Trusted Publishe
| Untrusted Certifi

| Third-Party Root This certificate is intended for the following purpose(s):

_, Trusted People » All application policies
| Client Authentic
~| Other People

| Local MonRemo
| MSIEHistorylour

| Certificate Enrall
| Srmart Card Trusl

g Certificate Information

Issued to: UserID.cisco.com
Issued by: UserCA.dsco.com

valid from 9/30/2017 to 2/12/201%9

‘f? You have a private key that corresponds to this certificate.

Issuer Statement

ol g Asto] 9T HQIFLICH

<tfroot>

GCE-ASA# sh vpn-sessiondb detail anyconnect
Session Type: AnyConnect Detailed

Username : MachineID.cisco.com Index : 296

Assigned IP : 192.168.100.1 Public IP : 10.197.223.235

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES128 DTLS-Tunnel: (1)AES256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1l DTLS-Tunnel: (1)SHAl
Bytes Tx : 11542 Bytes Rx : 2097

Pkts Tx : 8 Pkts Rx : 29

Pkts Tx Drop : 0 Pkts Rx Drop : 0O

Group Policy : Grouppolicy-MCA Tunnel Group : ANYCONNECT-MCA

Login Time : 22:26:27 UTC Sun Oct 1 2017

Duration : Oh:00m:21s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : 0ac5df510012800059d16b93

Security Grp : none



AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID : 296.1

PubTic IP : 10.197.223.235

Encryption : none Hashing : none

TCP Src Port : 51609 TCP Dst Port : 443

Auth Mode : Multiple-certificate

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes

Client 0OS : win

Client OS Ver: 10.0.14393

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.4.01054
Bytes Tx : 5771 Bytes Rx : 0

Pkts Tx : 4 Pkts Rx : 0

Pkts Tx Drop : O Pkts Rx Drop : 0O

SSL-Tunnel:

Tunnel ID : 296.2

Assigned IP : 192.168.100.1 Public IP : 10.197.223.235
Encryption : AES128 Hashing : SHAl

Ciphersuite : AES128-SHA

Encapsulation: TLSv1l.2 TCP Src Port : 51612

TCP Dst Port : 443 Auth Mode : Multiple-certificate
Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client 0S : Windows

Client Type : SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.4.01054
Bytes Tx : 5771 Bytes Rx : 446

Pkts Tx : 4 Pkts Rx : 5

Pkts Tx Drop : O Pkts Rx Drop : 0O

DTLS-Tunnel:

Tunnel ID : 296.3

Assigned IP : 192.168.100.1 Public IP : 10.197.223.235
Encryption : AES256 Hashing : SHAL

Ciphersuite : AES256-SHA

Encapsulation: DTLSv1.0 UDP Src Port : 63385

UDP Dst Port : 443 Auth Mode : Multiple-certificate
Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client 0S : Windows

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.4.01054
Bytes Tx : 0 Bytes Rx : 1651

Pkts Tx : O Pkts Rx : 24

Pkts Tx Drop : O Pkts Rx Drop : 0O
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« Debug crypto ca messages(& £ 3l ca HIA|IX| C|EH1) 127
» Debug crypto ca transaction 127

<{froot>

CRYPTO_PKI: Beg1n sorted cert chain

Serial:
Subject:

00B6D609E1D68B9334
Ch=

Machi nel D. ci sco. com ou=Ci sco, | =Bangal or e, st =Kar nat aka, c=I N

Issuer: cn=MachineCA.cisco.com,o0=Cisco,l=Bangalore,st=Karnataka,c=IN

CRYPTO_PKI: End sorted cert chain

CRYPTO_PKI: Cert chain pre-processing: List size is 1, trustpool is not in use

CRYPTO_PKI: List pruning is not necessary.

CRYPTO_PKI: Sorted chain size 1is: 1

CRYPTO_PKI: Found ID cert. serial number: O0B6D609E1D68B9334, subject name: cn=MachineID.cisco.com,ou=C
CRYPTO_PKI: Verifying certificate with serial number: 00B6D609E1D68B9334, subject name: cn=MachinelD.ci

CRYPTO_PKI(Cert Lookup) 1issuer="cn=MachineCA.cisco.com,o0=Cisco,l=Bangalore,st=Karnataka,c=IN" serial nu

CRYPTO_PKI: valid cert with warning.

CRYPTO_PKI:

valid cert status

CRYPTO_PKI: Beg1n sorted cert chain

Serial: 00B6D609E1D68B9334

Subject:

cn=Machi nel D. ci sco. com ou=Ci sco, | =Bangal or e, st =Kar nat aka, c=I N

Issuer: cn=MachineCA.cisco.com,o0=Cisco,l=Bangalore,st=Karnataka,c=IN

CRYPTO_PKI: End sorted cert chain

CRYPTO_PKI: Cert chain pre-processing: List size is 1, trustpool is not in use

CRYPTO_PKI: List pruning is not necessary.

CRYPTO_PKI: Sorted chain size 1is: 1

CRYPTO_PKI: Found ID cert. serial number: O0B6D609E1D68B9334, subject name: cn=MachineID.cisco.com,ou=C
CRYPTO_PKI: Verifying certificate with serial number: 00B6D609E1D68B9334, subject name: cn=MachinelD.ci


http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

CRYPTO_PKI(Cert Lookup) issuer="cn=MachineCA.cisco.com,0=Cisco,1=Bangalore,st=Karnataka,c=IN" serial nu
CRYPTO_PKI: valid cert with warning.

CRYPTO_PKI:

valid cert status

CRYPTO_PKI: Begin sorted cert chain
————————— Certificate--------:
Serial: O00A5A42E24A345E11A
Subject:

cn=User | D. ci sco. com ou=TAC, 0=Ci sco, | =Dal | as, st =Texas, c=I N

Issuer: cn=UserCA.cisco.com,o=Cisco,l=Dallas,st=Texas,c=IN

CRYPTO_PKI: End sorted cert chain

CRYPTO_PKI: Cert chain pre-processing: List size is 1, trustpool is not in use

CRYPTO_PKI: List pruning is not necessary.

CRYPTO_PKI: Sorted chain size 1is: 1

CRYPTO_PKI: Found ID cert. serial number: 00A5A42E24A345E11A, subject name: cn=UserID.cisco.com,ou=TAC,
CRYPTO_PKI: Verifying certificate with serial number: 00A5A42E24A345E11A, subject name: cn=UserID.cisco

CRYPTO_PKI(Cert Lookup) issuer="cn=UserCA.cisco.com,o=Cisco,1=Dallas,st=Texas,c=IN" serial number=00 a5
CRYPTO_PKI: valid cert with warning.

CRYPTO_PKI:

valid cert status.

« CIH &A 21E xml 127

<tfroot>

Received XML message below from the client
<?xml version="1.0" encoding="UTF-8"?7>
<config-auth client="vpn"

type="init"

aggregate-auth-version="2">

<version who="vpn'">4.4.01054</version>

<device-id device-type="VMware, Inc. VMware Virtual Platform" platform-version="10.0.14393 #snip# win<
<mac-address-T1ist>

<mac-address>00-0c-29-e4-f5-bd</mac-address></mac-address-Tist>
<group-select>ANYCONNECT-MCA</group-select>

<group-access>https://10.197.223.81/MCA</group-access>

<

capabilities

>
<auth-method>single-sign-on</auth-method>
<auth-method>



mul tiple-cert

</auth-method></capabilities>
</config-auth>

Generated XML message below
<?xml version="1.0" encoding="UTF-8"7>
<config-auth client="vpn"

t ype="aut h-request"

aggregate-auth-version="2">

<opaque is-for="sg">
<tunnel-group>ANYCONNECT-MCA</tunnel-group>
<aggauth-handle>136775778</aggauth-handle>
<auth-method>multiple-cert</auth-method>
<auth-method>single-sign-on</auth-method>
<config-hash>1506879881148</config-hash>
</opaque>

<

mul tiple-client-cert-request

>

<hash-algorithm>sha256</hash-algorithm>

<hash-algorithm>sha384</hash-algorithm>

<hash-algorithm>sha512</hash-algorithm>

</multiple-client-cert-request>

<random>FA4003BD87436B22 7####sni p####C138A08FF724F0100015B863F750914839EE79C86DFE8FOB9A0199E2</random>
</config-auth>

Received XML message below from the client
<?xml version="1.0" encoding="UTF-8"7>
<config-auth client="vpn"

type="aut h-reply"

aggregate-auth-version="2">

<version who="vpn'>4.4.01054</version>

<device-id device-type="VMware, Inc. VMware Virtual Platform" platform-version="10.0.14393 ##snip## w
<mac-address-1ist>

<mac-address>00-0c-29-e4-f5-bd</mac-address></mac-address-Tist>

<session-token></session-token>

<session-id></session-id>

<opaque is-for="sg">

<tunnel-group>ANYCONNECT-MCA</tunnel-group>
<aggauth-handle>608423386</aggauth-handle>
<auth-method>multiple-cert</auth-method>
<auth-method>single-sign-on</auth-method>
<config-hash>1506879881148</config-hash></opaque>
<auth>

<client-cert-chain

cert-store="1M

>
<client-cert-sent-via-protocol></

client-cert-sent-via-protocol

></client-cert-chain>
<client-cert-chain

cert-store="1U"



>
<cTlient-cert cert-format="pkcs7">MIIG+AYIKoZIhvcNAQcCoIIG6TCCBuUU
yTCCAzwwggIkAgkApaQuIKNF4RowDQYJKoZIhvcNAQELBQAWWTELMAKGALIUEBhMC

#Sn1ip#

gSCx8Luo9V76nPjDI8PORuUrSFVWL9jiGIHOrLakYoGv

</client-cert>

<client-cert-auth-signature hash-algorithm-chosen="sha512">FIYurlDzb4VPThVZtYwxSsCVRBU1in/8MwWK+G5u2Phr4
#snip#
EYt4G2hQ4hySySYgD4L4iV91uCT5b5Bmr5HZmSqKehg0zrDBjaxx7CLMSF2pSmQnjMwi6D0ygT=</client-cert-auth-signature:
</client-cert-chain>

</auth>

</config-auth>

Received attribute hash-algorithm-chosen in XML message from client

Base64 Signature (len=349):

FIYurlDzb4VPThVZtYwxSsCVRBU1n/8MwWK+G5u2Phr4fJI9aWFqd1BbVOWhSTsF
EYt4G2hQ4hySySYgD4L4iV91uCT5b5Bmr5HZmSqKehg0zrDBjgxx7CLMST2pSmQn

ABXv++CcN7 TNWGHK91EAVNRcpCX4TdZ+6ZKpL4sClu8vZIeW2 jwGmPnYesG3sttrS
TFBRqQ74+1TFSbUUIEZzn8MLXZgHbONA19B9gyXZJon8eh3Z7cDspFiR0OxKBu81iYH
L+ES84UNtDQjatIN4EiS8SD/5QPAunCyvAUBVK5FZ4c4TpnFGMIEPhjMwi6D0ygT

sm2218mstLDNKBouaTjB3A==

Successful Base64 signature decode, len 256

Loading cert into PKI

Waiting for certificate validation result

Verifying signature

Successfully verified signature

« CIHZT &A 215 ssl 127

<tfroot>

/CSCOSSLC/config-auth

Processing client request

XML successfully parsed

Processing request (init)

INIT-no-cert: Client has not sent a certificate

Found TG ANYCONNECT-MCA by URL https://10.197.223.81/MCA

INIT-no-cert: Resolve tunnel group C(ANYCONNECT-MCA) alias (NULL) Cert or URL mapped YES
INIT-no-cert: Client advertised multi-cert authentication support
[332565382] Created auth info for client 10.197.223.235

[332565382] Started timer (3 mins) for auth info for client 10.197.223.235
INIT-no-cert: Tunnel group ANYCONNECT-MCA requires multi-cert authentication
[332565382] Generating multiple certificate request

[332565382] Saved message of len 699 to verify signature

rcode from handler = 0

Sending response

/CSCOSSLC/config-auth

Processing client request

XML successfully parsed

Processing request (init)

INIT-cert: Client has certificate, groupSelect ANYCONNECT-MCA

Found TG ANYCONNECT-MCA by URL https://10.197.223.81/MCA

INIT-cert: Found tunnel group (ANYCONNECT-MCA) alias (NULL) url or certmap YES
INIT-cert:

Client advertised nulti-cert authentication support

[462466710] Created auth info for client 10.197.223.235
[462466710] Started timer (3 mins) for auth info for client 10.197.223.235



INIT-cert: Tunnel group ANYCONNECT-MCA requires multi-cert authentication
Resetting FCADB entry
[462466710]

Generating nmultiple certificate request

[462466710] Saved message of len 741 to verify signature
rcode from handler = 0

Sending response

/CSCOSSLC/config-auth

Processing client request

XML successfully parsed

Processing request (auth-reply)

auth-reply:[462466710] searching for authinfo
[462466710] Found auth info for client 10.197.223.235, update expire timer (3 mins)
Found tunnel group (ANYCONNECT-MCA) alias ANYCONNECT-MCA
[462466710] Multi cert authentication

[462466710]

First cert canme in SSL protocol

Ten 891
[462466710] Success loading cert into PKI
[462466710]

Aut henti cating second cert

[462466710] Sending Message AGGAUTH_MSG_ATHENTICATE_CERT(1)
[462466710] Fiber waiting

Aggauth Message handler received message AGGAUTH_MSG_ATHENTICATE_CERT
[462466710] Process certificate authentication request

[462466710] Waiting for async certificate verification

[462466710] Verify cert callback

[462466710]

Certificate Authentication success - verifying signature

[462466710] Signature verify success

[462466710] Signalling fiber

[462466710] Fiber continuing

[462466710] Found auth info

[462466710] Resolved tunnel group (ANYCONNECT-MCA), Cert or URL mapped YES
Resetting FCADB entry

Attempting cert only login

Authorization username = MachineID.cisco.com
Opened AAA handle 335892526

Making AAA request

AAA request finished

Send auth complete

rcode from handler = 0

Sending response

Closing AAA handle 335892526

[462466710] Destroy auth info for 10.197.223.235
[462466710] Free auth info for 10.197.223.235

FERSI=
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