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"Firepower_Migration_Tool_v2.5
-6263.command"” is a script app
downloaded from the Internet.
Are you sure you want to open it?

software.cisco.com.

Open

Show Web Page

Cancel

4. A. MACE - E{0|'dE A835t04 0] BHE S ALt

CAROLDSO-M-WGYT:~ caroldso$ cd Downloads/
CAROLDSO-M-WGYT :Downloads caroldso$ chmod 7608 Firepower_Migration_Tool_vwZ.5-6263
. command

CAROLDSO-M-WGYT :Downloads caroldso$ ./Firepower_Migration_Tool_v2.5-6243.command

[75653] PyInstaller Bootloader 3.x

[75653] LOADER: executable is /Users/caroldso/Downloads/Firepower_Migration_Tool
_w2.5-46263.command

[75653] LOADER: homepath is /Users/caroldso/Downloads

[75653] LOADER: _MEIPASSZ is NULL

[75663] LOADER: archivename is fUsers/caroldso/Downloads/Firepower_Migration_Too
1 _v2.5-6263.command

[75653] LOADER: Cookie found at offset @x219AERSE

[75653] LOADER: Extracting binaries

[75653] LOADER: Executing self as child




200 -

127.8.8.1 = = [23/Nov/2021 14:49:47)] "GET finline.318b58c57b4eba3dd437b.bundle.js

HTTP/1.1"
127.8.8.1 = = [23/Nov/2821 14:49:47] "GET Scui-font.88024lcdaalB7aaB99céa.woff2 H
TTP/1.1" 288 =

2821-11-23 14:49:47,999 [INFO

| cco_leginl] > "EULA check for an user"

127.8.8.1 - = [23/Nov/2021 14:49:4B] "GET fassets/fcisco.svg HTTP/1.1" 208 -

2821-11-23 14:49:48,013 [ | 1>

127.8.9.1 - - [23/Nov/2021 14:49:48] "GET fapifeula_check HTTP/1.1" 288 -
127.8.8.1 = - [23/Nov/2021 14:49:48] "GET fassets/icons/legin.png HTTP/1.1" 288
127.8.8.1 = - [23/Nov/2021 14:49:48] "GET fassets/images/l.png HTTR/1.1" 288 -
127.8.9.1 - - [23/Nov/2021 14:49:4B] "GET /assets/images/3.png HTTP/1.1" 208 -
127.8.8.1 - - [23/Nov/2021 14:49:48] "GET /fassets/images/2.png HTTP/1.1" 288 -
127.8.8.1 = - [23/Nov/2021 14:49:48] "GET /favicon.ico HTTP/1.1" 288 -
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clsco Firepower Migration Tool

EMD USER LICENSE AGREEMEMNT

This is an agreemant babtvean You and Cisco Systems, Inc. or e affiliates ("Cisco™) and govemns your Use of Cisco Software.
“¥ou™ and “Youwr” means the individweal or legal entity Bcansing the Software wnder this ELLA. “Use” or “Using” means to
download, install, activale, access or otherwisa usa the Software. “Software”™ maans the Cisco computar programs and any
Upgrades made availlable to You by an Approved Source and licensed io You by Cisco. “Documentation” is the Cisco user or
trchnical manuals, 1r11|ninu materials, specifications or olther documantation applicable to the Software and made available o
You by an Approved Source, “Approved Source”™ means (i) Cisco or (i) the Cisco authorized reseller, distribulor or Systems
inbegralor from whom you acquined tha Software. “Entilement” maans the Boonse detail; incudng icensa matnc, duration, and
quanity provided ina prodoect 1D (PID) published on Cisco's price list, claim cersficate or right o use ndtification, "Upgradas”
means all updates, upgrades, bug fixes, emor comections, enhancements and other modifications to the Software and backup
copies thereol. This agreemant, any supplemantal license tarms and any specic product erms at

www.clsco com/go'softwaraterms (collectively, the "EULA") govemn Your Use of the Software.

1. Acceptance of Terms. By Using the Softwara, You agree io be bound by the terms of the ELILA. If you are entering into this
ELILA on bahalf of an antity, you represent thal you have authority (o bind that antity. If you do nol have such authority or you do
not agree o the terms of the EULA, neither you nor the entity may Use the Softeare and it may be retumed o the Approved
Source for a refund within thirty (30) days of the date you acquired the Software or Cisco product. Youwr right fo returm and
rafund applios only if you are the original end usaer liconsee of the Software

2. License, Subject 1o payrend of the applicabse bees and compliands with this ELLA, Cisco grants You a irmibed, non-exclesiag
and non-iransferable licensa lo Use object code versions of the Software and the Documentation solely for Your inbennal
operabipns and in accordance with the Enbllement and the Documentation. Cisod hoenses You the nght to Use only the
Snfhumra Yo acosios from an Snoeeasad Sooece |inkase rontran: to annlicable e Yoo aee oot leansed ol loe e Softaone nn

| hivwir rpidd the conbent of the EULA and SELUILA and agrod 1o torms listed
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2 X4 ZHo 2 20l LTt Username(At& Xt O|F) - admin Password (& 2|At H|ZH S
) - Admin123.

Redirecting

You will be redirected to the Cisco login Please
login with your CCO credentials.

Do it later

Confinue

7. &8X 78S MEUELICE O] AILIEZ|20|MHE Cisco ASA(8.4 O|&f)ILCH.

€ - C ¢t @ localhost:8888/#/home

treen’ Firepower Migration Tool

Select Source Configuration ©

Source Firewall Vendor

ISelect Source ~

Cisco ASA (8.4+)

Check Point (r75-r77)
Check Point (r80)

Palo Alto Networks (6.1+)
Fortinet (5.0+)

Cisco ASA (9.2.2+) with FPS
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e0e ASAConfig.clg

aiaf fhow running-config
i Saved

Serial Number: FLM2Z1E8652
Hardware: FPR4%-SH-12, S6533 MB RAM, CPU Xeon ES feries 2208 MHz, 1 CPU {24 cored]

ASA Version 9.12(Z]
n

I:ru: tnane asa
enable password soooes phkdf?
[ ]

License smart

feature tier standard
(gt ]

fo Bac-address suta

n

;Lnt:rh-:: Ethermetls1
no name i
aG Security-level
ne ip address

n

interface Ethernetls2
I'lﬂ!t-_if Inside

Cts manual
security=level @

ng Lp address

n

interface Ethernetls3
naself Dutside

cis manual
security=level @

ne ip address
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bk Finepower Migration Tool

Satect Tangat ©

Cawnmaect i FRAC
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FMC LOGIN

IF AddressiHostname

10.106.52.10

Username

Password
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£ * @ O @ Fie | JUsersicaroldsofDovwnioads/pre_migration_report_asa_2021-11-23_08-41-15.htmi

clsco Pre-Migration Report

1. Orverall Summary:

A sumimary of the supponied ASA configuration elements that can be sscoesilally migrated io Firepower Threat Defense.

Collection Method Manuzl

ASA Configumiion Name ASAConfig cfg et
ASA Version R12(2)

ASA Hovtname usa

ASA Devace Maodel FPRAK-53-12, 36533 MB RAM, CPL Xoon ES scrkea 2200 MHz, | OPL (24 cores)
Hit Coant Peature Mo

IF 514 Nbon it w

Total Extended ACE: 13

ACEs Migratable 13

St to Sate VPN Tunnch 1

Loghcal Interfaces 2

Metwenk (Hpects sl Gisvtipn o

Service Objects and Groups L]

Saaiic Roules 9

NAT Rules 4

Poolic: ACES thal are jodd outhound or ot attached Lo intorfaocs using the soooss- oomerand an i

16. O|O|X|ofl EA|E CHE Eof 2t ASA QIE{H0|AE FTD QIE{H 0]A0f OfE T LICH

{ )
. Rafresh

ASA Interface Name

Select Interlace
GigabitEthernat0fo

Ethemat 152 Fl

Ethemet 173 + GlgabltEtherretdf2 4
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Map Security Zones and intedace Groups
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FMC Security Zones

' Select Security Zone ¢
_outsike .}

inside

def A QlE{m|ojAa O&E ddsHol st E< ol0[X|o EAIE CHZ Add SZ & IG(SZ &




Add SZ & IG

Security fZonas [5Z) Interface Grawps (1G)

@ klax 48 characters for Inlerface Group name. Allowed spacial characters
are -+

Interface Groups Type Actions

O-0of | 4|I|1- r

C. 2 x| ofo™ 2tz 0|§0| ASA =2EIH interface_sz & ASA =2IH interface_igQ! 2 ¥4 2

OIE{H0|A T2 MMsI= XHE MM MO Z 0|58 £ aLlct

Auto-Create

Select the objects that you want to map o ASAinlerfaces

Security Zones] [ Interface Groups

IC Cancel } { Auto-Craate :)

o T




eisee  Firepower Migration Tool

Map Security Zones and Interface Groups
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ASA Lagical blansee Mama FTD Interfaca FMC Bacisity Zanas FRC intpit s Qocaips

18. MAIEI 2 FTD QA E ZAEstn HEELICH ZEE ol0lxlof EAIE #7402 EAIELIC
tll'!_c!j' Firepwer Migration Tool ‘G'
L B

Optimize, Review and Validate Configuration

ElE & § & §

P

.
L
—-——— -
A
.
L
.
——
—_m_
.
-
—
.

e s ey ] i -

1 phn e e BT mr et s L gl e SR TEN L N ey T i b O Toreany L e vl s g pmonrd S e m
Wt kil ol el i Bt

19. 7212 MEI524H o|O|x|of EAIE CHZ 0tO|23|0M Breig MEtg £ & Lich o ErHof



ACP

Select all 13 entries  Selected: 13 /13

MIGRATION ACTIONS

Do not migrate

RULE ACTIONS

Cutside_access_in_#1

mmhwm_ﬁ.l

File Policy
Qutside access in #2
_ _ IPS Policy
Cutside_access_in_#3
Clulside_access_in_#d Log
Outside_access_in_#5 Rule Action
Cutside_access_in_#6 outside any

& ot HHo| FMCo o|o| EXists ZA< ol0|X[ol ZAIE CHE MK ELICH 7|2 HAD
7 1PS o CHSH M OFEH7FR|ILICE.
X
File Policy
_Se.'-n{tFule Policy
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Log

r“ Log at tha beginning of connection
Lo al the @nd af connection

Send connection events to;
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20. OFEF7ERI2 F-of et NAT, HER 3 A, ZE 24|, lEmolA, B2, VPN 2|, AIO|E

CH AIO|E VPN E{d 2! 7|E} QAE CHAHH2 AES £ Ql&L|Ct

23 ASA I oM UMW A EALEXR| B2 A 28 7|12 YO|o|Estete A7t
olOlx|o EAIE CHE E AIEILICE Actions(Et]) > Update Pre-Shared KeyME 3¢ 7|

ClolE)E MEstoq 2f2 el3erLict.

ek’ Firepower Migration Toal

Optirmize, Reviesw and Vakdate Configuration

00¢

Update Pre-Shared Key X

Prg=Shaned Koy IKEVZ
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Validate

22. 450| 43 E|™ o|O|X|oi| EA|E! CHE Push Configuration2 22! L|Ct.

Validation Status

Successfully Validaled

Validation Summary (Pre-push)

13 37 14

Access Controd List Lines Maetwork Objects Port Objects
Logical interfaces Static Routes Metwork Address Translation She-to-Site VPN Tunnets

' Mote: The configuration an the target FTD device FTD (10.106.52.20) will be overwritten as part of this migration

Push I.'_:r_:-|1f||:|._.|r.5|| i




PUSHING

0% Complete

Push In progress. Refer FMT Terminal to monitor the
migration status.
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https://www.cisco.com/c/ko_kr/td/docs/security/firepower/migration-tool/migration-guide/ASA2FTD-with-FP-Migration-Tool.html
https://www.cisco.com/c/ko_kr/support/index.html
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