ASA EE= FTD o 7|X| et 2 CHA| EE EA SHE

DE ZEiZN =2 C|HO|A0 HX BEXOZ &QIsh ALS
CldtolA(=a|M = MANF BIFEEII L S=MEX| SOl LICE

ASA SoftwareLina(FTD2| Z22) &= Al Crashinfo & QI

ASA ZEHZE 0] Aj sto|st Ak%l-
ASA O|0|X|E AI%HgtE D E ASA IZESHE

firepower ZSHE 0 A BOIEH ALE
EP9300/FP4100 FXOS
FTDE AlSi5I= FP9300/FP410001 A
ASAE AlSHSE FP9300/FP410004 A
FP2100 FXOS/ASA/FTDOIM

FP1000 FXOS/ASA/FTDO A

Fo{molCi2E

7|El &0l Ab8H(Firepower 4100 2! 9300 Z3HE #24)
2E o] Fo{mel 27
A|AE E*Ejl_t af2qd = ol-ijl H:lj_

|

O] E Mol A& FTD(Firepower Threat Defense) £ = ASA(Adaptive Security Appliance) C|HFO[A
7t el O| ] Q10| CHA| EEL|E AlLEIRE i dste ol CHalf A ELICE

AT QT AR

QLT A

Ct2 FHol Cist XAl ERetn /o™ KSFLICH
firepower 2! ASA StEQ|01 EHEF | 7|2 AHE O|5H
« firepower & % o| =2[x C|H oA O|aH

MNBElE FE A



Ol EMe| HE = Chg 2ZEY o A stESo{ HHE 7[8te =z FLICH

» ASA 5500-X with ASA Software Version 9.x

- FTD £2ZEQ|0{ HHZT 6.2.3 0|4 0] Z & El ASA 5500-X

» Firepower 1000, 1100, 2100, 4100, 9300 series with ASA Software Version 9. x

« Firepower 1000, 1100, 2100, 4100 %! 9300 Series(FTD AZ E 90 BH{%1 6.2.3 0|4})

Ol Mol = 54 # #32| ClHO|AE Ediz A EER&LICEH o] EMol AHSE 2 E ClHt

=]
OlaE Z7I8tEl(71&) ALt o|/Me 2 AR E|R&LICH M HEXHITH &S 50 E 2E
BHEo| el &2 0|2l =XISHA|IZ| "hELIC.
HiE HE
O] EXMoilM ClHFO|AE ASA EE &= Firepower NGFW(Next-Generation Firewalls)E 25tH, Cisco
Secure Firewalls2 EE_HEﬂEIO-I ASA EE= FTD O|0O|X|E =2|™ C|H}Io|A R AlgHstL|C}.

0

Cisco Secure Firewalls0l| = CH 8 StER0 & AZ EQo{ HHO| Z & E[o] YU&LICH ASA XME
0l = 5500-X Series &3t230| £ & |04 U 2 Firepower A& 0= FPR 1000, 2100, 4100 &
9300 Series & x|7} Z& E|0{ U&LICE O] EMolME A 128t ZE ESHEO|M C[HEO|A EE
EAZEQ0{7t SET ol L SE0| AXZE QMEt WOIX| R E & QI5H7| {ldl AlEfste

T 3
2 wraloll ChaH BB LICH =3t S50 2 QIS 37| 9I5h £ XY DE OfEIWES} ofE|BE
S 32 Il W OIEIHES ASSHs WHE LiBtLIC

ASAL| B2 ZI|azfo|M =0l BHE AE5H0{ ClHHO|A UEL S & QIEFLICE. # show version |in

firepower 5t =010 M Ct5 BHEE ALE5t04 CIHIO|A 7HS AlZE & AA| 7HS AlZH(FXOS ciel
)= ZelgrLict

FP4100-3# connect fxos
FP4100-3(fxos)# show system uptime

System start time: Thu Oct 31 22:50:09 2019

System uptime: 391 days, 19 hours, 30 minutes, 45 seconds
Kernel uptime: 391 days, 19 hours, 34 minutes, 34 seconds
Active supervisor uptime: 391 days, 19 hours, 30 minutes, 45 seconds

N @1 ExivF g AREEE ClHolAT) JHEElE X2 B sHE ClHtolAT} MR EERS



UXHAH2 X MFEE2Z 0[0E = Qe MY & EX7F J=X] &l & #elgh|ch

7S AlZtol HERZ T2 Ea | S EE= &=

M L7t fY), Ol BRI CHAI 2EZ Qlal|l EXM7F &5t x| iS5 clolstH TIE2 CHE ¢
Ct

o= 2H o|SatoF &L

SE2 ANAH0| S7H 4 9l ORE LKt AAR ChA| AISHE AHEQILICH Wt
2 A IHYQ I EUich O Thele S5l 2 Hel g
Bl A

5.__
H
o
&
A

-?—Iil Flash: 01|'— i£59|0'| H™, =& E ol & 7|EP ’Eé_'?'_QI 2SS EN
AB I8 0| £ E[o] AU&LICH

°
|1l
NTR
Q'I_I
r
M

. show crashinfo B E AT + UELICH ZE HAE HET| E= ASA & AHA|

=
£ & A&LICH

show flash | in crash

0| ZI}E Service Request?| Cisco TAC(Technical Assistance Center)QF SRoIHUE E2 S8
S ANE C|ZEE & USLICH o] E22 T2 MA U AP =of CHet 88 HEE XS 5H0d
HLR7E S=S HESHD ClHIO|A Lo CHE O|HIER 4% HAZAY = UL F FLct

3(FTD), show crashinfo S1lef £2401| O|&f 24 €|
20| C}2 7L} BRTE 227} B

=
|-_-|' show crashinfo Ec'i'%'; M%ongd |—||-_-|' |I|' |'A‘| %Hg % |=:E3|3|' 7'|O| zAl—“—j‘ show crashinfo c=>| 4%

EOolg AUt MRALE o= Wagh =
OE|IHE7} QU&LICH ASA ESHEME B _
Firepower Z2HZ0{= =25 C|HIO|A(FTD EEE= ASA AZEQ0]) Bl 5= == MA| i
(FXOS) 0| /U2 &= U&Lct.

7ts AlZtol X|LtH ClHO|A 7 SEF He 2 & QK| coredump TFU2 A|A T TACS| F71 AEO]
Lo st iUz WEELIT O areum B0l SHE AZERJ0iol of T4 947 BEHE It
(et CHE = U&ELICH Of coredump EEEH IHRIO| S8 774 240 2t C|IAF O CHE CIHEZ|/R
Eoll HEELICH

o

ASA ZEHEO| A Eole AL
ASA E81E0|= ASA E= FTD7H E &= /U= 7+ A7) sLtgk QI&LCH

ASA O|0|X|E Al#i3t= 2= ASA ZHE



Ol corefil

S ¢HE HE = LT EeiA| E210|E 9| disk00d| MHEELICH 2(8) & 2lste{H
corefiles, Q

es
2 UZISLICE. dir disko:/coredumpfsys BE S AFE & LICH

<#root>
ciscoasa#

di r di skO:/coredunpfsys

Directory of diskO:/coredumpfsys/

1071057 drwx 4096 23:14:58 Aug 30 2021 sysdebug
12 -rw- 87580218 04:49:23 Jun 04 2021

core_lina.1227726922. 258. 11. gz

11 drwx 16384 23:13:37 Aug 30 2021 Tlost+found

1 file(s) total size: 87580218 bytes
16106127360 bytes total (15749222400 bytes free/97% free)

Ct=2 LUZARLICE. show coredump filesystem BHHEZ A 5H09 coredump TFY A|AE] - ClAT ST EA|
2 LICt. Firepower Threat Defense2| coredump It 0| ERE [ Tt AUS CH2Z E R LICE. coredump O
ME=2 MAHE = US coredumps) TR Z0{0f| HELILCE.

<#root>

ciscoasa# show coredump filesystem
Coredump Filesystem Size is 100 MB
Filesystem type is FAT for diskO

Filesystem 1k-bTocks Used Available Use% Mounted on
/dev/1oop0 102182 75240 26942 74% /mnt/disk0/coredumpfsys

Directory of disk0:/coredumpfsys/

246 -rwx 20205386 19:16:44 Nov 26 2021

core_lina.1227726922. 258. 11. gz

247 -rwx 36707919 19:21:56 Nov 26 2021

core_lina.1227727222. 258. 6. gz

248 -rwx 20130838 19:26:36 Nov 26 2021

core_lina.1227727518. 258. 11. gz

O| EAIEIX| &£ 2P coredump disk00]| U= U2 coredump Of(7}) EE3HEIX| AU 2 O] & =0



CHEt AEE 2tz e + gLt S(8) 2 8&5t2dH coreump F 5 & Al CHE BES LT LICH

ciscoasa(config)#coredump enable

WARNING: Enabling coredump on an ASA5505 platform will delay the reload of the system in the
event of software forced reload. The exact time depends on the size of the coredump generated.

Proceed with coredump filesystem allocation of 60 MB
on 'disk0:"' (Note this may take a while) ? [confirm]

Coredump file system image created & mounted successfully

/dev/1oop0 on /mnt/disk0/coredumpfsys type vfat
(rw, fmask=0022,dmask=0022, codepage=cp437,iocharset=1s08859-1)

=
A

Ald 521 FTD 0|O|X|E X|&3t= ASA

|13

O

ASA Z3HE 5506-X, ASA 5508-X, ASA 5512-X, ASA 5515-X, ASA 5516-X, ASA 5525-X, ASA
5545-X 2! ASA 5555-X= FTD O|O|X| A&t xfM|CH ehatede x|&h|ct.

FTD O|0|X|& A& 5= X|HEl= ZE ASA EHE 0| M coresiles Ol(7F) OF2HO QL& LICH.
Ivarldatalcores S5 Ingfwivar/dataicores Expert 2EE AM& &LICH S8t Firepower Threat Defense
disk0:/coredumpfsys lina flash2| C|H| E 2.

<tfroot>

root@firepower:/var/data/cores#

ls -1

total 59660
-rw-r--r-- 1 root root 4815651 Mar 14 17:07

cor e. SFDat aCorr el at 0. 2035. 1552608478. gz

-rw-r--r-- 1 root root 56198339 Mar 14 16:47

core.lina.2113. 1552607243. gz

root@firepower:/var/data/cores#
firepower# dir disk0:/coredumpfsys
Directory of diskO:/coredumpfsys/

2498562 -rw- 56198339 23:47:26 Mar 14 2019

core.lina.2113. 1552607243. gz



2498563 -rw- 4815651 00:07:58 Mar 15 2019

core. SFDat aCorr el at 0. 2035. 1552608478. gz

2 file(s) total size: 61013990 bytes
42949672960 bytes total (39523602432 bytes free/92% free)

FO|

—_

ot
ok

Af

oo

firepower & ZH& 04| A

firepower Z2ES1E0 = F 7IX| AZEQ[0] T 247} U&LICH & Hmll= AHA| G #|A| ¢l
FXOSO0|1, & Hm{= ASA EE= FTD7t E == = =C2IX C|Hto|AZI DT ot & QAT AL

CMEtM E CR2EEE 2XIE #elsitiH ofd 220| ZS&F=X| mefst= 0| SLELICEH
corefiles
H QIAEIA T} Firepower 1000/2000/4100 21 93000 A S=5tH 5= HE L corefiles T2 7[EH
S E MYELICH JBLt B et 2o HZE HIE M E = JU&Lct
4100/930001 M 2o HET| H M E[R=X| & QlstedH Cl5 BHES UL
connect module 1 console
Firepower-modulel>show platform coredumps
firepower 2 & F0{ HIZ A& = AFS o &

AMAERISE Al 2X sHZE2 X8t HLE 27 Al Cisco TACO 2 L2 Firepower & &0 M 304
HIE gdstetLict

Firepower# connect module 1 console
show coredump detail

Y EH0||= FHAH Zo{ HE e HEJ EAIEMH, 20 HE =0 st o7 ZeELICH
<tfroot>

Firepower-modulel>
show cor edunp det ai

Configured status: ENABLED.

ASA Coredump: ENABLED.

Bootup status: ENABLED.

Compress during crash: DISABLED.



u
Io

(m} Al

O config coredump BHEE AA5I0{ Fo{ HEZE & Yel L= HIgHsstn 5 S0 20| HZE &5
g g4d3st £= Hgdstefuict
- OS2 L3ELch config coredump enable BHE AE5t0 FEfA| ol Zo{ HEZE Mg = U
&LCh.
* EI‘%% 9=!E—=||% |-—||:|' config coredump disable 'S H 4% A|' °|'0=| E-EHM 30‘" ‘| =_||E é';.'“é;'% H|§E|'g
shefLict
« IS LUBARLICE. config coredump compress enable WHEE AI&35t04 Z0{ HZO| fFH & &/ H35tE
L|C}.
- Ct&2 LUZELICE. config coredump compress disable B & AF&35t0{ Z 0| HE A =S H|EGstg
L|C}.
CtS oo Zol HZE g Hstste e 2o ELC

<#root>
Firepower-modulel>
config coredunp enabl e

Coredump enabled successfully.

ASA coredump enabled, do 'config coredump disableAsa' to disable

Firepower-modulel>config coredump compress enable

WARNING: Enabling compression delays system reboot for several minutes after a system failure. Are you

y

Firepower-modulel>

ool 2= CO|E7t ZEE[of QK| A E & U222 Xt EME 2lsl S mh 1t Fof
s 25 Y2 =38ljof ELCt.

FP9300/FP4100 FXOS

FP9300/FP41000{| A FXOS corefiles Firepower Threat Defense loca-mgmt cores C|ZE{2]01] A& & 4=
U&LCt

firepower-4110# connect local-mgmt
firepower-4110(local-mgmt)# dir cores

1 9337521 Apr 30 11:28:15 2016 1462040896_0x101_snm_log.5289.tar.gz

1 1067736 Oct 09 10:38:49 2017 1507570679_f1irepower-4110_BC01_MEZZ0101 _mcp_Tlog.122.tar.gz
1 798663 Oct 10 18:05:54 2017 1507683913_firepower-4110_BCO1_MEZZ0101_mcp_Tlog.122.tar.gz
1 348160 Feb 11 23:53:25 2019 core.21845

Usage for workspace://
3999125504 bytes total



64200704 bytes used
3730071552 bytes free
firepower-4110(local-mgmt)#

FXOSOIlM 24 HFEZ 30 LS SAtstedH Chs BB S LT LICH

firepower-4110(local-mgmt)# copy workspace:/cores:/<file>.tar.gz scp://username@x.x.X.X

FTDE A&st= FP9300/FP410004 A

FTDE A& 5= FP9300/FP410001| A corefiles Ol(7F) OF2HO| & LICt. waridataicores EE
Ingfwivar/datalcores Expert 2EE & AF& & LICH. EE§F Firepower Threat Defense disko:/coredumpfsys lina
flashe| CIEE|.

root@firepower:/var/data/cores# Is -1

total 59660

-rw-r--r-- 1 root root 4815651 Mar 14 17:07 core.SFDataCorrelato.2035.1552608478.9gz
-rw-r--r-- 1 root root 56198339 Mar 14 16:47 core.lina.2113.1552607243.9z
root@firepower:/var/data/cores#

firepower# dir disk0:/coredumpfsys
Directory of diskO:/coredumpfsys/

2498562 -rw- 56198339 23:47:26 Mar 14 2019 core.lina.2113.1552607243.9gz
2498563 -rw- 4815651 00:07:58 Mar 15 2019 core.SFDataCorrelato.2035.1552608478.9z

2 file(s) total size: 61013990 bytes
42949672960 bytes total (39523602432 bytes free/92% free)

ASAE Aldst= FP9300/FP410004 A

ASAE A&3IE FP9300/FP410001 M corefiles Firepower Threat Defense disko:/coredumpfsys C| I E{ 2] 0|

asa#

di r di skO:/coredunpfsys

Directory of diskO:/coredumpfsys/

11 drwx 16384 17:34:50 Sep 10 2018 Tlost+found
12 -rw- 317600388 16:43:40 Mar 14 2019



core. |lina. 6320. 1552607012. gz

1 file(s) total size: 317600388 bytes
21476089856 bytes total (21255872512 bytes free/98% free)

FP2100 FXOS/ASA/FTDO] A

FP2100 FXOS/ASA/FTDOI M corefiles Firepower Threat Defense loca-mgmt coressASA EE= FTDE AFS
x| {82 E X|HELICH FTDM|ME ingfwivar/datalcores (EE = var/datalcores) 2! /ngfwivar/common/ Expert ZE
E A8ELCH a2{L FP2100 E3 & 0= disk00| 81& LICH /coredumptsys CIEE{ 2|0 HEE == U&
L|Ct.

~ £ 11: FP21000] FP9300/4100
MgxlId&Lict ol Ex7t s Z

L
"'ﬂ N

SHED
[T 77k X |

|5t 2 57| 2|8l Cisco {1 ID CSCvh019127}
} (]

S
E-l En_l'?'| |% |' 0|'0=| corefiles.

FTDZ} Firepower 2100, 1000, ASA Appliance %! ISA 3000 Appliance0i /= &< Firepower Z.04
A of &%

olz{3t ZE BB T3 O Wi AHE5H0{ RE Firepower ZRA|ASH HHE Al TS &
aLich

OF2H /ngfwivar/common:

&2 Sdll o{Eeto|da ol CLIo| AT LICH.

n
92
I
R
rr
r

> expert
admin@firepower:~$

3. R E A2 A7) ElLCH

<#root>
admin@firepower:~$
sudo su

Password:
root@firepower:/home/admin#

ika
_|";1
ne
o
z0
rr
M
i
I°
r
o

4. CtE2 2 O|SELIC}. mgtwivaricommons &


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvh01912
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvh01912

root@firepower:/home/admin# cd /ngfw/var/common/

root@firepower:/ngfw/var/common# 1s -1 | grep -i core
total 21616
-rw-r--r-- 1 root root 22130788 Nov 6 2020 process.core.tar.gz

FP21002| FTD: O|2 /ngfwivar/dataicores:

> expert

admin@firepower:~$ sudo su

[cut]

root@firepower:/home/admin# 1s -1 /ngfw/var/data/cores
total 133740

-rw-r--r-- 1 root root 4761622 Jun 4 05:13 core.SFDataCorrelato.28634.1622783636.9gz
-rw-r--r-- 1 root root 132014190 Jun 4 05:17 core.lina.11.1378.1622783800.9gz

drwx------ 2 root root 16384 Nov 5 2019 lost+found
drwxr-xr-x 3 root root 4096 Nov 5 2019 sysdebug

> connect fxos

[cut]

firepower# connect local-mgmt
firepower(local-mgmt)# dir cores

1 4761622 Jun 04 05:13:56 2021 core.SFDataCorrelato.28634.1622783636.9z

1 132014190 Jun 04 05:17:25 2021 core.lina.11.1378.1622783800.9z
2 16384 Nov 05 22:35:15 2019 lost+found/
3 4096 Nov 05 22:36:05 2019 sysdebug/

Usage for workspace://
85963259904 bytes total
15324155904 bytes used
70639104000 bytes free
firepower(local-mgmt)#

FP21002| ASA:

firepower-2110(local-mgmt)# dir cores

1 167408075 Jul 04 00:43:25 2018 core.lina.6.2025.1530657764.9z
2 16384 Mar 28 16:17:56 2018 lost+found/
3 4096 Mar 28 16:18:43 2018 sysdebug/



% &1 FXOS corefiles G40 S LTt 204 CIRE 2|01 HEEILICE. 1ocal-mgmt.

FP1000 FXOS/ASA/FTDO| A

FP1000 FXOS/ASA/FTDOA O] Z2MAE FP21003} S AEFLICH. EE 8t disko:/coredumpfsys LinaS Of
2ol C|HE 2|7} I&L|Ch

FP10002| FTD:

> system support diagnostic-cli
Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a 1list of available commands.

FP1010> ena

Password:

FP1010# dir disk0:/coredumpfsys
Directory of disk0:/coredumpfsys/

13 -rw- 86493184 19:59:39 Jun 03 2021 core.1ina.18707.1622750370.9z

1071057 drwx 4096 23:14:58 Aug 30 2019 sysdebug

14 -rw- 4770749 20:19:24 Jun 03 2021 core.SFDataCorrelato.7098.1622751564.9z
12 -rw- 197689 23:01:08 May 19 2021 core.top.6163.1621465268.9z

16 -rw- 4752067 20:28:03 Jun 03 2021 core.SFDataCorrelato.28195.1622752083.9z
11 drwx 16384 23:13:37 Aug 30 2019 Tost+found

15 -rw- 5048839 20:20:32 Jun 03 2021 core.SFDataCorrelato.18952.1622751632.9z

5 file(s) total size: 101262528 bytes
123418959872 bytes total (110302621696 bytes free/89% free)

> connect fxos
[cut]

FP1010# connect Tocal-mgmt
FP1010(Tocal-mgmt)# dir cores

5048839 Jun 03 20:20:32 2021 core.SFDataCorrelato.18952.1622751632.9z
4752067 Jun 03 20:28:03 2021 core.SFDataCorrelato.28195.1622752083.9z
4770749 Jun 03 20:19:24 2021 core.SFDataCorrelato.7098.1622751564.9z
86493184 Jun 03 19:59:39 2021 core.1ina.18707.1622750370.9z

197689 May 19 23:01:08 2021 core.top.6163.1621465268.9z

16384 Aug 30 23:13:37 2019 lost+found/

4096 Aug 30 23:14:58 2019 sysdebug/

WNRRRRR

Usage for workspace://
159926181888 bytes total
17475063808 bytes used
142451118080 bytes free

> expert

admin@FP1010:~$% sudo su

Password:

root@FP1010: /home/admin# 1s -1 /var/data/cores

total 99048

-rw-r--r-- 1 root root 5048839 Jun 3 20:20 core.SFDataCorrelato.18952.1622751632.9z
-rw-r--r-- 1 root root 4752067 Jun 3 20:28 core.SFDataCorrelato.28195.1622752083.9z



-rw-r--r-- 1 root root 4770749 Jun 3 20:19 core.SFDataCorrelato.7098.1622751564.9z
-rw-r--r-- 1 root root 86493184 Jun 3 19:59 core.1ina.18707.1622750370.9z
-rw-r--r-- 1 root root 197689 May 19 23:01 core.top.6163.1621465268.9gz

drwx------ 2 root root 16384 Aug 30 2019 Tost+found
drwxr-xr-x 3 root root 4096 Aug 30 2019 sysdebug

FP10002| ASA:

<{froot>

ciscoasa# dir diskO:/coredumpfsys
Directory of diskO:/coredumpfsys/

1071057 drwx 4096 23:14:58 Aug 30 2019 sysdebug
12 -rw- 87580218 04:49:23 Jun 04 2021

core.lina.27515. 1622782155. gz

11 drwx 16384 23:13:37 Aug 30 2019 lost+found

1 file(s) total size: 87580218 bytes
16106127360 bytes total (15749222400 bytes free/97% free)

ciscoasa#

connect fxos

[cut]
FP1010#

connect | ocal - mgnt

FP1010(Tocal-mgmt)#

dir cores

1 87580218 Jun 04 04:49:23 2021

core.lina.27515. 1622782155. gz

2 16384 Aug 30 23:13:37 2019 lost+found/
3 4096 Aug 30 23:14:58 2019 sysdebug/

Usage for workspace://
159926181888 bytes total
5209071616 bytes used
154717110272 bytes free

% £ 1 FXOS corefiles & U8 T 0{ C|AE 2|0 KAEEl F 10ca-mgmt.



FO{ LU CIREE

Cisco®| copy OF2HOI| B connect loca-mgmt 2! Lina/ASA CLIILIC}. FTD ™ME7 PEQ| AR «p BHH
= Alsist|C}.

=O0oHd

7|Ef &0l AP%(Flrepower 4100 2! 9300 E3HE &HH)

I8t L|C}. show pmon state OF2HOY| & 10ca-mgmt FXOSOA{ O] oflofl M= O Z2EMAE
[ ¥5l= &2 204 ELICI Ol E240f = CIHFO|A B! I EH A& Tt oLzt 2l
E{H O|A 2 E/DME A Al SE ZA{ELICE.

<#root>
fpl120-v-1(local-mgmt)#

show pnon state

SERVICE NAME STATE RETRY (MAX) EXITCODE SIGNAL CORE
svc_sam_dme running 04 0 0 no
svc_sam_dcosAG running 04 0 0 no
svc_sam_portAG running 04 0 0 no
svc_sam_statsAG running 04 0 0 no
httpd.sh running 04 0 0 no
svc_sam_sessionmgrAG running 04 0 0 no
sam_core_mon running 04 0 0 no
svc_sam_svcmonAG running 04 0 0 no
svc_sam_serviceOrchAG running 04 0 0 no
svc_sam_appAG running 0(4) 0 0 no
svc_sam_envAG running 04 0 0 no

224 FTD/ASA CIEHEZ[0|M Z o It #X| 2 E<2 2 0{ T2 4100/93002] bootCLI| U

£ + U&LUCh

DE el Fo{ o £

2E 2ol oizstei ohe WA oaisLic

<tfroot>

/ssa # connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:

Close Network Connection to Exit

Firepower-modulel>



support filelist

Directory: /

Downloads_Directory

CSP_Downloaded_FiTes

Archive_Files

Crashinfo_and_Core_FiTles

Boot_Files

ApplicationLogs

Transient_Core_Files

Type a sub-dir name to list its contents, or [x]

to Exit: Transient_Core_Files

[No files]
([b] to go back)
Type a sub-dir name to list its contents: b

Directory: /

Downloads_Directory

CSP_Downloaded_FiTes

Archive_Files

Crashinfo_and_Core_FiTles

Boot_Files

ApplicationLogs

Transient_Core_Files

Type a sub-dir name to list its contents, or [x] to Exit:

Crashinfo_and_Core_Fil es

—————————— sub-dirs----------

Tost+found

——————————— files-——————————-

2017-03-20 20:45:06 | 40639151 | core.1ina.48857.1490042695.9z
2017-03-20 20:48:47 | 40638054 | core.1ina.18113.1490042915.9z
2017-03-20 20:52:28 | 40638186 | core.l1ina.18112.1490043137.9gz

I I
I I
I I
2017-03-20 20:56:10 | 40638466 | core.lina.18123.1490043359.9z
2017-03-20 20:59:53 | 40638345 | core.1ina.18262.1490043582.9gz

2017-03-20 21:03:35 | 40638120 | core.1ina.18476.1490043803.9gz

2017-03-20 21:07:22 | 40638335 | core.1ina.18529.1490044031.gz ([b] to go back)
Type a sub-dir name to list its contents: b
Directory: /

Downloads_Directory

CSP_Downloaded_FiTes

Archive_Files

Crashinfo_and_Core_FiTles

Boot_Files

ApplicationLogs

Transient_Core_Files Type a sub-dir name to Tist its contents, or [x] to Exit: x
Firepower-modulel>

bootCLI0O|| Z 04 0| gi= AR FXOS BHoM 228 &elg = J&LCh.

connect fxos
1(fxos)# show logging onboard obfl1-Togs



2-(fxos)#
3-(fxos)#
4-(fxos)#
5-(fxos)#
6-(fxos)#

7-(fxos)#show logging onboard internal kernel |

show
show
show
show
show

Togging
Togging
Togging
Togging
Togging

onboard
onboard
onboard
onboard
onboard

stack-trace

kernel-trace
exception-log

internal kernel

internal platform
no-more

8- (fxos)#show logging onboard internal kernel-big | no-more
9-(fxos)#show logging onboard internal platform | no-more
10-(fxos)#show logging onboard internal reset-reason | no-more

If logging at fxos level is enabled, you can check the logs on fxos.
It contains the syslog buffer and OBFL logs stored in NVRAM

Connect fxos

show logging log ----—————-------————- This is a non-persistent syslog buffer
show logging onboard oblf-logs ------ Non-volatile storage for history of boot up and reset occurrences.
show logging nvram -----—-——-—---—-—-——————- Non-volatile storage for critical logs.Important for historical is

On FXOS CLI, at the top-Tevel scope use following command.

show fault detail or show fault

If you want to view faults for a specific object, scope to that object and then enter the show fault co
You can check for audit-logs which is a persistent store of user operations.

This moreover stores the sequence of user operations done.

firepower# scope security
firepower# /security # show audit-Togs

= ClHO|AE XIS 2 SEotH S5 £ A0 HUE ddstx| &LIct ol 39 2O

gHolgh 4 laLict

At FTD 1instance or device Tlevel:
HRBHHHHBRHHHHR BB R RRH A

# Navigate to the /ngfw/var/log or /var/log and open the messages log file. Check all the logs generate
You can search for following messages (in /ngfw/var/log or /var/log) to confirm if device rebooted wi

firepower shutdown[2313]: shutting down for system reboot
Stopping Cisco Firepower 2130 Threat Defense
pm:process [INFO] Begin Process Shutdown

# Check for syslogs messsages (specific to device up and down )generated when the device rebooted.
You can check for syslogs messages generated 15-30 min before and after the device reboot to know if

AAE SET BRIE 22E ¥
AAE SE0f CHE RHMIE LI 2 CFS HO|X|E & ZX5HAAIR
« Cisco HHZ1 ID CSCvu84127 - 30{ == & WS MMSIX| A= FID RS =


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu84127

Cisco {1 ID CSCwa35845 - ASA 55160| CtA| 2= E|of Fo{ o}
Cisco H{1 ID CSCvw99444 - FTD7} crashinfolcorefile

Cisco EH1 ID CSCv86926 - FTD crash generating crashile

Cisco H{71 ID CSCvp16482 - ASA7} crashst0od F0{ I AfAd
Cisco HH1 ID CSCvm53545 - ASAE crashinfo IH

Q| AHAA
= oo


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwa35845
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw99444
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv86926
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvp16482
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvm53545
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