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« FMCHZX 7.6
« MS Entra ID SAML IdP

Ol EMe| HE= 54 ™ g Z82| CIHIO|AE EOIZ A EE[I&LICH o EX{ol| AHSE 2 E Cut
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HiE &

SAML(Security Assertion Markup Language)2 =2t =H|Q! Ztoi| 1F I M F0{ Cl|O|E{E W2t
5l 7| _,_|%+ XML 7[8F | UA{F ILICH AFE X, MH|IA SZXHSP) & IDp(Identity Provider) 7+0]]
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AfT: ASA EE= FTDE ME L= 042 SAML &4 Cisco HH1 ID CSCwmoi| MHE 1 &
MY Ho| 2xE Yo 4 9loo = Zt ALRXHE MS Entra IDOIA 3tLo] AFR X 18
[m}

of|2F &sHoF B L|CH33613

74
FMC SAML Z4x|Z8|04

FMCO| A Objects(7HAll) > Object Management(7HAl| £ 2[) > AAA Server(AAA AH{) > Single Sign-
on Server(EtY 2321 MH)Z 0o|S&LICt. IdPoiM YIE|E| ID, SSO URL, 20 URL 2 ID &

= At QIS ME 7HK{ZLICE Microsoft Entra ID A440| 6EHHE HZSHAAIR. 7|2 URL & MH[A

34t & MMe Zu|aeo|Mo| F7HE|= FTDO| sHEELICH.

Edit Single Sign-on Server

Name*
SAMLtest

Identity Provider Entity ID*
https://sts.windows . net/afd2ba. ..

S50 URL*
hittps://login.microsoftonline.co...

Logout URL
https://login.microsoftonline co...

Base URL
hittps://fvpn.example.com

Identity Provider Certificate®
SAMLtest

Service Provider Certificate

Request Signature
--No Signature--
Request Timeout

Use the timeout set by the provi...

FMC SSO 7HA| Zdm|z22f|o|M
FMC RAVPN E{& 2 & 7Zi1|z2{|o|M
FMCO| A Devices(C|HIO|A) > VPN > Remote Access(®Zd M4 ) > Connection Profile(212 =

212 o|Sshod TAdsts FTDON CHEH VPN &IRE MEisi 7Lt MAIEHLICH 0] S48 Meis
o Oh2 T AR 01 TRTiYg MAE LI


https://tools.cisco.com/bugsearch/bug/CSCwm33613

Edit Connection Profile

Connection Profile:™ SAMLtest

Group Policy:* DMGrpPolicy

Client Address Assignment AAA Aliases

IP Address for the remote clients can be assigned from local IP Address pools/DHCP
Servers/AAA Servers. Configure the ‘Client Address Assignment Policy’ in the Advanced tab to
define the assignment criteria

Address Pools:

Name IP Address Range

SAML_pool 192.168.55.1-192.168.55.10

DHCP Servers

Mame DHCP Server I[P Address




Edit Connechion Profile

Connection Profile:* SANMLtest

Group Policy-* DiitGrpPolicy

Edit Group Pollicy

Client Address Assignment

Authentication

Authentication Method: SAML

Authentication Server: SAMLtest (SS0) v
Overmride Identity Provider Certificate )

SAML Login Experience: (%) VPN client embedded browser )

Default OS5 Browser )

Authorization

Authorization Server: ~r
Allow connection only if user exists in authorization database
Accounting

Accounting Server:

¢ Avanced Setinns

Cancel

FMC RAVPN 1 & 2 41|18 o|M

1. Entra IDQ| Zt AL X} 2 E0f CHEH %'52 g35to1 I8 ¥ ddstn 71 ¢l
FTDO1| CHEt RAVPN H2Hoi| F7t3H0 7| 5t249 Devices(C|HtO|A) > VPN > Remote

Access(PZ3 AAM|A) > Advanced(2 2!1Z 0l M Group Policies(2 & HM)E MEiSH

S RES 2[el +& 2&istod O &




Access Interfaces

Group Policies
Group policy can be assigned to VPN user through connection profile or by RADIUS server during authentication.

Following are the group policies that are associated with this Remote Access VPN configuration. Add a group policy if it is required to be assigned by RADIUS server during authentication

+

Name Protocol
Custom Installer Transforms
vaibtestgrppaolicy SSL,IKEVZ
Localized Installer Transfor..
SAML_GP S5L
Address Assignment Policy
Cert_Test 551

Certificate Maps

Group Policies
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Group Policy

Available Group Policy
L, Search

M 28 B g |



Add Group Policy

MName:*

SAMLIest-GP

Description:

General Secure Client Advanced

VPN Tunnel Protocol:

Specify the VPN tunnel types that user can use. At least one tunneling
IP Address Pools mode must be configured for users to connect over a VPN tunnel.

Banner W S5L

VPN Protocols

DNS/WINS » IPsec-IKEv2

Split Tunneling

oM M2 S E
£ MEELICH




Group Policy

Available Group Policy = Selected Group Policy
O, Search SAML_GP
Print-samil
print_test
SAML_GP
SAMLtest
SAMLtest-GP
test
test3

test_2

Cancel

FTD M|EtE[O[E

Zdm[azi|o|Mo| FTDO| #+= &/ FTD CLIZ 0|&S35t0q "show saml metadata <tunnel group
name>" BEE A™Ast1 FTD AE|E| ID I ACS URLE +Z&IFLICH



&1 HEtC|olE{e] IB M7 ZHEdE flo H#RIGLICH

<#froot>

FTD# show saml metadata SAMLtest

SP Metadata

<?xml1 version="1.0" encoding="UTF-8" standalone="yes"?>
<EntityDescriptor entityID="

https://vpn. exanpl e. net/ sam / sp/ net adat a/ SAM_t est

xmlns="urn:oasis:names:tc:SAML:2.0:metadata">

<SPSSODescriptor AuthnRequestsSigned="false" WantAssertionsSigned="true" protocolSupportEnumeration="ur
<KeyDescriptor use="signing">

<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:X509Data>

<ds:X509Certificate>

MIIFWzCCBEOgAwWIBAgITRWAAAAgGZINmTv5mpIQAAAAAACDANBgkghkiGOwOBAQsF
ADBJIMRMwEQYKCZImiZPyLGQBGRYDY29tMRYwWFAYKCZImiZPyLGQBGRYGcnRwdnBu
MRowGAYDVQQDEXFydHB2cG4tV0OT10QVVUSC1DQTAeFwOyNTAzMjUxNzU5SNDZaFwOy
NzAzM3jUxNzU5NDZaMDAxDzANBgNVBAoTB1JUUFZQTjEdMBsGATUEAXxMUcnRwdnBu



LWZ0ZC5jaXNjby5jb20wggEiMAOGCSqGSIh3DQEBAQUAA4IBDWAWGGEKAOIBAQCS
5BOtHIRIjvGOMxhpDT3/BpDEFfTcVE2w2 fxu5m8gZFTeeezyF5B93riwx+N26V8JE
sB5I1KLTGRj8b9TK6L357cdbgr692W1952TLFB3XC43gpe0fnN3+Uas/HI3TIudsF
N+QPC9FO04LE88attuGuVMquV+10DRPA06a6QNwkehBOUN7XzTNepJ02JQtxdNR2t

</ds:X509Certificate>

</ds:X509Data>

</ds:KeyInfo>

</KeyDescriptor>

<AssertionConsumerService index="0" isDefault="true" Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP

https://vpn. exanpl e. net/ +CSCOE+/ sam / sp/ acs?t gnane=SAM.t est

" />
<SinglelLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect" Location="https://vpn
</EntityDescriptor>

Microsoft Entra ID

1. Microsoft Azure ZE90| 2IZ M| 0| A Microsoft Entra IDS MEHSHL|C}.



C 2% portal.azure.com/#home

O VPN [ Script [ Troubleshooting

Create a resource
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22 Enterprise applications | All applications

3 4 ~ MNew application () Refresh

MS Entra ID QIE{Z2}0|= o Z2|7{|0|M

4. Featured Applications( R OfZ2|7|0|M) ot2ioll A Cisco Secure Firewall - Secure Client(0|%
9| AnyConnect) Q152 ME4 E* LICt 88 Z2I%0f 0|2 XI™st o2 MEighLCt
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Cisco Secure Firewall -
Secure Client (formerly

’ AnyConnect)

authentication

.
Cisco Systerns, Inc.

)
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Home » Enterprise applications | All

22 SAMLtest | Overvi
Bt Enterpnse Application
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i Overview
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Session Type: AnyConnect
Username : RTPVPNtest
Index : 7110
Assigned IP :
Protocol
License :
Encryption :
Hashing : AnyConnect-Parent:
Bytes Tx : 105817 Bytes Rx :
Group Policy :

192.168.55.3 Public IP :

AnyConnect Premium
AnyConnect-Parent: (1)none SSL

63694

SAM_t est - GP

Tunnel Group : SAMLtest

Login Time : 16:54:17 UTC Fri May 9 2025
Duration : Oh:11m:19s

Inactivity : 0h:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : acl27cal01bc6000681e3339
Security Grp : none Tunnel Zone : 0

IdPOIM H5l= Edlde ELiD J=X| =2l
255"9| £ g & FLICH CltHa el oMM
gt
<ttroot>

<Attribute Name="cisco_group_policy">
<AttributeValue>

SAM_t est - GP

</AttributeValue>
</Attribute>

=X 2

<tfroot>

firepower#

show run webvpn

firepower#

show run tunnel - group

firepower#

show crypto ca certificate

-Tunnel:

(1none SSL-Tunnel: (1)SHA384 DTLS-Tunnel:

10.26.162.189
: AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

15t 24 VPNOI| 9175t
522 A5t 54 4

(1)AES-GCM-256 DTLS-Tunnel:

(1)AES256
(1)SHA256

59k "debug webvpn saml
ME IdPof| & E At H|



firepower#

debug webvpn saml 255
firepower#

debug webvpn 255
firepower#

debug aaa aut hori zation

24 X4

_ O

rkl

Cisco 7| K| QI CIRECE

ASA ZAI|8|0|M 710|=
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https://www.cisco.com/c/ko_kr/support/index.html
https://www.cisco.com/c/ko_kr/support/index.html
https://www.cisco.com/c/ko_kr/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/ko_kr/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/ko_kr/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/ko_kr/support/security/defense-center/products-installation-and-configuration-guides-list.html
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