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2. Administration including its subtypes.

g Subject Alternative Name (SAN)"
Work Centers
[a]
Additional security can be enforced by validating SAN certificate attributes. Cisco ISE
supports validating the IP address (IPAddress), DNS Name (dNSName), and Directory
Name (directoryName) attributes. The attributes chosen below are evaluated in this
order: IP address, DNS Name, Directory Name, When ANY of attributes match,

£ Interactive Help validation is successful, otherwise, validation fails.

[ 1P Address

The IP address(es) listed within the SAN attribute of the certificate is matched with
the IP address of the network device. Both IPv4 and IPv6 addresses are supported.

Additional SAN attribute details Show

Additional SAN Attributes
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1Et7AH|. DNS(Name-server) 7t Tt k|04 Q11 2HRE{7F FQDN(Frequently Qualified Domain
Names), £ ISE AtH FQDN2 H3Ho = 2 QIg = /=X| Felg Lot

domain vrf mgmt name svs.lab
domain vrf mgmt name-server 10.225.253.247
no domain vrf mgmt Tookup disable

RP/0/RPO/CPU0:BRC-8201-1#ping vrf mgmt isel.svs.lab



Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.225.253.209 timeout is 2 seconds:
=1/2/4 ms

Success rate is 100 percent (5/5), round-trip min/avg/max
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show crypto ca trustpoint
show crypto ca certificates

(config)# no crypto ca trustpoint <tp-name>
# clear crypto ca certificates <tp-name>
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<#froot>
RP/0/RP0/CPU0:BRC-8201-1(config)#

crypto key generate rsa

4096

RP/0/RP0/CPU0:BRC-8201-1(config)#

crypto ca trustpoint

RP/0/RP0/CPU0:BRC-8201-1(config-trustp)#

rsakeypair
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<tfroot>
RP/0/RP0/CPUO:BRC-8201-1(config)#

crypto ca trustpoint svs

RP/0/RP0/CPU0:BRC-8201-1(config-trustp)#

vrf ngnt

RP/0/RP0/CPU0:BRC-8201-1(config-trustp)#

crl optiona

4| CH&| o|&oil CHer DNS Zxm|ei o2 ME

AL O|X|ZHISEO| A & A5t



RP/0/RPO/CPU0:BRC-8201-1(config-trustp)#

subj ect - nane C=US, ST=NC, L=RTP, O=Ci sco, QU=SVS, CN=br c-8201- 1. svs. |l ab

RP/0/RPO/CPU0:BRC-8201-1(config-trustp)#

subj ect-al ternative-nane | P:10. 225. 253. 167, DNS: brc- 8201- 1. svs. | ab

RP/0/RPO/CPU0:BRC-8201-1(config-trustp)#
enrol I nent url termna
RP/0/RPO/CPU0:BRC-8201-1(config-trustp)#

rsakeypair svs-4096

RP/0/RP0/CPU0:BRC-8201-1(config-trustp)#

comm t
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<#root>
RP/0/RP0/CPU0O:BRC-8201-1#

crypto ca authenticate svs

Enter the base64/PEM encoded certificate/certificates.
Please note: for multiple certificates use only PEM.
End with a blank T1ine or the word "quit" on a line by itself

MIIFTDCCA3ygAwIBAgIIIM10AsTaN/UwDQYJIKoZIhvcNAQELBQAwajELMAKGALUE
BhMCVVMxFzAVBgNVBAgTDk5vcnRoIENhcm9saW5hMRAWDgYDVQQHEwWdSYWx 1aWdo
MQ4wDAYDVQQKEwVDaXNjbzEMMAOGALUECXMDU1ZTMRIWEAYDVQQDEW1TVIMgTGF1
QOEwHhcNMjUWNDI4MTcwNTAWWhcNMzUWNDI4MT cwNTAwWjBgMQswCQYDVQQGEwWIV
UzEXMBUGALUECBMOTm9ydGggQ2Fyb2xpbmExXEDAOBgNVBACTB1IhbGVpZ2gxDjAM
BgNVBAOTBUNpc2NvMQwwCgYDVQQLEWNTVTMxEjAQBgNVBAMTCVNWUYBMYWIDQTCC
AiIwDQYJKoZIhvcNAQEBBQADggIPADCCAgoCggIBAIvZUOyn2vIn6gKbx3M7vaRq
2YjwZ1zSH6EKEVXnITy+kksiFD33GyHQepk7vfp4NFU50tQ4HC7t/AO0vIgrDa3Qw
VwvV4MBbJIhFM3s0] /ejgDYcMZhIAaPy0Zo5WLboOkXEiKjPLatkXojB8FVrhLF30
jMBSqwa4/WTniy5S+7s4FFxsCf20COWfBAsnrsOtatIThmcnx+VLIP7MRm8fOw4m
mutNo7IhbJSrgAFXmj1bBjMmgspObULo/wxMHdThtPBf11HRHTKNIo3qy04UADL2
WpoGhgT/FaxxBo2UBcnYVaP+3jjREONYT973MCbVAAXxtNVU6GbEBROZ+LWniACzupm
+gh23SL43uW5A31iSw/BuU1lE9p7B0e80oDNKU6gXT0ojKyLP/gC7j8AeP031 r+KZui8
b8X41iYn/67SbzZFhwxn3chkW4JYhQ4AImW1An2Q1+DMoZL7zRtSqQ39g9ZqRIMzQN
gJ+kQXe7QtT/ubmlMrtjE3gAEVPL334rTIxy9hpKZIkB861t2ZA3IX8CLsbhCal3sA
z1XCoONX+6alekmXuAOI+t3c1sNbN2AtFi4cJovTAO1xh60I4QnK+MNQKpTjt/E4
ydHT0rrurXsZummj9QBnkX4pqY7cDLHhdMKpbjDwg7jVL1783nTcOwYptQEPi 5sw
8399EMgKVOARTIiVUa/qT1AgMBAAG]PjASMAWGALUdEWQFMAMBATSWEQYJYIZIAYb4
QgEBBAQDAgAHMBkGCWCGSAGG+EIBDQQMFgpTVIMgTGFi IENBMAOGCSqGSIb3DQEB
CwUAA4ICAQAIT3080L2L67j/7Kk9VdcouuaBsN902pNEk3KXeZ8ykarNoxa87sFYr
AwXIwfAtk8uEHfnWulQcZ3LKkEIMIrHVCZuKsYd3D6qojo54HTpxRLgo50K0dGay i
1SEKSSX9qyfLFINHR2ISVqIU6jLsy86X7q7RmIPMS7XfHzuddFNI4YDOXRX67X+v
0+ja6zTQqjo6T1qlhmrSkyFbYf/ZTpe4d10zJsZjNsNOr8bF9n0A/7gNZLp3Z3cpU
PUOKdbiSVRgnPw3e8TfITVmAzcx8COI2SrYFMSUazo1VBVDy+xRKxyAtMbneGz6n
YdykCimThCKoKwp/pWpYBEqQIEOf5ay1PKURO/8aj/B7alulapXkmnj5qPeGhNOpB
Q9rl4reov4dso2EspkXS7CrH9yGfpIlyTprokzlUvZBZ8v10I17YZmjFmem+5rT6Gnk
eU/1X7nV61SYG5W5K+I8uaKuyBHOMn7Amy3DYL5c5GIBgxpSZERbLXV+Q1tIgRU8
899z1P0dsS/i6Lo7ypYX0eB9HgVDCkzQsLXQuHG] /2WsgPgdRcjkvnyURk4Ix+Ib
xDrmo7e0XPpSW4172a6K18CR3U2Cr4wsuvndPEq/qd2NRSBWTfFOXE/AJHQG7STT
HaXLU9r2Ko6030ecu8ysGTwL1It/9T1/FObOxZRugWcplrVoTgDGuA==

----- END CERTIFICATE-----

quit

Serial Number : AB:CD:87:FD:41:12:C3:FE:FD:87:D5
Subject:

CN=SVS LabCA,0U=SVS,0=Cisco,L=Raleigh,ST=North Carolina,C=US
Issued By :

CN=SVS LabCA,0U=SVS,0=Cisco,L=Raleigh,ST=North Carolina,C=US



Validity Start : 17:05:00 UTC Mon Apr 28 2025
Validity End : 17:05:00 UTC Sat Apr 28 2035
RP/0/RPO/CPUO:May 9 14:52:20.961 UTC: pki_cmd[66362]: %SECURITY-PKI-6-LOG_INFO_DETAIL :

SHA1 Fingerprint:
OEB181E95A3ED7803BC5A8059A854A95C83AC737

Do you accept this certificate? [yes/no]:

Fingerprint: 2A

yes
certificate database updated

cepki[153]: %SECURITY-CEPKI-6-INFO :

RP/0/RPO/CPUO:May 9 14:52:23.437 UTC:

FLcH ¢

|I°l'

52l CA A|ARIO| U= B FE CA L 512 CAUBME B2F 7Fx2tok
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=
=
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ATHH|. CSR(Certificate Signing Request)S A A48tL|C}.

<#froot>



RP/0/RPO/CPUO:BRC-8201-1#

crypto ca enroll svs

Fri May 9 14:52:44.030 UTC

% Start certificate enrollment ...

% Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.

% For security reasons your password will not be saved in the configuration.
% Please make a note of it.

Passwor d:

Re-ent er Password:

% The subject name in the certificate will include: C=US,ST=NC,L=RTP,0=Cisco,0U=SVS,CN=10.225.253.167
% The subject name in the certificate will include: BRC-8201-1.svs.lab
% Include the router serial number in the subject name? [yes/no]:

yes

% The serial number in the certificate will be: 4090843b
% Include an IP address in the subject name? [yes/no]:

yes

Enter IP Address[]

10. 225. 253. 167

Fingerprint: 36354532 38324335 43434136 42333545
Display Certificate Request to terminal? [yes/no]:

yes

Certificate Request follows:

MIIDQTCCAikCAQAwcjELMAKGATUEBhMCVVMxCzAJBgNVBAgMAK5DMQwwCgYDVQQH
DANSVFAxDjAMBgNVBAoMBUNpc2NvMQwwCgYDVQQLDANTV1MxFzAVBgNVBAMMD j Ew
LjIyNS4yNTMuMTY3MREwDwWYDVQQFEwgOMDkwODQzYjCCASIwDQYJKoZIhvcNAQEB
BQADggEPADCCAQoCggEBALwWXx9w4DNTtr10DH910ZxPVEDARWNOt4WrPEjaQc1ZUA
6ax6Cxq/0311QiUf2+eQv+4rKZgAZ1xDhiaiMGqETNOOLKpwmtx10IgXL7UYMHHWF
9VRII52zomkWA8a63Wx66UkExaXoeXaf5HkLoqDu68X83U7LPvMelsMwvmqg7Rmy?2
DAu30HB/JfYT1QCHMTVFz3M5fBt86xx4t1nxTFU/4TRWMC73UdL5YdKILjMpBT2tN
E3piZ+kL4plc9U4RIBkU8/G4drzFbGvHCIkWkwIOch1X2HgtbVQdCXTAwIDmr209
zd2ZCa5enTbOKHbNXuHj py0Ok8MewKOV2muwxVcQbej8CAWEAAaCBiTAYBgkghkiG
9w0BCQcxCxMIQzFzY28uMTIzMGOGCSqGSIb3DQEIDjFgMF4wDgYDVROPAQH/BAQD
AgWgMCAGA1UdIQEB/wQWMBQGCCsGAQUFBWMBBggrBgEFBQCcDAjAJBgNVHRMEA AA
MB8GA1UdEQQYMBaCDjEwLjIyNS4yNTMuMTY3hwQK4f2nMAOGCSqGSIb3DQEBBQUA
A4IBAQBBX0eWF5ZUz701GFjuQHBBDgYb+3ThFOxbYm9psIWfvluwjkKoL297tGHv
Tux7nMyrDVkSJI81i5BSTdd9FE6AbSFswj1YpO+IxkUM971Ejwg2rj+jABDR7I8SU
06Y06mS9%x2Z3YqImeq8xwIrl9Hi+7tyale6apfTI1jdgVxB+Xyz0OFIMckIO5US3j
T/3aw/115RcXerdrh36oMUHEepUjIx/15u9s1c7elmxACoQE6TI90A+fdg2zYtOME
Z6VAW64cY+YF6iLbYv7c41iz05Zj2NIbUKpeqijkFAKY/1rIxTHypzH/p2ma4zuS
46a+kLXsVHZ716ZMB3WrUzB2ZN0OO



————— END CERTIFICATE REQUEST-----
---End - This Tine not part of the certificate request---
Redisplay enrollment request? [yes/no]:

no

5EA. CA ME IS ME 7tMSLICH

<tfroot>
RP/0/RP0O/CPUO:BRC-8201-1#

crypto ca inport svs certificate

Fri May 9 15:00:35.426 UTC

Enter the base64/PEM encoded certificate/certificates.
Please note: for multiple certificates use only PEM.
End with a blank 1ine or the word "quit" on a line by itself

MIIE3zCCAsegAwIBAgIINL1INAUzx14UwDQYJKoZIhvcNAQELBQAwajELMAKGALUE
BhMCVVMxFzAVBgNVBAgTDk5vcnRoIENhcm9saW5hMRAWDgYDVQQHEwdSYWx 1aWdo
MQ4wDAYDVQQKEwVDaXNjbzEMMAoGALUECXMDU1ZTMRIWEAYDVQQDEW1TVIMgTGF1
QOEwHhcNMjUWNTASMTQLNZAWWhcNMj YWNTASMTQINzAwWWjByMQswCQYDVQQGEwIV
UzELMAKGA1UECAwWCTkMxDDAKBgNVBACMA1JUUDEOMAWGALUECgwFQ212zY28xDDAK
BgNVBAsSMAINWUzEXMBUGALUEAWWOMTAuUM; I1LjI1My4xNjcxETAPBgNVBAUTCDQw
OTA4NDNiMIIBIjANBgkghkiG9wOBAQEFAAOCAQSAMIIBCgKCAQEAVDH3DgOdO2uWw
gMf2I5nE+8QMBHA3S3has8SNpByV1QDprHoLGr/QmVCIR/b55C/ 714 spmoBnXEOG] rNEG/gqcu+dn9EnNKKE2WV
oF5370w+uNHoK8Bdt8mgadUT400USqY8ArVOBomO5tzbemreVPmQAZ/IahZ7TgKo
3dGNonTATfFTESM11ujQ811iRKsikDHySnwcCM2ni1CKZrhVq5IB8NK6jKRIZ0eQAX
vMtl

Serial Number : C2:F4:AB:34:02:D2:76:74:65:34:FE:D5

Subject:
serialNumber=4090843b,CN=10.225.253.167,0U=SVS,0=Cisco,L=RTP,ST=NC, C=US
Issued By :

CN=SVS LabCA,0U=SVS,0=Cisco,L=Raleigh,ST=North Carolina,C=US



Validity Start : 14:57:00 UTC Fri May 09 2025
Validity End : 14:57:00 UTC Sat May 09 2026
SHA1 Fingerprint:
21E4DA0B02181D08B6E51FOCC754BCE5B815C792

Bt E ID QB M7 SHEIJ=K] FHAELICH

<{froot>
RP/0/RPO/CPU0:BRC-8201-1#

show crypto ca trustpoint svs detai

Trustpoint :svs-new

KeyPair Label: the_default

CRL:optional

enrollment: terminal

subject name: C=US,ST=NC,L=RTP,0=Cisco,0U=SVS,CN=brc-8201-1.svs.lab

RP/0/RPO/CPUO:BRC-8201-1#

show crypto ca certificates svs

Wed May 14 14:55:58.173 UTC

Trustpoint I SvS-hew

CA certificate
Serial Number : 20:01:20:1F:B6:9D:C3:FE:43:78:FF:64
Subject:
CN=SVS LabCA,0U=SVS,0=Cisco,L=Raleigh,ST=North Carolina,C=US
Issued By
CN=SVS LabCA,0U=SVS,0=Cisco,L=Raleigh,ST=North Carolina,C=US
Validity Start : 17:05:00 UTC Mon Apr 28 2025
Validity End : 17:05:00 UTC Sat Apr 28 2035
SHA1 Fingerprint:
OEB181E95A3ED7803BC5A8059A854A95C83AC737
Router certificate

Key usage : General Purpose

Status : Available

Serial Number : FD:AC:20:1F:B6:9D:C3:FE:98:43:ED

Subject:
serialNumber=4090843b,CN=brc-8201-1.svs.lab,0U=SVS,0=Cisco,L=RTP,ST=NC, C=US

Issued By

CN=SVS LabCA,0U=SVS,0=Cisco,L=Raleigh,ST=North Carolina,C=US
Validity Start : 19:59:00 UTC Fri May 09 2025
Validity End : 19:59:00 UTC Sat May 09 2026
SHA1 Fingerprint:
AC17E4772D909470F753BDBFA463F2DF522CC2A6
Associated Trustpoint: svs

TLSE AF235l04 TACACS T AAA M
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tacacs source-interface MgmtEthO/RPO/CPUO/O vrf mgmt
tacacs-server host 10.225.253.209 port 49
key 7 072C705F4D0648574453

aaa group server tacacs+ tacacs?2
server 10.225.253.209
vrf mgmt

2CHA| AAA I E 2 FAELICE

aaa group server tacacs+ tac_tls_sc



vrf mgmt
server-private 10.225.253.209 port 6049
timeout 10
tls
trustpoint svs
I

single-connection

2EHA AAAE FE'ELICH

aaa accounting exec default start-stop group tac_tls_sc
aaa accounting system default start-stop group tac_tls_sc
aaa accounting network default start-stop group tac_tls_sc
aaa accounting commands default stop-only group tac_tls_sc
aaa authorization exec default group tac_tls_sc local

aaa authorization commands default group tac_tls_sc none
aaa authentication Togin default group tac_tls_sc local
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RP/0/RP0/CPU0:BRC-8201-1#show crypto ca certificates svs-new
Thu Aug 14 15:13:37.465 UTC

Trustpoint : svs-new

CA certificate
Serial Number :

Subject:
CN=Test Drive Sub CA G1,0U=Certification Authorities,0O=Keyfactor Command,C=US

30:A2:10:14:C9:5E:B0:E0:07:CE:0A:24:16:69:90:ED:D1:34:B5:9B

Issued By :
CN=Test Drive Root CA G1,0U=Certification Authorities,O=Keyfactor Command,C=US

Validity Start : 22:13:17 UTC Thu Jun 26 2025
Validity End : 22:13:16 UTC Tue Jun 25 2030

CRL Distribution Point



http://svs.1ab:8080/ejbca/publicweb/cris/search.cgi?iHash=m9uB1QsZDYy6wxomiFWB5GvOAZM

SHA1 Fingerprint:
EA8FB276563B927FCAF0174D9FD1C58F3E8B5FF2
Trusted Certificate Chain

Serial Number : 1F:A6:6E:2E:F8:AB:CE:B4:9C:B8:07:5A:9F:2B:32:02:B4:56:5C:96

Subject:

CN=Test Drive Root CA G1,0U=Certification Authorities,O=Keyfactor Command,C=US

Issued By :

CN=Test Drive Root CA G1,0U=Certification Authorities,O=Keyfactor Command,C=US

Validity Start : 22:13:17 UTC Thu Jun 26 2025
Validity End : 22:13:16 UTC Sun Jun 24 2035
SHA1 Fingerprint:
E225647FF9BDA176D2998D5A3A9770270F37D2A7
Router certificate
Key usage : General Purpose
Status : Available

Serial Number : 7A:13:EB:C0:6A:8D:66:68:09:0B:32:C7:0C:D8:05:BD:81:72:9B:4E

Subject:
CN=brc-8201-1.svs.lab,0U=SVS,0=Cisco,L=RTP,ST=NC, C=US
Issued By :

CN=Test Drive Sub CA G1,0U=Certification Authorities,O=Keyfactor Command,C=US

Validity Start : 16:38:36 UTC Wed Jul 30 2025
Validity End : 16:38:35 UTC Thu Jul 30 2026
CRL Distribution Point

http://svs.1ab:8080/ejbca/publicweb/crls/search.cgi?iHash=X4as2q+6I19Bd4Qg1Qa8glxoH8GY

SHA1 Fingerprint:
B562F3CF507CE7F97893F28BC896794CFF6995C1
Associated Trustpoint: svs-new
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RP/0/RPO/CPU0:BRC-8201-1#clear crypto ca certificates KF_TP
Thu Aug 14 15:25:26.286 UTC
certificates cleared for trustpoint KF_TP

RP/0/RPO/CPUO:Aug 14 15:25:26.577 UTC: cepki[382]: %SECURITY-CEPKI-6-INFO :

RP/0/RPO/CPU0:BRC-8201-1#

RP/0/RPO/CPU0:BRC-8201-1#

RP/0/RP0O/CPU0:BRC-8201-1#show crypto ca certificates KF_TP
Thu Aug 14 15:25:37.270 UTC

RP/0/RPO/CPUO:BRC-8201-1#

certificate database update

3EHA|. Trustpoint Configuration(&1 2| X|& Z4x|Tgi0|4M) o] Aol dBE CHE &2 X|HE RHL!
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RP/0/RP0O/CPU0:BRC-8201-1#show crypto ca certificates KF_TP
Thu Aug 14 15:31:28.309 UTC

Trustpoint : KF_TP




30:A2:10:14:C9:5E:B0:E0:07:CE:0A:24:16:69:90:ED:D1:34:B5:9B

CA certificate
Serial Number

Subject:
CN=Test Drive Sub CA G1,0U=Certification Authorities,O=Keyfactor Command,C=US

CN=Test Drive Root CA G1,0U=Certification Authorities,O=Keyfactor Command,C=US

22:13:17 UTC Thu Jun 26 2025

Issued By
Validity End 22:13:16 UTC Tue Jun 25 2030

Validity Start
CRL Distribution Point
http://svs.1ab:8080/ejbca/publicweb/cris/search.cgi?iHash=m9uB1QsZDYy6wxomiFWB5GvOAZM

SHA1 Fingerprint:
EA8FB276563B927FCAF0174D9FD1C58F3E8B5FF2
1F:A6:6E:2E:F8:AB:CE:B4:9C:B8:07:5A:9F:2B:32:02:B4:56:5C:96

Serial Number

Subject:
CN=Test Drive Root CA G1,0U=Certification Authorities,O=Keyfactor Command,C=US

22:13:17 UTC Thu Jun 26 2025

Trusted Certificate Chain
CN=Test Drive Root CA G1,0U=Certification Authorities,O=Keyfactor Command,C=US
22:13:16 UTC Sun Jun 24 2035

Issued By

Validity Start
E225647FF9BDA176D2998D5A3A9770270F37D2A7

Validity End
SHA1 Fingerprint:
1F:BO:AE:44:CF:8E:24:62:83:42:2F:34:BF:D0:82:07:DF:E4:49:0B

Router certificate
: General Purpose

Key usage :
Status : Available
Serial Number :
Subject:
CN=brc-8201-1.svs.lab,0U=SVS,0=Cisco,L=RTP,ST=NC, C=US
CN=Test Drive Sub CA G1,0U=Certification Authorities,O=Keyfactor Command,C=US
15:17:29 UTC Thu Aug 14 2025

Issued By
15:17:28 UTC Fri Aug 14 2026

Validity Start
Validity End :
CRL Distribution Point
http://svs.1ab:8080/ejbca/publicweb/crls/search.cgi?iHash=X4as2q+6I19Bd4Qg1Qa8glxoH8GY
SHA1 Fingerprint:
D3CEOAEB51C5E8009F626A1A9FD633FB9AFA96DE
Associated Trustpoint: KF_TP
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show crypto ca certificates [detail]
show crypto ca trustpoint detail

show tacacs details

TACACS+of Cligt C|HH



debug tacacs tls

TLS CltHa

debug ss1 error
debug ss1 events

AAA RIZE Fdst7| Toll M AL RHE BIAEF LICH

<tfroot>

test aaa group tacacs?2

user has been authenticated

=X o2
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clear crypto ca certificate <trustpoint name>

TACACS ZZM|A RHA|ZH(E R BR)

process restart tacacsd
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