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X TACACS External Servers Name SVS_BRPASRIK
{ TAGACS Server Sequence
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rﬂ -
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Device Profile &% Cisco w
Model Name e
Softwara Version e

Metwork Davice Group

Location All Locations s Sat To Default
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4. Administration including its subtypes.
Subject Alternative Name (SAN)"
Al Work Centers
Additional security can be enforced by validating SAN certificate attributes. Cisco ISE
suppons validating the IP address (IPAddress), DNS Name (dNSName), and Directory
Name (directoryName) attributes. The attributes chosen below are evaluated in this
o . order: IP address, DNS Name, Directory Mame, When ANY of attributes match,
2 JOEarRCiRINe D validation is successful, otherwise, validation fails.

[ 1P Address

The IP address(es) listed within the SAN attribute of the certificate is matched with
the IP address of the network device. Both IPv4 and IPv6 addresses are supported.

Additional SAN attribute details Show

Additional SAN Attributes
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Select Directory Groups

This dialog is used to select groups from the Directory.

Domain svs.lab

Name s SID
Device :
Filter

Filter

Retrieve Groups...
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] svs.lab/Users/Device RO
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Type
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Group SID Group Type
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S-1-5-21-4125682916-2670386087-26956193... GLOBAL
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ip domain name svs.lab

crypto key generate ec keysize 256 Tabel svs-256ec-key
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crypto pki trustpoint svs_cat9k
enrollment terminal pem
subject-name C=US,ST=NC,L=RTP,0=Cisco,0U=SVS,CN=cat9k.svs.Tab
serial-number none
ip-address none
revocation-check none
eckeypair svs-256ec-key

2EH7A. CA IBME MR(stod &lZ| X[HE S ELICH

<#root>
cat9k(config)#

crypto pki authenticate svs_cat 9k

Enter the base 64 encoded CA certificate.

End with a blank T1ine or the word "quit" on a line by itself

MIIFTDCCA3ygAwIBAgIIIM10AsTaN/UwDQYJKoZIhvcNAQELBQAwajELMAKGALUE
BhMCVVMxFzAVBgNVBAgTDk5vcnRoIENhcm9saW5hMRAWDgYDVQQHEwWdSYWx 1aWdo
MQ4wDAYDVQQKEwVDaXNjbzEMMAOGALUECXMDU1ZTMRIWEAYDVQQDEW1TVIMgTGF1
QOEwHhcNMjUWNDI4MTcwNTAWWhcNMzUWNDI4MT cwNTAwWjBgMQswCQYDVQQGEwWIV r+KZui8
b8X41iYn/67SbzZFhwxn3chkW4JYhQ4AImW1An2Q1+DMoZL7zRtSqQ39g9ZqRIMzQN
gJ+kQXe7QtT/ubmlMrtjE3gAEVPL334rTIxy9hpKZIkB86t2ZA3IX8CLsbhCal3sA
z1XCoONX+6alekmXuAOI+t3c1sNbN2AtFi4cJovTAO1xh60I4QnK+MNQKpTjt/E4
ydHT10rrurXsZummj9QBnkX4pqY7cDLHhdMKpbjDwg7jVL1783nTcOwYptQEP1i 5sw



839g9EMgKVOARIiVUa/q1AgMBAAG]PjASMAWGALUdEWQFMAMBAT8WEQYJYIZIAYb4
QgEBBAQDAgAHMBkKGCWCGSAGG+EIBDQQMFgpTVIMgTGFi IENBMAOGCSqGSIb3DQEB] /2WsgPgdRcjkvnyURk4Ix+Ib
xDrmo7e0XPpSW4172a6K18CR3U2Cr4wsuvndPEq/qd2NRSBWffFOXE/AJHQG7STT
HaXLU9r2Ko6030ecu8ysGTwL1It/9T1/FObOxZRugWcplrVoTgDGuA==

Certificate has the following attributes:
Fingerprint MD5: D9C404B2 EC08A260 EC3539E7 F54ED17D
Fingerprint SHAl: OEB181E9 5A3ED780 3BC5A805 9A854A95 C83AC737

% Do you accept this certificate? [yes/no]:

yes

Trustpoint CA certificate accepted.
% Certificate successfully imported

cat9k(config)#

3Et7|. CSR(Certificate Signing Request)S A Ad&FL|C}.

<#root>
cat9k(config)#

crypto pki enroll svs_cat 9k

% Start certificate enrollment ..

% The subject name in the certificate will include: C=US,ST=NC,L=RTP,0=Cisco,0U=SVS,CN=cat9k.svs.Tab
% The subject name in the certificate will include: cat9k.svs.lab
Display Certificate Request to terminal? [yes/no]:

yes

Certificate Request follows:

MIIBFfDCCASMCAQAWgYQxGjAYBgNVBAMTEWNhdDT rLnRtby5zdnMuY29tMQwwCgYD
VQQLEWNTV1MxDjAMBgNVBAOTBUNpc2NvMQwwCgYDVQQHEWNSVFAXCzAJBgNVBAGT
Ak5DMQswCQYDVQQGEwIVUzEgMB4GCSqGSIb3DQEJANhYRY2FOOWsudGlvLnN2cy5]
b20wWTATBgcqhkjOPQIBBggqhk jOPQMBBWNCAATpYE7atscrt14ddevCh3UgxjYi
4N40BGWrpJBctKy4so8V5i16RXDt7kHgPzp14Qnf20bcXVODE1wt TAHHB rIXqoDww
0gYJKoZIhvcNAQkOMSOwKzACBgNVHREEFTATghFjYXQ5ay50bW8uc3ZzLmNvbTAL
BgNVHQ8EBAMCB4AwWCgYIKoZIzjOEAWQDRWAWRAIGZqP2QTwM3ZZrmIphl7+jSTER
40kTx2DiVs1c1Xf+vR4CIBcSb18DIYz84DmgMHUaf778/cmpe9cWakvdaxMWseBH
————— END CERTIFICATE REQUEST-----



---End - This Tine not part of the certificate request---

Redisplay enrollment request? [yes/no]:

no

cat9k(config)#

4EHA. CA HE ABME 7Fx{ZLICH

<#root>
cat9k(config)#

crypto pki inport svs_cat9k certificate

Enter the base 64 encoded certificate.
End with a blank T1ine or the word "quit" on a line by itself

MIID8zCCAdugAwIBAgIIKfdYWg5WpskwDQYIKoZIhvcNAQELBQAwajELMAKGALUE
BhMCVVMxFzAVBgNVBAgTDk5vcnRoIENhcm9saW5hMRAWDgYDVQQHEwWdSYWx 1aWdo
MQ4wDAYDVQQKEwVDaXNjbzEMMAOGALUECXMDU1ZTMRIWEAYDVQQDEW1TVIMgTGF1
QOEwHhcNMjUWNTEOMTUXMjAwWhcNMj YWNTEOMTUxMjAwWjCBhDEaMBgGA1UEAXMR
Y2F0OWsudGlvLnN2cy5jb20xDDAKBgNVBASTAINWUZEOMAWGALUEChMFQ21zY28x
DDAKBgNVBACTA1JUUDELMAKGALIUECBMCTkMxCzAJBgNVBAYTATVTMSAwHgYJKoZI
hvcNAQkCFhF;jYXQ5ay50bW8uc3ZzLmNvbTBZMBMGBY qGSM49AgEGCCqGSM49AWEH rovEPm8ZDsnvYpJIn4Km3iDvBNgp/vvAHOFcyXrvGe
3i/1b9%erGQ==

% Router Certificate successfully imported

cat9k(config)#

TACACS & AAA(TLS Zim|a2olM 2 &)

1EHH. TACACSS MH 2 AAA O &2 4835t E2t0|HE(EIRH) dE| X|HS A= LI



tacacs server svs_tacacs

address ipv4 10.225.253.209
single-connection

tls port 6049

tls idle-timeout 60

tls connection-timeout 60

tls trustpoint client svs_cat9k
tls ip tacacs source-interface GigabitEthernet0/0
tls ip vrf forwarding Mgmt-vrf
|

aaa group server tacacs+ svs_tls
server name svs_tacacs

ip vrf forwarding Mgmt-vrf

|

tacacs-server directed-request

25 A AAA S FEFLICH

aaa authentication Togin default group svs_tls local enable

aaa authentication login console local enable

aaa authentication enable default group svs_tls enable

aaa authorization config-commands

aaa authorization exec default group svs_tls local if-authenticated
aaa authorization commands 1 default group svs_tls local if-authenticated
aaa authorization commands 15 default group svs_tls

aaa accounting exec default start-stop group svs_tls

aaa accounting commands 1 default start-stop group svs_tls

aaa accounting commands 15 default start-stop group svs_tls

aaa session-id common

7|2t ClHOo|A& 2 CA Q1B MHE CSR HIME CHAl PKCS#12 E4Ale 2 XY 7HME 42 ol HIM

CEMNSE =+ %JﬁL—IEF.

1EH7|. 220U E AZ| X|HE ddFLIct

cat9k(config)#crypto pki trustpoint svs_cat9k_25junl?7
cat9k(ca-trustpoint)#revocation-check none

2EHAH|. PKCS#12 It U2 bootflashofl S AHEF LTt






Zol: 72 PKCS#122| 7|= RSA040F B LICHO{: ECC7} ot! RSA 2048) &

<#root>
cat9k#

copy sftp bootflash: vrf Mnt-vrf

Address or name of remote host [10.225.253.247]7?

Source username [svs-user]?

Source filename [cat9k.svs.lab.pfx]? /home/svs-user/upload/cat9k-25junl7.pfx
Destination filename [cat9k-25junl7.pfx]?

Password:
|

2960 bytes copied in 3.022 secs (979 bytes/sec)

3CHAl import W AR50 PKCS#12 Y 7HX{S LIt



<#root>
cat9k#
crypto pki import svs_cat 9k_25j unl7 pkcsl12 bootfl ash: cat 9k- 25j unl7. pf x

password Clsco.123
% Importing pkcsl2...Reading file from bootflash:cat9k-25junl7.pfx
CRYPTO_PKI: Imported PKCS12 file successfully.

cat9k#

cat9k#

show crypto pki certificates svs_cat9k_25junl7

Certificate
Status: Available
Certificate Serial Number (hex): 5860BF33A2033365
Certificate Usage: General Purpose
Issuer:
cn=SVS LabCA
ou=SVS
o=Cisco
1=Raleigh
st=North Carolina
c=US
Subject:
Name: cat9k.svs.lab
e=pkalkur@cisco.com
cn=cat9k.svs.lab
ou=svs
0=Ccisco
T=rtp
st=nc
c=us
Validity Date:
start date: 17:56:00 UTC Jun 17 2025
end date: 17:56:00 UTC Jun 17 2026
Associated Trustpoints: svs_cat9k_25junl?

CA Certificate
Status: Available
Certificate Serial Number (hex): 20CD7402C4DA37F5
Certificate Usage: General Purpose
Issuer:
cn=SVS LabCA
ou=SVS
o=Cisco
1=Raleigh
st=North Carolina
c=US
Subject:
cn=SVS LabCA
ou=SVS
o=Cisco
1=Raleigh
st=North Carolina
c=US
Validity Date:
start date: 17:05:00 UTC Apr 28 2025
end date: 17:05:00 UTC Apr 28 2035
Associated Trustpoints: svs_cat9k_25junl?7 svs_cat9k
Storage: nvram:SVSLabCA#37F5CA.cer



tacacs server svs_tacacs
address ipv4 10.225.253.209
single-connection
tls port 6049
tls idle-timeout 60
t1s connection-timeout 60
tls trustpoint client svs_cat9k
tls ip tacacs source-interface GigabitEthernet0/0
tls ip vrf forwarding Mgmt-vrf
|
aaa group server tacacs+ svs_tls
server name svs_tacacs
ip vrf forwarding Mgmt-vrf
|
tacacs-server directed-request

2Bl AAA S FIFLICH

aaa authentication Tlogin default group svs_tls local enable

aaa authentication login console local enable

aaa authentication enable default group svs_tls enable

aaa authorization config-commands

aaa authorization exec default group svs_tls local if-authenticated
aaa authorization commands 1 default group svs_tls local if-authenticated
aaa authorization commands 15 default group svs_tls

aaa accounting exec default start-stop group svs_tls

aaa accounting commands 1 default start-stop group svs_tls

aaa accounting commands 15 default start-stop group svs_tls

aaa session-id common
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show tacacs
show crypto pki certificates <>
show crypto pki trustpoints <>

AAA 2! TACACS+0] CHet C|H



debug aaa authentication
debug aaa authorization
debug aaa accounting

debug aaa subsys

debug aaa protocol Tocal
debug tacacs authentication
debug tacacs authorization
debug tacacs accounting
debug tacacs events

debug tacacs packet

debug tacacs

debug tacacs secure

! Below debugs will be needed only if there is any issue with SSL Handshake
debug ip tcp transactions
debug ip tcp packet

debug crypto pki transactions
debug crypto pki API

debug crypto pki messages
debug crypto pki server

debug ss1 openssl1 errors
debug ss1 openssT msg

debug ss1 openss1 states
clear logging
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