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|| 323 5.946E818 18.65.54.8 16.166.51.72 55Hv2 82 Client: Protocol (SSH-2.8-PuTTY_Release_@.76)

Frame 323: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface @
Ethernet II, Src: Cisco_3c:7a:99 (80:85:%a:3c:7a:88), Dst: Cimsys_33:44:55 (89:11:22:33:44:55)
Internet Protocol Version 4, Srg: 108.65.54.8, Dst: 1@.186.51.72
Transmission Control Protocol, Src Port: 56127, Dst Port: 22, Seq: 1, Ack: 1, Len: 28
v 5SH Protocol
Protocol: SSH-2.8-PuTTY_Release_©.76

Eel0|9E T2 EE T2 SSH2.00|T AZEQo{ HEE Putty_0.76ILIC}H.
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|| 326 6.816955 18.186.51.72 le.65.54.8 SSHv2 73 Server: Protocol (SSH-2.8-Cisce-1.25)

Frame 326: 73 bytes on wire (584 bits), 73 bytes captured (584 bits) on interface 8
Ethernet II, Src: Cimsys 33:44:55 (@@:11:22:33:44:55), Dst: Cisco_3c:7a:@0 (@@:@5:9a:3c:7a:0@)
Internet Protocol Version 4, Src: 18.186.51.72, Dst: 18.65.54.8
Transmission Control Protecel, Src Port: 22, Dst Port: 56127, Seq: 1, Ack: 29, Len: 19
~ SSH Protocol
Protocol: S5H-2.8-Cisco-1.25

Mol ZE2EEZ WA SSH2.00|1 AZE Q|0 AL Cisco1.25QL|Ct.
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1. 2EI0|UE = K|St Y1 EI&EE XI'H6t04 Key Exchange Init HA|X|E Mol 2 HLICE.
gne|E2 7|8 48 =Mz LhEE[o] /&L
+ 329 6.821958 18.65.54.8 18.186.51.72 S5Hv2 238 Client: Key Exchange Init

Frame 323: 238 bytes on wire (1984 bits), 238 bytes captured (1984 bits) on interface @
Ethernet II, Src: Cisco_3c:7a:0@ (@@:85:9a:3c:7a:0@), Dst: Cimsys_33:44:55 (@0:11:22:33:44:55)
Internet Protocel Version 4, Src: 19.65.54.8, Dst: 18.186.51.72
Transmission Control Protocol, Src Port: 56127, Dst Port: 22, Seq: 1181, Ack: 2@, Len: 184
[3 Reassembled TCP Segments (1256 bytes): #327(536), #328(536), #329(184)]
~ SSH Pratocol
~ S5H Version 2 (encryption:aes2S6-ctr mac:hmac-sha2-256 compression:none)
Packet Length: 1252
Padding Length: ii
v Key Exchange
Message Code: Key Exchange Init (28)
Algorithms
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v Algorithms
Cookie: 47a96215afc520@3180b60342370a185
kex_algorithms length: 315

kex_algorithms string [truncated]: curved48-chaSl2,curve25519-sha2se,curve2s519-cha256@libssh.org, ecdh-cha2-nistp256,ecdh-cha2-nistp384,ecdh-sha2-nistp52l,dif

server_host_key_algorithms length: 123

server_host_key_algorithms string: rsa-sha2-512,rsa-sha2-256,ssh-rsa,ssh-eddds,ssh-ed25519,ecdsa-sha2-nistp256,ecdsa-sha2-nistp384,ecdsa-sha2-nistp521, ssh-dss

encryption_algorithms_client_to_server length: 1383

encryption_algorithms_client_to_server string: aes256-ctr,aesl56-cbe,rijndael-cbe@lysator.liu.se,aesld92-ctr,aes192-cbe,aes128-ctr,aesl28-cbe,chacha2g-polylies

encryption_algorithms_server_to_client length: 1389

encryption_algorithms_server_to_client string: aes256-ctr,aes256-cbec,rijndael-cbe@lysator.liu.se,aesl92-ctr,aesl92-cbe,aesl28-ctr,aesl28-cbe,chachaz@-polylies

mac_algorithms_client_to_server length: 155

mac_algorithms_client_to_server string: hmac-shal-256,hmac-shal,bhmac-shal-96,hmac-md5,hmac-sha2-256-etm@openssh . com,hmac-shal-etméopenssh.com, hmac-shal-86-etn

mac_algorithms_server_to_client length: 155

mac_algorithms_server_to_client string: hmac-sha2-256,hmac-shal,hmac-shal-96,hmac-md5,hmac-sha2-256-etm@openssh. com, hmac-shal-etm@openssh. com, hmac-shal-96-etw

compression_algorithms_client_to_server length: 26
compression_algorithms_client_to_server string: none,zlib,zlib@openssh.com
compression_algorithms_server_to_client length: 26
compression_algorithms_server_to_client string: none,zlib,zlib@openssh.com
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334 €6.893250 18.186.51.72 10.865.54.8 S5Hv2 366 Server: Key Exchange Init

Frame 334: 366 bytes on wire (2928 bits), 366 bytes captured (2928 bits) on interface @
Ethernet II, 5rc: Cimsys_33:44:55 (80:11:22:33:44:55), Dst: Cisco_3c:7a:99 (00:85:9a:3c:7a:09)
Internet Protocel Version 4, Src: 18.106,51.72, Dst: 18.65.54.8
Transmission Contrel Protocol, Sre Port: 22, Dst Port: 56127, Seq: 28, Ack: 1285, Len: 312
# 55H Protocol
v SSH Version 2 (encryption:aes2S56-ctr mac:hmac-shal-256 compression:none)
Packet Length: 388
Padding Length: &4
v Key Exchange
Message Code: Key Exchange Init (28)
Algorithms
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337 6.201114 10.65.54.8 1e.186.51.72 SSHv2 326 c]ient Diffie- H!lll'lal"l GNI.IP Ex:hange In.it
Frame 337: 328 bytes on wire (2688 hlts), 326 bytes captured (2688 bits) on interface 8
Ethernet II, Src: Cisco_3c:7a:@@ (88:85:9a:3c:7a:88), Dst: Cimsys_33:44:55 (@0:11:22:33:44:55)
Internet Protecel Versien 4, Src: 18.65.54.8, Dst: 10.106.51.72
Transmission Contrel Protocel, Sre Port: 56127, Dst Port: 22, Seq: 13@9, Ack: 612, Len: 272
# 55H Protocol
w 55H Version 2 (encryption:aes256-ctr mac:hmac-sha2-256 compression:none)
Packet Length: 268
Padding Length: &
~ Key Exchange
Message Code: Diffie-Hellman Group Exchange Init (32)
Multi Precision Integer Length: 256
DH client e: 14@5ab@@ff368031363467ad6653967d5a646ac4734e5dcE..
Padding String: 5cB1f2cffcas
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343 6.330017 18.186.51.72 18.65.54.8 SSHv2 358 Server: Diffie-Hellman Group Exchange Reply

Internet Protocol Version 4, Src: 18.186.51.72, Dst: 10.65.54.8
Transmission Control Protocol, Src Port: 22, Dst Port: 56127, Seqg: 1148, Ack: 1581, Len: 236
[2 Reassembled TCP Segments (832 bytes): #342(538), #343(298)]
S5H Protocel
v S5SH Version 2 (encryption:aes256-ctr mac:hmac-sha2-256 compression:none)
Packet Length: 828
Padding Length: 8
v Key Exchange
Message Code: Diffie-Hellman Group Exchange Reply (33)
v KEX host key (type: ssh-rsa)
Host key length: 279
Host key type length: 7
Host key type: ssh-rsa
Multi Precision Integer Length: 3
RSA public exponent (e&): @leaal
Multi Precision Integer Length: 257
RSA modulus (N): @89Bc7d23c9ababd73@fe7bSc2aeeledaSlbacs797@aa5at..
Multi Precision Integer Length: 256
DH server f: 2al7a0995531f12d629a48ab6F25715bc181eaddebscs793.
KEX H signature length: 271
KEX H signature: 88@88ee77373682d72736168889100691d2cBI6761bCTAEL..
Padding 5tring: 2eee200020008808
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Warning 7 b

ffh Continue connecting to an unknown server and add its
™ host key to a cache?

The server's host key was not found in the cache. You have no guarantee that
the server is the computer you think it is.

The server's R5A key details are:

Algeorithrm: ssh-rsa 2042
SHA-256:

vos:

If you trust this host, press Yes. To connect without adding host key to the
cache, press Mo, Te abandon the connection press Cancel.

Copy key fingerprints to dipboard

E Yes I""' Mo Cancel Help
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346 6.338368 18.186.51.72 18.65.54.8 SSHv2 78 Server: New Keys
347 B.385552 10.85.54.8 1@.16.51.72 55Hv2 7@ Client: New Keys

Frame 345: 70 bytes on wire (560 bits), 7@ bytes captured (568 bits) on interface @
» Ethernet II, Src: Cimsys_33:44:55 (@@:11:22:33:44:55), Dst: Cisco_3c:7a:00 (@@:85:9a:3c:7a:ee)
» Internet Protocol Version 4, Src: 1€.186.51.72, Dst: 10.65.54.8
> Transmission Control Protocol, Src Port: 22, Dst Port: 56127, Seq: 1444, Ack: 1581, Len: 16
v S55H Protocol
~ 55H Version 2 (encryption:aes2S6-ctr mac:hmac-sha2-256 compression:none)
Packet Length: 12
Padding Length: 18
v Key Exchange
Message Code: New Keys (21)
Padding String: 90000082000000208800
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» https://www.cisco.com/c/en/us/support/docs/security-vpn/secure-shell-ssh/4145-ssh.html
» https://datatracker.ietf.org/doc/html/rfc4253
« Cisco 7| R LI CIREL
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