TACACS+ 2! RADIUSE HEt &2 &5t

=ld=5
O =

7| 43

o

Hu|aeo|d - 2t H
T -

B HE
A7

ol 2MolME S5 B0l Mot HlYe HAsHs WiHol Chal Bt T, 2HE L TACACS+
| I

RADIUS ME{Q| ME ZHu|zio|MH &
AN 2T ALg
QT A

Ol 2Me| SAt= etRE{e| Het =& of Cis &1 Rlo{ok gfLICt
ZI2Hez etEolE M 7HX] HEE Bl ol J&LICH
o BB 1 = HEF IS (prompt is router>), 7|2 23 QI |

. M OY 15= HEH(ZEZE

rr
o
c
+
D
*
mlol-
Loj
HJ
N
Hu
oAl
o
r
ot
o
IE

o MY 0=7{o| AF2E|X| ot x|t C}2 574o| WH2d0| ZEEL|C disable, enable, exit,
help & logout=2 MEHEL|CE

il 2-14£ 7|2 Zu|adolMoM AFS EIX| 2EX|2F, LBt o =z BijH 150] Qe BHE2 s &l
H F SILIE, YEHMo = BH 10 U= BH2 oH':F ol & stLtz 0|SE + A&LICH 2 E O
Hot Zdof= 2t Ciet U7 2 a7 ZEELCH

Het 28 2018t AIXIE E—. 015t 24M show privilege BHEE ¢
I0S® ~ZEQ|0{ X0l CHall &3 HEt =F M A8E = U=
LIC s 5t 2ol M EZLO'Z | BHEE| EAIELICH

-



#1: 215 MH7L TACACS+E X|&Hste B¢ HE S g sts tal B M FoiE &Y
= QUA&LICH RADIUS Z2EZ2 TY et F048 X[Rs6HXx| E&LICH

0| EAM2| ME &= Cisco 10S Software ZIZ2|A 11.2 O|&2 7|Hto =2 &FL|Ct.

Ol Mol = 54 # #Eo| ClHto|AE EOiz A EER&LICH o] EMo AFEE 2 E Clbt
mzeolMde=z AI’S.FEI‘B/ﬂ%LIEP. EtO|E HERZ oM XY 52l B2,
A&st7| Mol 2E BFo| &AMl IS OI2] SX|stAlZ]| HhErLc

mjo
ook
b
9'|_|
>
>
0

EAM =0l CHEt XEMIEH LI 2 Cisco 7|= &l E7| 3

o]

O] ofl0d| A snmp-server WIS Mt Bl 1572250l HEH BIE 72 LH2dZLICH ping &2
ek ol 1o M HEF Bl 72 S2kZLch AP A 70| @IS £ AMuqod o3 sHE AFE XHol| 7| ™
ot ol 70| €2 ElH show privilege A2 "#4RH e Bl o] 7ILICH'E “A|°*L—|EF MNERte=
An|ap)o|H 2EHM ping2 &5t snmp-server ZAT|2d0|ME =& 4+ U&LICtH CHE
I3 olMd HHE2 AA8E £ gisLct

ZAn|zgo|M - et H

2FRE-11.2

<#root>
aaa new-model

aaa authentication login default tacacs+|radius |oca
aaa aut hori zation exec tacacs+|radius |oca

username backup privilege 7 password 0 backup
tacacs-server host 171.68.118.101
tacacs-server key cisco

radius-server host 171.68.118.101
radius-server key cisco

privilege configure level 7 snmp-server host
privilege configure level 7 snmp-server enable
privilege configure level 7 snmp-server
privilege exec level 7 ping

privilege exec level 7 configure terminal
privilege exec level 7 configure
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<tfroot>

aaa new-model

aaa authentication login default tacacs+|radius |oca
aaa authorization exec default tacacs+| radius |oca

username backup privilege 7 password O backup
tacacs-server host 171.68.118.101
tacacs-server key cisco

radius-server host 171.68.118.101
radius-server key cisco

privilege
privilege
privilege
privilege
privilege
privilege

7 snmp-server host
configure level 7 snmp-server enable
configure level 7 snmp-server

exec level 7 ping

exec level 7 configure terminal

exec level 7 configure

configure level
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<#froot>

aaa hew-model

aaa authentication |ogin default group tacacs+| radius |oca
aaa aut horization exec default group tacacs+|radius |oca

username backup privilege 7 password 0 backup
tacacs-server host 171.68.118.101
tacacs-server key cisco

radius-server host 171.68.118.101
radius-server key cisco

privilege
privilege
privilege
privilege
privilege
privilege

configure level 7 snmp-server host
configure level 7 snmp-server enable
configure level 7 snmp-server

exec level 7 ping

exec level 7 configure terminal

exec level 7 configure
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Stanza in TACACS+ freeware:
user = seven {

login = cleartext seven
service = exec {

priv-1vl = 7

}

}
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user = seven {

password = clear "seven"
service = shell {

set priv-1vl = 7

}

}
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user = seven{
radius=Cisco {
check_items= {
2="seven"

}

reply_attributes= {
6=7
9,1="shell:priv-1vl=7"
}

}
}
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