H| FIPS 2 PBE ¢ I1E2|E2 2 PKCS#12 Tt
2x| Ao =X HE

MSEE 2H oA

|

O] £ M0l ME Cisco FMC(Firepower Management Center)E &3 FIPS(Non-Federal Information
Processing Standard) £ &t PBE(Password-Based Encryption) & 1 2|&2 2 PKCS(Public Key
Cryptography Standards)#12 It A x| A& s ZA5t= Yol Cia AHELICEH 0|8 A5t
OpenSSLE AL&5to M 32t HES HHst= MRtol CHsH eIt

HiE HE

Cisco FTD(Firepower Threat Defense)= & 2|=l= CIHFO|A 0 A CC(Common Criteria) EE=
UCAP(Unified Capabilities Approved Products List) 2E & & 43l [l FIPS 140 £+ & XA
Ct. o] Zdx|acio|lMd2 FMC E3HE ™ FR o LR LICH &S & FTD2| show running-
config £2301| fips enable @& 0| LIEFLHLICY.

PKCS#12= 712! 7|2t sHE ID QIBEAME HEZst= Ol A8El= o AIE ™Holgct 43 A
Qlo| &£ot= FE E= 57 QUBME Z8E =+ U&LICH PBE 1 E[E2 PKCS#12 It o| 2IF
MYl 7| BRES EEE*LIEP HIAIX] @ % HI(MD2/MD5/SHA1) o &t & 5| &|A|

1}, 0424 PBE ¢ 1 2|FO0| UX|T FIPSE E435lE fYUS d1EER

(RCZ/RC4/DES)°| &z
PBE-SHA1-3DESQILIC}.

) &1 Cisco ME 2| FIPSO CHaH AHAIT| otEE2{™ FIPS 1402 E O|S3HAAIL.

ot 0IF EZof st xHAIEH LIS FMC AHT|adolM
tol=ol Eot QIE Y & 75;9; O|S8tL|ct.



https://www.cisco.com/c/en/us/solutions/industries/government/global-government-certifications/fips-140.html?flt0_general-table0=Firepower
https://www.cisco.com/c/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/security_certifications_compliance.html
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* PKI(Public Key Infrastructure)
* OpenSSL

MEEE FE 24
Ol EMol HEE Chg AZES o] HEE J|gto 2 g,

- FMCv - 6.5.0.4(&1E 57)
- FTDv - 6.5.0(&1E 115)

Ol Mol = 5 ® #Z2| ClHto|AE Efiz A EER&LICH o] EMol AFSE 2 E Clbt
|2BolMMe 2 ARE|RELICH X HIERXF T 5S &2l B 2E
BE o HAHQ F¥E 0|2l SKIStA|IZ| HHEfLICH

o
>.
rl
F
N
1ol
O i
S
ol |'HI
NI
H

N 21 Gisco ASA(Adaptive Security Appliance)t Z2 SAIet EXM7I QE C
T O] 2o MBE M2 &Al2 THEY 4 UALICH 2B M7 FIPSE E4381K| ote B
EX 7t 25 7| 2 LICE.

% Z1: 0| EMUME PKCS#12 £ @4 KA 71 ID @15 M MHol| AFE El Rivest, Shamir
Adleman(RSA) 7| 40| EE= ME LT 2|& £ 2 O E O|RE 2la|l #HE Ex5tX| e =
742 O EX| et &Lct o248t B FIPS 2 E5tc{H QIS ME CHA| & ZsHof &t

S|
FTDOIM FIPS 2ZE7} & d3tEl AR PKCS#12 U2 E 55t = O| A El= PBE €11 2|0
FIPSE £+stX| 2B QS M AX|7F Aufg + U&LICH



. s Cisco Firepower Management = X

<« cC @ @ & ~© hitpsy//10.31.124.31:6005/ddd/#PKICerificate T £ i @O & =
Overview Analysis Policies EYI<-8 Objects = AMP Intelligence Deploy System Help v admin v
Device Management NAT VPN * QoS Platform Settings FlexConfig Certificates
+] Add

Name Domaln Enrollment Type Status
4 @l FTDv_B

selfsigned_cert Global Self-Signed ©CA |4 70 8

FTD.driverap.com Global Manual LI 7O 6
4l FTDv_C

FTDv_C_cert Glabal PKCS12 file PO 6

Last login on Friday, 2020-10-23 at 00:15:37 AM from 10.31.124.34

~ 10 FMCOHIM &t 2|5t= FTDL| Certificate Installation and Renewal on FTD(2183 M A %] 2
2 41)2| PKCS12 Enrollment(PKCS12 §5) MMM FMCE AFE36t0{ PKCS#12 I U2 4
Alat= dEdo CHEE BFAE "Rt E A& L|CH

My

ol

Olz{Et Ol 2 B M dx|7I Au{e B2 PKIC|H 1= ot L7 E IMELICE.

<#root>
firepower#

debug crypto ca 14

firepower#

show debug

debug crypto ca enabled at Tevel 14
Conditional debug filters:
Conditional debug features:

firepower# PKI[13]: crypto_parsepkcsl2, pki_oss1_pkcsl2.c:1484

PKI[13]: pki_unpack_pl2, pki_oss1_pkcsl2.c:1414

PKI[4]: Error unpacking pkcs7 encrypted data

PKI[1]: error:060A60A3:digital envelope routines:FIPS_CIPHERINIT:disabled for fips in fips_enc.c Tline 1
PKI[1]: error:06074078:digital envelope routines:EVP_PBE_CipherInit:keygen failure in evp_pbe.c Tine 20
PKI[1]: error:23077073:PKCS12 routines:PKCS12_pbe_crypt:pkcsl2 algor cipherinit error in pl2_decr.c 1lin
PKI[1]: error:2306A075:PKCS12 routines:PKCS12_item_decrypt_d2i:

pkcs12 pbe crypt error


https://www.cisco.com/c/ko_kr/support/docs/security-vpn/public-key-infrastructure-pki/215849-certificate-installation-and-renewal-on.html#anc8
https://www.cisco.com/c/ko_kr/support/docs/security-vpn/public-key-infrastructure-pki/215849-certificate-installation-and-renewal-on.html#anc8
https://www.cisco.com/c/ko_kr/support/docs/security-vpn/public-key-infrastructure-pki/215849-certificate-installation-and-renewal-on.html#anc8
https://www.cisco.com/c/ko_kr/support/docs/security-vpn/public-key-infrastructure-pki/215849-certificate-installation-and-renewal-on.html#anc8
https://www.cisco.com/c/ko_kr/support/docs/security-vpn/public-key-infrastructure-pki/215849-certificate-installation-and-renewal-on.html#anc8
https://www.cisco.com/c/ko_kr/support/docs/security-vpn/public-key-infrastructure-pki/215849-certificate-installation-and-renewal-on.html#anc8
https://www.cisco.com/c/ko_kr/support/docs/security-vpn/public-key-infrastructure-pki/215849-certificate-installation-and-renewal-on.html#anc8

in pl2_decr.c line 145
PKI[4]:
pkcs7 encryption algorithmmy not be fips conpliant

Error unpacking pkcsl2 struct to extract keys and certs

FTDv_C_cert

PKI[4]:
PKI[13]: Tabel:
PKI[13]: TP Tist is NULL
PKI[13]: label: FTDv_C_cert
PKI[13]: TP 1list Tabel: FTDv_C_cert
PKI[14]: pki_ossl_set_cert_store_dirty, pki_ossl_certstore.c:38
PKI[13]: crypto_pki_get_ossl_env, pki_ossl.c:41
PKI[13]: label: FTDv_C_cert
PKI[13]: TP 1list Tabel: FTDv_C_cert
T3 OpenSSLE E3H PKCS#120] RHE4SE
QIgr = JU&LICE
<#root>
OpenSSL>
pkcs1l2 -info -in ftdv_C_.pl2 -noout

Enter Import Password
MAC Iteration 2048
MAC verified OK
PKCS7 Encrypted data
pbeW t hSHA1And40Bi t RC2- CBC

Iteration 2048
Certificate bag
Certificate bag
PKCS7 Data
Shrouded Keybag

pbeW t hSHA1ANnd3- KeyTri pl eDES- CBC

Iteration 2048
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2|8t8t FIPS PBE &

Mek iRl 7|1E

pbeWithSHA1ANd3-KeyTripleDES-CBCEH=

=
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ool M=
PEM(Privacy-Enhanced Mail) %

|.

E5ste=
—
=

=
=
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I_=| =
1S 7hx4etofF F Lt

I

pbeWithSHA1ANnd40BitRC2-CBC2}
IELICH & MR FIPS

AAEH

7tX| PBE €11 2[&0|

Mats ZelLict. 9o

2|5 PBE-SHA1-3DES €11 2|&

Z{L|Ct HX{ OpenSSL= 2*20+o4 °4EH PKCS#12 1t o



<tfroot>

OpenSSL>

pkcs12 -in ftdv_C .pl2 -out ftdv_C . pem

Enter Import Password:

MAC verified OK

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

OrR[2f 2o 2, O|™ EHA|0M &2 PEM IS AFE 35104 FIPS =8 PBE &1 2|&2 &7/ ofel B
2 A25t04 M2 2 PKCS#12 It AMAds{of ghL|Ct.

<#root>
OpenSSL>

pkcs12 -certpbe PBE- SHAl-3DES -export -in ftdv_C .pem-out ftdv_C FIPS conpliant.pl2

Enter pass phrase for ftdv_C_.pem:
Enter Export Password:

Verifying - Enter Export Password:
unable to write 'random state'

N 1Mol viE Baste ¥TRIEE WAL s AW -keybe 7|2/ E F|0i PBE-SHA1-
3DES§ S sk Aol FI7HE = U&LICH pkes12 -certpbe PBE-SHA1-3DES -keypbe
PBE-SHA1-3DES -export -in -out -out <PKCS12 cert file>.

FO|

—_

Jtok

FIPS T 2|&0| Al2 SQIX| &02l517| /6 PKCS#12 Tt . =0f CHEt MEE Adop{H St
OpenSSL BHEE AL F L.

<ttroot>

OpenSSL>

pkcs12 -info -in ftdv_C FIPS conpliant.pl2 -noout

Enter Import Password:
MAC Iteration 2048
MAC verified OK

PKCS7 Encrypted data:

pbeW t hSHA1ANnd3- KeyTri pl eDES- CBC

, Iteration 2048
Certificate bag
Certificate bag



PKCS7 Data

Shrouded Keybag:

pbeW t hSHA1ANnd3- KeyTri pl eDES- CBC

, Iteration

Ol PKI CIHZE R1& A M7t

PKI[13]:
PKI[13]:
PKI[13]:
PKI[13]:
PKI[13]:
PKI[13]:
PKI[13]:
PKI[13]:
PKI[13]:
PKI[13]:
PKI[13]:
PKI[13]:
PKI[13]:
PKI[14]:
PKI[12]:
PKI[13]:
PKI[13]: TP
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:

CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:

30 3b 31 od
28 06 09 2a
44 52 49 56
6d

CRYPTO_PKI:

30 35 31 Oe
30 0a 06 03
03 0Oc Oc 52
CRYPTO_PKI:

CRYPTO_PKI:
aa 49 le c2

CRYPTO_PKI:
CRYPTO_PKI:

2048

HE5tH otchofl E32 EAIRFLICH

crypto_parsepkcsl2, pki_oss1_pkcsl2.c:1484
pki_unpack_p12, pki_ossT_pkcsl2.c:1414
pki_unpack_bags, pki_oss1_pkcsl2.c:1383
pki_unpack_bag, pki_ossT_pkcsl2.c:1313
add_cert, pki_ossT_pkcsl2.c:1284
add_cert_node, pki_ossT_pkcsl2.c:1187
pki_unpack_bag, pki_ossT_pkcsl2.c:1313
add_cert, pki_ossT_pkcsl2.c:1284
add_cert_node, pki_ossT_pkcsl2.c:1187
pki_unpack_bags, pki_oss1_pkcsl2.c:1383
pki_unpack_bag, pki_ossT_pkcsl2.c:1313
add_key, pki_ossT_pkcsl2.c:1252
add_cert_node, pki_ossT_pkcsl2.c:1187
compare_key_ids, pki_oss1_pkcsl2.c:1150
transfer_pl2_contents_to_asa, pki_ossT_pkcsl2.c:375
Tabel: FTDv_C_FIPS_Compliant

Tist is NULL

examining router cert:

issuerName=/0=Cisco/OU=TAC/CN=RootCA_C1117
subjectname=/CN=ftdv/unstructuredName=C1117_DRIVERAP.driverap.com
key type is RSAPKI[13]: GetKeyUsage, pki_ossT_pkcsl2.c:278

bitValue of ET_KEY_USAGE = a0
Certificate Key Usage = GENERAL_PURPOSE
adding RSA Keypair

adding as a router certificate.
InsertCertData: subject name =

30 Ob 06 03 55
86 48 86 f7 0Od
45 52 41 50 2e

04 03 13 04 66 74 64 76 31 2a 30
01 09 02 16 1b 43 31 31 31 37 5f
64 72 69 76 65 72 61 70 2e 63 6f
InsertCertData: issuer name =
30 Oc 06 03 55
55 04 Ob 13 03

6f 6f 74 43 41
InsertCertData:

04 0a 13 05 43 69 73 63 6f 31 Oc
54 41 43 31 15 30 13 06 03 55 04
5f 43 31 31 31 37

serial number = 16 |

Tooking for cert in hand1e=0x00002abdcb8cac50, digest=
cl d5 30 60 4a 88 57 c8 3d 4e 3c 1c | .I....0 J.W.=N<.

Cert record not found, returning E_NOT_FOUND

Inserted cert into 1ist.PKI[14]: pki_ossl_set_cert_store_dirty, pki_ossl_certstore.c:38

PKI[13]: crypto_pki_get_ossl_env, pki_ossl.c:41
PKI[9]: Cleaned PKI cache successfully
PKI[9]: Starting to build the PKI cache



PKI[4]: No identity cert found for TP: FTDv_C_FIPS_CompTliant
PKI[4]: Failed to cache certificate chain for the trustpoint FTDv_C_FIPS_Compliant or none available

PKI[13]:
PKI[14]:
PKI[4]:

PKI[13]:
PKI[13]:
PKI[13]:
PKI[13]:

CERT_GetTrustedIssuerNames, vpn3k_cert_api.c:1760

map_status, vpn3k_cert_api.c:2229

Failed to retrieve trusted issuers 1list or no trustpoint configured
CERT_FreeTrustedIssuerNames, vpn3k_cert_api.c:1782
crypto_pkcsl2_add_sync_record, pki_ossl_pkcsl2.c:144

Tlabel: FTDv_C_FIPS_Compliant

TP 1ist Tabel: FTDv_C_FIPS_Compliant

CRYPTO_PKI(Cert Lookup) 1issuer="cn=RootCA_C1117,0u=TAC,0=Cisco" serial number=16 |

CRYPTO_PKI:
aa 49 le c2

CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
30 35 31 Oe
30 0a 06 03
03 0Oc Oc 52
CRYPTO_PKI:
30 35 31 Oe
30 0a 06 03
03 0Oc Oc 52
CRYPTO_PKI:

CRYPTO_PKI:
17 9d Oe b0

CRYPTO_PKI:
CRYPTO_PKI:

Tooking for cert in handle=0x00002abdcb8cac50, digest=
cl d5 30 60 4a 88 57 c8 3d 4e 3c 1c | .I....0 J.W.=N<.

ID cert in trustpoint FTDv_C_FIPS_Compliant successfully validated with CA cert.
crypto_pki_authenticate_tp_cert()

trustpoint FTDv_C_FIPS_Compliant authentication status = 0

InsertCertData: subject name =

30 Oc 06 03 55
55 04 Ob 13 03

6f 6f 74 43 41
InsertCertData:

04 0a 13 05 43
54 41 43 31 15
5f 43 31 31 31
issuer name =

69
30
37

73 63 6f 31 Oc
13 06 03 55 04

30 Oc 06 03 55
55 04 Ob 13 03
6f 6f 74 43 41
InsertCertData:

04 0a 13 05 43
54 41 43 31 15 30
5f 43 31 31 31 37
serial number = 01 |

69 73 63 6f 31 Oc

13 06 03 55 04

Tooking for cert in hand1e=0x00002abdcb8cac50, digest=
15 9d cd a2 5a 01 95 bf c6 8c 4f 2e |

Cert record not found, returning E_NOT_FOUND
Inserted cert into 1ist.PKI[14]: pki_ossl_set_cert_store_dirty, pki_ossl_certstore.c:38

PKI[13]: crypto_pki_get_ossl_env, pki_ossl.c:41
PKI[9]: Cleaned PKI cache successfully
PKI[9]: Starting to build the PKI cache

CRYPTO_PKI(Cert Lookup) 1issuer="cn=RootCA_C1117,0u=TAC,0=Cisco" serial number=16 |

CRYPTO_PKI:
aa 49 le c2
PKI[7]: Get
PKI[13]:
PKI[14]:
PKI[7]:

PKI[13]:
PKI[14]:
PKI[9]:

PKI[13]:
PKI[13]:
PKI[13]:
PKI[13]:
PKI[13]:
PKI[13]:
PKI[14]:
PKI[13]:
PKI[13]:

TP

TP

Tooking for cert in handle=0x00002abdcb8cac50, digest=
cl d5 30 60 4a 88 57 c8 3d 4e 3c 1c | .I....0 J.W.=N<.
Certificate Chain: number of certs returned=2

CERT_GetDNbyBuffer, vpn3k_cert_api.c:993

map_status, vpn3k_cert_api.c:2229

Built trustpoint cache for FTDv_C_FIPS_CompTiant
CERT_GetTrustedIssuerNames, vpn3k_cert_api.c:1760
map_status, vpn3k_cert_api.c:2229

Added 1 issuer hashes to cache.
CERT_FreeTrustedIssuerNames, vpn3k_cert_api.c:1782
crypto_pkcsl2_free_sync_record, pki_ossl_pkcsl2.c:113
Tlabel: FTDv_C_FIPS_Compliant

1ist Tabel: FTDv_C_FIPS_Compliant

Tlabel: FTDv_C_FIPS_Compliant

1ist Tabel: FTDv_C_FIPS_Compliant

pki_oss1_set_cert_store_dirty, pki_ossl_certstore.c:38
crypto_pki_get_ossl_env, pki_ossl.c:41
label: FTDv_C_FIPS_Compliant



PKI[13]: TP Tist label: FTDv_C_FIPS_Compliant

CRYPTO_PKI: certificate data
<omitted output>
CRYPTO_PKI: status = 0: failed to get extension from cert

CRYPTO_PKI: certificate data

<omitted output>

PKI[13]: label: FTDv_C_FIPS_Compliant
PKI[13]: TP Tist label: FTDv_C_FIPS_Compliant
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4l FTDv_cC
FTDv_C_FIPS_Comphant Global PKCS12 file ACAl (R1D FO8
CA Certificate T = x
.\
s Status : Avalable
s Segnal Number : o1
s Issued By :
Common Name | RootCA_C1117

Organization Unit : TAC
Organization : Cisco

= Issued To :
Commaon Name : RootCA_C1117
OFganization Unit : TAC
Organization : Cisco

» Publc Koy Type :  RSA (2048 bits)

= Signature Algosithm : LHAZES with RSA Encryption
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Global Self-Signed &Cca
Global Manual 4L CA
Global PKCS512 file ACA
Identity Certificate
= Status :  Available
= Serial Number : 16
& [ssuad By :
Common Name :  RootCA_C1117
Organization Unit : TAC
Organization : Cisco
w Issued To :
Hest Mame @ C1117 DRIVERAP.drverap.com
Common Name @ frdv
= Public Key Type :  RSA (4096 bits)

Signature Algorithm :

Associated Trustpoints :

SHAZ56 with RSA Encryption

FTOw_C_FIPS_Compliant
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