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Choose the type of internal certificate you want to create

ﬂ Upload Certificate and Key

Create a certificate from existing files.
FEM and DER files are supported.

self-Signed Certificate

Create a new certificate that is signed
by the device,

Al I Ol EEof LH82 YFLICh #|4A % Common
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Add Internal Certificate

MName

FTD-3-Self-Signed

Country State or Province
T
Locality or City
Organization Organizational Unit (Department)
Cisco Systems TALC

Commaon Namea

fid3. example.com
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Pending Changes

ﬂ Lagt "l.|.l oyment Completed Successhully
I b, See Deployrnent HEsiory

Deployed Version (13 Apr 2020 09:56 AM) Pending Version @ LEGEND Removed  Added  Edited

ﬂ Intermal Certificate Added: FTD-3-5aif-Signed s

= cert.masked: false

- cert.encryptedttring: "o

= privatefey.masked: false

- privateley.encryptedstring: 7"

- izzperCommoniane: ftdl.exanple.com
- isswerCountry:

- dssmerbocality:

= isswerDrganization: Cisco Systems
- izseerOrganizationlinit: TAC

= isswerstate:

= subjectCommonMame: ftdl.example.com
- subjectCountry:

- subjectDistinguiskediame: CH=ftd3.example.com, DU=T&C, O=_
- subjectlocality:

- subjectorganization: Clsco Systems
- subjectOorganizationlndt: TAC

=5 &5

T8 52 MEE £ Us CAUM LS QISME HRIstE Ol AL E = U&LICH OpenSSL
L= RAE E2 AME3t0{ CA MY °|"A‘|% sdlets o 228 712! 7] & CSRE ddg + U
&LICH o] EtAlo M= 712l 7] & CSRE ‘ddst7| I8 LA Ql OpensSSL BEI QIEAM & 7Y
2l 7|& 7tx2 & dR|ste BHHE otELich

1. OpenSSL &= 0|2t RALEH O E 2|7 0|2 AL&3H04 7§l 7| & CSR(Certificate Signing
Request)2 Mg LICt. O] |0l M= private.key2l= 2048H|E RSA 7| & OpenSSLO|A M=
ftd3.csrO|2H= CSRE E0o{FLIC}.

openss1 req -new -newkey rsa:2048 -nodes -keyout private.key -out ftd3.csr
Generating a 2048 bit RSA private key

writing new private key to 'private.key'

You are about to be asked to enter information that is incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.



There are quite a few fields but you can leave some blank

For some fields there is be a default value,

If you enter '.', the field is Tleft blank.

Country Name (2 Tetter code) [AU]:.

State or Province Name (full name) [Some-State]:.

Locality Name (eg, city) []:.

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Cisco Systems
Organizational Unit Name (eg, section) []:TAC

Common Name (e.g. server FQDN or YOUR name) []:ftd3.example.com

Email Address []:.

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

2. MM EI CSRE SAtst0o{ CAO| ELICH CSRO| MHE|H ID IS M7t S EILICE
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P

Choose the type of internal certificate you want to create

Upload Certificate and Key

Create a certificate from existing files.
FEM and DER files are supported.

{8 Sell-Signed Certificate

Create a new certificate that is signed
by the device,

5 A2 X|H9o| 0|&€ XIHE CHS ID 215 A2k 72! 7|2 PEM(Privacy Enhanced Mail) &4lo 2
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Add Internal Certificate

Mame
FTD=3=Manual

SERVER CERTIFICATE (USER AGENT)

Paste certificate, or choose file: UPLOAD CERTIFICATE fd3.crt

----- BEGIN CERTIFICATE----- A
MIEErTCCApWgAwIBAGc 1 M Tth wDOY IR oZ IhecMACELB O AwWMEaMBgGA T UE
ChMRO21zY 2BgU 3 zd Gy BUOUM=FDASBgNVBAMTC 1 Z0TBSh280ENBM B4 XD Thy e
CERTIFICATE KEY
Pagte key, or chooge file: LPLOAD KEY private. key
----- BEGIM RSA PRIVATE KEY===== A

MIEpAIB ALK CADEANGpeMjuf « HIRGSZYTBE0VEW1 85y F T XhRsjRIBOwLEhSwBzEgM
mtOkd0JPog+ CFgEXswTpelFibPhita TEVUEzcEpGhmyiz+ Abjg Mok TvaFMIV/RAN e
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Pending Changes

ﬂ Lasgt De |.| IJ':,IIIII. nt Completed Successiully
0 3 b, See Deployrnent HEsiory

Deployed Version {13 Apr 2020 09:56 AM) Pending Version @ LE0END Removed  Added  Edited

ﬂ Intermal Certificate Added: FTD-3-Manwal S

= cert.masked: false

- cert.encryptedttring: o

= privatefey.masked: false

- privateley.encryptedstring: 7"

- isswerCommoniame : VPN Root CA

- dsswerCountry:

- dssmerbocality:

= isswerbrganization: Cisco Systems TAC
- izseerOrpganizatioeindt:

= isswerstate:

- 1-uh'_|e|:ti:.ulnunuue: ftd3.example.com
- subjectCountry:

- subjectDistinguishedMame: CN=VFNM Root CA, O=Cisco Systems—
- subjectlocality:

- subjectOorganization: Clsco Systems

- subjectorgani zationUndt: TAC

MORE ACTIONS ~ CANCEL DERPLOY ROW W

ME[E £ A= CA B A HXI

MEE £ A= CARJABME HXIE W FTDOY| ID QIS ME MSst= AHEAL EE= ClHIO|AE 3
Moz lEstciH o] 2B A7F He Lo LErXQl o 2= AnyConnect 215 A 215 & SZS
VPN 1E M 215 0| U&LICt o] HAHMHE CA /B MHE AlZ[5H04 siF CAMM L= QUISMT
MzZlst= gHS ChELICH

1. 24X > QIS ME o|S¢ELICt +7|5 2 Z2!8t Ct=2 o|OlX|ofl E A=l CHZ Add Trusted CA
Certificate(2 2|8 4= Q= CA QI M F7HE MEAFLICE
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Add Trusted CA Certificate

Mame

VPN_Roaol_Ca

Paste ceftificate, or choose file: UPLOAD CERTIFICATE VPN_Foot_CA.cr

---—-BEGIN CERTIFICATE---—- ~
MIIFO=CC Ayuglwl BAGI DgRS fwoDigwDOY JEaZihee NAQELBO AwMEaMBgGA TUE

ChMRCOZIzY 28gU 3 zd GVicy BLICUIMxFDASBgNVEAMTC 1 Z0TiBSH 2 3MENBMES XD Thy

MO O TEM T widFaXDTMwWMDOwNT M T wMFowhMEabMBgGA 1 UEChMROZ 1Y 285131z W

ARSI R EMS S RARWR AR T T FOTiRS R GNIERIR AT & MRAlakbbk s OB & NEE

3.3t 2EXZ HErolM o|OlX|o EAIE ER/ FQl HE HFEE Z=FLICH
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Pending Changes

ﬂ Last Deployment Completed Successiully

13 Agr 2020 09:56 AM. Sae Deployment Hizlon

Deployed Version (13 Apr 2020 09:56 AM) Pending Version @ LEGEND Resoved | Added | Edited

ﬂ External CA Certificate Added: VPN_Rool_CA e

- cert.masied: false

- cert.encryptedString: = "

- izsusrfommonName=: VPN Root Ca

= issuerfomntry:

- izsusrLocality:

= issuerdrganization: Cisco Systems TAC

- izsusrOrganizationlnit:

- issuerState:

- subjectComnonMame: VPN Root CA

- subjectCountry:

- subjectiistingui sheddame: CH=¥PH Root CA, D=Cisco Systems_
- subjectlocality:

- subjectDrgand zation: Cisco Systems TAC

- subjectirgand zationlindt:

- subjectState:

- valldityStartDate: Apr @5 23:16:88 7828 GMT

MORE ACTIONS ~ CAMNCEL DEPLOY MOW W

QIZ M 2!

—

Ol

FOMOA] 212[3h= FTDC| 1B A1 Z4I0f OIF @B st W9l 7] mAl7} Zarelict. #2 015
ME Madsts ol ASE 2 CSR L HQ! 717} 91 S A CSR X 7HQI 718 AAsHof Brict



1. Hell CSR 2 7HQl 7|7t U= B O| BHHE FAIE &= U&LICH 2R gto™ M 742l 7| &
CSRZ 4M5HoF B LICt. OpenSSL E£= FALEH OfZ 2|7 0|2 A& 3H0{ 712l 7| & CSRE /S
gtLIC}. O] 0ol M E private.key2HE 2048H|E RSA 7| ! OpenSSLOIAM A A3El ftd3.csrOl2HE
CSRE Ho04ELICI.

openss1 req -new -newkey rsa:2048 -nodes -keyout private.key -out ftd3.csr
Generating a 2048 bit RSA private key

You are about to be asked to enter information that is incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there is a default value,

If you enter '.', the field is Tleft blank.

Country Name (2 Tetter code) [AU]:.

State or Province Name (full name) [Some-State]:.

Locality Name (eg, city) []:.

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Cisco Systems
Organizational Unit Name (eg, section) []:TAC

Common Name (e.g. server FQDN or YOUR name) []:ftd3.example.com

Email Address []:.

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

2. 4 dEl CSR E= ¥l CSRE 215 7|&oll EHL|Ct CSRO| MEBE|H AAlE ID QIS5 M7tF MBS
ElL|CH
=

3. 247 > QIZMZ O|SFLICH BAIE 2B M $Iof 0L HME B2 =3 0l0lXlol EAIE

=
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nimal TA
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Intemal Cedificaie

e FolM olo|x|ofl EAIE! A*{H Replace Certificate(215 A 1 A)E S=2I&LIct

View Internal Certificate

Mame
FTD=3-Manual
REPLACE CERTIFICATE
subpect Common Name
ftd3. example.com

EbiaseF Sirrrass e mE i
Subject Qrganizatic

Cisco Systems

Subject Crganization Un
TAC

|ssuer Laommon M £
VPN Root G

|zguer Onganization

Cisco Systems TAC

Yl 3 f@rr
Jvalid Time Range

Apr 13 14:56:00 2020 GMT - Apr 13 14:56:00 2021 GMT

CAMCEL



5.1D Q1B A2t 7HQl 7|& PEM @Alo 2 YR E5tHLE S ALSto 204 &LICH o|O|x[of EAIE
CHE 22 T|™H OK(EQ)E Z=IgLc

Edit Internal Certificate

Mame
FTD=-3-Manual

SERVER CERTIFICATE [USER AGENT)

Paste certificate, or choose file: REFLACE CERTIFICATE frei3-renewed.cr

MIErTCCApWgAwIBAgl aSPFmHEIRCGUWDOY . KoZlwe NAGELBOAWMEaMBg GATLIE
ChMROZ1zY 28gU 3 zdGMicy BLUOUM=FDASBgMNVBAMTC Z0TIBSb2SMENBMBAXDThy

CERTIFICATE KEY

Pasie key, or choose file: REFLACE KEY private._key

----- BEGIM R5& PRIVATE KEY--==- o
MIEpAIBAAK CAOEANGpeMjuf « HIRGSZYTE0VEV1 85y F T XhRxjRIBOwLEhSwBzEgh
ntQkd0]Pog+ CFgEXswTpelfinPMia TEVUEzcBpGhmyiz+ AsjgMoak TvaF MEVIRAW

6. 3t 2LEZ HEoA o|Olx|o EAIE EF/ Sl HE BHFE Z=FLICH
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Pending Changes

E Last Deployment L-ompleted Successtully
il 1 M, Sea Deplovment History
Deployed Version (13 Apr 2020 12:41 PM) Pending Version @ LIGEND Removed | Added | Edited

ﬂ Intemal Certificate Edited: FTD-2-Manual

cert.encryptedstring: 5 i
'-'.:i'l.‘ln:liT:p’ET.‘lM‘l'h‘l‘l‘n’.‘-! Apr 13 1455698 JR28 GMT Apr 13 15:44:98 2039 GMT
valldityEndDate: Apr 13 14:56:088 2831 GNT Agr 13 16:44:98 2031 GMT
privateey . encryptedString: =ss P

MORE ACTIONS ™ CAaMCEL BEPLOY NOW W

U221 OpenSSL =Y
PKCS12 Tt U0 A ID 1B A K 71l 7| =&

BE|RH= FTDE 7HA{QHoF 3= PKCS12 IH!
X7\ K|t X| et&LICH PKCS12 &

2 E2 A275l04 PKCS120i A 74 @
37t Heshct

£ Ql&LICH FDM2 34X PKCS12 I 7}
RIEM 2 742l 7| 7tX{224M OpenSSLI}
OF ELICt PKCS12E Y5 3t5te Ol AFE &

rr my

openss1 pkcsl2 -info -in pkcsl2file.pfx
Enter Import Password: [PKCS12-passcode]
MAC Iteration 1
MAC verified OK
PKCS7 Encrypted data: pbeWithSHA1And40BitRC2-CBC, Iteration 2048
Certificate bag
Bag Attributes
TocalKeyID: 28 20 C1 B4 08 1E 65 2E 4D 1D F9 F3 25 07 62 F7 D9 96 A7 F4
friendlyName: ftd3.example.com
subject=/0=Cisco Systems/OU=TAC/CN=ftd3.example.com
issuer=/0=Cisco Systems TAC/CN=VPN Root CA
————— BEGIN CERTIFICATE-----
MIIErTCCApWgAWIBAgIIa5PmhHEIRQUWDQYJKoZIhvcNAQELBQAWM]jEaMBgGALUE] /ptNb/cd
zB8wMB8GA1UdIwQYMBaAFHekzDnhi40727mjLXuwCRVFgyguMAsGA1UdDWQEAwWIF
oDAdBgNVHSUEFjAUBggrBgEFBQcDAQYIKwYBBQUHAWIWGWYDVRORBBQWEOIQZNnRk



My5TeGFtcGx1LmNvbTAeBg1ghkgBhvhCAQOEERYPeGNhIGNTcnRpZm1jYXRTMAOG
CSqGSIb3DQEBCWUAA4ICAQC] jrMjruGH5fpcFND8qgfuvVUOhkszCwg201oMgMrvXnCertificate bag

Bag Attributes: <No Attributes>
subject=/0=Cisco Systems TAC/CN=VPN Root CA
issuer=/0=Cisco Systems TAC/CN=VPN Root CA
]+8GbOY1WEHtohgNGjP00q8wnKQuOC47Ft1UMpdSwUsMMze0X43dyp/WoZtLW
4v/Pn/NibE3aoPOaMhIo4CdwSBHZOgVag4INgVsuFX1uPKD25Whr109LQ93P/sN3
FhoAh98HKOcuQ64Ua3AaShdzornD+G212pd1NflDah1zT1skIMt TURSWdLjsHLKft
JqS0oLIs2stU8HutUZ4h6Lv2+da554zVjpRTQiYh/TyNexDsd1m6PH7mQj+iL8/9
c2gDhuich3cx11jINOLdB+/jQqkfzmx9ziB1PXnIshNRbfT1LLrNfdD0O9agqQsvsC
AwEAAaNdMFswDAYDVROTBAUWAWEB /zAdBgNVHQ4EFgQUd6TMOeGLg7vbuaMte7A]
FUWDKC4wHwYDVROjBBgwFoAUd6TMOeGLg7vbuaMte7A]FUWDKC4wCwYDVROPBAQD
AgEGMAOGCSqGSIb3DQEBCWUAA4ICAQC6B+Y30batEZqvORQz1IMS600umCgNWG1i8d
kcRDxkY2F+zw3pBFa54Sin10fRPIvZvLNIV50dXmvH5Tuh6KIDMVrLMWNiSgI7Tn
0ipgKraokS2000STwQ7Q9Wk 1xCrwxMfTuDJFMe80qabFAU55705PDXPtFEutn0xz
Ou8VMLBRy+gDc+0WARsjFj+0gU0c2Wj3gQ81G1yoPYgufWRnztN5rQxWzFLSsCNN
jnIesjQvOvF3nY7SH5QasPN25AydsGEODFgp7rZLN2BH7GI9rhi5hEn3BvIALZCQ6
p702FZ1y51xuzuA/wPnR89HiIkSF130MTpn0OIT13d6d07s3bwyNja8JikYTCf11e5
2CSsz4Cn/BlwfWyAcLN3HxUjG4Ev2818 fWWpkYmuxujpKDFFzFOskpKAK53tNKPf
pn4+w5FyL01800AydtPoKjYkDgbvG/SRPbt92mdTIF7E6]+08160V3YL+IyrZ+ul
MYqPd450i4cgHAMFICAndN3PYScrrGYHawfVxp+R+G4dTIWdMvthh3ftSOmkiKJ8
mINH7WYST1kYcTbcokZi0IcZa+VVv5UOLIt/hDOVG7xqZ01pMQKkYUBzg5LbGINm
8ypfhQlfaI5fQRxpxTIsmDvIrQzxBjuCyKn+23FkkUhFJt0D989UUyp08H9vDoIr
yzm9J0pMrg==
————— END CERTIFICATE-----
PKCS7 Data
Shrouded Keybag: pbeWithSHA1And3-KeyTripleDES-CBC, Iteration 2048
Bag Attributes

TocalKeyID: 28 20 C1 B4 08 1E 65 2E 4D 1D F9 F3 25 07 62 F7 D9 96 A7 F4

friendlyName: ftd3.example.com
Key Attributes: <No Attributes>
Enter PEM pass phrase: [private-key-passcode]
Verifying - Enter PEM pass phrase: [private-key-passcode]
————— BEGIN ENCRYPTED PRIVATE KEY-----
MIIFDjBABgkghkiG9w0BBQOwMzAbBgkghkiGIw0OBBQwwDgQIScA8TOogup4CAggA
MBQGCCqGSIb3DQMHBAgKqoTuZzoXsASCBMgOTEb24ENI14/gh3GpsE2C20CnJeid
ptDDIFdyOV4A+su30IWzInHrCuIhjR8+/p/NOWTA73x47R4T6+udws/ctHkvEbQj
gZ1ZzFWTed9HqidhcKxx0oM/w6/ubDv/opc6/r1IZiaKp6F09h0ibglGI9kjxkWQC



EQR8cM1U2yi0vagL8p0YdeujCrzBtorRp9BMIelCP1IMwItOEbAC4mmuedzs+86rl
xadK7gHBuWUJcO3SLXLCmX5yLSGteWcoaPZnIKO9UhLxpUSITKWLHr2VtE1ACMRC
RTPBXMLb70nMtPTqct158+Q/axtQCWUs8caHs3LvVfOnRG+War49/F8Ii8mgnNnb
M6ZTwT0Z1sn0f4ohVePrW/kkd1QavlbPa+0dzjZvs88CI1EXA]/XIegfSWifIAXqP
3d37VonXX7YRocJ4kzhkuE/SUDsulsMCOhbM81uZcWiBbDAT2jj1KgfoxubtnuFq
un4EJID73K9RWeA+7IVmEceRTBMyfD+ZwZHOBUF1s+wZEmzYqw+cuc+I8XEFVOM18
P3ah28Nno0jXMk4MpfFJ1YMCmMq66x3j59ZtcVZx0GCOswOCKUOJ 1 FFQTEmmV{9,/C
65a96np7YCI8s6UNUWi5Zp/NrbN31HkPOwWt7+1DFGFit1lpTTGvOFchtLYWeB3Kj0
h/C/R7¢cigq6ZNCzwBrbztGV83jG115NSsTwKbTGiwCYwON8c09TXQb04 rMomFDAV8
aeflaBsjMgEUkz0ZKOU2ZgTxM11ine8pgNs/BhWBCYGSNmnWDJ7UmdkdqCpKIubpO
gtmFX/DtSu9]2yevfV+3/YCwnSRkr020TGs1jIkEM2wzTaAeEQfShQMCHQPHtc40pkcs12file.pfx= I Z7|X| SHA|5HOF &t= pkcs12 Tt U LICY.
Ol oflofl M= Al 742l 7HH mo| 4 LICH.

ID 215 M& 17H. subject=/0O=Cisco Systems/OU=TAC/CN=ftd3.example.com2Z I3l ID 2I& A

S & = AU&LIcH

subject=/0=Cisco Systems/OU=TAC/CN=ftd3.example.com
issuer=/0=Cisco Systems TAC/CN=VPN Root CA
] /ptNb/cd
zB8WMB8GA1UdIwQYMBaAFHekzDnhi40727mjLXuwCRVFgyguMAsGA1UdDwWQEAwWIF
oDAdBgNVHSUEFjAUBggrBgEFBQcDAQYIKwYBBQUHAWIWGWYDVRORBBQWE0IQZnRk
My5TeGFtcGx1LmNvbTAeBg1ghkgBhvhCAQOEERYPeGNhIGNTcnRpZm1jYXRTMAOG
CSqGSIb3DQEBCWUAA4ICAQC] jrMjruGH5fpcFND8qfuVUOhkszCwg201oMgMrvXn
gENKcXxxT27z6AHnQXeX3vhDcY3zs+FzFSoP5tRRPmy/413HAN+QEP2L9MQVDIPH
f50rQ/Ke5c16hM0J08daR7wNzvFkchicKCLRHOEVEOIOSPKsLYyGSSxGmh6QXfZcM
GX3jG9KrgTugp2UEqOUug9HPTpgsbuNcHW8xXgFp6IATOLrytwrLeMIh5V+Vh5pT1
yT19wo5VADoYKgN408D21TeJIj6KB7YnYFB5wMgPGR5h5wx1gNg/MFixwfMXM4T1
Rk3EOdSTENqzqg2ZwnqJ4HCoqar7AS1Q5Zub5NY4+QfEpt8UHfYszp/e1BA+TviUC
DXGBUTbad1nEfi5318G+/vZ16ykcmXe9hokKYxY8cg/U7170n/FbAmdYwRYgMAE4



RWfBpOvoNzn97cG+qzogo7j/0kTfYu309DzdU3uy+R8IIkBrerktrzZR7w70fP610
IAs86N5Zb18U14GfcIm0eXHbN+/0B31INhvWeyZfAbtgUlgstzvb2bc2GBoJI1XC
YRQ1ft1FxHpn4zMkjI2Px0yam/bROnOFoMCesHvvtcgcGjFIgZduZyBI9ulEZ2H5
uwNEJFO1VOGV+UBRigpjXEaUfJj4yMwaMYerZcZQVIfZ75+8SS5rfGfpMwTiT471
ng==

CA QIS M YUZE 8t 17HLICE. subject=/0O=Cisco Systems TAC/CN=VPN Root CA IHZE0{ ID
RQIEMUS & &= UELICE ol o|Tlof| EAIE ID 2IE Mol wWZ At et 2L LICt

subject=/0=Cisco Systems TAC/CN=VPN Root CA
issuer=/0=Cisco Systems TAC/CN=VPN Root CA

MIIFQzCCAyugAwIBAgIIQgRS/woJDigwDQYJIKoZIhvcNAQELBQAwWMjEaMBgGALUE
ChMRQ21zY28gU3T1zdGVtcyBUQUMxFDASBgNVBAMTC1ZQTiBSb290IENBMB4XDTIw
MDQWNTIzMTYwMFoXDTMwMDQWNTIzMTYwMFowMjEaMBgGA1IUEChMRQ21zY28gU31z
dGVtcyBUQUMxFDASBgNVBAMTC1ZQTiBSb290IENBMIICIjANBgkahkiGOwOBAQEF
AAOCAg8AMIICCgKCAgEAXhTBKiB1xzLg2Jr48h/2u84RcWahOTmPYCNGYZgOPvST
JOpKvAU5tz4z625YXx1nBtjSSEgzF+qETpSpTEhjW2NXIcTXxuNirfrmSIQfIwS1yT
PaFv7u+VhgyYbYsSxGAB/m6RWWpiNbg8SDoUACU7R/bvplRb8W6tXk/rsT1jc7L2
c/G5MeDLNmc /i /M1zuMjhjotCphsIPhvNII71cNj6K0pvg2yB/Md7PX0ZnLaz9pf
GgpjpHOzzKhdIMW/KII64IRpo8KVhpE5X2sFohjzot4u8/t20P846z/CXmTHQcgp
g5BgZMGaro015rcq0PjtkK9Tqg7q013VfOkMTsofMp+BulCiFDpawF/j8uSPuswEs
rzv]+8GbOY1WEHtohgNGjP00q8wnKQuOC47Ft1UMpdSwUsMMze0X43dyp/WoZtLW
4v/Pn/NibE3aoP0aMhIo4CdwSBHZ0OgVag4INgVsuFX1uPKD25Whr109LQ93P/sN3
FhoAh98HKOcuQ64Ua3AaShdzornD+G2J2pd1NflDah1z1skIMtTURSWdLjsHLKft
JqSOoLIs2stU8HutUZ4h6Lv2+da554zVijpRTQiYh/TyNexDsd1m6PH7mQj+iL8/9
c2gDhuich3cx11jINOLdB+/jQqkfzmx9ziB1PXnIshNRbfT1LLrNfdD0O9agqQsvsC
AWEAAaNdMFswDAYDVROTBAUwWAWEB /zAdBgNVHQ4EFgQUd6TMOeGLg7vbuaMte7A]
FUWDKC4wHwYDVROjBBgwFoAUd6TMOeGLg7vbuaMte7A] FUWDKC4wCwYDVROPBAQD
AgEGMAOGCSqGSIb3DQEBCWUAA4ICAQC6B+Y30batEZqvORQz1IMS600umCgNWGi8d
kcRDxkY2F+zw3pBFa54Sin10fRPIvZvLNIV50dXmvH5Tuh6KIDMVrLMWNiSgI7Tn
01pgKraokS2000STwQ7Q9Wk1xCrwxMfTuDJFMe80qabFAU55705PDXPtFEutn0xz
Ou8VMLBRy+gDc+0WARsjFj+0gU0c2Wj39gQ81G1yoPYgufWRnztN5rQxWzFLSsCNN
jnIesjQvOvF3nY7SH5QasPN25AydsGEODFgp7rZLN2BH7GI9rhi5hEn3BvIALZCQ6
p702FZ1y51xuzuA/wPnR89HiIkSF130MTpn0OI13d6d07s3bwyNja8JikYTCf11e5
2CSsz4Cn/BTwfWyAcLN3HxUjG4Ev2818fWWpkYmuxujpKDFFzFOskpKAKS53tNKPf
pn4+w5FyLo1800AydtPoKjYkDgbvG/SRPbt92mdTIF7E6]+08]60V3YL+IyrZ+ul
MYqPd450174cgHAMFICANdN3PYScrrGYHawfVxp+R+G4dTIWdMvthh3ftSOmkiKJI8
mINH7WYST1kYcTbcokZi0IcZa+VVv5U0LIt/hDOVG7xqZ01pMQKkYUBzg5LbGINm
8ypfThQ1lfaI5fQRxpxTIsmDvIrQzxBjuCyKn+23FkkUhFIt0OD989UUyp08HIvDoIr
yzm9J0pMrg==

————— END CERTIFICATE-----

MIIFDjBABgkghkiG9w0BBQOwMzAbBgkghkiGIwOBBQwwDgQIScA8TOogup4CAggA
MBQGCCqGSIb3DQMHBAgKqoTuZzoXsASCBMgOTEb24EN]14/gh3GpsE2C20CnJedid
ptDDIFdyOV4A+su30IWzTnHrCuIhjR8+/p/NOWTA73x47R4T6+udws /ctHkvEDbQ]
gZ3ZzFWTed9HqidhcKxx0oM/w6/uDv/opc6/r1IZiaKp6F09h0ibglGI9kjxkWQC
EQR8cM1U2yi0vagL8p0YdeujCrzBtorRp9BMIe1CP1IMwItOEbAC4mmuedzs+86rl
xadK7gHBuWUJ cO3SLXLCmX5yLSGteWcoaPZnIKO9UhLxpUSITKWLHr2VtE1ACMRC



RTPBXMLb70nMtPTqct158+Q/axtQCWUs8caHs3LvVfOnRG+War49/F8Ii8mgnNnb
M6ZTwT0Z1sn0f4ohVePrW/kkd1QavlbPa+0dzjZvs88CI1EXA]/XIegfSWifIAXqP
3d37VonXX7YRocJ4kzhkuE/SUDsulsMCOhbM81uZcWiBbDAT2jj1KgfoxubtnuFq
un4EJID73K9RWeA+7IVmEceRTBMyfD+ZwZHOBuUF1s+wZEmzYqw+cuc+I8XEFVOM18
P3ah28Nno0jXMk4MpfFJ1YMCmMq66x3j59ZtcVZx0GCOswOCKUOJ 1 FFQTEmmV{9,/C
65a96np7YCI8s6UNUWi5Zp/NrbN31HkPOwWt7+1DFGFit1lpTTGvOFchtLYWeB3Kj0
h/C/R7¢cigq6ZNCzwBrbztGV83jG115NSsTwKbTGiwCYwON8c09TXQb04 rMomFDAV8
aeflaBsjMgEUkz0ZKOU2ZgTxM11ine8pgNs/BhWBCYGSNmnWDJ7UmdkdqCpKIubpO
gtmFX/DtSu9]2yevfV+3/YCwnSRkr020TGs1jIkEM2wzTaAeEQfShQMCHQPHtc40MRl 7|9 &5 3HE SliAisted™ LS 3HE IRl 7I1E mUol| SALE CHS Ol openssl BB S A-AE
LICE.

openss1 rsa -in encrypted.key -out unencrypted.key

Enter pass phrase for encrypted.key: [private-key passphrase]
writing RSA key

- encrypted.key= ZE3HE 710l 7|E EREt ool O|F LCt
« unencrypted.keyE= &S 3E|X| &f2 7|7F Qe mplo| 0| QL|CH

orSSIE|X| 2 7lel F|= CF=2 oo E £ /US=O0| ----- BEGIN ENCRYPTED PRIVATE KEY-----
OO0 k=1

| Ol --me- BEGIN RSA PRIVATE KEY----2 EA[& = l&L|C}.


 fmsWOAyg————— END RSA PRIVATE KEY-----

el 71§ ef 336t x| ofo™ ID & 7HR! 7| S U= =ot7{LE M 2AZE
3EAHE ALE3tod FDM01| S Atsto] 20 & UAELICE A0l dHE A
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View Internal Certificate

Mame
FTD=3=Manual
REPLACE CERTIFICATE
subpect Common Name
ftd3 example.com

Subject Organization

Cisco Systems

- o, [ - - . -
Issuer Camman M

VPN Root CA

|=suer Organization

Cisco Systems TAC

Valid Time Kange

Apr 13 164400 2020 GMT - Ape 13 16:448.00 2021 GMT
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show crypto ca certificates

rtificate
Status: Available
Certificate Serial Number: 6b93e68471084505
Certificate Usage: General Purpose
PubTlic Key Type: RSA (2048 bits)
Signature Algorithm: SHA256 with RSA Encryption
Issuer Name:
cn=VPN Root CA
o=Cisco Systems TAC
Subject Name:
cn=ftd3.example.com
ou=TAC
o=Cisco Systems
Validity Date:
start date: 16:44:00 UTC Apr 13 2020
end date: 16:44:00 UTC Apr 13 2021
Storage: config
Associated Trustpoints: FTD-3-Manual

5+04 show crypto ca certificates BE&
L|Ct.
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SSL 215 M dx| Ml A| SSHE Sall FTDE 2% = TIE CLIGIM CIHIE A + AUGL
Ct. debug crypto ca 14

Ol 2| FTDUME OlE{8t CIHIE MEE == U2 EA siZol| HEELICH.

debug crypto ca 255

debug crypto ca message 255



debug crypto ca transaction 255
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openss1 pkcsl2 -info -in asaexportedpkcsl2.pl?2
6870300:error:0D0680A8:asnl encoding routines:ASN1_CHECK_TLEN:wrong tag:tasn_dec.c:1220:
6870300:error:0D07803A:asnl encoding routines:ASN1_ITEM_EX_D2I:nested asnl error:tasn_dec.c:386:Type=PK
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openss1 enc -base64 -d -in asaexportedpkcsl2.pl2 -out converted.pfx

ol &4 ObxIT ID UBM L 740! 7|18 7HK27| £I5H 0

| 95 Mol A2 Eo] s PKCS12 o]
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