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biz-internet

biz-internet

/\u- \

'{_K biz-internet {F/" \ W K/I
S520_Edge1 S520_Edge2 S30_Edge1
10.0.01 10.0.0.2 10.0.0.30
= Al met

1CtAH|. BFD Al &0l

)]

30_Edge12] show sdwan bfd A4 £240iA S20_Edge20i| Ciet BFD Al44 10.0.0.27}F CH2 EIR
ot

% = _Jl\_ /\A%thl-

l]Io

S30_Edgel#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC
SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP
10.0.0.2 20 down biz-internet biz-internet 192.168.30.2
10.0.0.1 20 up biz-internet biz-internet 192.168.30.2

£240| i of2ioil S30_Edge10dl NAT & A7t ZAIELICE Ol= CHE NATE LIEHL|CEH 8
I=R=]|
= 1

IP172.16.1.34 & Z E 31048.



S30_Edgel# show sdwan control local-properties

site-id 30
domain-id 1
protocol dtls
tls-port 0
system-ip 10.0.0.30

NAT TYPE: E -- indicates End-point independent mapping
A -- dindicates Address-port dependent mapping
N -- indicates Not learned
Note: Requires minimum two vbonds to learn the NAT type

PUBLIC PUBLIC PRIVATE PRIVATE
INTERFACE IPv4 PORT  IPv4 IPv6
GigabitEthernetl 172.16.1.34 31048 192.168.30.2

3EHA| NAT ZHI|ado|Mde sholstL|ct

EZ2X|0 M= S20_Edge27} TLOC & 0| Flof /= Zdo 2 dxd l&Lict. ol
S20_Edge10i M PAT Z4m|23|o|Me &Ql8h 4 QlaLct.

NAT @HZE 741|728 0[410] S20_Edge10d 0|O] U &LICt.

S20_Edgel#sh run int gil
interface GigabitEthernetl
description biz-internet
ip dhcp client default-router distance 1
ip address 192.168.20.2 255.255.255.0
no ip redirects
ip nat outside
Toad-interval 30
negotiation auto
arp timeout 1200
end

S20_Edgel#sh run | i nat



ip nat inside source list nat-dia-vpn-hop-access-1ist interface GigabitEthernetl overload

4CHH. S22 1P L ZE &9l

2 24™M S20_Edge22| show sdwan control local
EA|)E MEHELICE

w
jo
wn

28 IPY XE 172.16.1.18 & L E 506
properties output(sdwan A0 24 &4 £

i

S20_Edge2#show sdwan control Tlocal-properties

site-id 20
domain-id 1
protocol dtls
tls-port 0
system-ip 10.0.0.2

NAT TYPE: E -- indicates End-point independent mapping
A -- indicates Address-port dependent mapping
N -- indicates Not learned
Note: Requires minimum two vbonds to learn the NAT type

PUBLIC PUBLIC PRIVATE PRIVATE
INTERFACE IPv4 PORT  IPv4 IPv6
GigabitEthernet2.100 172.16.1.18 5063 192.168.100.2

5EHAH|. NAT g48t &Hol

O|Xl S20_Edge1 C|HFO|A O A NAT #4&H2 2018t L|CH S30_Edge1, IP 172.16.1. 34 U ZE
3104804 CHEF 2247l IP 2! L E0f CHEF NAT AMIAMBF Q& L|C CHE! NATO|| CHEH 21 Ql= M%%
1245t 2 K| k& L|CH CFE 1P AND £E =3H0| ofL|™ 310481} CHE ZEJ} oH-r o4 Qloq

OF BfLICH(12346 Z2 EZ SD-WAN ZE 7} of ).



S20_Edgel#sh ip nat tran

Pro Inside global

udp 192.168.20.2:5063
udp 192.168.20.2:5063
udp 192.168.20.2:5063
udp 192.168.20.2:5063
udp 192.168.20.2:5063
udp 192.168.20.2:5063
udp 192.168.20.2:5063
udp 192.168.20.2:5063
udp 192.168.20.2:5063

6Tl FIA =% &0l

S20_Edge10ilA ThZl0| AMK| E|= x|

slations

Inside Tocal Outside Tocal

192.168.100.2:12346 172.16.1.69:12346
192.168.100.2:12346 172.16.0.102:12446
192.168.100.2:12346 172.16.1.50:12346
192.168.100.2:12346 172.16.0.202:12346
192.168.100.2:12346 172.16.1.82:12346
192.168.100.2:12346 172.16.1.34:31048
192.168.100.2:12346 172.16.0.201:12346
192.168.100.2:12346 172.16.0.101:12446
192.168.100.2:12346 172.16.1.98:12346

20|
| I_
otx| gt2 & UX|EH, ol B THAZFE flall AT M ELICH

S20_Edgel#debug platform
S20_Edgel#debug platform
S20_Edgel#debug platform
S20_Edgel#debug platform

condition ipv4 172.16.1.34/32 both
condition start

packet packet 1024 fia

packet packet 1024 fia-trace

S20_Edgel#show platform packet summary

Pkt Input Output
0 Gi2.100 Gil
1 internal0/0/recycle:0 Gil
2 Gi2.100 Gil
3 internal0/0/recycle:0 Gil
4 Gi2.100 Gil
5 internal0/0/recycle:0 Gil
6 Gi2.100 Gil
7 internal0/0/recycle:0 Gil
8 Gil Gil

S20_Edgel#show platform packet packet 8

EH5t0d O|AIA R TZIQIK| B oIt

State
FWD
FWD
FWD
FWD
FWD
FWD
FWD
FWD
DROP

Packet: 8 CBUG ID: 482
Summary
Input : GigabitEthernetl
Output : GigabitEthernetl
State : DROP 479 (SdwanImplicitAc1Drop)
Timestamp
Start : 6120860350139 ns (04/18/2025 02:35:03.873687 UTO)
Stop : 6120860374021 ns (04/18/2025 02:35:03.873710 UTO)
Path Trace
Feature: IPV4(Input)
Input : GigabitEthernetl

Qutput

Reason

Outside global

172.16.1.69:12346
172.16.0.102:12446
172.16.1.50:12346
172.16.0.202:12346
172.16.1.82:12346
172.16.1.34:31048
172.16.0.201:12346
172.16.0.101:12446
172.16.1.98:12346

5t7| I8 FIA M2 A-ELICH IP7F €24% IPQF S

479 (SdwanImplicitAc1Drop)



Source 1 172.16.1.34
Destination : 192.168.20.2

Protocol : 17 (ubpP)
SrcPort : 3618
DstPort 1 12346

S30_Edge12| miZlQl 23 Zr&LCt.

6EF7[0l M NAT Ell0|= 2 CHA| #QlstH o] miZloi CHEr Ml4do| eig S &l & JU&LICH 2730]
ot2t 9| o| &7 LICH.

757 BFD 7F2E &2l

S20_Edge22| BFD I{Z!2 NAT C|HFO|AO|AM C|HIO|A QIF 2 AKX E[2 2 S30_Edge10M & +
o3& LICH BFD Tx/Rx 7} E{= show sdwan tunnel statistics 232 S5l &Qler £ & L|Ct.

JW

S30_Edgel#show sdwan tunnel statistics
tunnel stats ipsec 192.168.30.2 172.16.1.18 12346 12347

system-ip 10.0.0.2
Tocal-color biz-internet
remote-color biz-internet
tunnel-mtu 1438

tx_pkts 10

tx_octets 1060

rx_pkts 0 <<<<<<<<<<<<<
rx_octets 0

tcp-mss-adjust 1358

ipve_tx_pkts 0

ipve_tx_octets
ipve_rx_pkts
ipv6e_rx_octets
tx_ipv4_mcast_pkts
tx_ipv4_mcast_octets
rx_ipv4_mcast_pkts
rx_ipv4_mcast_octets
tx-ipv6-mcast-pkts
tx-ipv6-mcast-octets
rx-ipv6-mcast-pkts
rx-ipvé-mcast-octets

[=NeNeolNololNoNeNeNo ool

Ol 12517 fI81 S20_Edge12| NAT 2LHZE=(PAT) /ol 1% NATE 7 M35to{ 2 E Alof mi=!
1 BFD I{Z!g B IP/ZE ZTEoZ NATE £ QlaLch



1. HX{ O] MA0i| M == S20_Edge20i M A|AE! MA 0| ZE SEHE HI|ggstatof & LICH

S20_Edge1} S10_Edge27} M0 944 EE= BFD E{Hol| S St AA ZEE AIESIX| LTS
S20_Edge20i| CHEF 2 AlB2 ZE @EZ AT FIHEIL|CH

30

F1: 0] 74|22y 0|M2 EHRE| CLI =& vManage CLI OHER HIZEIE E&l| =&E ¢
& LCt,
A

S20_Edge2#config-t

S20_Edge2(config)# system
S20_Edge2(config-system)# no port-hop
S20_Edge2(config-system)# port-offset 1
S20_Edge2(config-system)# commit



EH3to{ S20 Edge27|- O| 41|20 O]
of= 740

£ 11: show sdwan control local-properties& 4
LICt 7|2 ZEE AI85tK| e 8=

£12347 7|2 ZTE ZTEE ME5t1 U=X| &l

clear sdwan control port-index &2 AF85t0{ ZTEE CtA| 7|2 ZTEZ MA™EELICEH Of
2 tH ZEJ 42 ZEOM A SOIUCHIE LIS CHA| £RIGtE 42 ZEJH #HE

Z|X| et &LICH clear BE2 Ao 44 L bfd 'S R FLICH

2. S20_Edge10i M 1 NATE FMFLICEH

S20_Edgel#config-t
S20_Edgel(config)# ip nat inside source static udp 192.168.100.2 12347 192.168.20.2 12347 egress-interf

S20_Edgel(config)# commit

Lot

3. S20_Edge10i|A NAT #H2tE X|



*

S20_Edgel#clear ip nat translation

FO|

—_

o

1. Z|o1 & stLtol A BFD MM E & elghLCt.

S30_Edgel#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC
SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP
10.0.0.2 20 up biz-internet biz-internet 192.168.30.2

2. S20_Edge10i{ A NAT MM

fjo

S QIgLICH.

S20_Edgel#sh ip nat translations
Pro Inside global Inside Tlocal Outside Tlocal Outside global

udp 192.168.20.2:12347 192.168.100.2:12347  --- ---

udp 192.168.20.2:12347 192.168.100.2:12347 172.16.0.202:12346 172.16.0.202:12346
udp 192.168.20.2:12347 192.168.100.2:12347 172.16.1.50:12346 172.16.1.50:12346
udp 192.168.20.2:12347 192.168.100.2:12347 172.16.0.102:12446 172.16.0.102:12446
udp 192.168.20.2:12347 192.168.100.2:12347 172.16.1.34:50890 172.16.1.34:50890
udp 192.168.20.2:12347 192.168.100.2:12347 172.16.1.69:12346 172.16.1.69:12346
udp 192.168.20.2:12347 192.168.100.2:12347 172.16.1.98:12346 172.16.1.98:12346
udp 192.168.20.2:12347 192.168.100.2:12347 172.16.0.101:12446 172.16.0.101:12446
udp 192.168.20.2:12347 192.168.100.2:12347 172.16.0.201:12346 172.16.0.201:12346
udp 192.168.20.2:12347 192.168.100.2:12347 172.16.1.82:12346 172.16.1.82:12346
udp 192.168.20.2:12347 192.168.100.2:12347 172.16.0.1:13046 172.16.0.1:13046

Total number of translations: 11

O|XM 2 & Ao ¢4 L BFD {22 FAE IP L ZE 192.168.20.2:1234701 CHEF NATRILIC}. EE
8t 172.16.1.3401 CHEF A2 S30_Edge10i|Af vSmartol| &2l Zd0} &t X5| CHE ZEof CH8E A
QlL|ct ZE 508902 EXSHAAIR.

3. show sdwan control local properties £23(S30_Edge1)0lMd ZnE 1P L ZETJ} 172.16.1.34 &
T E 605062 = IetLct.

S30_Edgel#show sdwan control Tlocal-properties

site-id 30
domain-id 1



protocol dtls
tls-port 0
system-ip 10.0.0.30

NAT TYPE: E -- indicates End-point independent mapping
A -- dindicates Address-port dependent mapping
N -- indicates Not learned
Note: Requires minimum two vbonds to learn the NAT type

PUBLIC PUBLIC PRIVATE PRIVATE
INTERFACE IPv4 PORT  IPv4 IPv6
GigabitEthernetl 172.16.1.34 60506 192.168.30.2

S

Cisco Catalyst SD-WAN A7 7}0|=
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