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Analytics
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Canficanratian

Configuration Groups
re Templates

Policy Groups

Service Insertion

Topology

Cloud OnRamp for SaaS
Cloud OnRamp for Multicloud
Devices

Network Hierarchy Description

Certificates

) , 1237eald Device template of Sited00-cET wil...
Certificate Authority

Templates v 72fa9563 Device template of Site200-cE1 wit...

Policies

: 23 i E Site200-cE2 wil...
Security b1b238... Device template of Site200-cE2 wit

Unified Communications . . .
248d5ce  Device template of Site500-cE1 wit...

Network Design

Cloud onRamp for |aaS J983¢f18 Device template of Site500-cE2 wil...

Application Catalog
718bba... Device template of Site100-cE1 wil...

58129554-cale-4010-a787-71a5288785... Device template of Site100-cE2 wil...
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Tomplats Typa  Nen-Default

Ty Bewica Modal

Bavice Tewpines

Bevices Attachac Usdased By Laat Upested

Changa Davice Modala

Delete
Capy
A|AE TR (System feature) R0 M FE{7|(Tracker)& 2 =IgFLICH
Configuration
Device Templates Feature Templates
Feature Template > Cisco System » Eystem_S5Site400-cEl1 400_288ed1b4-e59:-4af4-92f3-84 7042372815 _04-04-2024_16-21-17
Device Type CH000v
Template Name* |
Description® | Test Orive Template: System feature of Site40C |
Basic Configuration GPS Tracker I Advanced
| BASIC CONFIGURATION
ZX7| o7 4+ E 7445242 New Endpoint TrackerE 22!&FL|CH
Tracker
TRACKERS TRACKER GROUPS
[ New Endpoint Tracker J
Optianal Name Threshold Interval Multiplier Tracker Type
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Tracker
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A0 FHI| 35S 7867 Mol F 7He| B =X QIE FHM7F|E F/dalof BfLICH.

Device Template | 288e91bd-259e-4afd-9218-847b4237eal15
{ Q search v
Total Rows: 1 T =
5= Chassks Number Systewn IP Hosthame Preflo(0.0.0.0/0) Address(192.988.1.0) Interface Hame(Glgabit Evhermetd) 1Py & Addres sf prefix-k
& CBK-OBB43DFE-2350-F2B2-EBE2-FBO... Shed0B-cE1 0,0.0.0/0 GigabliEthemnets any

m Cancel

Devices(C|HIO|A)E 225t I 0[4M0| SHEX| = QIFLIC} Config Diff(ZAZ[12{|0|4 R}
0l) & Side by Side Diff(L}2t 5| x0[)& Z2/8tLIC}. Configure DevicesE Z2!8fLIC}.

Device Template ot Cenfig Praview |
288e91b4-e59e-4af4-9... 1

- . . system
Device list (Total: 1 devices) rtp-status in-progress
Fiter/Search ] device-model vedge-CEaaav

gps-location latitude 19.84674
gps-location longitude 72.85223
system-ip

CBK-0BBA43DFE-2350-F2B2-E6E2- overlay-id 1

FBOF3EDDBSET site-id 402

Sited00-cE1|11.401 no transport-gateway enable
port-offset 2

Gonfigu re Devi... control-sessien-pps 388

admin-tech-on-failure
sp-organizaticn-name Vviptela-POC-Tool

Araand ratdanonama wintal 2 ab o Tand



endpoint-tracker trackerl

tracker-type intarface
B endpolnt-dns-name www.cisco.com
336 threshold 100
. interval 30
338 1
Ll no crypto ikev2 diagnose error HhE no crypto ikev? diagnose error
334 no crypto isakmp diagnose error 340 noe cryptoe isakmp diagnose error
g ne network-clock revertive eaL ne network-clock revertive
L snmp-server ifindex persist o snmp-server ifindex persist
S fhrp version vrrp v2 5 fhrp version vrrp v2
338 line <on 0 44 line con 0
e speed 115200 = speed 115200
= stopbits 1 = stopbits 1
341 . 347 !
ad2 line vty 0 4 ad8 line vty 0 4
B transport input ssh Sl transport input ssh
344 1 350 ]
5| line vtv 5 80 1] line vtv 5 8O

m Configure Devices Cancel
. 4

vManageO|M £X7| A1|ago|lMe 2 C|Hto|A HEE!

o
4
0
9
>
L
ul

View Logs
Push Feature Template Configuration | @ Validation success
Total Task: 1| Success: 1 Host: Site400-cETI }
Site ID: 400
Device CROOOV
Device Group (1) Model:
Q Search Tabla [25-Jul-2024 7-50:20 PDT) Configuring device with feature temglate

[28-Jul-2024 7-50:21 PDT] Checking and creating device in Managar
[29-Jul-2024 7-50:22 PDT) Generating corfiguration from template
[25-Jul-2024 7:50:29 PDT) Device is onling

[29-Jul-2024 7:50:29 PDT] Updating device configuration in Manager

Statun Noasogo Chaszls Nembor [29-Jul-2024 7:50:29 PDT) Sending configuration to device
[29-Jul-2024 7-50:36 PDT) Successfully notified device to pull configuration
@ Success Template successfully attac... : [29-Jul-2024 7-50:36 PDT) Device has pulled the configuration
[25-Jul-2024 7-50:3% PDT) Davice: Config applied successtully

[28-Jul-2024 7-50:39 PDT] Tempate successfully amached to device

20HA|. £X7|2 F4 QlE{m oA HIQIY

Cisco SD-WAN Manager M0l A Configuration(Z1Z| 224 0|4) > Templates(RIZE2)Z 0|5
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Configuration
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Canficanratinn

Confhguration Groups
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Policy Groups

Service Insertion

Topology
Cloud OnRamp for SaaS

Cloud OnRamp for Multicloud

Description 1

Device template of Sited00-cE1 wit... |

Device template of Site200-cE1 wit... F

.. Device template of Site200-cE2 wit... F

Device template of Site500-cE1 wit... F

Device template of Site500-cE2 wit... |

Devices v
Network Hierarchy
Certificates
) . 1237ea15

Certificate Authority
Templates v 12fa9563
Policies
Security EIBESE.
Unified Communications

248d5ce
Network Design
Cloud onRamp for |aaS 1983cf18
Application Catalog

718bba...

Device template of Site100-cE1 wit...

oo 2

Feature Templates

58129554-cale-4010-a787-71a5288785...

OlIE{W|0|A 7|5 EHIESIZ MG

A

M

|,| C}.

M7Hel M. 2 2

Device template of Site100-cE2 wit... |

2|3 CHS Edit(H

Q 400 x

GlgabhEtherner] x Search

Add Template

Template Type  Non-Default -

HName

Description

Device Modal Device Templates

Dewions Antached

Tonal Rows: 10125 LA

Updated By Last Updated

interface_GigabhEn...

Test Drive Template: int...

Cisco VPN Imerface Ethemet CBOOOy 1 1

admin 04 Apr 2024 412201, e

Change Device Modals

Deleta

Copy

—
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Advanced(Z&) &

Configuration

Device Templates Feature Templates

Feature Template > Cisco VPN Interface Ethemet > interface_GigabitEthemet1.04-04-2024 16-21-18

Device Type CBOODV
Template Name* [ ]
Description*® [ Test Drive Template: Interface GigabitEthernetl fe ]

Basic Configuration Tunnel NAT VRRP ACLfQoS ARP TrustSec Advanced

X770l £X7| 0|2 F7I5tedH EECH2 HIFA Global2 AMEHEFLICEH

L= J

o7 |

ICMP/ICMPVE Redirect Disable @ Global off

™M Device Specific »

GRE tunnel source IP © Default

AAHE B ESIoM YEe 7] 0| S L™t Update(TI0IE)E S =T LICH

Tracker @ ~ || tracker
ICMP/ICMPvE Redirect Disable ) - on Off
| S—
GRE tunnel source IP @) .] [ l
Xconnect @ - ] [ ]




Device Template | 288e91bd-059e-4afd-9218-847b4237eal3

Q search v
Total Rows: 1 T X
5= Chassks Number Systewn IP Hosthame Preflo(0.0.0.0/0) Address(192.988.1.0) Interface Name{GlgabitEthermetd) 1Py & Addres sf prefix-k
& CBK-OBB43DFE-2350-F2B2-EBE2-FBO... Shed0B-cE1 0.0.0.0/0

GigabiEthemnats

m Cancel

Devices(C|HtO|A)& &2!5tT Z4x|12i|0|M0| utE K| & QIFfLIC} Config Diff(ZdL|22{|0|M &t
0l) & Side by Side Diff(L}2t 5| x0[)& Z 2/8tLIC}. Configure DevicesE Z2!8fL|C}.

Device Template Total m Config Diff
288e91b4-e59e-4af4-9... 1

X & M system
Device list (Total: 1 devices) o .
ztp-status in-progress
[ Filter/Search J dEUlCE-ﬂ'IOI:.lEl . vedge-C5000V
gps-location latitude 19.24674

gps-location longitude 72.85223

system-ip
C8K-0BBA43DFE-2350-F2B2-E8E2- overlay-id 1
FEOF3EDDBBS? site-id 400
Site400-cE11.1.40.1 no transport-gateway enable
port-offset 4]
Configure Devi... control-session-pps 300

admin-tech-on-failure
sp-organization-name Vviptela-POC-Tool
organization-name viptela-POC-Tool
port-hop

track-transport

track-default -gateway
console-baud-rate 115200

no on-demand enable

on-demand idle-timeocut 12



interface GigabitEthernetl gte interface GigabitEthernetl
no shutdown c no shutdown
arp timeout 1200 ik arp timeout 1200
ip address 10.2.7.2 255.255.255.0 a3 ip address 10.2.7.2 255.255.255.0
no ip redirects e no ip redirects
ip mtu 1500 ip mtu 1500
ip nat outside el ip nat outside
load=-interval 30 ek load-interval 30
mtu 1500 ey mtu 1500

e endpoint-tracker trackerl
negotiation auto o negotiation auto
exit e exit
interface GigabitEthernet2 zed interface GigabitEthernet2
noe shutdown = ne shutdown

226

m Configure Devices Cancel

vManage0i| M C|HIO|A RIEEIE 7 ERi&LICt.

arp timeout 1200 arp timecout 1200

View Logs
Push Feature Template Configuration | ® Validation success
Total Tagk: 1| Success: 1 Host: Sited00-cE1(
Site ID: 400
. Device CBO0OV
Device Group (1) Model:
Q Search Table [28-Jul=2024 802:13 PDT] Configuring device with feature template

[29-Jul-2024 8:02:13 PDT) Checking and creating device in Manager
[28-Jul-2024 £:02:14 PDT] Generating cenfiguration from temglate
[29-Jul-2024 802:20 PDT] Device is onling

[29-JuI-2024 £02:20 PDT] Updating device configuration in Manager
Status Mestage Chassis Newber [28-Jul-2024 802:21 PDT] Sending configuration te device

[29-Jul-2024 £02:26 PDT] Successfully netified device to pull configuration
Templale successiully anac... : [29=Jul-2024 802:26 PDT] Device has pulled the configurat u=1|
[29-Jul-2024 £02:2% PDT) Device: Config applied succasefully
[29-Jul-2024 802:25 PDT] Template successtully anached to davice

3EHAl 7|E DIA HR40i| A NAT £ 8 &35t

Cisco I0S XE Catalyst SD-WAN LC|HIO|A & DIA(Direct Internet Access)E I8 NAT ZEH 7|52
K| ELICH NAT 29 7|52 AL 5tH 7|2 NAT Z271 Amg 32 ECHE0| ChA B2E A8
& = &LICH ol A st 7|& NAT Zx|aeo|Mol| 2A|7t e BT RI&EQI 470 &
AELCH.

Cisco SD-WAN Managerg AM&3+0{ NAT CHA|E & 43t 5te{™

Cisco SD-WAN Manager M+ 01X Configuration(Z1I| 28| 0|Ad) > Policy(Z2)Z 0|S&fLICt.
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interface GigabitEthernetl

ip address 10.2.7.2 255.255.255.0
no ip redirects

ip nat outside

Toad-interval 30

negotiation auto

endpoi nt-tracker trackerl

arp timeout 1200
end

Site400-cEl#show sdwan running-config | sec endpoint
endpoint-tracker trackerl

tracker-type interface

endpoint-dns-name www.cisco.com

threshold 100

interval 30

£240i= show endpoint-tracker %! show endpoint-tracker GigabitEthernet! &2 A& 35t0{ £X
7| 4ENE =elste WOl EAIELICH

Site400-cEl#show endpoint-tracker

Interface Record Name  Status Address Family RTT in msecs Probe ID Next Hop
GigabitEthernetl trackerl Up IPv4 8 6 10.2.7.1
Site400-cEl#show endpoint-tracker interface GigabitEthernetl

Interface Record Name Status Address Family RTT 1in msecs Probe ID Next Hop
GigabitEthernetl trackerl Up IPv4 8 6 10.2.7.1

eI 22 Z9 557 B 2XIE st o 20| TS S547|of ChE Bfo|H B3 &
=

Site400-cEl#show endpoint-tracker records
Record Name Endpoint EndPoint Type Threshold(ms) Multiplier Interval(s) Tracker-Type
trackerl www.Cisco.com DNS_NAME 100 3 30 interface

show ip sla summarycommand2| £242]L|C}.

Site400-cEl#show ip sla summary
IPSLAs Latest Operation Summary
Codes: * active, A inactive, ~ pending


http://www.cisco.com

A1l Stats are in milliseconds. Stats with u are in microseconds

ID Type Destination Stats Return Last

Code Run
*5 dns 8.8.8.8 RTT=16 OK 16 seconds ago
*6 http  X.X.x.Xx RTT=15 OK 3 seconds ago

show sdwan policy from-vsmart BZE At&35t04 C|HtO|A0]| M El ZH x| 0|M

LICH.

<ffroot>

Site400-cEl#show sdwan policy from-vsmart
from-vsmart data-policy _VPN12_VPN12_DIA
direction from-service

vpn-Tist VPN12

sequence 1

match

source-data-prefix-1ist Site400_AT1VPN_Prefixes
action accept

nat use-vpn 0

nat fall back

no nat bypass
default-action drop

ol K| C|HtO|AO| M O|24EF CIHHOE &d35tstod 2t RE{7F ZEEE E L & QIE{H0|A 9| & EH
E sfelsts WS Folgho
« CIRE7I T2 HE MESe WS DLIEEIS T MS QE{H|o|A o] AEHE &Ql5tE{ T
debug platform software sdwan tracker @& 2 AL LICH. O] BHES 17.12.x EE[AHK] K]
pay=]u
« 1713 x O|MEE{ Z2H 238 P LIE{Zs2d™ 0|28t CIHHa S &3 ghich
Z31E AT E Q0] £™ jos RO sdwanrp-tracker C|HH1 AH
ZSHE AT EQ|0{ & jos RO sdwanrp-cfg C|HH2 M

« IPSLAXNY @F A =Mt grAEl 238 #QlstedH O|2{Er CIHaE & d3tef Lt ol

= "1 -

st E:L= IP SLA Zrdo| Almlist= x| Eo{ELLCt.
I:|I:I-|:L ip sla =
CHZ show 2! monitor &S A&St0o{ CIHO 23 E = QlEhL|Ct.

» show logging profile sdwan internal
- ZLE 22 Z20Y sdwan LI



Site400-cEl#show logging profile sdwan internal

Logging display requested on 2024/08/13 08:10:45 (PDT) for Hostname:

Displaying logs from the Tast 0 days, 0 hours, 10 minutes, 0 seconds

executing cmd on chassis local
Unified Decoder Library Init ..

Found 1 UTF Streams
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