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O| Cl2 9| E™M2 cEdge 172.16.1.10{|A{ SSH M A E X|§t5tX|EF cEdge 10.10.10.10 &
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cEdge#show

users

Li ne User Host ('s) Idle

Location

*866 vty 0 admn idle 00: 00: 00
192.168.1.5

Interface User Mbde Idle Peer Address

vManage0Oi| M cEdgedll 2 215t= Ol E'd, AIAE E= 38 ip TAE MESHX| =X| =lgL
Ct.

cEdged| 2a215t= O AF8El= IPE & Ql5t2{H™ CFF access-listE AHEE = U&LICH

cEdge#’show run | section access
ip access-list extended VTY_FILTER SHH
5 permit ip any any | og <<<< with this sequence you can verify the |IP of the

device that tried to access.

HKA o] 22 ZHE

VTY 2telof M E HM& =5

cEdge#ishow sdwan running-config | section vty
line vty 0 4

access-class VIY_FILTER SSH in vrf-al so
transport input ssh

ACLO| M &Fl F vManage®| X cEdgeE SSHE CtA| &1 210 M= CHE HAIXIE &g =
A& LT,

O| MIA|X|= show logging BE 2 S3lf & lgh = JU&Lct

*Jul 13 15:05:47.781: %SEC LOG N-5-LOAE N_SUCCESS: Logi n Success [user: Tadmi n] [ Source
192.168.1.5] [local port: 22] at 15:05:47 UTC Tue Jul 13 2022

0| 2304 M Local port 228 & &= U&LICH O|= 192.168.1.50{| A cEdge0i| CHEt SSHE ¥2{n
AMERZE olOlFLct

AAIP7F192.168.1.5UE &Moo 2 yManagedlAM SSH MME & £+ UTE SHIE IPZ
ACLZ FHE = U&LICH
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cEdge#show access-list VTY_ FILTER_SSH
Extended | P access list VTY_FILTER _SSH
10 permt tcp 10.10.10.10 0.0.0.15 any eq 22 100 deny ip any any |og

Zix|2 2y o] i Al

cEdge#config-transaction

cEdgeconfig)# i p access-1li st

cEdge(config)# ip access-list extended VTY_FILTER SSH
cEdge(config-ext-nacl)# 5 pernmit ip host 192.168.1.5 any |og
cEdgeconfi g-ext-nacl)# commit

Commit conpl ete.

M AR A:

CEdge#show access-list VTY FILTER_ SSH

Ext ended | P access list VTY_FILTER SSH

5 permit ip host 192.168.1.5 any |og <<<< New sequence to all ow vManage to SSH 10 permit
tcp 10.10.10.10 0.0.0.15 any eq 22 100 deny ip any any |og <<<< Thi s sequence deny al
ot her SSH connecti ons

VTY 2telofl ACLE M &g LCt.

cEdge#show sdwan running-config | section vty

line vty 0 4 access-class VIY_FILTER SSH in vrf-also transport input ssh
!

line vty 5 80

access-class VIY_FILTER SSH in vrf-also transport
i nput ssh
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Configuration(Z1Z| 12/ 0| M) > Custom Options(X¥ & & =) > Access Control List( M| Xlo{ 5
) > Add Device Access Policy(C|HO|A YM|A &2 F£7}) > Add ipv4 Device Access Policy(ipv4
ClHtolA HMA HA F=7H)E o|F§ct

ACLO| O|§ 1 MHE F7I5t 1 Add ACL Sequence(ACL A|#HA FIH)E Z2I8H O} Sequence
Rule(A|BA &) ME{EfL|CH



Localized Policy » Access C

Mame SDWAN_CEDGE_ACCESS

Description SOWAN_CEDGE_ACCESS

[ (¥) Add ACL Sequence

Tl Drag & drop to reorder

I *¢ Device Access Control List

Device Access Control List

(*) Sequence Rule

Device Access Protocol > SSHE AME{&tL|C}

O OhE &4 O|0|E MFA S8/8 ML

E Device Access Control List

& Sequence Rule Drag and drop to re-arrange rules

Match Conditions

m izl

Destination Data Frefix

Davice Access Protocol (required)

S5H

Source Data Prefix List

ALLOWED =

Actions(2td)E 226t 1 Accept(FE)E MEFHC

aFx| '1!'9;, Save Device Access Control List Policy.

ontrol Lists Policy »  Add Device IPV4 ACL Policy

Device Access Proiocol

Actions

Accept

|'% Save Match And Actions.

Drag and drop to re-arrange rules

Enabled



E Device Access Control List

e ACC [4 t
+) Sequence Rule  Drag and drop to re-arange nies
e |

O Accept O Drop Counter
Match Conditions Actions

Device Access Protocol [requined) S5H Enabled

F me ®

Source Uata Profoc List

ALLOWED: =

Varlables: Disabled

Save Match And Actions

Save Device Access Control List Policy Cancel

2BHA|. x|H3HE YA 4

Configuration(Z1IZ| 22| 0| ) > Localized Policy($1X|2HE! =2) > Add Policy(32 F7}) >
Configure Access Control List(M|A Ao 55 F4) > Add Device Access Policy(C|HFO|A 24 Al
A M F7}) > Import Existing(7|& 7tX27])2 2 o|SgHLCh.

acalized Policy » Add Policy

@ Create Groups of Interest @ Configure Forwarding Classes/QoS . Configure Access Control Lists

Q Search

Add Access Control List Policy Add Device Access Policy ~  [Add an Access List and configure Match and Actions)

Add IPvd Device Access Policy

PR WY o PO A [P

) Import Existing

Name Typ ription Maode Reference Count

Mo data available

0|7 ACLZ MEft I Import(7t X2 7|) & & =gLct

Import Existing Device Access Control List Policy

Policy SOWAN_CEDGE_ACCESS :

Cancel Irnpert




Policy Name(Z=* 0|&) & Policy Description(32 M3)E F7}3t 1 save Policy Changes.

GO IR YN Forwarding Class/Qo5 — Access Contrel Lists | Route Policy

Enter name and description for your localized master policy

Folicy Name SDWaN_CEDGE
Policy Description SOWAN_CEDGE
Policy Settings
CI Metflow |: Netflow IPvE |: Application :l Application IPvE |: Cloud QoS |: Cloud QoS Service side [:] Implicit ACL Logging
Log Frequency " 'LL,-
FNF IPyd Max Cache Entries i (D)
FNF IPv6 Max Cache Entries i )

Preview Save Policy Changes Cancel
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3EHA|. x| HES0f

Configuration(Z1Z| 124 0|4d) > Template(l & 2!) > Device(C|HIO|A) > Select the Device(C|H}O|
A MEY)Z 0|F 35t > > ... > Edit(Td &) > Additional Templates(F=7| & %!) > Policy(& ) >
SDWAN_CEDGE > Update(Cl|0|E)& &2|#FL]ct.

= CiscovManage () Select Resource Groupw Configuration * Temp
Feature

Basic Information Transport & Management VPN Service VPN Cellular Additional Templates

TrustSec Choose... b

CLI Add-0On Template Choose... -

Palicy SDWAN_CEDGE -
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O|Xl vManage2| O|&1 EE{E At&3510{ cEdge0l| CHEH SSH AMAE CHA| EIAES == /U&LICH
(Menu(MH|+) > Tools(Z) > SSH Terminal(SSH E{0O|'&)).

2FE{7} 192.168.10.114moi| CHEt SSHE A|E3H&LIC}.

Router#ssh 192.168.10.114

% Connection refused by remote host

ACL 7}2EE EQlg A2 AIAHA 300 17He] Yx|7} I SSH ¢34 0| HEEIUZSE &lE
&LC}.
c8000v-1# sh access-lists

Extended IP access list SDWAN CEDGE ACCESS-acl-22
10 permit tcp host 192.168.1.5 any eq 22

20 permit tcp 192.169.20.0 0.0.0.15 any eq 22

30 deny tcp any any eq 22| (1 match)
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