Catalyst SD-WAN

SD-WAN (

Cisco Manager

(vSmart)
CLI
1 vManage + DR
1
2 : vManage Ul

3 : Config-db /

4
5

2: vManage + DR
1
2 . vManage Ul

3 : Config-db /

4 : DR
5
6
3: vManage + DR
1
2 : vManage Ul
3 . vManage

4 : Config-db /

5
6
4: vManage + /
1
2 : vManage Ul
3 . vManage
4 DR

5 : Config-db /




5: vManage + DR

2 : vManage Ul

3 : vManage

4 : Config-db /

5 : vManage

Cisco SD-
WAN

e Cisco SD-WAN( WAN)
* Cisco Software Central
* software.cisco.com

. system-ips, site-ids

neo4j(configuration-db) ( vManage

).

Graceful Restart 7

. ( :vAnalytics)

« . , )
Cloud OnRamp , c8000v


https://software.cisco.com/download/home

Configuration-db

(
Enterprise CA

SDAVC

. COMPUTE_DATA
).
Enterprise CA
, Enterprise CA

vManage
. @a )
. 3 6 )
DR
* DR
. DR
. DR ( / )
~
# vManage DR
1 (1 ) DR
2 (1 ) DR
3 3 6 ) DR
4 3 6 ) DR
. VM
SD-WAN ( ,

DATA

Ul

CLI


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/ha-scaling/ios-xe-17/high-availability-book-xe/m-high-availability-and-scaling.html#:~:text=Cisco%20Catalyst%20SD%2DWAN%20Manager%20Disaster%20Recovery&text=Note%20that%20the%20failure%20of,Recovery%20chapter%20for%20more%20information.

: Cisco . Cisco vManage
= Cisco Catalyst Manager, Cisco vBond = Cisco Catalyst Validator, Cisco vSmart = Cisco

Catalyst

Cisco Software Download(Cisco ) SD-WAN OVA

* VEDGE Cloud(VEDGE ) vBond OVA

* vManage software vManage OVA

* vSmart vSmart OVA

- ESXi/ OVA vSmart, vBond vManage
. SD-WAN
CPU, RAM .
Storage Size* vManage

Cisco Manager

» Cisco Manager vManage VM

. admin , admin

. : vManage

For a standalone vManage, choose the persona as COMPUTE_AND_DATA.
For a 3 node cluster, on 3 vManage nodes, the persona is set to COMPUTE_AND_DATA.
For a 6 node cluster, on 3 vManage nodes the persona is COMPUTE_AND_DATA and on rest 3 vManage nodes pe

: COMPUTE_AND_DATA 1


https://software.cisco.com/download/home/286320995/type
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/release/notes/compatibility-and-server-recommendations/ch-server-recs-20-15-combined.html

booted via startup_32()
hysical BASLR using RDRAND RDTSC. ..
irtual KEASLR using RDRAND RDTSC. ..

flecoMpressing Linux. .. Parsing ELF... Performing relocations... done.
the kernel.

28.12.5.1

login:
28.12.5.1

login: admin

P assword :

elcome to Viptela CLI

adMin connected from 127.8.8.1 using console on vManage

ou Must set an initial admin passuword different from default password.
Password :

e—enter passWord:

1) COMPUTE_AND_DATA

3) COMPUTE

Select persona for vManage [1,2 or 31: 1
ou chose persona COMPUTE_AND_DATA (1)
re you sure? [ysnl

1

Select storage device to use: 1

puld you like to format sdb? (y/nd): y

mount : Zdev/sdb: not mounted.

keZ2fs 1.45.7 (28-Jan-2821)

Discarding device blocks: done

reating filesystem with 26214488 4k blocks and G5536H8 inodes

Filesystem UUID: 5a94db1f-71cd4-4e?5-abd1-8efZ2495c1de?

Superblock backups stored on blocks:
32768, 98384, 163848, 229376, 294912, 819288, 884736, 1685632, 2654288,
489686868, 7962624, 11239424, 28486860, 23887872

Allocating group tables: done

riting inode tables: done

reating jourmal (131872 blocks): done

riting superblocks and filesystem accounting information: dome

» Cisco Manager




rarly console in extract_kernel
input_data: BxBBBABBBBB21753b4
input_len: BxBBBBABBBAB121c7{3

utput: BxBBBBBBBAB 1888880

utput_len: BxBHBABBABBA237eabc
ernel_total_size: BxBBBAABAAA1fbAAAA
ooted via startup_32()

hysical RASLR using RDRAND RDTSC...
irtual RASLR using RDRAND RDTSC...

Decompressing Linux... Parsing ELF... Performing relocations...
the kermel.

28.12.5.1

login:
28.12.5.1

Manage login: admin
asswWord :
login: Hed Feb 18 18:52:47 UTC 2826 on ttyB
elcome to Viptela CLI
dMin connected from 127.8.8.1 using console on vHManage
Manage#

. VPN 512

* show interface

SPEED M3S Rx TX

PN INTERFACE IP ADDRESS 3TATUS STATUS STATUS TYPE TYPE
MTU HUWADDR DUPLEX ADJUST UPTIME PACKETS PACRETS

192.1668.45.218-24
BB:58:56:bd:36:6b 1688 full

ethl i -
BB :58:56:bd: :cb 1888 full

eth2
BB :50:56:bd:be:98 18808 full

dockerf
A2:42:6d:57: : 1688 full

cbr-vmanage
B2:42:22:37:98: 1884 full




vManage
(VPN 512)
o VPN O VPN 512
1P
Conf t
vpn O
no interface ethO
vpn 512
interface ethO
ip address
no shutdown
1
ip route 0.0.0.0/0
1
. vBond
. vBond
)
[ ]
admin

show interface

(CPU, RAM )
. System Ready(
admin
admin

VPN 512

VPN



dMin connected from 127.8.8.1 using console on vbond-81
bond-81# sh int : tab

IF IF IF
TCP
AF ADMIN OPER TRACKER ENCAP
SPEED M33 RXx =
IP ADDRESS STATUS STATUS STATUS TYPE PORT TYP
MBP3 ADJUST UPTIME PACRETS PACKETS

PN INTERFACE
MTU HUWADDR

TYPE
DUPLEX

geB-8 ipvd

:58:56:bd :be :68
ipvd -

:58:56:bd : 84 : e

18.1686.51. 18424 Up - null
1884 full BH:84:39: 1838

Down - -
full -

transpor
1843

1884

ipvd -
:58:56:bd: f1:d5

16848 full

system ipvd 1.1.1.4-32
- 1888 full
loopbackl ipvd4d 192,.168.51.15-32
- 1888 full
18.186.51. 16924
1888 full

etht ipvd
BB :58:56:bd :3c:9b

bond-B14#

vBond
(VPN 512)
J VPN O VPN 512
1P
Conf t
vpn O
no interface ethO

vpn 512

interface ethO
ip address

no shutdown
1

ip route 0.0.0.0/0

Down

Up

Up -

H:84:39:

Up

H:84:48:

H:84:39:

null

null

null
1839

loopback
B

loopback
B

mgmt
1839




commit

(vSmart)

e vSmart
. SD-WAN VPN 512 IP

CLI

SSH

config t
system
host-name

system-ip

site-id

organization-name

vbond

commit

VPN 512 IP

CLI

SSH



S

:URL vBond

(VPN 0)

config t
vpn O
dns

primary
dns

secondary
interface ethl
ip address

tunnel-interface
allow-service all
allow-service dhcp
allow-service dns
allow-service icmp

no allow-service sshd

no allow-service netconf
no allow-service ntp

no allow-service stun

allow-service https
1

no shutdown

1
ip route 0.0.0.0/0

commit

VPN O

DNS



TLS vManage
TLS . DTLS
vSmart vManage

Conf t

security
control

protocol tls
Commit
1 vManage + DR

1 vManage(COMPUTE_AND_DATA)
vBond 1
vSmart 1

. vVManage Ul,
. Config-db /

ok wbdPE

Cisco SD-WAN Manager Cisco SD-WAN Manager



. Cisco SD-WAN Manager

. Cisco SD-WAN Manager Cisco SD-WAN Validator
IP
. Cisco SD-WAN Manager
. Cisco SD-WAN Manager Cisco Catalyst SD-WAN
. IP ID

Cisco SD-WAN Manager

2 : vManage Ul,

vManage Ul
o1 CLlI URL
https://[<vmanage-ip> vManage webUI . vManage

VPN 512 IP

Administration( ) > Settings( ) .
. /vBond URL/IP . VManage CLI

* vManage 20.15/20.18 System

Settings

Settings |

Aation Mame



0 The netwaork is out of compliance due 1o lic ng, please click here for more actions,

q

o Settings
oo & : : Settings system

Cisco DMA Portal valdator

Amalyt Managed Cellular Activation - eSIM

SR

Identity Provider Settings

- Validator DNS/ IF Address Port
) Cloud Credentials
100,251 12346 e
ay ThousandEyes User AP| Tokens
Todls
. .
. Organization Name
WValidator
=
Banner
Maintenance Window Cancel
1o . J
Adrainigtration Interactive Help
4 Cross Platform Navigator
Explore
Proxy
Micronolt Dutlnok

. CA(Certificate Authorization)
.3 :

1. Hardware WAN Edge Certificate Authorization - SD-WAN
* On Box Certificate(TPM/SUDI ) -
(TLS/DTLS )
. (Enterprise CA ) -

CA .

Cataly

o The network is aut of compliance due to licensing, please click hera for more actions

Mositar

Settings

&

a Se“ings [ Trust and Privacy

Hardware WAN Edge Certificate Authaorization

Tenancy Mode

Ao Enforce Software Version (ZTR)
ensuring that the
Soltware Install Timeout
-
Warkfiows S = Sacurity
On Box Certificate| TPM/SUDI Certificate) Enterprise Certificate (signed by Enterprise Ca)
a4 Hardwara WAN Edge Certificate Authorizatien
Tools
Controller Certificate Authorization
) WAN Edge Cloud Cerlificate Authorization
Reports
Certificate Revocation List
=}

Wab Server Certificate
Mairienance

Enterprise Feature Certificate Authorization | Cancal ]
1 b .
Admiinisbraticn User Sessions
- DUD MFA Configuration
Explore

Password Policy

CA

admin

A



2. Controller Certificate Authorization( ) - SD-WAN

CA :
» Cisco( ) - Cisco PKI . VManage

vManage PNP

. - Cisco PKI . SD-WAN
Smart Account  Virtual Account Cisco PNP

CSR :
» Enterprise Root Certificate( ) -

CA

OI:'EE'-::I Q  admin W

P The network is out of compliance due to icensing, please click here for mare actions

Monit
Settings
L -
a Settings j vrust and privacy
Configuration
Tenancy Mode Controller Certificate Authorization
il
Anatylics Enforee Software Version (ZTP)
Software Install Timeout
Warkflows Tramt sincl B
These satt tablish how the certification generation for all SD-WAN Contral Components w
a Hardware WAN Edge Certificate Authorization - - - ! seE b generatic A B bl !
ertificates
Towil
Controller Certificate Authorization thod needs 1o be specified only once and is automatical v used @ach
WAN Edge Cloud Certificate Authorization
Certificate Signing by
e Cisco (Recommended) Marwal  (8) Enterprise Rool Certificate
o
Pl Web Server Certificate
airtenance Enterprise Root Cartificats Salect a File
Emterprise Feature Certificate Authorization ~=---BEGIN CERTFICATE—---
' ™ ! FrveMAGIEL
Administraticn User Sessions & B DT NN
- DUD MFA Configuration
Explo ” n
Password Policy | Cancel |
-

3. WAN Edge Cloud Certificate Authorization - SD-WAN Edge (CSR1000v,
C8000v, vEdge ) CA

. (vManage signed) - vManage CSR
. ( CA - ) -
CA

CA Enterprise Certificate Authority Enterprise



abulie P
CISCO Catal

) Tha netwark is out of compliance due to licansing, please click here for more actions.

Mositar

Settings
L 5
Settin g5 | Trust and Privacy
Configuration
Tenancy Mode WAN Edge Cloud Certificate Authorization
nl
Aniivion Enforce Software Version [ZTP)
loud Certificate Authorization involves the process of ensuring that the certificates
Softwars Install Timaout ¢ the cloud WAN Edge devices are authorized and valid.
-
Warkfiows gt and Pelidit vEdge Cloud
(®) Automated (Manager signed) Manual [Enterprise CA - recommended)
d\ Hardware WAN Edge Certificate Authorization
Tools
Controller Certificate Authorization
WAN Edge Cloud Certificate Authorization
Reporis
Certificate Revocation List
=}
Web Sarver Cerfificate
Maintenance
Enterprise Feature Certificate Authorization Cancal
-
Admiinisbraticn User Sessions
DUD MFA Configuration
Explors

Password Policy

Rcrpsoft Wioed

» Configuration( ) > Certificates( ) > Control Components(
)(20.15/20.18 vManage ) . 20.9/20.12 Configuration(
) > Devices( ) > Controllers( )
* Manager/vManage( /IvManage) Generate CSR(CSR )

=L D-WAN : @ L@ 8 sdmin W

0 The network is out of compliance due to licensing, please click here for more actions
q
Monitor

A Certificates

Configuration

'WAMN Edge List Control Componeants Applications CA Cert

Anatytics
Devices (3] View Certificate

e

Q Search T
Warkflows
Sand to Validator Install Certificate As of: Feb ' Reszet RSA
Operstian Status Cantrolier Typs Hasbnams Sywinm IP Sitw ID Cartifieate Sarial Fxpiratian Date
Tools Invall
FoD7Cc E
era SR RSA-4
Reporis
J) i E BF 9L L} E
=}
Waintenance
aintenanc I F FeDTCL E574
a
a5 ®
Administration :
Explore
1112 Add Device Generate CSR Upload Cerificate Update Validatar

« CSR CSR CSR
. Administration > Settings > Controller Certificate Authorization
. Cisco( ) vManage CSR

PNP vManage



* Manual( ) SD-WAN Smart Account  Virtual Account
Cisco PNP CSR . PNP
vManage install certificate( )
. Digicert  Enterprise Root Certificate

vManage vBond/Validator = vSmart/Controller (Onboarding)

20.15/20.18 vManage Configuration( ) > Devices( ) > Control
Components( ) . 20.9/20.12 Configuration( )
> Devices( ) > Controllers( )

vBond/Validator

» Add( )VBond(vBond ) . 2012
20.15/20.18 vManage . vManage vBond VPNO
IP.
* vManagetovBondIP  CLI ping
» vBond
~
: vBonor netadmingroup
vBond CLI . vBond
"Generate CSR(CSR )" Yes( )
~
:vBond NAT / vBond VPN O IP
IP . VManage VPN O IP

VPN O IP



asce  Catalyst SD-WAN

0 The network is out of compliance due to licansing, phease click here for more actions.

Add Validator

a Devices Validator Management IP Address

WAM Edge List Control Components Unclaimed WAN Edges

. : Usarmame
Warkflows 1 h Table Password EE
\ :.Aﬂ!!'\.l'ﬂllrln|ﬂr Add Controller
Controfier Type Site Narme Hostrame Conlig Locked Maraged By Dwvice Siatus S ate CSR -+
1 [Mo
L Expli T]
* CSR CSR CSR
. Administration > Settings > Controller Certificate Authorization
. Cisco( ) vManage CSR
PNP vBond .
* Manual( ) SD-WAN Smart Account  Virtual Account
Cisco PNP CSR . PNP
vManage install certificate( )
. Digicert  Enterprise Root Certificate
* vBond
vSmart/
* 20.12 vManage vSmart 20.15/20.18 vManage
. vManage vSmart VPNO IP
« vManage CLI vSmart IP ping
* vSmart . vSmart netadmin
e vSmart CLI
. TLS vSmart TLS
.vSmarts vManage CLI

e vSmart "Generate CSR(CSR )" Yes(



:vSmart  NAT / vSmart VPN 0 IP
IP , VManage VPN O IP
VPN O IP IP

@ Q@ | 2 min v

) The network is cut of compliance due to licansing, please click here for mere actions
Add Controller

Controller Management |P Address

A Devices
Contimien WAM Edge List Control Components Unclaimed WAN Edges
| —_— Usaername
o Contrel Compeonents (3)
- Password
‘\ Add Validator Add Confroller brotocol
Toaols Controer Type Site Hame Hostname Config Lockes Managed By Device $1atus Sy
DTLS
Port
0
Mt Generate CSR
= Mo
(Senee])
k a4
 CSR CSR CSR
. Administration > Settings > Controller Certificate Authorization
. Cisco( ) vManage CSR
PNP vSmart .
* Manual( ) SD-WAN Smart Account  Virtual Account
Cisco PNP CSR . Digicert  Enterprise
Root Certificate )
 PNP vManage install
certificate( )
e vSmarts

Monitor>Dashboard



@ Tre retwork s cunt of compiiance dug ta icersing, piease elick hare far mane actians.

Monitor | & ansites
&
- Overview Devices  Applications  Security  Mullicloud  Tunnels  Logs
ul y
Anaktics Control Components. 'WAN Edges Certificate Status
1 1 1 4 o 3 o
Validatar Cantioller Manager Taachable & Lnrrac hasin @ Warnieg i) rvamitel )
Workdlown
A 24 Hours
Taals
Site Health @ [=-- Parfarming Sitss ] Vi Datails
RAeparts Site name Usage (G8] ‘
Ld SITE_4
Muntansrcs 4 16
SITE_3
o
Aderwni b an Slie_2
| | u
£ W |
P . .
| |
4 = e

. Control( )
* Monitor(

) > Devices(

Tunnel Health @ [Latney imel ~ |

Licensing
o 10
Asmignad @ Unasaigned @

(Paor remate

Turnel Latency jms)

@ | 8| = @
Rebaot

o

Last 24 hrs

Actions ~ ]

Viirw Datails

Hub-Clky-2:biz-nternet,

Hub-CBky-1:public-inter.

W The retwerk s cut of compilance due ta lcensing, please ek hane for mane actians.

Monitor | + Ansites
&
Cos [
Overview Devices Applications Security Multiclowd Tunneils Logs | ==t @
u Cark
Dwvices  Ceriificaies  Licensing
Anatytics
Device Group am -
Workliows .
Devic & Export {0
Q
Taa
Ag of: Feb 18, Z02611:28 AW "
Hosinams Devics Madal Sitn Hama Pr— ra—. ) [rer— Comrgi @ nro Lo Up Sinzn cPULosd [reumre— et
Regrts
a vBom 14 .
Maintananc
vimanage l [ —
o
Administration —p—— -
*

3 : Config-db
vManage

Configuration-DB

/

vManage configuration-db

. SD-WAN

. vManage

DB

vManage

vManage

vManage

configuration-db .



vManage configuration-db

nms configuration-db status onvManageCLI

vmanage# request nms configuration-db status
NMS configuration database
Enabled: true
Status: running PID:32632 for 1066085s
Native metrics status: ENABLED
Server-load metrics status: ENABLED
vmanage#

configuration-db leader vManage configuration-db

request nms configuration-db backup path /opt/data/backup/

vmanage# request nms configuration-db backup path /opt/data/backup/junel8th
Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file
Successfully saved backup to /opt/data/backup/junel8th.tar.gz

sha256sum: 8d0f5af8aeed4e70f05e3858be6bdd5e6c136134ae47¢c383569ec883080F5d359
Removing the temp staging dir :/opt/data/backup/staging

vmanage#
. DB :
» configuration-db TAC vManage
configuration-db
. configuration-db . heodj
vManage Configuration-db
SCP configuration-db vManage /home/admin/

scp



XXXXXXXXX Downloads % scp junel8th.tar.gz admin@10.66.62.27:/home/admin/
viptela 20.15.4.1

(admin@10.66.62.27) Password:
(admin@10.66.62.27) Password:
junel8th._tar.gz

configuration-db configuration-db

configuration-db default(neo4j/password)

configuration-db nms configuration-db update-admin-user
vManage : vManage Ul

vmanage# request nms configuration-db update-admin-user

configuration-db

Enter current user name:neo4j

Enter current user password:password

Enter new user name:ciscoadmin

Enter new user password:ciscoadmin

WARNING: sun.reflect_Reflection.getCallerClass is not supported. This will impact performance.
Successfully updated configuration database admin user(this is service node, please repeat same operati
Successfully restarted vManage Device Data Collector

Successfully restarted NMS application server

Successfully restarted NMS data collection agent

vmanage#

DB

nms configuration-db /home/admin/< > configuration-db
vManage

vmanage# request nms configuration-db restore path /home/admin/junel8th.tar.gz

Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file

Successfully saved database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Successfully backup database to /opt/datasbackup/configdb-local-tmp-20230623-160954.tar.gz
Configuration database is running in a standalone mode

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully saved cluster configuration for localhost

Successfully saved vManage root CA information for device: "53f95156-f56b-472f-b713-d164561b25b7""
Stopping NMS application server on localhost

Stopping NMS configuration database on localhost

Reseting NMS configuration database on localhost

Loading NMS configuration database on localhost

Starting NMS configuration database on localhost

Waiting for 180s or the instance to start...

NMS configuration database on localhost has started.


mailto:admin@10.66.62.27:/home/admin/

Updating DB with the saved cluster configuration data
Successfully reinserted cluster meta information
Successfully reinserted vmanage root ca information
Starting NMS application server on localhost

Waiting for 180s for the instance to start...

Successfully restored database

configuration-db
Ul

ul

4

configuration-db

S

vManage Ul

Edge

vManage, vSmart  vBond

vSmarts

vmanage Ul

Configuration > Devices > Controllers

3

TCP

vManage Ul

830

Edit( )

1 - Devices

el @

vManage Ul

(vmanage/vsmart/vbond)

P IP
NETCONF
DR vBond




* ip-address( system-ip) transport vpn O( ) ip

Cisco SD-WAN Manager

Cisco Catalyst SD-WAN

https://vmanage-url/dataservice/system/device/sync/rootcertchain

Cisco SD-WAN Manager UUID  Cisco SD-WAN Validator

https://vmanage-url/dataservice/certificate/syncvbond

bfd
(vmanage/vsmart/vbond)
* vmanage Ul Configuration > Certificates > Controllers
» Controllers( )
. (vmanage/vsmart/vbond) 3
Invalidate
* Send to Bond .
* vmanage Ul Configuration > Devices > Controllers
. (vmanage/vsmart/vbond) 3

Post Checks(

Ul


https://vmanage-url/dataservice/system/device/sync/rootcertchain
https://vmanage-url/dataservice/certificate/syncvbond

2. vManage +

1vManage( , COMPUTE_AND_DATA)

DR

* 1 vManage(DR , COMPUTE_AND_DATA)
* vBond 1
e vSmart 1
1.
2.
3. vManage UlI,
4. DR
5. Config-db /
6.
1
. Cisco SD-WAN Managerinstances
Managerinstances
. Cisco SD-WAN Manager
. Cisco SD-WAN Manager
IP
. Cisco SD-WAN Manager
. Cisco SD-WAN Manager
. IP ID
Cisco SD-WAN Manager
2 : vManage UlI,
vManage Ul
o 1 CLI
https://<vmanage-ip> vManage webUI
VPN 512 IP

Administration( ) > Settings( )
/vBond URL/IP

Cisco SD-WAN

Cisco SD-WAN Validator

. vManage

Cisco Catalyst SD-WAN

URL

CLI

vManage



* vManage 20.15/20.18 System

O'r oW it of comphance odue b Srsing piease clok here for mong Bt
Settings
4 .
Settings | sy«
oA § rganization Name
L 1 i A "
y Pr 1
1 Credh
L § . T
’ |
dat
™
L e Window
do
Adrranisl #l ¥
Pistiorm Navigs

6] .l:l@ 82 admin ~

o The network is out of compliance due o licensing, please click here for more actions,

Settings
A .
Settings | system
nliguratio
Validator
Ciaco DNA Portal
ul
e Managed Cellular Activation - eSIM
I I paints ta th tor or the |P i t atal L
Identity Provider Settings idator and number 1o U ) connect 1o |
- Validator DNS/! IP Address Port
Cloud Credentials
100,251 12346 e
4 ThousandEyes User AP| Tokens
Todils
Organization Hame
WValidator
o
Mainienance Banner
Maintenance Window Cancol
1a L J
Adrainigtration Interactive Help
g Cross Platform Navigator
Expio
Proxy
Micn

. CA(Certificate Authorization)
.3

1. Hardware WAN Edge Certificate Authorization - SD-WAN CA

* On Box Certificate(TPM/SUDI ) -
(TLS/DTLS )
. (Enterprise CA ) -



CA

@ The network is out of compliance due to licensing, please click here for more actions

Monitor

Settings

Q Seﬂings | Trust and Privacy

Tenancy Mode

i
Enforce Software Version [ZTP)

Analytic
et Hardware WAN Edge Certificate Authoriz:
Software Install Timeout certificates used by Je device
-
Warkflows st aid Privacy Socarily
(®) On Box Certifieate(TPM/SUDI Certificate)
a4 Hardware WAN Edge Certificate Authorization
Toals
Controdler Certificate Authorization
WAN Edge Cloud Certificate Authorization
Reports
Certificate Revocation List
=}

Web Sarver Certificate

Enterprise Feature Certificate Authorization | Cancal ]
do b -
Admiinisiraticn User Sessions
- DPUD MFA Configuration
Ewplore

Password Policy

2. Controller Certificate Authorization(
CA
» Cisco(
vManage

) - Cisco PKI

Cisco PKI
Smart Account  Virtual Account
CSR

» Enterprise Root Certificate(

CA

Hardware WAN Edge Certificate Authorization

s are authorize

Enterprise Certificate (signed by Enterprise CA)

) - SD-WAN

. VManage
PNP

SD-WAN
Cisco PNP

)_



admin

P The network is out of compdiance due to kcensing, please click here for mare actions

Settings

- settings | Trust and Privac

Controller Certificate Authorization

1

Tenancy Mode

Enforce Soltware Version (ZTP)

Anatytics
authenticated, devices can
Softwars Install Timeout e generated from the Clsco
e
Warkflows Trust and PBr
a Hardware WAN Edge Certificate Authorization
Touils

Controller Certificate Autharization

! WAN Edge Cloud Certificate Authorization

Reperts Certificate Signing by
Certificate Revocation List

Cisoo (Recamming Maral Enterprige Root Cale

o

Web Server Certificate
Enterprise Root Cartificats Salect a File

Enterprise Feature Certificate Authorization — CERTEICATE

' ™ MADEL

Administration User Sassions wowDTIAROw
- DUO MFA Configuration
Explore

Password Policy | Cancel |

W

3. WAN Edge Cloud Certificate Authorization - SD-WAN Edge (CSR1000v,
C8000v, vEdge ) CA :
. (vManage signed) - vManage CSR

. CA- )-

CA Enterprise Certificate Authority Enterprise .

o The network is cut of compliance due to licensing, please click here for more actions.

Settings

a Setti"gs | Trust and Privacy
WAN Edge Cloud Certificate Authorization

Tenancy Mode

Analytics Enforce Software Version (ZTP)
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» Configuration( ) > Certificates( ) > Control Components(

)(20.15/20.18 vManage ) . 20.9/20.12 Configuration(
) > Devices( ) > Controllers( )
* Manager/vManage( /IvManage) Generate CSR(CSR )

(@] Q(‘E\ 8 sdmin v
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* CSR CSR CSR
. Administration > Settings > Controller Certificate Authorization
. Cisco( ) vManage CSR
PNP vManage .
* Manual( ) SD-WAN Smart Account  Virtual Account
Cisco PNP CSR . PNP
vManage install certificate( )
. Digicert  Enterprise Root Certificate
vManage vBond/Validator vSmart/Controller (Onboarding)
20.15/20.18 vManage Configuration( ) > Devices( ) > Control
Components( ) . 20.9/20.12 Configuration( )
> Devices( ) > Controllers( )

vBond/Validator

* Add( )VBond(vBond ) . 2012
20.15/20.18 vManage . vManage vBond VPNO
IP.

* vManagetovBondIP  CLI ping
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vManage install certificate( )
. Digicert  Enterprise Root Certificate
* vBond
vSmart/

* 20.12 vManage

vSmart
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. vManage vSmart VPN O IP

 vManage CLI vSmart IP ping
e vSmart . vSmart netadmin
e vSmart CLI
. TLS vSmart TLS

.vSmarts vManage CLI
e vSmart "Generate CSR(CSR )" Yes(

)
:vSmart NAT / vSmart VPN O IP
IP , VManage VPN O IP
VPN O IP IP

‘Dasle Catalyst SD-WAN ® = @ Q@E) | 2 admin v

@ The network is out of compliance due to licensing, please click here for more actions

Add Controller

Controller Management [P Address

A Devices
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Password
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Toals Controlier Type Site Hame Hostname Config Locked Managed By Device $1atus Sy
DTLS
Port
®
e Generate CSR
. Mo
(Senee)
k 4
* CSR CSR CSR
. Administration > Settings > Controller Certificate Authorization
. Cisco( ) vManage CSR
PNP vSmart .
* Manual( ) SD-WAN Smart Account  Virtual Account
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3 : Config-db /

) > Disaster Recovery(
), Export Pending(

vManage vManage configuration-db
vManage
. Administration(
) Success( ) Import Pending(
) Download Pending( )
Cisco TAC
( waaster Recow
Primary Cluster Status
— o
— 2
Cisco TAC
Configuration-DB
. SD-WAN vManage vManage
DB :
. vManage vManage configuration-db
vManage configuration-db

commandrequest nms configuration-db statusonvManageCLI



vmanage# request nms configuration-db status
NMS configuration database
Enabled: true
Status: running PID:32632 for 1066085s
Native metrics status: ENABLED
Server-load metrics status: ENABLED
vmanage#

configuration-db leader vManage configuration-db

request nms configuration-db backup path /opt/data/backup/

vmanage# request nms configuration-db backup path /opt/data/backup/junel8th
Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file
Successfully saved backup to /opt/data/backup/junel8th.tar.gz

sha256sum: 8d0f5af8aee4e70f05e3858be6bdd5e6c136134ae47c383569ec883080F5d359
Removing the temp staging dir :/opt/datasbackup/staging

vmanage#
. DB :
 configuration-db TAC vManage
configuration-db .
. configuration-db . neodj
vManage Configuration-db
SCP configuration-db vManage /home/admin/
scp

XXXXXXXXX Downloads % scp junel8th.tar.gz admin@10.66.62.27:/home/admin/
viptela 20.15.4.1

(admin@10.66.62.27) Password:
(admin@10.66.62.27) Password:
junel8th.tar.gz


mailto:admin@10.66.62.27:/home/admin/

configuration-db configuration-db

configuration-db default(neo4j/password)
configuration-db nms configuration-db update-admin-user
vManage : vManage Ul

vmanage# request nms configuration-db update-admin-user

configuration-db

Enter current user name:neo4j

Enter current user password:password

Enter new user name:ciscoadmin

Enter new user password:ciscoadmin

WARNING: sun.reflect._Reflection.getCallerClass is not supported. This will impact performance.
Successfully updated configuration database admin user(this is service node, please repeat same operati
Successfully restarted vManage Device Data Collector

Successfully restarted NMS application server

Successfully restarted NMS data collection agent

vmanage#

DB

nms configuration-db /home/admin/< > configuration-db
vManage

vmanage# request nms configuration-db restore path /home/admin/junel8th.tar.gz

Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file

Successfully saved database to /opt/data/backup/configdb-local-tmp-20230623-160954._tar.gz
Successfully backup database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Configuration database is running in a standalone mode

WARNING: sun.reflect_Reflection.getCallerClass is not supported. This will impact performance.
Successfully saved cluster configuration for localhost

Successfully saved vManage root CA information for device: "53f95156-f56b-472f-b713-d164561b25b7""
Stopping NMS application server on localhost

Stopping NMS configuration database on localhost

Reseting NMS configuration database on localhost

Loading NMS configuration database on localhost

Starting NMS configuration database on localhost

Waiting for 180s or the instance to start...

NMS configuration database on localhost has started.

Updating DB with the saved cluster configuration data

Successfully reinserted cluster meta information

Successfully reinserted vmanage root ca information

Starting NMS application server on localhost

Waiting for 180s for the instance to start...

Successfully restored database



configuration-db vManage Ul . 5
Ul

ul Edge , , vManage Ul
vManage Ul
4 DR
2 : 2 : vManage + DR
DR

. VPN(VPN 0) HTTPS

» Cisco vManage Cisco vManage
VPN 0

1. vManage VPN 0( ) VPN 512( )

( )

2. vManage :

3. 1Gbps 4ms . 10Gbps

4. vManage : 2

3
. (application-server, configuration-db, messaging server, coordination server
statistics-db) Cisco vManage

Cisco vBond Orchestrator
Cisco vManage

. Cisco vManage

. ( ) ( ) Cisco vManage

. Cisco vManage HTTP/HTTPS
Cisco vManage Cisco vManage IP
IP

Cisco vManage HTTP/HTTPS

. Cisco vManage Tools - Rediscover
Network Cisco vBond Orchestrator



vManage

config t
system
host-name

system-ip

site-id

organization-name

vbond

commit

S

:URL vBond

vManage

CLI

VPN O

DNS



config t

vpn O
dns

primary
dns

secondary

interface ethl
ip address

tunnel-interface
allow-service all
allow-service dhcp
allow-service dns
allow-service icmp

no allow-service sshd

no allow-service netconf
no allow-service ntp

no allow-service stun

allow-service https
1

no shutdown

!
ip route 0.0.0.0/0

commit

VPN 512

Conf t

vpn 512
interface ethO
ip address



no shutdown

ip route 0.0.0.0/0

1
commit

DR vManage

vManage

conf t

interface eth2
ip address

no shutdown

commit

vManage

vManage Ul

DR vManage

CLI

vManage

Administration(

webUI

) > Settings( )

. . VManage CLI
* vManage 20.15/20.18 System
DR vManage
2 vManage +
vManage vManage Ul,

DR

URL https://<vmanage-ip>
vManage VPN 512 IP

DR 3



. vManage .
* Administration( ) - Cluster Management( ) vManage

IP . DR vmanage
( :dradmin)

= Caotmspusows () Seect Resousce Grouge Admirestraen - Chster Management

Edit Manager

. VManage :
* Primary vManage( vManage) Administration( ) - Disaster Recovery(
) . 'Manage Disaster Recovery'
. vManage
. P (eth2) IP
. netadmin (dradmin) DR
: vManage
vManage netadmin
. ‘Next( )’
» vBond
» vBond IP Netconf
. netadmin (dradmin) DR
. vBond dradmin admin

vBond



Manage Disaster Recovery

. Connec thity . vBond
info info

.

m e

‘Next( )’
Manage Disaster Recovery

@ Connectivity @ vBono o Recovery
Ir*o Info Mode

Manual Automanon

H.l. “ ot

Replication Schedule( ) 'Replication Interval( )’

. VManagto vManage.

15



Manage Disaster Recovery X

info info Mooe Scheoule
Start Tme 3.00 - AM -
Replcation Inerval 15 mins >

. ‘Save'
. DR
20-30
€& = C A Notsecure | hitpe)/vmanage- 1/#/app/device/status Tactivity mdisaster_recovery_regstration&psd=3c5c 15 10-8875-490%-234b- 0l TBCT 11566 = 9
O 20 8

= Cisco VMHI‘Iage "C' Selact Resource Group=
Initiated By: sdmin  From: 10.61.76.160

Total Tagk: 1 | In Progress | 1
™
Total Rows: 1 @_}
B States [ Message fitart Tima
© £ nprogress detault Data Centers Regeatration 31 Jam 2023 2:13:00 PM CET

. vManage GUI



= Cisco
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Administration( ) - Disaster Recovery( )
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S

vManage, vSmart  vBond

vSmarts TCP 830

vmanage Ul Configuration > Devices > Controllers

. 3 Edit( )

(vmanage/vsmart/vbond)

IP IP
NETCONF
DR vBonds



—
 ip-address( system-ip) transport vpn O(tunnel interface) ip
save( )
Cisco SD-WAN Manager
Cisco Catalyst SD-WAN
https://vmanage-url/dataservice/system/device/sync/rootcertchain
Cisco SD-WAN Manager UUID  Cisco SD-WAN Validator
https://vmanage-url/dataservice/certificate/syncvbond
bfd ul
(vmanage/vsmart/vbond)

* vmanage Ul Configuration > Devices > Certificates

» Controllers( )

. (vmanage/vsmart/vbond) 3

Invalidate

» Send to Bond .

* vmanage Ul Configuration > Devices > Controllers

. (vmanage/vsmart/vbond) 3


https://vmanage-url/dataservice/system/device/sync/rootcertchain
https://vmanage-url/dataservice/certificate/syncvbond

Post Checks( )
3: vManage + DR

» 3 vManage(3 , COMPUTE_AND_DATA) 6 vManage(3
COMPUTE_AND_DATA + 3 DATA)

* vBond 1

e vSmart 1

1.

2.

3. vManage U,

4. vManage

5. Config-db /

6.

1

. Cisco SD-WAN Managerinstances Cisco SD-WAN
Managerinstances

. Cisco SD-WAN Manager

. Cisco SD-WAN Manager Cisco SD-WAN Validator
IP

. Cisco SD-WAN Manager

. Cisco SD-WAN Manager Cisco Catalyst SD-WAN

. IP ID

Cisco SD-WAN Manager
2 : vManage UlI,
vManage Ul

e 1 CLI URL



https://<vmanage-ip> vManage webUI
VPN 512 IP
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1. Hardware WAN Edge Certificate Authorization - SD-WAN CA
* On Box Certificate(TPM/SUDI ) -
(TLS/DTLS )
. (Enterprise CA ) -

CA

@ ]:LI'_‘EJ ﬁ admin W

o The network is out of compliance due to licensing, please click here for more actions

Menitar .
Settings
L .
Settings J rrust and Privacy
aliguratie
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il
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Sofverare Install Timeout certificates used by the WAN Edge devices are authorized and valid
Warkflows rust and Security
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a4 Hardware WAN Edge Certificate Authorizaton
To
Controller Certificate Authorization
WAN Edge Cloud Cartificate Authorization
fep
Certificate Revocation List
=}
Waeb Server Certificate
Mairtenance
Enterprise Feature Certificate Authorization | Cancal |
do b :
Addmiinistration User Sessions
DUD MFA Configuration
Explore

Password Policy

2. Controller Certificate Authorization( ) - SD-WAN
CA :
» Cisco( ) - Cisco PKI . vManage
vManage PNP

. - Cisco PKI . SD-WAN
Smart Account  Virtual Account Cisco PNP
CSR .

» Enterprise Root Certificate( ) -

CA
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» Configuration( ) > Certificates( ) > Control Components(

)(20.15/20.18 vManage ) . 20.9/20.12 Configuration(
) > Devices( ) > Controllers( )
* Manager/vManage( /IvManage) Generate CSR(CSR )

(@] Q(‘E\ 8 sdmin v

A Certificates
contmma 'WAMN Edge List Control Components Applications CA Cert
X H:,i.t::::::r In:::j:.:.:::::r Hastnama Sywinm IP Sitw ID Cartilicate Serial r.p.l‘....n.:..j nI.:l.I- o
k 1112 Add Device Generate CSR Upload Certificate Update Validatar
* CSR CSR CSR
. Administration > Settings > Controller Certificate Authorization
. Cisco( ) vManage CSR
PNP vManage .
* Manual( ) SD-WAN Smart Account  Virtual Account
Cisco PNP CSR . PNP
vManage install certificate( )
. Digicert  Enterprise Root Certificate
vManage vBond/Validator vSmart/Controller (Onboarding)
20.15/20.18 vManage Configuration( ) > Devices( ) > Control
Components( ) . 20.9/20.12 Configuration( )
> Devices( ) > Controllers( )

vBond/Validator

* Add( )VBond(vBond ) . 2012
20.15/20.18 vManage . vManage vBond VPNO
IP.

* vManagetovBondIP  CLI ping
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netadmingroup
. vBond
)" Yes( )
/ vBond VPN O IP
. VManage VPN 0 IP
IP
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2, Devices Validator Management IP Address
Fontiguratn WAM Edge List Control Components Unclaimed WAN Edges
| Usermame
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Waorkflows . Password =
. i
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Toals Controler Type Site Harms Hostrame Config Lockes Managed By Davice Status Sy Generate CSR
1 |Mo
-
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* CSR CSR CSR
. Administration > Settings > Controller Certificate Authorization
. Cisco( ) vManage CSR
PNP vBond .
* Manual( ) SD-WAN Smart Account  Virtual Account
Cisco PNP CSR . PNP
vManage install certificate( )
. Digicert  Enterprise Root Certificate
* vBond
vSmart/

* 20.12 vManage

vSmart

20.15/20.18 vManage



. vManage vSmart VPN O IP

 vManage CLI vSmart IP ping
e vSmart . vSmart netadmin
e vSmart CLI
. TLS vSmart TLS

.vSmarts vManage CLI
e vSmart "Generate CSR(CSR )" Yes(

)
:vSmart NAT / vSmart VPN O IP
IP , VManage VPN O IP
VPN O IP IP

‘Dasle Catalyst SD-WAN ® = @ Q@E) | 2 admin v

@ The network is out of compliance due to licensing, please click here for more actions

Add Controller

Controller Management [P Address

A Devices
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| - Username
o Control Components (3
Password
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Toals Controlier Type Site Hame Hostname Config Locked Managed By Device $1atus Sy
DTLS
Port
®
e Generate CSR
. Mo
(Senee)
k 4
* CSR CSR CSR
. Administration > Settings > Controller Certificate Authorization
. Cisco( ) vManage CSR
PNP vSmart .
* Manual( ) SD-WAN Smart Account  Virtual Account

Cisco PNP CSR



* PNP vManage install
certificate( )
» Digicert  Enterprise Root Certificate
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3 : vManage

SD-WAN

: SD-WAN
vManage 6

vManage SD-WAN

vManage
vManage

vManage CLI
vManage

* vManage .3
6 5

config t
system
host-name

system-ip

site-id

organization-name

vbond

commit

3
vManage



:URL vBond

vManage

config t
vpn O
dns

primary
dns

secondary
interface ethl
ip address

tunnel-interface
allow-service all
allow-service dhcp
allow-service dns
allow-service icmp

no allow-service sshd

no allow-service netconf
no allow-service ntp

no allow-service stun

allow-service https
1

no shutdown

1
ip route 0.0.0.0/0

commit

VPN O

DNS



vManage

Conf t

vpn 512
interface ethO
ip address

no shutdown
1

ip route 0.0.0.0/0

Commit

[ ]
. TLS
TLS
Conf t
security
control

protocol tls
commit

vManage

VPN 512

vSmart

DTLS
vManage



vManage

vManage-1 vManagenodes
, vManagenodes

conf t
interface eth2
ip address

no shutdown
commit

vManagecluster IP

vManagenodes vManagecluster
netadmingroup

conf t
system
aaa

user

password

group netadmin
commit



vManagenodessi

vManagenodes /

vManage

. URL https://<vmanage-ip> vManagenodes vManageUl
vManagenodes VPN 512 IP

» Configuration( ) > Certificates( ) > Control Components(

)(20.15/20.18 vManage ) . 20.9/20.12 Configuration(

) > Devices( ) > Controllers( )
Manager/vManage( /IvManage) Generate CSR(CSR )

2 Certificates

WAMN Edge List Control Components Applications CA Cert

Devices (3]

Sand to Validator Install Cartificate As of: Feb

X Oparatian Status Cantrolier Typs Hastnams Sywiem IP Site 1D Cartificate Serial Fapiratian Date
k 1112 Add Device Generate CSR Upload Certificate Update Validatar
* CSR CSR CSR
. Administration > Settings > Controller Certificate Authorization
. Cisco( ) vManage CSR
PNP vManage
* Manual( ) SD-WAN Smart Account  Virtual Account
Cisco PNP CSR . Digicert  Enterprise
Root Certificate
* PNP vManage install

certificate( )

. vManage



vManage

* vManage-1 webUI

)
~
13
* 6
data
. IP

* vManage

S

: SDAVC

Update( )

Administration( ) > Cluster Management(

vManage-1 Actions( ) Edit( )
VM
3 vManage +
3 vManage compute+data , 3 vManage
vManage P

Edit Manager

Node Personai

Compute + Data

Manages IP Address 1000
[ 010252

10.66.70.30
W0I0.25.2

PFassword
[ S Password

B Erstie SO-ANC

vManage

- SDAVC vManage



. vManage NMS 5~10

Ul : vManage CLI
* vManage-1 Ul Administration( ) > Cluster Management(
) P vManage IP
.Configure Status( ) Ready( )

o Thi Network 5 oul of complance diue 1o Beensing, please click hare 107 MONe SC100S.

- Cluster Management
Canl -:,.- e Service Configuration Service Reachability
I Current Manager : 10,66, 70,30 o
— af: Feb 26 10:14 b
\ P Asdress Applcation Server Stasntics Databare Confguratssn Databane Messaging Sorwe Srave
. 20 30
vManage
* vManage-1 webUI Service Configuration( )
Administration( ) > Cluster Management( )

* Add Manager( )



0 The network is out of compliance due 1o licensing, phease elick here for more actions.

Cluster Management
23
L‘enn:-u‘mlen Service l:hhﬂﬂl.ll‘lﬂm Service HethbﬂiE)'

" Add Manager
Anaiyticy As of: Feb 22, 2026 10015 AM 00

ol Hustname B Addres Configure Status Mede Persana (UL =) Astiong

Ymanage 10.66.70.30 Ready COMPUTE_AND_DATA ecficab2-027e-4cab-bSal-53T8d2e56911

1 Recand nems per page: IS5 v 1=1af1 £ 'y

Reparts

Maimenancs

o
Adminisiration

Exglar

Add Manager

MNode Personady
(®) Compute + Data ) Compute () Data
Up 1o 5 nedes each) [Up to % nodes) {Up to 105 of nodes)

Marager IP Adidness

[ Mansger P Address

[ Usarnami

Password

[ & Password

[ Erabie sD-avc

vManage - 2

. IP vManage-2 P

Enable SDAVC(SDAVC ) - vManage-1 SDAVC

Add( ) .
. vManage NMS vManage1l 2



.VManage1l 2 5~10 Ul

. vManagel 2 CLI .
* vManage-1 Ul Administration( ) > Cluster Management(
) , VManage IP IP
, Configure Status( ) Ready( )
. vManage
. . 5 10
» vManage Ul Task-list( )

= @ Q@ED| 2 wmn v

) Tre netwark Is out of compliance s 1o kcensing, please ellek hate fof mort actions.

Cluster Management

-.'l\
g 23 Service Configuration Service Reachability
il
=
o
* Active( ) , Active( )
vManage Ul

* Monitor( ) > Overview of vManage Ul(vManage Ul ) vManage
* Administration( ) > Cluster Management( ) P

vManage P , Configure Status( ) Ready(

)



4

vManage

. NMS
ul

. ul

» vManage Ul Task-list( )

. vManage Ul vManage-1 ,
. vManage-1 vManage-1 vBonds  vSmarts
Administration( ) > Settings( ) Organization-name( ),

vBond, Certificate Authorization( ) vManage
. vManage
: Config-db /
vManage vManage configuration-db

S

) Success( )

vManage

. Administration(
Import Pending(

) > Disaster Recovery(
), Export Pending(

) Download Pending( )

Cisco TAC



— .
— °
Cisco TAC
Configuration-DB
. SD-WAN vManage configuration-db
» configuration-db configuration-db vManage
. vManage vManage configuration-db
* vManage request nms configuration-db diagnostics
configuration-db 3 vManage
* 6 DB vManage

. Administration( ) > Cluster Management(

. , COMPUTE_AND_DATA
DB

vManageCLI requestnmsconfiguration-dbstatus

vmanage# request nms configuration-db status
NMS configuration database
Enabled: true
Status: running PID:32632 for 1066085s
Native metrics status: ENABLED
Server-load metrics status: ENABLED
vmanage#

. nms configuration-db

e "IsLeader" .1



configuration-db

vManage-3# request nms configuration-db diagnostics
NMS configuration database
Checking cluster connectivity for ports 7687,7474 ...
node O on 169.254.1.5:7687,7474. ..

Pinging vManage

Starting Nping

SENT
RCVD
SENT
RCVD
SENT

(0.0013s)
(0.0022s)
(1.0024s)
(1.0028s)
(2.0044s)

0.7.80 ( https://nmap.org/nping ) at 2026-02-18 12:41 UTC

Starting TCP Handshake
Handshake with 169.254.
Starting TCP Handshake
Handshake with 169.254.
Starting TCP Handshake

> 169.254.1.5:7474
1.5:7474 completed
> 169.254.1.5:7687
1.5:7687 completed
> 169.254.1.5:7474

RCVD
SENT
RCVD
SENT
RCVD

(2.0050s)
(3.0064s)
(3.0072s)
(4.0083s)
(4.0091s)

Handshake with 169.254
Starting TCP Handshake
Handshake with 169.254.
Starting TCP Handshake
Handshake with 169.254.
SENT (5.0106s) Starting TCP Handshake
RCVD (5.0115s) Handshake with 169.254.1.5:7687 completed

Max rtt: 0.906ms | Min rtt: 0.392ms | Avg rtt: 0.724ms

TCP connection attempts: 6 | Successful connections: 6 | Failed: 0 (0.00%)
Nping done: 1 IP address pinged in 5.01 seconds

Pinging vManage node 1 on 169.254.2_5:7687,7474. ..

-1.5:7474 completed
> 169.254.1.5:7687
1.5:7687 completed
> 169.254.1.5:7474
1.5:7474 completed
> 169.254.1.5:7687

========== SNIP ==========

Connecting to 10.10.10.3...

o +

| type | row | attributes[row]['value™] |

o +

| "StoreSizes" | "TotalStoreSize" | 85828934 |

| "PageCache™ | "Flush™ | 4268666 |

| "PageCache™ | "EvictionExceptions | O |

| "PageCache™ | "UsageRatio" | 0.09724264705882353 |

| "PageCache™ | "Eviction™ | 2068 |

| "PageCache™ | "HitRatio™ | 1.0 |

| "ID Allocations™ | "NumberOfRelationshipldslnUse™ | 2068 |

| "ID Allocations™ | "NumberOfPropertyldslnUse" | 56151 |

| "ID Allocations™ | "NumberOfNodeldslInUse" | 7561 |

| "ID Allocations™ | "NumberOfRelationshipTypeldslnUse™ | 31 |

| "Transactions™ | "LastCommittedTxld" | 214273 |

| "Transactions™ | "NumberOfOpenTransactions™ | 1 |

| "Transactions™ | "NumberOfOpenedTransactions' | 441742 |

| "Transactions™ | "PeakNumberOfConcurrentTransactions™ | 11 |

| "Transactions™ | "NumberOfCommittedTransactions" | 414568 |

| "Causal Cluster™ | "IsLeader™ | 1 SS>>>>>>> |

| "Causal Cluster™ | "MsgProcessDelay" | O |

| "Causal Cluster™ | "InFlightCacheTotalBytes" | O |

o +

18 rows

ready to start consuming query after 388 ms, results consumed after another 13 ms

Completed

Connecting to 10.10.10.3...

Displaying the Neo4j Cluster Status

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e
| name | aliases | access | address | role | requestedStatus | currentStatus
e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e
| "neocdj” | [1 | "read-write” | "169.254.3.5:7687" | "leader" | "online™ | "online™”
| "neocdj” | [1 | "read-write™ | "169.254_.2_.5:7687" | "follower™ | "online" | "online™”
| "neocdj” | [1 | "read-write”™ | "169.254.1.5:7687" | "follower™ | "online" | "online™”
| "system”™ | L[] | "read-write”™ | "169.254.3.5:7687" | "follower™ | "online" | "online™”
| "system”™ | L[] | "read-write™ | "169.254_.2_.5:7687" | "follower™ | "online" | "online™”



| "system” | [1 | "read-write" | "169.254.1.5:7687" | "leader" | "online" | "online"

6 rows

ready to start consuming query after 256 ms, results consumed after another 3 ms
Completed

Total disk space used by configuration-db:

60M

configuration-db leader vManage configuration-db

request nms configuration-db backup path /opt/data/backup/

vmanage# request nms configuration-db backup path /opt/data/backup/junel8th
Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file
Successfully saved backup to /opt/data/backup/junel8th.tar.gz

sha256sum: 8d0f5af8aee4e70f05e3858be6bdd5e6c136134ae47c383569ec883080F5d359
Removing the temp staging dir :/opt/datasbackup/staging

vmanage#
. DB :
 configuration-db TAC vManage
configuration-db
. configuration-db . neodj
vManage Configuration-db
SCP configuration-db vManage /home/admin/
scp

XXXXXXXXX Downloads % scp junel8th.tar.gz admin@10.66.62.27:/home/admin/
viptela 20.15.4.1

(admin@10.66.62.27) Password:
(admin@10.66.62.27) Password:
junel8th.tar.gz


mailto:admin@10.66.62.27:/home/admin/

configuration-db configuration-db

configuration-db default(neo4j/password)
configuration-db nms configuration-db update-admin-user
vManage : vManage Ul

vmanage# request nms configuration-db update-admin-user

configuration-db

Enter current user name:neo4j

Enter current user password:password

Enter new user name:ciscoadmin

Enter new user password:ciscoadmin

WARNING: sun.reflect._Reflection.getCallerClass is not supported. This will impact performance.
Successfully updated configuration database admin user(this is service node, please repeat same operati
Successfully restarted vManage Device Data Collector

Successfully restarted NMS application server

Successfully restarted NMS data collection agent

vmanage#

DB

nms configuration-db /home/admin/< > configuration-db
vManage

vmanage# request nms configuration-db restore path /home/admin/junel8th.tar.gz

Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file

Successfully saved database to /opt/data/backup/configdb-local-tmp-20230623-160954._tar.gz
Successfully backup database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Configuration database is running in a standalone mode

WARNING: sun.reflect_Reflection.getCallerClass is not supported. This will impact performance.
Successfully saved cluster configuration for localhost

Successfully saved vManage root CA information for device: "53f95156-f56b-472f-b713-d164561b25b7""
Stopping NMS application server on localhost

Stopping NMS configuration database on localhost

Reseting NMS configuration database on localhost

Loading NMS configuration database on localhost

Starting NMS configuration database on localhost

Waiting for 180s or the instance to start...

NMS configuration database on localhost has started.

Updating DB with the saved cluster configuration data

Successfully reinserted cluster meta information

Successfully reinserted vmanage root ca information

Starting NMS application server on localhost

Waiting for 180s for the instance to start...

Successfully restored database



configuration-db vManage Ul . 5
Ul

ul Edge , , vManage Ul
vManage Ul

5

configuration-db (vmanage/vsmart/vbond)

S

: IP IP
vManage, vSmart  vBond NETCONF
: DR vBonds
vSmarts TCP 830
vmanage Ul Configuration > Devices > Controllers
. 3 Edit( )
— . ~ fguration - Devices
AN Biges Lint @
—
* ip-address( system-ip) transport vpn O(tunnel interface) ip
save( )

Cisco SD-WAN Manager

Cisco Catalyst SD-WAN



https://vmanage-url/dataservice/system/device/sync/rootcertchain

Cisco SD-WAN Manager UUID  Cisco SD-WAN Validator

https://vmanage-url/dataservice/certificate/syncvbond

bfd
(vmanage/vsmart/vbond)
* vmanage Ul Configuration > Devices > Certificates
» Controllers( )
. (vmanage/vsmart/vbond) 3
Invalidate
» Send to Bond .
* vmanage Ul Configuration > Devices > Controllers
. (vmanage/vsmart/vbond) 3

Post Checks(

4: vManage + / DR

/ DR ? SD-WAN SD-WAN

SD-WAN SD-WAN
SD-WAN SD-WAN

6 vManage( )

6 vManage(DR )
vBond( DR )
vSmart( DR )

°
P P W Ww

1
2.
3. vManage Ul,
4. vManage


https://vmanage-url/dataservice/system/device/sync/rootcertchain
https://vmanage-url/dataservice/certificate/syncvbond

5. DR
. Config-db /

6
7.
1
. Cisco SD-WAN Manager Cisco SD-WAN Manager
. Cisco SD-WAN Manager
. Cisco SD-WAN Manager Cisco SD-WAN Validator
IP
. Cisco SD-WAN Manager
. Cisco SD-WAN Manager Cisco Catalyst SD-WAN
. IP ID

Cisco SD-WAN Manager

2 : vManage UlI,

vManage Ul
e 1 CLI URL
https://<vmanage-ip> vManage webUI . vManage

VPN 512 IP

* Administration( ) > Settings( ) .
. /vBond URL/IP . VManage CLI

* vManage 20.15/20.18 System
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1. Hardware WAN Edge Certificate Authorization -

* On Box Certificate(TPM/SUDI

CA

Settings | system

D [ 99+) 8 admin

CA(Certificate Authorization)

SD-WAN CA

)_

(TLS/DTLS )
. (Enterprise CA

)_



2. Controller Certificate Authorization(

CA

» Cisco( ) - Cisco PKI
vManage

. - Cisco PKI
Smart Account  Virtual Account
CSR

» Enterprise Root Certificate(

CA

) - SD-WAN

. VManage
PNP

SD-WAN
Cisco PNP

)_



