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For a standalone vManage, choose the persona as COMPUTE_AND_DATA.
For a 3 node cluster, on 3 vManage nodes, the persona is set to COMPUTE_AND_DATA.
For a 6 node cluster, on 3 vManage nodes the persona is COMPUTE_AND_DATA and on rest 3 vManage nodes pe

0{: COMPUTE_AND DATAO] CHal 18 AMEistL|Ct.

|


https://software.cisco.com/download/home/286320995/type
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/release/notes/compatibility-and-server-recommendations/ch-server-recs-20-15-combined.html

booted via startup_32()
hysical BASLR using RDRAND RDTSC. ..
irtual KEASLR using RDRAND RDTSC. ..

flecoMpressing Linux. .. Parsing ELF... Performing relocations... done.
the kernel.

28.12.5.1

login:
28.12.5.1

Manage login: adMin
P assword :
elcome to Viptela CLI
adMin connected from 127.8.8.1 using console on vManage
ou Must set an initial admin passuword different from default password.
Password :
e—enter passWord:
1) COMPUTE_AND_DATA

3) COMPUTE

Select persona for vManage [1,2 or 31: 1
ou chose persona COMPUTE_AND_DATA (1)
re you sure? [ysnl

1

Select storage device to use: 1

puld you like to format sdb? (y/nd): y

mount : Zdev/sdb: not mounted.

keZ2fs 1.45.7 (28-Jan-2821)

Discarding device blocks: done

reating filesystem with 26214488 4k blocks and G5536H8 inodes

Filesystem UUID: 5a94db1f-71cd4-4e?5-abd1-8efZ2495c1de?

Superblock backups stored on blocks:
32768, 98384, 163848, 229376, 294912, 819288, 884736, 1685632, 2654288,
489686868, 7962624, 11239424, 28486860, 23887872

Allocating group tables: done

riting inode tables: done

reating jourmal (131872 blocks): done

riting superblocks and filesystem accounting information: dome

- EXC|AZE MBSt Y L|ct.
« Cisco Manager7} CtA| 2EELICH MEZE FHE M HZEHZ oF & 7H AHE X} Of

A HIZHZE U LICH




rarly console in extract_kernel
input_data: BxBBBABBBBB21753b4
input_len: BxBBBBABBBAB121c7{3

utput: BxBBBBBBBAB 1888880

utput_len: BxBHBABBABBA237eabc
ernel_total_size: BxBBBAABAAA1fbAAAA
ooted via startup_32()

hysical RASLR using RDRAND RDTSC...
irtual RASLR using RDRAND RDTSC...

Decompressing Linux... Parsing ELF... Performing relocations...
the kermel.

28.12.5.1

login:
28.12.5.1

Manage login: admin
asswWord :
login: Hed Feb 18 18:52:47 UTC 2826 on ttyB
elcome to Viptela CLI
dMin connected from 127.8.8.1 using console on vHManage
Manage#

ZES {0l ChEt CHoY 9| BE| UNAS BAI5HSHTS VPN 512 BE) QIEIHOlAE 2AE
gLt

show interface LS At 4 QIE{T| 0| AT B4RH HEE VPN

+ elaLct,

QEH o|AE MHstH

M3S Rx TX

PN INTERFACE IP ADDRESS 3TATUS STATUS STATUS TYPE TYPE
MTU HUWADDR DUPLEX ADJUST UPTIME PACKETS PACRETS

192.1668.45.218-24
BB:58:56:bd:36:6b 1688 full

ethl i -
BB :58:56:bd: :cb 1888 full

eth2
BB :50:56:bd:be:98 18808 full

dockerf
A2:42:6d:57: : 1688 full

cbr-vmanage
B2:42:22:37:98: 1884 full
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Zta| QIE{T| 0| A (VPN 512) 4

« OIE{H|0|AE VPN 00 M VPN 5122 O|S3loF 3t= A< 0| HHE AT O QIEmH oA
oM IP —’F—_/.\_E T/

Conf t
vpn 0

no interface eth0
vpn 512

interface eth0

ip address

no shutdown
|

ip route 0.0.0.0/0

« 5}0|T{H}O| X0l M vBond e E0| 8t HFE(CPU, RAM 2 C|A3)E F-5tD M3
L|C}.
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« ZAEZEZ{ol CHEt i 2 ZtE| HMAE A3t E VPN 512 22| QIE{H0|AE e £
A& L.
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of:

dMin connected from 127.8.8.1 using console on vbond-81
bond-81# sh int : tab

IF IF IF
TCP
AF ADMIN OPER TRACKER ENCAP
SPEED M33 RXx =

PN INTERFACE
MTU HUWADDR

TYPE IP ADDRESS

MBP3

geB-8 ipvd 18.186.51.184-24
:58:56:bd:be:68 1864 full
ipvd -
58 :56:bd 184 :8e
ipvd -
:58:56:bd:f1:d5 1868 full
system ipvd 1.1.1.4-32
- 1888 full
loopbackl ipvd4d 192,.168.51.15-32
- 1888 full

1884 full

DUPLEX ADJUST

STATUS
UPTIME

Up -

H:84:39:

Down -

Down

Up

Up -

STATUS

H:84:48:

TYPE
PACRETS

null
1838

null

null

H:84:39:

PORT TYP
PACRETS

transpor
1843

loopback
B

loopback
5}

null
1839

ethd ipvd 18.186.51.169-24 U Up
HB:58:56:bd:3c:9b 18HA full

mgmt
1839

H:84:39:

22| QIE{T O] A(VPN 512) 4

« OIE{H|0|AE VPN 00 M VPN 5122 O|S3loF 3t= 2< 0| HHEE A O QIEmH oA
oM IP FAE FMEELICE

Conf t
vpn 0

no interface eth0
vpn 512

interface eth0

ip address

no shutdown
|

ip route 0.0.0.0/0



commit

ZAEE(vSmart) == A&

« vVSmart tEE E2{2ciH A 7| S U BHHE &EtLICH
- ZE SD-WAN ZHEEHUM VPN 512 IP A7t P VPN 512 IP FA0|AM SSHE AHS
5tod AMAE = U&LICH

DE ZEE2{e 7|2 CLI ZI|g oM

E ZEE]ol CHEt SSH M A HEFE DA = 2 ZHEE2{0l A o|248t CLI ZT|ZeioldE

WES- Raliimis (]S

config t
system
host-name

system-ip

site-id
organization-name
vbond

commit
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tsted

config t
vpn 0
dns
primary
dns
secondary

interface ethl
ip address

tunnel-interface
allow-service all
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service stun
allow-service https

I

no shutdown

]

ip route 0.0.0.0/0

commit



= 72 ol 7

2L aBolMe AT 4 o, LT 0l40]
Jhet % et

Mot sh= Heolgt Ko z2E

5tod Mlof e1zdg A

Meis 7)o

E9
2{of| F
oF X0 IS A

07|18 HE
JL|ILE1|0| 12 M ZHEE
504 vManage =E2 &
E2 TLSZE #+HELICH 7|B@Moz R E HEEDQ 2tRE{E DTLSE AI8
AEXHO| @ F A& 2F vSmart & vManage .= E 01| AHBH 2 5

EIE{7 TLSE AIS

gLt ol
cilollLct.

Conf t
security
control
protocol tls
o1
A B

Commit

- £2/8 vManage + DR

1

N
ok

AEA

- 1 vManage(COMPUTE_AND_DATA)
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Administration(& 2/) > Settings(Ad%)Z 0|5 35t04 C}S EtHE &tz &LCt

Z% 0§ ¥ A& 7IvBond URL/IP FAE FEELICE vManage == 2| CLIOIAM 2t S U8t
g FAELICH

vManage 20.15/20.182| MM SystemOl|lM O[248F 42 AL & & U&LICH
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vea Catalyst SD-WAN

o The network is aut of compliance due to licensing, please click hera for more actions

Settings

SE“l‘ngS | Trust and Privacy

Tenancy Mode Hardware WAN Edge Certificate Authorization

Enforce Software Version (ZTP)

Hardware WAN Edge Certificate Authorization involves the process of ensuring that thi
Software Install Timeout certificates used by the WAN Edge devices are authorized and vakid
Warkfiows R Security
(®) On Box Certificate| TPM/SUDI Certificate) Enterprise Certificate (signed by Enterprise Ca)
a4 Hardwara WAN Edge Certificate Authorizatien
To
Controller Certificate Authorization
WAN Edge Clowd Cerlificate Authorization
B
Certificate Revocation List
a
Wab Server Certificate
Maintenance
Enterprise Feature Certificate Authorization | Cancal |
1 b :
Admiinisbraticn User Sessions
DUD MFA Configuration
Expl

Password Policy



2. Controller Certificate Authorization(ZAE&2{ 21& A T8t 5 04) - SD-WAN ZHEE2{od| CHEt
CAE ZA™ELICH

« Cisco(H¥) - ZAEE = Cisco PKIMA MEE QIZMHE AL & LICE vManage=
vManage0l| G E AOLE 0{7IRE A3 SHE AHS5t0{ PNP ZHoj Ats2 2 44
5t0 MEE CIBME 7t HEE{o MXIFLICH

- &8 - ZAEE = Cisco PKIO|A MBS QIS ME AFSELICH ZF SD-WAN 2H{z[0]2]
Smart Account 2! Virtual AccountZ 0|=35+04 Cisco PNP ZEHE AtE5t0] S22
CSRO{| MHEFLCt.

- Enterprise Root Certificate(QIE{ZE}0|= FE QIEA) - 0| SME A& sH 2t REE
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Hies'  Catalyst SD-WAN

) The network is out of comgpliance due to icensing, please click here for more actions

Settings
a8 -
Sett"'igs | Trust and Privacy
Higuiratio
Controller Certificate Authorization
Firiney Mode Sls Dller e cate Authorizatio
|
Analytics Enferce Software Version (ZTP)
certificabes are used o authenticate devices in the fabric. Once authenticated, devices car
Software Install Timeout establish secure ses each other. These geners from the Cisco
and then installed on the SD-W trol Comp Cisco Catalyst
ows  —— SD-WAN Validator, ¢ o Catalyst SD-WAN Manager, and Cisco Catalyst SD-WA rtroller
These sattings establish how the certification generation for all SD-WAN Contral Components w
A Hardware WAN Edge Certificate Authorization
b done and do not generate the certificates
Controlier Certificate Authorization The cartificats ganaration method needs 1o ba specified only ance and i automatically uead sach
g ! ds 1o be sp £ INCS utomat
t you add a device to the fabric
WAN Edge Cloud Certificate Authorization
Certificate Signing by
Certificate Revocation List PR ) Manual  (8) Enterg oot Cartiicas
Cioo |Recormminded) aral Enterprise Rool Certificate
=]
s Web Server Certificate
E— Enterprise Root Cartificats salect a File
Enterprise Feature Certificate Authorization E | CERTIFICATE
1
Admiinistration User Sessions "
DUD MFA Configuration
Exp

Password Policy Cance

3. WAN Edge Cloud Certificate Authorization - 7F4 SD-WAN Edge 2HE{(CSR1000v,
C8000v, vEdge 22+ E)0ll CHEt CAS Z& LI
 XF&S(vManage signed) - vManage= 7t 0 X| 2t RE{Q| CSRO|| AtS2 2 MAE5t 1 2}
SE0] 2IZEME MXIELICE
- TS(AUEZEtO|= CA- HE) - 7H4 Bt REE T RO AIE{ZZI0|= 215 7|BoM M
Bet LB ME ALSELICH O] SME MElSt= S0t AE|{ZEt0|X CAS| RE QIBME
07|M 4cllo|EaH of & LCt.

XtA CAQ! Enterprise Certificate AuthorityE A& 5t 3 EnterpriseS MEHEMLICH



whel Catalyst SO-WAN = ® o@D 0 admin

o Tha network is cut of compliance due to licensing, please click hera for more actions.

M .
Settings
a, "
Seﬂlngs | Trust and Privacy
iguratio
Tonancy Mode WARN Edge Cloud Certificate Authorization
ancy
|
Aniivion Enforce Software Version (ZTP)
WAN Edge CI Certificate Authorzation involves the process of ensuring that the certificates
Software Install Timeout WAN Edge devices are authorized and valid
Warkfiows I : wEdge Clowd
II\ Automated (Manager signed) Manual [Enterprise CA - recommended)
4 Hardware WAN Edge Certificate Authorization
To
Controller Certificate Authorization
WAN Edge Cloud Certificate Authorization
A
Certificate Revocation List
=}
Wab Sarver Certificate
Maintenan
’ 5
Enterprise Feature Certificate Authorization Cancal
1. \ J
Adminisiration User Sessions
DUD MFA Configuration
Expls

Password Policy

« Configuration(Z1I|12{|0|44) > Certificates(2!5 A) > Control Components(X[0] 74 24
)(20.15/20.18 vManage == E2| ZA{)Z 0|S &L} 20.9/20.12 HHE1 2| Z4< Configuration(
I|220|M) > Devices(C|HFO|A) > Controllers(ZIE & &)

« Manager/vManage(& 2lXt/vManage)HlA ...& 2 2|5t 11 Generate CSR(CSR 4%
LICH.
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Q[ ga+ ) 8  admin

n The network is out of compliance due to licensing, please click here for more aciions.

A Certificates

Canfiguratian
'WAMN Edge List Control Componeants Applications CA Cert

Devices [3) View Certificate
Ganera R
Warkflows
Sand to Validator Install Certificate As of: Feb ' Reszet RSA
: Operstian Status Cantrolier Typs Hasbnams Sywinm IP Sitw ID Cartifieate Sarial Fxpiratian Date
‘o I
era
=}
Waintenan
3 74
a
Addrmiinistrat
Expls
1112 Add Device Generate CSR Upload Cerificate Update Validatar
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« Manual(8)2 MEIEt B2 s SD-WAN 2H{2i0]|2] Smart Account &! Virtual Account2
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vmanage# request nms configuration-db status
NMS configuration database
Enabled: true
Status: running PID:32632 for 1066085s
Native metrics status: ENABLED
Server-load metrics status: ENABLED
vmanage#

Al El configuration-db leader vManage == 0{| A configuration-db 24 +Zl5t24™ o] &
AtEFLCH

request nms configuration-db backup path /opt/data/backup/
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vmanage# request nms configuration-db backup path /opt/data/backup/junel8th
Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file
Successfully saved backup to /opt/data/backup/junel8th.tar.gz

sha256sum: 8d0f5af8aee4e70f05e3858bebbdd5e6c136134ae47¢c383569ec883080f5d359
Removing the temp staging dir :/opt/data/backup/staging

vmanage#

- Zm[zefold DB X4 5E 0| UHo|EE E? 7|Ssl SLCh.

« configuration-db Xt EHE D2 = B TACOH £2/504 7|& vManage = E0i| A
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XXXXXXXXX Downloads % scp junel8th.tar.gz admin@10.66.62.27:/home/admin/
viptela 20.15.4.1

(admin@10.66.62.27) Password:
(admin@10.66.62.27) Password:
junel8th.tar.gz

configuration-db #4S = 26t2{2 HX] configuration-db Xt EHE *"3H0|= grulct,
configuration-db X}Z4 53 0| default(neo4j/password)@! 3 O| EtHE ZAL{E 5 A&LICH
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configuration-db XtZ4 & T 435+2{2 nms configuration-db update-admin-user BE S ALE
LICt MEHSE ALEX} O HIHHEE ALSELICH

vManage2| OHZ 2|710|4 M7} CHA| AIZHEILICH. 2k A vManage Ul B2 AlZH S0F HM|A 8
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vmanage# request nms configuration-db update-admin-user

configuration-db

Enter current user name:neo4j

Enter current user password:password

Enter new user name:ciscoadmin

Enter new user password:ciscoadmin

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully updated configuration database admin user(this is service node, please repeat same operati
Successfully restarted vManage Device Data Collector

Successfully restarted NMS application server

Successfully restarted NMS data collection agent
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vmanage# request nms configuration-db restore path /home/admin/junel8th.tar.gz

Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file

Successfully saved database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Successfully backup database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Configuration database is running in a standalone mode

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully saved cluster configuration for localhost

Successfully saved vManage root CA information for device: "53f95156-f56b-472f-b713-d164561b25b7"
Stopping NMS application server on localhost

Stopping NMS configuration database on Tocalhost

Reseting NMS configuration database on Tocalhost

Loading NMS configuration database on localhost

Starting NMS configuration database on Tocalhost

Waiting for 180s or the instance to start...

NMS configuration database on localhost has started.
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Updating DB with the saved cluster configuration data
Successfully reinserted cluster meta information
Successfully reinserted vmanage root ca information

Starting NMS application
Waiting for 180s for the

server on localhost
instance to start...

Successfully restored database
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vmanage# request nms configuration-db status
NMS configuration database
EnabTled: true
Status: running PID:32632 for 1066085s
Native metrics status: ENABLED
Server-load metrics status: ENABLED
vmanage#

Al El configuration-db leader vManage = =0l A configuration-db Bi]S £~ El5iedH o] HH

ALEErLICH

request nms configuration-db backup path /opt/data/backup/
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vmanage# request nms configuration-db backup path /opt/data/backup/junel8th
Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file
Successfully saved backup to /opt/data/backup/junel8th.tar.gz

sha256sum: 8d0f5af8aee4e70f05e3858bebbdd5e6c136134ae47¢c383569ec88308015d359
Removing the temp staging dir :/opt/data/backup/staging

vmanage#
- 71Z|a2l|o|4 DB A4 5HO| YO0l EE A= 7|§5 SLct.
- configuration-db At SHS T2 = F2 TAC01| 209|504 7|& vManage = =0 M
configuration-db Xt 24 S ZHAHErL|Ct
- 7|& configuration-db A} EZ2 ALE At O|F ILICH neodj L HIZHS: &5

CtE& vManage = =0 Configuration-db 2HQd = ¥

SCPE AF83}0q configuration-db #4@1E€ vManage | /home/admin/ CIEIE 2|0l S AFEFLICEH
ME scp BH £

XXXXXXXXX Downloads % scp junel8th.tar.gz admin@10.66.62.27:/home/admin/
viptela 20.15.4.1

(admin@10.66.62.27) Password:
(admin@10.66.62.27) Password:
junel8th.tar.gz


mailto:admin@10.66.62.27:/home/admin/

configuration-db 244

H 5 24524M MK configuration-db AFHZ4 S HE 7450k & L|CH
configuration-db Xt &

= 7
& F 0| default(neodj/password) 2! < Ol A E 7ALHE + JU&LIC.
3524 nms configuration-db update-admin-user ¥ 2 AL &

configuration-db AtZ4 SHS
St ”HIYHS E ASEFLICH

LICH A=Y 3E AL} O]

vManage2| O Z 2|7 0|4 M7t CHA| A[ZFEILICE [EkA vManage UIO| &2 A[ZH S0 HAM|AF
= QA Euct

vmanage# request nms configuration-db update-admin-user

configuration-db

Enter current user name:neo4j

Enter current user password:password

Enter new user name:ciscoadmin

Enter new user password:ciscoadmin

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully updated configuration database admin user(this is service node, please repeat same operati
Successfully restarted vManage Device Data Collector

Successfully restarted NMS application server

Successfully restarted NMS data collection agent

vmanage#

78 DB ¥4 g S#stT| fls T™AE & Ue HAL

nms configuration-d
vManageZ S &g

4 S
i
L
o

vmanage# request nms configuration-db restore path /home/admin/junel8th.tar.gz

Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file

Successfully saved database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Successfully backup database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Configuration database is running in a standalone mode

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully saved cluster configuration for localhost

Successfully saved vManage root CA information for device: "53f95156-f56b-472f-b713-d164561b25b7"
Stopping NMS application server on localhost

Stopping NMS configuration database on Tocalhost

Reseting NMS configuration database on Tocalhost

Loading NMS configuration database on localhost

Starting NMS configuration database on Tocalhost

Waiting for 180s or the instance to start...

NMS configuration database on localhost has started.

Updating DB with the saved cluster configuration data

Successfully reinserted cluster meta information

Successfully reinserted vmanage root ca information

Starting NMS application server on localhost

Waiting for 180s for the instance to start...

Successfully restored database
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config t
system
host-name

system-ip

site-id

organization-name

vbond

commit
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config t

vpn 0
dns

primary
dns

secondary

interface ethl
ip address

tunnel-interface
allow-service all
allow-service dhcp
allow-service dns
allow-service icmp

no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service stun
allow-service https

I

no shutdown
|

ip route 0.0.0.0/0

commit

ZES {0l ChEt CHoY 9| al M2

Conf t

vpn 512
interface eth0
ip address

Ft=5 VPN 512 22| QIE{H|o|A L F-EEFLICEH



no shutdown
|

ip route 0.0.0.0/0

|
commit
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conf t
interface eth2
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no shutdown
commit
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B 22Z|)2 0[&35t1 IP =4 oft2iod| vManage 2| AMH|A QIE{H|O|A |P7} BFIE[J= K] & 2l
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Ct.
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o Thi Network 5 oul of complance diue 1o Beensing, please click hare 107 MONe SC100S.

Cluster Management

Service Configuration Service Reachability

ay P ASETE Applicasion Sorver Seasistics Database Cenfiguration Databate Mt saging St SO-AVE

- OFE| HZEIX| ot MHIATH Qi B BA| 7ICte] FAAIQ. 28 2020/M 302 HE
EI|_||_‘_|.
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vManage 22{AEH 5§
« vManage-12] webUIM| A Service Configuration(AMH|A ZAI|12{|0|Ad) MM 9]

Administration(Z 2l) > Cluster Management(2 t{AE{ #2))2 0|S gLt
 Add Manager(Z2lxt &7HE Z=I5tH B F0| LtEFELICY.
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0 The network is out of compliance due 1o licensing, phease elick here for more actions.

Cluster Management

Cenfigurtien Service Configuration  Service Reachability

Add Manager

Anaiytics

Ag of: Feb 22, 2026 10:15 AM O

Hustname B Addres Configure Status Mede Persana (UL =) Astiong

Ymanage 10.66.70.30 Ready COMPUTE_AND_DATA ecficab2-027e-4cab-bSal-53T8d2e56911

1Recard Nemsperpage T v -talt

Add Manager

MNode Personady

B et B

(®) Compute + Data () Compute () Data
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Username

[ Usarnami

Password
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vManage - 2 =
A=tghL|ch
ZE|XF IP F4 of2ll vManage-29| MH|A QIE{HHO|A IPE 24 L|Ct

A&} O|E 1 HILUHS E U=AFILICE O|l= 6THAHIAM AFS S At SUSH AHH ZHQL|CH

e W24 Ao|as oMo et =& HEALE

Enable SDAVC(SDAVC & 433}) - vManage-10{A SDAVCE o|0| &43tsic o 2 MEHE K|
of2 MEfZ gLt

Add(F7hHE Z=IgfLct.
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K| EelsrL|Ct.

- &2 Ho|x|el MH|A @4 7ts MMo 2 MEtstT 2 E MH[ATL F vManage £ £ 2 50f
ALY = US| FHUFLICH

« OLE] AZAE|X| f2 MH|ATE /s B9 HAl 7ICte] FHA2. 28 58014 102 B 4E
L|ct.

 vManage UI2| 2 % 4Tt D AME[0] Q= Task-list(HY SF)0lMH EHAE F7F Z2MA
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Cluster Management

Serviee Configuration Service Reachability
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« Monitor(2 L|E{) > Overview of vManage Ul(vManage Ul 7H2)Z 0|&3t04 vManage = E
7t SHIEA BHE R 2EAE| FIHE LE o M2t A4 7S WeE EAE=X &
lgrLct.

« Administration(Z 2l) > Cluster Management(22{AE{ Z2[)Z 0|5 3t04 IP F4 of2Hod|
vManage®| MH|A QIE{H|O|A IP7} 25 BFEE| 1, Configure Status(T43 4 EH)7} Ready(&
H))O|T == HEALIIF SHEH EHP R =K] = QlFLCt.
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« E{AE0l F£7IE Zt = 9| vManage UI0| A vManage-10iM A8 7Hs58H 2 E B2 E, &
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- 0O|2{8t Z1x|ai 0|4 0] vManage-10i 8= @< vManage-10{ F7tE vBonds ! vSmarts2t
Administration(& 2l) > Settings(Ad&) 41| 2240|404 A Orgamzahon-name(.’F_’E! 0|8&),
ol thaaioto gy e e T OOl SEAER A LRl vifensge =
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o LIHX| vManage = =0 CHSHME S8 A E g5 &Lt
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CHE vManage = E=0{A vManage configuration-db Q4 &l 5S¢4 %

MsH =77t g4sHE 7|&E vManage £ A B0 M .9_‘|ILIJ.E1IOIA=| ol O|E{H| 0| A EHd
Eole Sot e w=o| s EF7F YAl FSXIE|D AR|E Fof £Ez|o{oF ghL|Ct.

™ el ®sil =7 SH7H =% = lELICE Administration(2 2l) > Disaster Recovery(ZisH 5
T) & AEN7F Success(44E)0|1 Import Pendlng( X7 EF &), Export Pending(LHELHZ| £
F &) = Download Pending(CHR2E EF )1t 22 LA|ZQl 4Ef7| ot K| =l L|Ct &
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Cisco TACOI| £2|5t0d Zsll ST 71 33X o= HElEUREX| &g Lot

Configuration-DB 2494 =%

M A+E &¢1 SD-WAN I E 2lof M= vManage £ B{AE{01| A configuration-db B{ S 444

= A&t

« configuration-db #1242 configuration-db 2|2l vManage 2 HAE{Q| 3t - =0 AP 24 4J5H
OF gfLCt.

met g

« £2/3 vManage2| A< dllY vManage AF&l|7} configuration-db 2IC{ &1LI|C}.
« vManage 2 {2 E{0i M request nms configuration-db diagnostics W& & AL 504
configuration-db 2| = E& Al ElL|CEH3- = vManage 2E{AE{Q| 2 E L E0{Af O] HH

£ Ade + &L

- 6= F{AE0|AM HI|ael|o|4 DBIt &85t Elof 2l = EE& A8 ét= vManage = E=0]
M o| BEE A&sHoF &Lt Administration(® 2l) > Cluster Management(EAE #E)2
O|S5toq CHE 2 &elghct,

- AT EIAM 8 = U=0|, COMPUTE_AND_DATA HE2ALIE TMHE LE& Z4T|ae 0]

=o0

4 DB7H ME St

vManageCLloilA-I requestnmsconfiguration-dbstatus BHEE AL&35t0] SRt AL S &eled =

gLICH E32 O3 24U

vmanage# request nms configuration-db status
NMS configuration database

EnabTled: true

Status: running PID:32632 for 1066085s

Native metrics status: ENABLED
Server-load metrics status: ENABLED

vmanage#

- BHS A™-FHO|EHE = E0| M nms configuration-db FIEtS Q™E5H Ct21t 20| E=3E
L|C}.

+ "IsLeader"of| CHSH Z X EA|E ZHEE HELICH 12 MHE 42 L E7 2l = EE LIE

ME



vManage-3# request nms configuration-db diagnostics

L, 07| M configuration-db H#idg +~Zl& 4= &LICtH

NMS configuration database
Checking cluster connectivity for ports 7687,7474 ...
node 0 on 169.254.1.5:7687,7474...

Pinging vManage

Starting Nping

SENT
RCVD
SENT
RCVD
SENT
RCVD
SENT
RCVD
SENT
RCVD
SENT
RCVD

Pinging vManage

========== SNIP ==========

Connecting to 10.10.10.3...

o o e
| type | row

o o e
| "StoreSizes" | "TotalStoreSize"

| "PageCache" | "Flush"

| "PageCache" | "EvictionExceptions"

| "PageCache" | "UsageRatio"

| "PageCache" | "Eviction"

| "PageCache" | "HitRatio"

| "ID Allocations” | "NumberOfRelationshipIdsInUse"

| "ID Allocations”™ | "NumberOfPropertyIdsInUse"

| "ID Allocations" | "NumberOfNodeIdsInUse"

| "ID Allocations” | "NumberOfRelationshipTypeldsInUse"

| "Transactions" | "LastCommittedTxId"

| "Transactions" | "NumberOfOpenTransactions"

| "Transactions" | "NumberOfOpenedTransactions"

| "Transactions" | "PeakNumberOfConcurrentTransactions"

| "Transactions" | "NumberOfCommittedTransactions"

| "Causal Cluster" | "IsLeader"

| "Causal Cluster" | "MsgProcessDelay"

| "Causal Cluster”™ | "InFlightCacheTotalBytes"

o o e
18 rows

ready to start consuming query after 388 ms, results consumed after another 13 ms

(0.
(0.
(1.
(1.
(2.
(2.
Q3.
Q3.
4.
4.
(.
(.
Max rtt:

0013s)
0022s)
0024s)
0028s)
0044s)
0050s)
0064s)
0072s)
0083s)
0091s)
0106s)
0115s)

0.7.80 ( https://nmap.org/nping ) at 2026-02-18 12:41 UTC
Starting TCP Handshake > 169.254.1.5:7474
1.5:7474 completed
169.254.1.5:7687
.5:7687 completed
169.254.1.5:7474
.5:7474 completed
169.254.1.5:7687
.5:7687 completed
169.254.1.5:7474
.5:7474 completed
169.254.1.5:7687
.5:7687 completed

Handshake with 169.254.
Starting TCP Handshake
Handshake with 169.254.
Starting TCP Handshake
Handshake with 169.254.
Starting TCP Handshake
Handshake with 169.254.
Starting TCP Handshake
Handshake with 169.254.
Starting TCP Handshake
Handshake with 169.254.

0.906ms | Min rtt: 0.392ms |
TCP connection attempts: 6 | Successful connections: 6 | Failed: 0 (0.00%)
Nping done: 1 IP address pinged in 5.01 seconds
node 1 on 169.254.2.5:7687,7474...

Completed
Connecting to 10.10.10.3...
Displaying the Neo4j Cluster Status

| name | al
| "neo4j" | [1
| "neo4j" | [1
| "neo4j" | [1
| "system" | []
| "system" | []

| "read-write" |
| "read-write" |
| "read-write" |
| "read-write" |
| "read-write" |

PV EV RV RV ELEYV

Avg rtt: 0.724ms

"169.254.3.
"169.254.2.
"169.254.1.
"169.254.3.
"169.254.2.

5
5
5
5
5

7687"
7687"
7687"
7687"
7687"

85828934
4268666
0

0.09724264705882353

2068
1.0
2068
56151
7561
31
214273
1
441742
11
414568
1

"leader"

"follower"
"follower"
"follower"
"follower"

SSSS5>>>>

"online"
"online"
"online"
"online"
"online"

"online"
"online"
"online"
"online"
"online"



| "system" | [] | "read-write" | "169.254.1.5:7687" | "leader" | "onTine" | "online

6 rows

ready to start consuming query after 256 ms, results consumed after another 3 ms
Completed

Total disk space used by configuration-db:

60M

Al El configuration-db leader vManage ‘= =0l A configuration-db BilS = El5led™H o] HHS
A& gLt

request nms configuration-db backup path /opt/data/backup/

2
£
.
I
rlo
n
Ojo
A= |
ny
b
T
n

vmanage# request nms configuration-db backup path /opt/data/backup/junel8th
Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file
Successfully saved backup to /opt/data/backup/junel8th.tar.gz

sha256sum: 8d0f5af8aee4e70f05e3858bebbdd5e6c136134ae47¢c383569ec88308015d359
Removing the temp staging dir :/opt/data/backup/staging

vmanage#
- Zim|zelo|M DB A 50| galoleﬂ 8% 7158l St
- configuration-db X} SHE L2 = AR TACOH £2/5t04 7|& vManage ‘= =01 A
configuration-db XtZ4 S A& L|Ct

ok

- 7|& configuration-db A} EZ2 ALE At O|F ILICH neodj L HIZHS: &F

CHE vManage = =01 Configuration-db B{¢ = ¢

SCPE AF83}0q configuration-db #4@1E€ vManage | /home/admin/ CIEIE 2|0l S AFEFLICEH
ME scp BH £

XXXXXXXXX Downloads % scp junel8th.tar.gz admin@10.66.62.27:/home/admin/
viptela 20.15.4.1

(admin@10.66.62.27) Password:
(admin@10.66.62.27) Password:
junel8th.tar.gz


mailto:admin@10.66.62.27:/home/admin/

configuration-db 244

H 5 24524M MK configuration-db AFHZ4 S HE 7450k & L|CH
configuration-db Xt &

= 7
& F 0| default(neodj/password) 2! < Ol A E 7ALHE + JU&LIC.
3524 nms configuration-db update-admin-user ¥ 2 AL &

configuration-db AtZ4 SHS
St ”HIYHS E ASEFLICH

LICH A=Y 3E AL} O]

vManage2| O Z 2|7 0|4 M7t CHA| A[ZFEILICE [EkA vManage UIO| &2 A[ZH S0 HAM|AF
= QA Euct

vmanage# request nms configuration-db update-admin-user

configuration-db

Enter current user name:neo4j

Enter current user password:password

Enter new user name:ciscoadmin

Enter new user password:ciscoadmin

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully updated configuration database admin user(this is service node, please repeat same operati
Successfully restarted vManage Device Data Collector

Successfully restarted NMS application server

Successfully restarted NMS data collection agent

vmanage#

78 DB ¥4 g S#stT| fls T™AE & Ue HAL

nms configuration-d
vManageZ S &g

4 S
i
L
o

vmanage# request nms configuration-db restore path /home/admin/junel8th.tar.gz

Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file

Successfully saved database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Successfully backup database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Configuration database is running in a standalone mode

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully saved cluster configuration for localhost

Successfully saved vManage root CA information for device: "53f95156-f56b-472f-b713-d164561b25b7"
Stopping NMS application server on localhost

Stopping NMS configuration database on Tocalhost

Reseting NMS configuration database on Tocalhost

Loading NMS configuration database on localhost

Starting NMS configuration database on Tocalhost

Waiting for 180s or the instance to start...

NMS configuration database on localhost has started.

Updating DB with the saved cluster configuration data

Successfully reinserted cluster meta information

Successfully reinserted vmanage root ca information

Starting NMS application server on localhost

Waiting for 180s for the instance to start...

Successfully restored database
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vmanage Ul A Configuration > Devices > ControllersE £ &8 LIC}
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+ ip-address(Z1E & 212| system-ip)E transport vpn O(tunnel interface) ip A E HEELICE A}
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https://vmanage-url/dataservice/system/device/sync/rootcertchain

Cisco SD-WAN Manager UUIDE Cisco SD-WAN Validator?t &7|3t5t2{™H Cl 2 HHES =T L
Ct.

https://vmanage-url/dataservice/certificate/syncvbond
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« vmanage UI0| X Configuration > Devices > CertificatesE 2 2/ L|C}

« Controllers(ZIEEH) 2

- 7|& {E 20| ZE E2{(vmanage/vsmart/vbond) 2 %S| & 37HE Z=|&fL|CH.
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« Send to Bond& £ 2|&fLC}.
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- 7|& HE2|o| M HE EF{(vmanage/vsmart/vbond) 2x 2| & 37HE S 2IFfLICH AXNE 2
2/gfLCt.

BEtAH!: = H A

T:047|0] EAIE 2E 75 Z80ll 3SX2Z MEL|E Post Checks(AHE AN MM
2 7=||* Tl grLct.

llIHJ

A3t 4: vManage 2HAE + £5/ZE ABHIO| DR
£5/2C AEHIO| DRO|ZH? 89 SD-WAN Z 2|Xt ME EE= SD-WAN 22|kt 2E{AEHE 2
AEHHIO| A EHZ SZELICH

g olo|EHo|A S| 7[Rl iefo| =~ E|H 7|2 SD-WAN & 2[X} EE= SD-WAN 2 2[X 224
AE{7} Ch2 £/ CH7| SD-WAN #2|Xt £ SD-WAN B 2[Rt 2HAE7I £ 522 AlSHE|1 Q]
ClolEHo|A7F S ELIC

Ilo

=i %I_I- ol_l EI_-lé:

« 3 = 6 vManage(7 |8 Z8{AH)

IF = 6 vManage(DR CH7| E2{AH)
171 0|4 2| vBond(7|2 X DR H|O|E{ ME{of E4t)
« 17§ 0|4 2| vSmart(7|& ! DR Ci|0|Ef ME{oi| E4H

EhA:
1. 38 BHE AI83sto] 2E QQARA JIX{27|
2. AbF1 2o
3.vManage Ul, 15 M U REE HEED 74
4. vManage 2AE 75


https://vmanage-url/dataservice/system/device/sync/rootcertchain
https://vmanage-url/dataservice/certificate/syncvbond

- &4 Cisco SD-WAN Manager QIAEIA | =7} AjZ M %|El Cisco SD-WAN Manager QIAE
AO| =9 SYUEHK| EQIELCt

- 2E &4 U ME®R Cisco SD-WAN Manager QIAEHAT SUS AZ EQo{ HTE A5
=X| =elgfLct.

« DE EH Y MER Cisco SD-WAN Manager 2! A7} Cisco SD-WAN Validator2| 2|
IP FA40 AZE = AeX| EHAELICH

- MZ Ax|El Cisco SD-WAN Manager QIAEAN| 2B M7t dx|E|of U =X| =l LCt.

- MZ X|&l Cisco SD-WAN Manager IAEAE X 3504 2= Cisco Catalyst SD-WAN C|
HFO|A O A|H|7t S7ISHE|R= K| & QIELICH

« M AIAEIP 2 AIO|E ID & E 0| & E{AES SYE 7|12 + 40 A ME MxIE
Cisco SD-WAN Manager QIAEIA O A E|o] QEX| &QlstL|Ct

2EHHl: vManage Ul, Q15 M & 2EHE 7HAEEF 74
vManage UI0{| A 74|20 MH|0|E

- 1EtA|e] Zim|aefo|Mo| 2E HEEB{Q| CLIo F7HE|H EEt*X{2| URL
https://<vmanage-ip>& Al& 304 vManagel| webUIo| M| AE = Q& LICt ZF vManage
st A 0|A

LEO[VPN 512 IP FAE AFSELICH #E|XF ALSXF OIF R HIZHEZZ 200018 = Q&

L|Ct.
« Administration(Z 2l) > Settings(Ad™)Z 0|5 3}04 C}S EHHE &tz &fLCt
- =% 0|& ¥ @57INvBond URL/IP F24& FEYLICH vManage ' E9| CLIOI A2t ST

e Fggch
« vManage 20.15/20.182] MM SystemOi|A{ O|2{8t A2 A8 E £ U&LICH



Settings | sy

rganization Name

8 admin

u The network is out of compliance due 1o licensing, please click here for more actions,

Settings

Settings /system
Claco DNA Portal e

Managed Cellular Activation - eSIM
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Validator

Banner

Maintenance Window Cancel

Adminish raticn Interactive Help

Cross Platform Mavigator

Prowy
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‘Beh Catalyst SD-WAN

P The network is out of compliance due to licansing, phease elick hers for more actions

Settings
o, .
Settings J Trust and Privacy
figuratiani
Tenancy Mede Hardware WAN Edge Certificate Autharization
malyhcs Enforce Software Version [ZTP)
H M Edg at j t I t
Software Install Timeout L ed by the W AN &
— Security ”
(®) On Box Certificate(TPM/SUDI Certificate) Enterprise Certificate (signed by Enterprise Cal 3
4
a Hardware WAN Edge Certificate Authorization 8
T +
Controdier Cartificats Authorization
WAN Edge Cloud Certificate Authorization
Certificate Revocation List
=}
Wab Sarver Cartificate
Mairesnance
Enterpeise Feature Certificate Autharization [ cancen |
do
Administration User Sessions

DUDQ MFA Configuration

Password Policy

2. Controller Certificate Authorization(ZAEE 24 2!
CAE Z™gLct.

- Cisco(T%) - ZAEE2{= Cisco PKIO|M AHEE QLIS ME ALEELICt. vManage=
vManage0l| &l AOLE 047t R E X3 SH2 AHE5t0{ PNP Z =0 AtS2 2 44
5t MBE CLIBME 7HKH HEEE A dX|ELICt

- &8 - ZHEEB{ = Cisco PKIOA MBS QIS ME ALEELICH ZF SD-WAN 2z 0]2]
Smart Account & Virtual AccountZ 0|S3+04 Cisco PNP ZEHZ AtE5t0] =822
CSROi| M ErLCt.

« Enterprise Root Certificate(QIE{ZE}0|= FE QB A)- 0| SME AIS
ZEO| AE{Z 0| = QB 7|#HHM MBS CISMHE AFSELICE O] =
SOt IE{ZEtO|= CALl RE QIS AME 07| olo|Eat of & LICt
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) The network is out of comgliance due to kcensing, please click here for more actions

Monitar
Settings
N, -
settl NgS | Trust and Privacy
Configuration
: :
Tenancy Mode Controller Certificate Authorization
il
Analytics Enforce Software Version (ZTP)
Software Install Timeout
- 1 ont = st
Warkfaws o B JAN Manager, and »
F
- . a
: . hese settings establish how the certif T
a Hardware WAN Edge Certificate Authorization ; 2
be done and do not generate the certif ki
Toals 4
Controller Certificate Authorization The cartifie ition mathod needs to be specified only once and is automatically used each
; time you 1o the fabri
WAN Edge Cloud Certificate Authorization
Reperts Certificate Signing by
Cartifionta mesoation it Cisco (Recommended) Maral '.l_- Enterprise Rool Certificate
o
e Web Server Certificate
aievanan: Enterprise Aoat Cartficate Salect a File
Enterprise Feature Certificate Authorization
1
Administration User Sessions
_ DUD MFA Configuration
Expiore

Password Policy | Cancel |

3. WAN Edge Cloud Certificate Authorization - 7F4 SD-WAN Edge 2HE{(CSR1000v,
C8000v, vEdge 22+2E)0fl L3 CAS Z4x3tLIct.
« X}S(vManage signed) - vManage= 74 Ol X| B+ E{Q| CSRU| At S22 Mt 2t
SE0] 2IZEME MxIELICE
« TS(AUEZEtO|= CA- HE) - 7HY Bt REE RO AIE{ZZI0|= 215 7|&oM M
HEt QIZEME AFSELICE O] SME MEiStE S0t AIE{ZEI0|X CALS RE QIBME
047|AM Mcilo|E 3t oF & LCt.

o Tha network is cut of compliance due to licensing, please click hera for more actions.
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« Configuration(Z1I| 121 0|M) > Certificates(215 A{) > Control Components(M0{ 7+ Q4
)(20.15/20.18 vManage ‘== 2| ZZ<)Z 0|S&LIC}. 20.9/20.12 HHF 2| AL Configuration(Z
1| 1240|M) > Devices(C|HFO|A) > Controllers(Z1E & 2)

 Manager/vManage(& 2|At/vManage)0i| A ...& £ 25l 1 Generate CSR(CSR d4)2 £
L|Ct.

o

@ QGED 8 sdmin v

a, Certificates

'WAMN Edge List Control Components Applications CA Cert

1112 Add Device Generate CSR Upload Certificate Update Validatar

« CSRO| dME|H CSRE CR2EEst ZHEEZH0] CHal| MEHEH 2IF 7|20l 2k CSRH| M
Hg g2 £ &LICH Administration > Settings > Controller Certificate Authorization0dl A
Ol ZAm|zzfo|ME & Qlg = Q&LICE Cisco(HE)E MEISH B vManage0i|A{ CSR2
PNP Z =0 AtS2 2 YEES T QIS M7t MBEIT vManaged A5 2 MX|E LICH

« Manual(=8)2 MEist 32 5T SD-WAN 2H{80|2] Smart Account &! Virtual AccountZ
0|5 35t0{ Cisco PNP ZEHE A&35t04 CSRH| =522 MIELICH PNP ZHO|M QIEME
MEE £+ UH =™ vManagel| S st MM M install certificate(Q/5AM A x|)E 2251
CIBEME U2 S OHE QB ME MX|ELICH Digicert & Enterprise Root CertificateE AtHE
St= Ao SUS MXE MY = A&Lch

2L =

vManage0i| vBond/Validator 2! vSmart/Controller & £ 2/(Onboarding)

20.15/20.18 vManage ‘= E 2| A< Configuration(Z11I| 12i0|) > Devices(C|HI0|A) > Control
Components(M0{ 4 @ A)Z 0|S&fLICt 20.9/20.12 HHF Q| ZB<L Configuration(Z1I| 184/ 0]M)
> Devices(C|HIO|A) > Controllers(ZAE & B)

2 2 &lvBond/Validator

« Add(F7)VBond(vBond £7HE =& LICL.AM20122 2| BKREH A7 F7t
20.15/20.18 vManage IL|C}t. E 40| ¥2|™ vManage0ilH 212& 4= /&= vBond2| VPN 0
& IP.

« vManagetovBondIP2| CLIOIA & ElE Z ping

fijo

At&sto] HE 7tsgE FHelFLIch



« vBondl| ARl A4 SHE =AEL|Ct

S

£ 1: vBonorl| ZtEIX}t AHAE &
vBond2| CLIO{|A{ O|& &folgt
"Generate CSR(CSR M&)" =

B = netadmingroupl| AtEXt £ 20| 2 gLt
F A&LICt vBondof CHEF M RIB ME Mx|5HoF 5t= B2
ECIR0M Yes(0d)E MEHELICH

£ 1: vBond7} NAT C|H}O|A/ESHE] o] I= < vBond VPN 0 QIE{H O|A
IPE BHEHE[R= K] EFIFLICE. vManageOHH VPN 0 QIE{H| O|A IPO]| Q1A% -’F SZ'E a2
O| EtAH|0AM VPN 0 QIE{H[O|A | & IP FALE ASELICH

@ The netwark is out of compliance due to licansing, phease click hers for more actions
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Password
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Generate C5R
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« CSRO| dME|H CSRE CRE st HEE 20 CHal MEHEH 2IF Z|2tol 2k CSRH| M
HE g2 £ Q&LICH Administration > Settings > Controller Certificate Authorization0| A
O| ZAm|agio|Me &olg 4= U&LICEH Cisco(HE)E MEHSH R vManage0i A CSRE
PNP Z&0j| AtSo 2 Y2 =51 215 AM7F MBE[™M vBonddl| RIS 2 MX[ELICEH

« Manual(8)2 ME{st Z<2 T SD-WAN 2H{840|2] Smart Account &! Virtual Account2

O|&3t04 Cisco PNP Z& S AL83t01 CSRO| 822 MEEFLICH PNP ZE0IM QIBEME
MEE = UM E[™ vManage2| & et A0 M install certificate(R/E M Hx|)E 226t
CIEME URES OIS QB ME M&|ELICE Digicert & Enterprise Root CertificateE AHS
St A0t S HAtE MEE + /U&Lch

- vBond7| 0424 742l AL S8t EHAHE et=FLct

vSmart/Controller 2 £ &!:

« 20.12 vManage2| A< vSmart F£7} EE= 20.15/20.18 vManage2| B ZHEEDX FIIE 2



=lgfict
- Ho| ¥EIH vManagetl M AZE £ U= vSmart2| VPN 0 & IPE ={gLct.
« vManage®@| CLIO|AM vSmart IPE 3{&El= 8 ping2 AtE350{ 014 7tsdS =elgfLct

« vSmart2| AL X} A}

A 5HZ UG A A2, vSmarte| ZE|A A} 23 5 EE = netadmin 25
S| AIEX EHEE ALE5loF &

0

-

* vSmarte| CLIOIA] O|E &g + Ql&LICH

« 2tE0f TLSE AtE3t04 vSmart2to| Mo @122 HHSIE{H ZEEZ S TLSE MAE L
Ct. vSmarts & vManage == 2| CLIOIM T O] =S FAdaHoF gL}

« vSmart& M IS ME Mx|5loF 3t= B "Generate CSR(CSR M) EELCIR0AM Yes(of
Ct

)& Mgt

21 vSmart7h NAT & X/ 3t Flof /= A< vSmart VPN 0 QIE{HO|A IP7H S&
IPE HtE|JA=X] & elst, vManaged|A VPN 0 QIE{H|O|A |Pof| A AE £ Qi B2

O EtA[MH VPN 0 QIE{H|O|A 1P| & IP FAE ASELICH

o The network is cut of compliance due to licensing, pease click here for more actions Add Controller
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« CSRO| dME|H CSRE CREEst ZHEEZ{0] CHal| MEHEH 2IF Z|2tol 2k CSRH| M
HE g2 £ Q&LICH Administration > Settings > Controller Certificate Authorization0| A
O| ZAxm|zzilo|MeE = lE 4= U&LICE Cisco(HE)E MEHEH H2 vManage0dil A CSRE
PNP Z&0| RIS 2 Y2 Est D QB M7 MBE|H vSmartol| AtS2 2 AX|FLICH

« Manual(=5)2 MENst 32 5T SD-WAN 2 0]2] Smart Account 2! Virtual Account2
0|=3}0{ Cisco PNP ZE& Al23510{ CSRO| 5902 AMHEEL|C}.
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3CHA|: vManage 22AH 5

SD-WAN 2t{8j|0]0fl vManage EHAEE Z &5l 22 = SD-WAN I{E2

S

& T: SD-WAN THE 2lof| 2 22l=l ALO|E 9| £=0f (2} vManage 2E{AEIE 3719
vManage .= E £ = 6702 vManage = EZ 7 EE® = U&LICt

Et vManage =E& AI85t0{ 2= SD-WAN ZHEEH 2EY

"SD-WAN 2 Hz{|o]of Bt .- E vManage& Ar&3610{ SD-WAN ZHEEE 2E "M S/st=
CHAHE TI5toq ‘:HH &tLte| vManage =EE AP 5t01 SD-WAN EZ|E A|Zfetn Rt 2E
Validator(vBond) 2! ZAEE2{(vSmart)E& 22 S &fLICH.

S{AEQ| YE QI B E vManage = E2| CLI Z4T|gfo|Me 7 HehL|ct

vManage =E 9| L}HX|E —T“SE.*LIEP 3L C Z{AEO AR LIHX| 27 = EE FAI5H0k
St 6= EM{AES B 57 =& FA5HoF ghLict
. C}23t ZH0| A|AE! HI|agolMe ?MQL—IEL

config t
system
host-name

system-ip

site-id

organization-name

vbond

commit
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config t
vpn 0
dns
primary
dns
secondary

interface ethl
ip address

tunnel-interface
allow-service all
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service stun
allow-service https

I

no shutdown

I

ip route 0.0.0.0/0

commit
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ZAEEp{o] CHEt CHA Q| Bt HMAE & A455HE = VPN 512 22| QIE{H 0| AT FAIEHL|CE.

Conf t

vpn 512
interface eth0
ip address

no shutdown
|

ip route 0.0.0.0/0

|
Commit

MEHT] J1AS-

- 7|& HAEED S AHu|aoo|ME FZ e = o o47|of LHFE Hu|Taso|Mo| UeE B
ol Hu|azlo|lME M HEER | F7HE = JU&LCh.

- 2IRE{7} TLSE AFE35104 vManage = =2 H Ot Xlo{ A MAsHof st= ZFR 02 Ko
ZZEZS TLSE FHFLICE 7|BMeZ2 2 E HEEDQ 2 RE{= DTLSE AH&504 A
o AZAES MH™BLICE ol AFE XIS 2 F AtEro]| 2t vSmart 2! vManage = =0 MEH 2

=2 =2od™

8t MEHA ZH1| T38| o|M L.

- =11

Conf t
security
control
protocol tls
commit



E vManage = E0{|AM MH|A QIE{H|O|A 74

0|0l 22 Y El vManage-1€ EZ &304 2 E vManagenodes0oil A MH|A QIE{H|O|AE 7
O| ClE{H|o|lA= EB1AH S4l0| AAEELICH &, E2{AE0|AM vManagenodes 72| &
gt

HErLck
Alg ool

conf t
interface eth2
ip address

no shutdown
commit

vManagecluster®| £ = E0{AM MH|A QIE{H0|A0] SUSH IP HELIO| AFRE[=X]| EQlgfLCt

SEIAE X2 B 7Y

vManagenodes®| & Y&t 2t 2|X} X2 ZEHE AL 8101 vManageclustergE #dE = U&LICH 1
HX| &t S ™ netadmingroupl| L2 M MEX XA BHE FHE = A&LICH M AISXH R

LS — L—

ZHE AAM5t7| @8t HI|ao|Me ch2a Z&aLct

o o=

conf t
system
aaa

user

password

group netadmin
commit



ZHAEO| £8t= 2 & vManagenodesiscOll A S st AL Xt Xt FHE FdsH ok Lk 22|
A X4 3HE AFE5H24T 2 E vManagenodesOl M S 8t AL& X} 0| &/H| Y S 0{0F & LC}.

= vManage - 20| C|HO[A Q1B AM MX|

>

« HE2I2X 2| URL https://<vmanage-ip>E& At&3t0{ 2 E vManagenodes2| vManageUIt| £
:L°._% LICt. Zf vManagenodes2| VPN 512 IP A& A8 LICH ZE|Xt ALZ XL OlF & H
aHs 2 23018 £ Q&L

I']I

« Configuration(Z1I| 21| 0| M) > Certificates(215 A{) > Control Components(XﬂO'l THE L
)(20.15/20.18 vManage = E 9| BA<)Z O|S&LICt. 20.9/20.12 HT 2| B Configuration(Zd
1| 2{|0|4d) > Devices(C|HIO|£) > Controllers(ZAE & 24)

Manager/vManage(# 2|Xt/vManage)ll A ...& Z2!5t1 Generate CSR(CSR #d)2 228

L|ct.

o This néstwork i out of compliancs due 16 Roending, pléase click hene o Mong Scliond
a Certificates
Configur
'WAN Edge List Control Components Applications CA Cert

" w C5F
Warkfiow - el i
Saend to Validator Install Cortificats As of: Fek Resei BSA
a
= Operation Status Contrplier Type Hostname Sysiem | L e 1D Cortific aite Soriad Expiration Date
Tooks Invalsdate

1.2 Add Device Generate CSR Upload Certificaie

« CSRO| MAMz|td CSRE CIR2ECstn ZAESD{of CHH AE48t QIF 7|zto]| 2t CSROl M
HE g2 £ Q&LICH Administration > Settings > Controller Certificate Authorization0| A
O| Zdm|zilo|ME &elg = ‘/?A'QI—IEP Cisco(TH&)E MESH 42 vManageO| A CSRE
PNP Z&0| RIS 2 Y2 E5t 1 QB M7 MEE|H vManageol AtS2 2 Mx[ELICH

« Manual(=5)2 MEist 32 Y SD-WAN 2H210]2] Smart Account 2! Virtual Account2
0|S35t04 Cisco PNP Z& 2 A&35t04 CSRO| =822 MEELICEH

- PNP ZEHO|M QIZME AT £ U7 £/ vManage 2| SUFH M Mof M install
certificate(Q1B5 A Hx)& 225t O_I*HE U EF OHF QIS ME MXIFLICH

- Digicert & Enterprise Root CertificateE At&5t= R0 SYe HAE M = UEL
Ct.



« 2HAE S U QI B E vManage ‘= E0iA O] EtHIE 2tZ &FLIC}
vManage 22{AEH 75 &H|

« vManage-12| webUI0{| A Administration(2 2l) > Cluster Management(EE-IAE-I zHe|
)2 0|& 3t vManage-101| CHEF Actions(Zf ) of2HollA] ... E=!% ¥ Edit(=H)E M

EHSHL|C}.
1=
« LE HEALE VMOl AEIYE|E Sot MEfE M2 A Ltol el (iS22 MEE LT
2t1: 3= Z{AEC A2 3702 vManage =& 25 HFE+O|OIE{7} HZALIZ EA|
LIt
=

« 6= SHAEQ| B2 3712 vManage ‘= =7} compute+data® HZALIZ, 37H2| vManage
L E7} dataE HEALLZ 7S LICH

« ZE[XHIP FAO| EELCHR0|A vManagel| MH|A QIE{m|O|A IPE ME4SHOF B LICH

« vManage 2H{AEE g43l5t= Ol ALSE ALEXL 0|§ & HIZHEE UZELICEH O|E &
HAE X4 3ozt gulch.

- ol AZ 8t WXH ZE vManage =0 SLE A4 SHS 74
E Z{AE| FItst= S ALS5HofF & LICH.

0>-
gl:l
)
ob
=2
I-D

rn
|.|'

[N

&t ZstAl7| HFEfLICH SDAVCTH E

SDAVCE &/3tstei™ 7|&E F2{AE{Q| o] AI[ado|ME £
of &t vManage = E0{|MBt ER e B0 Bt o Zdx[zio|4E & lsoF gFL(Ct.

Update(HIO|E)E Z2ILICH

- Ol A2 2 22IH Y122 =0 A vManage NMS MH|A T} CHA| AI’%*EIJ_ 5~108 Hk
S E SO UIE AL == gi&LICt O] 7|zt S¢t vManage2| CLI HMAE AHSE = U
L|Ct.

« vManage-1 UI0] M| AE = | E|TH Administration(® 2l) > Cluster Management(E 244
E #2))£ 0|S35tMH, vManagel| MHH|A QIE{H|O|A IP7} IP 4 oo Bt P E|=X| & Qlgt
L|Ct.Configure Status(& Elf 7£4d)7t Ready(ZEH[)0| = E HEALLIJF SHIE A BFAELICH
Z2 Ho|x|e| MH|A ¢ 7ts MMo 2 MEtstn ZE MH|A0 HAZAE = UEX| &OlF

o> \o

=t
=!

L|Ct.

o OF&] AZAL|X| A2 MH[ATE /U= B Al 7ICted FAHAR. 28 2020|M 308 E= 4
EI|_||:_|.
= .

vManage 22{AEH 5§

- vManage-12| webUIM| M Service Configuration(A{H|A Z1I| 28 0]M) AlA49]
Administration(& 2l) > Cluster Management(£2{AE Z2))Z o|s & L|C}.
 Add Manager(Z 2|zt &7HE Z=I5tH T F0| LtEFELICY.



) The network i out of compliance dud ta Bcensing, please click hare for mare actions.

Cluster Management
3
et ga-atian Service Configuration Service Reachability
:
- As of: Feb 22, 2026 10015 AM Y
53 Hostname: W Adddrass Condigure Status. HNode Parsana, Wi Actions.
Weakflows
Vmanage 08700 Raady COMPUTE_AND_DATA walfeabl-02Te-dcab-bEal-5378d 2e 56971
J\I
fea 1 Record sk pa gl 23 1-1al
=
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o
Mantenance
&
Administration
e
Explern

- Seraknibet 0760717 At 9 5505 AM

Add Manager

(@ Compute + Data
(Up 1o 5 nodes each)

Manager [P Address

17 Fab 2076 &t AR5 AM ATMR  PNG e

| Mansger P Address

Usarnaimi

| Usernaime

Password

[ S passworg

) enabie SD-avc

- VManage -2 =EE AEIUSI=E S

MEfErL|CH

« #E|XHIP =4 of2 vManage-22| AMH|A

. AR OIBT HIUHEE Q23

ZAr|apio|Mol et L E HEALIE

QIE{mol& IPE =gfLict

LICt. Ol 6EFA[0lAM AFE B At S YUE At ZHALICH

. Enable SDAVC(SDAVC & 43}) - vManage-10{ A SDAVCE 0|0 & 83tRic o 2 MMElSt K|

or2 MENZ ELICH.
- Add(ZF7hHE Z&FLIch

« O|E HlAI8tH vManage NMS AH|A7} ¥iTEI2E
AIZHEILICH vManage 1 & 29| < 9f 5~10& S¢t

1IA‘I vManage 122 =0 CH3H CHA
1E AL E = Qi&LICH
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« 0| 7|ZF &2t vManage 1 & 29| CLI HMAE AMEE == U&LICH

« vManage-1 UlO]| HMAE £ QA | Administration(® 2l) > Cluster Management(E 244
E{ 222 0|S35t1, vManage2| AMH|A QIE{H|O|A IP7F 25 IP F40 BHAE|R=X] 2l
&t11, Configure Status(T4 4 Ef)7t Ready(EH[)0| == HEALIJF SHIE A BFAEIR=
x| golghct.

- SUS HO|X|Q MH|IA HA 7t MMoZ MEHE T vManage = E 25 0i CHaH 2 & MU
A0 HZE = JeX| el

« Ot%] ZAL|X| §f2 MH|ATE U= B2 Al 7Icte] FAHAR. ES 520 108 M ZE

Z o 2ME[ JUE Task-list(2Y SF)olM Se{AEH FIH Z2MA
o

o= @ Q@ED | A smn v

Cluster Management

Service Configuration Service Reachability

| [ﬂdu\!:n:l_:rr
Moakdlo .

X

o

- Active(Bd) Y SEES 238 = A2, 20| Active(B ) & S5 otehof o4T5] Lt
|0 Qerd Eeo| ofE 2R E|X| IY 2SS LIEFHLICEH

. ZHoi2 Z2l5l0od T AEIE &0lg £ QIELICt Edo| &4 2 S =20 LIPE|X| otoH
222 Tt 20| Mo 2 AR EQREKR| EHQUSHAAIL.

- Ol Mo| A& E Foigt CtF tHAHZ ZI-EELICH

ZHAEO| CHE ==& F7t6t7| o] ol2fet M& medstok gfLict
X2l 2AE| £7HE vManage =E2| ZE UIOAM CIS AIE S &lstMAI2.
« Monitor(2L|E{) > Overview of vManage Ul(vManage Ul 7H2)Z 0|5 3}t04 vManage = +
7t SHIEA BHEE(T EHAEO| FIHE LE ol Mot A4 7ts8 Ho 2 EAE =X &
QIgrLct.

« Administration(Z 2l) > Cluster Management(2{AE{ #2)Z 0|535t0d IP T4 ofzHo]
vManage@| MH|A QIE{H|O|A IP7F 25 BF¥E|11, Configure Status(T4d & EH)7} Ready(&
H)O|Z =E HELLIZF SHIE A BFIEIR=X| = elgfLct.
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« =7 2HAE FI7HE mjolct 28AEN Qe 2E = EO| NMS MH|A T CHA| A|ZFE|
S22 g =9l Ulol ESot HAZE = iA ELCH.

- 2HAHS LE o (2 UIE HAstT ZE MH|A0 HAZst=E ol o 23 AlZto| A3 =
U&LICE.

« vManage UI2| 2 8% M EF D ME|0] QU= Task-list(2FH S )0l U ZLIEZIE + Q!
&LCt.

- FEAEo0| F7IEl Zt = E=9| vManage Ul M vManage-10{M A& 7t58H 2 E Bt E, &

Z 2l ol A2 sholsHof &FL|C}.

. 0|2{§t Z1x|22i0|40| vManage-101 8= A< vManage-10{ F7}E vBonds & vSmarts 2t
Administration(# 2[) > Settings(A%) Z1Z|22i/0]|M0{ M Organization-name(Z= %! 0| &),
vBond, Certificate Authorization(21& A T3t £04)0| F2EHAE 0| F7HE LIHX| vManage =
Eof gtAdx|o{of gLCt.

* LIHZX| vManage == E0f CHHME S et BHHE ErSELct

47|
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E AEHHIO| DR E{AE HH

EE AEHHIO| DR E{AE MY

ATHA|Of| dHE HAHE ALE 5101 vManage 2EH{AEE StLE 0|4 A[ZE &= U&LICH vManage 2
HAEH 7H 6': Aol MBE EHAHE &t Z2 5= HAIE: Config-db Backup/Restore - Ci 7| EE{AE
0f| A config-db B4 E S ErLCt.

5Et7A|: Config-db #44/5 &

CHE vManage = E=0{A vManage configuration-db 2194 &l 5&4 =%/

Configuration-DB HQ4 =%l

XH P% 321 SD-WAN I 2 20 M= vManage £ B{AE{0i| A configuration-db 2142 A
& A&LICh

- configuration-db #8242 configuration-db 2|2l vManage 22{AE{Q| & = =0 MBt M5
of &ct.

ne gt

- S&/™ vManagel| 4<% i vManage A&7t configuration-db 2| &1 LICt.
« vManage £ E-IAE-IOHA-I request nms configuration-db diagnostics W& Al-&5}04

configuration-db 2| = E& A/¥EEL|CEH3 E vManage 22{AEQ| 2 E L E0{Af O] HH

g amg + st

« 6= EHAEM A2z oM DB &/dStE|o] Bl = EE A% 35l= vManage = =0
M o] BEZ Al™sHoF & LICE Administration(22l) > Cluster Management(2 A E 222

O|S3tod ChEE &elgfLct
« A3RIKOIM & 5 UZO0l, COMPUTE_AND_DATA HEALIE THE L E= T30l
M DB7} A% St
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vmanage# request nms configuration-db status
NMS configuration database

vmanage#

o Od2i=x Al
co=

Enabled

: true

Status: running PID:32632 for 1066085s

Native
Server-

L|Ct.
« "IsLeader"oi| CH8H ZF= EA|E Z

LHO4, 047|M configuration-db 24

metrics status: ENABLED
load metrics status: EN

#3HO0|E24E = =0 A nms configuration-db ZIE

2
mjo

ABLED

EE XL 12 dHE 8
LICE.

vManage-3# request nms configuration-db diagnostics
NMS configuration database
Checking cluster connectivity for ports 7687,7474 ...
Pinging vManage
Starting Nping

SENT
RCVD
SENT
RCVD
SENT
RCVD
SENT
RCVD
SENT
RCVD
SENT
RCVD

(0.
(0.
(1.
(1.
(2.
(2.
(3.
(3.
(4.
(4.
(5.
(5.
Max rtt:

0013s)
0022s)
0024s)
0028s)
0044s)
0050s)
0064s)
0072s)
0083s)
0091s)
0106s)
0115s)

node 0 on 169.254.1.5

17687,7474. ..

s A ol
TH=E T AAE

fjo
0]

0

0.7.80 ( https://nmap.org/nping ) at 2026-02-18 12:41 UTC

Starting TCP Handshake
Handshake with 169.254.
Starting TCP Handshake
Handshake with 169.254.
Starting TCP Handshake
Handshake with 169.254.
Starting TCP Handshake
Handshake with 169.254.
Starting TCP Handshake
Handshake with 169.254.
Starting TCP Handshake
Handshake with 169.254.

0.906ms | Min rtt: 0.392ms |
TCP connection attempts: 6 | Successful connections: 6 | Failed: 0 (0.00%)
Nping done: 1 IP address pinged in 5.01 seconds

> 169.254.1.5:7474
1.5:7474 completed
> 169.254.1.5:7687
1.5:7687 completed
> 169.254.1.5:7474
1.5:7474 completed
> 169.254.1.5:7687
1.5:7687 completed
> 169.254.1.5:7474
1.5:7474 completed
> 169.254.1.5:7687
1.5:7687 completed
Avg rtt: 0.724ms

Pinging vManage node 1 on 169.254.2.5:7687,7474...

========== SNIP ==========

Connecting to 10.10.10.3...

e it +
| type | row | attributes[row]["value"] |
e it +
| "StoreSizes" | "TotalStoreSize" | 85828934 |
| "PageCache" | "Flush" | 4268666 |
| "PageCache" | "EvictionExceptions" | O |
| "PageCache" | "UsageRatio" | 0.09724264705882353 |
| "PageCache" | "Eviction" | 2068 |
| "PageCache" | "HitRatio" | 1.0 |
| "ID Allocations” | "NumberOfRelationshipIdsInUse" | 2068 [
| "ID Allocations” | "NumberOfPropertyIdsInUse" | 56151 |
| "ID Allocations" | "NumberOfNodeIdsInUse" | 7561 |
| "ID Allocations” | "NumberOfRelationshipTypeIdsInUse" | 31 |
| "Transactions" | "LastCommittedTxId" | 214273 |
| "Transactions" | "NumberOfOpenTransactions" | 1 |
| "Transactions" | "NumberOfOpenedTransactions" | 441742 |
| "Transactions" | "PeakNumberOfConcurrentTransactions" | 11 |
| "Transactions" | "NumberOfCommittedTransactions" | 414568 |
| "Causal Cluster" | "IsLeader" | 1 >S>S>>>>>>



| "Causal Cluster" | "MsgProcessDelay" | 0 |
| "Causal Cluster"™ | "InFlightCacheTotalBytes" | 0 |
e i +
18 rows

ready to start consuming query after 388 ms, results consumed after another 13 ms
Completed

Connecting to 10.10.10.3...

Displaying the Neo4j Cluster Status

o ol
| name | aliases | access | address | role | requestedStatus | currentStatus
m o e
| "neo4j" | [] | "read-write" | "169.254.3.5:7687" | "leader" | "onTine" | "online"

| "neo4j" | [] | "read-write" | "169.254.2.5:7687" | "follower" | "online" | "online"

| "neo4j" | [] | "read-write" | "169.254.1.5:7687" | "follower" | "online" | "online"

| "system" | [] | "read-write" | "169.254.3.5:7687" | "follower" | "online" | "online"

| "system" | [] | "read-write" | "169.254.2.5:7687" | "follower" | "online" | "online"

| "system" | [] | "read-write" | "169.254.1.5:7687" | "leader" | "onTine" | "online"

m o e
6 rows

ready to start consuming query after 256 ms, results consumed after another 3 ms
Completed

Total disk space used by configuration-db:

60M

Al El configuration-db leader vManage ‘= =0l A configuration-db BilE = El5led™H o] HHS
ArE gLt

request nms configuration-db backup path /opt/data/backup/
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vmanage# request nms configuration-db backup path /opt/data/backup/junel8th
Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file
Successfully saved backup to /opt/data/backup/junel8th.tar.gz

sha256sum: 8d0f5af8aee4e70f05e3858bebbdd5e6c136134ae47¢c383569ec88308015d359
Removing the temp staging dir :/opt/data/backup/staging

vmanage#

- Zdu|aeo|M DB At 5HO| .=1E|IO|EE._| 3% 7|58 St

« configuration-db A} 5HE2 82 TACO| £2lst04 7|& vManage = =01 A
configuration-db Xt23 ZHS

- 7|8 configuration-db A} &

ok

PQXP O|&LICt neodj I HIZHS: &



CH& vManage = =01 Configuration-db 2421 =&

SCPE AF83}0q configuration-db 2491 vManage 2| /home/admin/ I E 2|0l S A& LICEH

>
M|k
1%

H

=

2d.
—.

0%
ot
M

cp

XXXXXXXXX Downloads % scp junel8th.tar.gz admin@10.66.62.27:/home/admin/
viptela 20.15.4.1

(admin@10.66.62.27) Password:
(admin@10.66.62.27) Password:
junel8th.tar.gz

configuration-db 2442 = ¢45t24M HX] configuration-db At7Z4 SHEZ FA45{0F LICEH
configuration-db X}Z4 50| default(neo4j/password)?! 3 O| EtHE ZAL4E & U&LICH

configuration-db At4 S & +4335t24H nms configuration-db update-admin-user &S At

SELIC ME S ALS Xt ol &1 HIYHS & AFSELICH

vManage2| O Z2|7|0| M M7t CHA| Al2FEILICE 2k A vManage UI0| B2 A|ZH SQF A
Mg = i7A Eulct,

vmanage# request nms configuration-db update-admin-user

configuration-db

Enter current user name:neo4j

Enter current user password:password

Enter new user name:ciscoadmin

Enter new user password:ciscoadmin

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully updated configuration database admin user(this is service node, please repeat same of
Successfully restarted vManage Device Data Collector

Successfully restarted NMS application server

Successfully restarted NMS data collection agent

vmanage#

78 DB S Sst7| flo T™HE = AUe HAL

nms configuration-db = ¢ Z £ /home/admin/< > BEE A& 3104 configuration-dbE Al
vManageZ S & =+ QU&LIC

vmanage# request nms configuration-db restore path /home/admin/junel8th.tar.gz

Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file

Successfully saved database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Successfully backup database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Configuration database is running in a standalone mode

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.


mailto:admin@10.66.62.27:/home/admin/

Successfully saved cluster configuration for localhost
Successfully saved vManage root CA information for device: "53f95156-f56b-472f-b713-d164561b25b7"
Stopping NMS application server on Tocalhost

Stopping NMS configuration database on Tocalhost
Reseting NMS configuration database on localhost
Loading NMS configuration database on localhost
Starting NMS configuration database on localhost
Waiting for 180s or the instance to start...

NMS configuration database on Tocalhost has started.
Updating DB with the saved cluster configuration data
Successfully reinserted cluster meta information
Successfully reinserted vmanage root ca information
Starting NMS application server on Tocalhost

Waiting for 180s for the instance to start...
Successfully restored database

configuration-db7} = ¢4 =™ vManage UI0| M AT 5= Q=
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Uloll 42502 2I0IFO™M Edge 2H9E 25, HES, B 2 0
ERRE L] 2 E Z4T|72201440] M vManage UIOH BHIEI9t = K| 2 oIt LICH

6T HEER MBS W o/ HESE| R &3

gfLICH
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1 AN Z2HMME Melso A8 El= QIEH 0|A IP7HEE QIE{HO|A IPRI B2
vManage, vSmart & vBond2| E{'d QIE{H|0|A L ZZEof [HE H3E0{ A NETCONF M
HIA7F A= K| &Ql5HoF &L|ct & gisled L E= DR 2 {AEO|AM 2 & vBonds &
vSmartsZ 9| &y 7= QI TCP L E 830LICt.

vmanage UI0{| A Configuration > Devices > Controllers& 2 2!&tL|C}
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ip-address(Z1E & 242 system-ip)& transport vpn O(tunnel interface) ip A2 HFE LICH At
Xt o|F1 &3 & 25t save(ME)E S 2IFLICH
e 2ol 9l RE M ZHEE 2ol CisH SYe Atede S

ABM &M S7I=

g dshEl 28AE{ Q| Cisco SD-WAN Manager MBOIM CHS 2Fdg & EFL|Ct

2 gM3lE E8{AE{Q| 2 E Cisco Catalyst SD-WAN LC|HFO|A %} S 7|3} 5H2{H
FL|Ct,

https://vmanage-url/dataservice/system/device/sync/rootcertchain

Cisco SD-WAN Manager UUIDE Cisco SD-WAN Validator®t S7|3t5t2{H CFS HHES =L

CH.

https://vmanage-url/dataservice/certificate/syncvbond
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vmanage UI0{| A Configuration > Devices > CertificatesE 2 2!&fLIC}
Controllers(ZAEE ) 22

7|1 220l 74E E24(vmanage/vsmart/vbond) 2x2| & 37HE Z2I&tLCt
Invalidate & 2 =!8 LICt.

Send to Bond& £ 2§ LICt.

vmanage UI0{| A Configuration > Devices > Controllers& £2/gfL|C
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https://vmanage-url/dataservice/system/device/sync/rootcertchain
https://vmanage-url/dataservice/certificate/syncvbond
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3 EE= 6 vManage(DR CH7| 22HAH)

17K 0|4+ 9| vBond(7|£ %! DR HIO|E] ME{oi] £4}
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MZ M x|El Cisco SD-WAN Manager QIAEI A0 Q1B M7 Ax|=|of U=K| &QlgrL|ct.

MZ A%|El Cisco SD-WAN Manager QIAEIAE X 35104 2 & Cisco Catalyst SD-WAN C|
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1. Hardware WAN Edge Certificate Authorization - 5t =901 SD-WAN 0i|X| 2t E{2e| CAE &
MErct.
« On Box Certificate(TPM/SUDI @& A) - 0| SME ALE3IH 2t E st=Ef o010l 02| M
*|E Q1B ME AL83H0d Ko HZA(TLS/DTLS HZ)S MW efLIcH
« YIE{ZZ}0|= Q15 M(Enterprise CAO|M AHH) - O] SME AIE6tH 2 E{7} =%l
AE{ZZlo|= QB 7|2t M MBS QIS ME ALSELICH o] SME MEISIE S¢t 2
E{ZB}0|X CAL| R E QIZME 047|A Yol|o|E5Hof &Lct

0 The network is out of compliance due to licensing, please click here for more actions.
Settings
A, .
Settings J rrust and Privacy
ligurai
Hardware WAMN Edge Certificate Autharization
Tenancy Mode -
Enforce Software Version [ZTP)
Hardwara WAN Edge Cartificate Autharization invalves the process of ansunng that thi
Software Install Timeout certificates used by the WAN Edge devices are authorized an
Workflows _ Security
#) On Box Certificate TPM/SUDI Certificate) Enterprize Certificate (signed by Enterprise CA}

A Hardware WAN Edge Certificate Authorizaton

Controller Certificate Authorization

WAN Edge Cloud Cartificate Authorization

Certificate Re tion List
=
4 Wab Server f
e

Enterp Featl ertificate Authorizat | C |
' 1

Adminian ration i Sessi

DUO MFA Configuration

Password Policy

2. Controller Certificate Authorization(Z1IE&2{ QI5 A H&F 5 04) - SD-WAN ZHAEE2{0f CiEt
CAE ZAdsgrLct.

+ Cisco(H%) - ZAEEB{= Cisco PKIOM MEE QIS ME AFEE LICE vManage=
vManageOl 7t &l AOLE 047t R E A3 SHE AFE5H09 PNP ZE&H0| XIS 2 944
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Smart Account 2! Virtual AccountZ 0|S3+0q Cisco PNP ZE 2 AtE5t0] =822
CSRO{| MEEFLLCt.
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) The network is out of comgliance due to kcensing, please click here for more actions
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Settings
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« Configuration(Z1I| 121 0|M) > Certificates(215 A{) > Control Components(M0{ 7+ Q4
)(20.15/20.18 vManage ‘== 2| ZZ<)Z 0|S&LIC}. 20.9/20.12 HHF 2| AL Configuration(Z
1| 1240|M) > Devices(C|HFO|A) > Controllers(Z1E & 2)

 Manager/vManage(& 2|At/vManage)0i| A ...& £ 25l 1 Generate CSR(CSR d4)2 £
L|Ct.

o

@ QGED 8 sdmin v

a, Certificates

'WAMN Edge List Control Components Applications CA Cert

1112 Add Device Generate CSR Upload Certificate Update Validatar

« CSRO| dME|H CSRE CR2EEst ZHEEZH0] CHal| MEHEH 2IF 7|20l 2k CSRH| M
Hg g2 £ &LICH Administration > Settings > Controller Certificate Authorization0dl A
Ol ZAm|zzfo|ME & Qlg = Q&LICE Cisco(HE)E MEISH B vManage0i|A{ CSR2
PNP Z =0 AtS2 2 YEES T QIS M7t MBEIT vManaged A5 2 MX|E LICH
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CIBEME U2 S OHE QB ME MX|ELICH Digicert & Enterprise Root CertificateE AtHE
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vManage0i| vBond/Validator 2! vSmart/Controller & £ 2/(Onboarding)

20.15/20.18 vManage ‘= E 2| A< Configuration(Z11I| 12i0|) > Devices(C|HI0|A) > Control
Components(M0{ 4 @ A)Z 0|S&fLICt 20.9/20.12 HHF Q| ZB<L Configuration(Z1I| 184/ 0]M)
> Devices(C|HIO|A) > Controllers(ZAE & B)

2 2 &lvBond/Validator
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« vBondl| ARl A4 SHE =AEL|Ct

S

£ 1: vBonorl| ZtEIX}t AHAE &
vBond2| CLIO{|A{ O|& &folgt
"Generate CSR(CSR M&)" =

B = netadmingroupl| AtEXt £ 20| 2 gLt
F A&LICt vBondof CHEF M RIB ME Mx|5HoF 5t= B2
ECIR0M Yes(0d)E MEHELICH

£ 1: vBond7} NAT C|H}O|A/ESHE] o] I= < vBond VPN 0 QIE{H O|A
IPE BHEHE[R= K] EFIFLICE. vManageOHH VPN 0 QIE{H| O|A IPO]| Q1A% -’F SZ'E a2
O| EtAH|0AM VPN 0 QIE{H[O|A | & IP FALE ASELICH

@ The netwark is out of compliance due to licansing, phease click hers for more actions

Add Validator

2, Devices Validator Management IP Address
WAM Edge List Control Components Unclaimed WAN Edges

Usermame

Password

,
>
I
i_
¥
g
3
=
O
=
F =

mmmmmmmm Config Locked Managed By Dwvice Slalus Sy
Generate C5R

No

« CSRO| dME|H CSRE CRE st HEE 20 CHal MEHEH 2IF Z|2tol 2k CSRH| M
HE g2 £ Q&LICH Administration > Settings > Controller Certificate Authorization0| A
O| ZAm|agio|Me &olg 4= U&LICEH Cisco(HE)E MEHSH R vManage0i A CSRE
PNP Z&0j| AtSo 2 Y2 =51 215 AM7F MBE[™M vBonddl| RIS 2 MX[ELICEH

« Manual(8)2 ME{st Z<2 T SD-WAN 2H{840|2] Smart Account &! Virtual Account2

O|&3t04 Cisco PNP Z& S AL83t01 CSRO| 822 MEEFLICH PNP ZE0IM QIBEME
MEE = UM E[™ vManage2| & et A0 M install certificate(R/E M Hx|)E 226t
CIEME URES OIS QB ME M&|ELICE Digicert & Enterprise Root CertificateE AHS
St A0t S HAtE MEE + /U&Lch

- vBond7| 0424 742l AL S8t EHAHE et=FLct

vSmart/Controller 2 £ &!:

« 20.12 vManage2| A< vSmart F£7} EE= 20.15/20.18 vManage2| B ZHEEDX FIIE 2



=lgfict
- Ho| ¥EIH vManagetl M AZE £ U= vSmart2| VPN 0 & IPE ={gLct.
« vManage®@| CLIO|AM vSmart IPE 3{&El= 8 ping2 AtE350{ 014 7tsdS =elgfLct

« vSmart2| AL X} A}

A 5HZ UG A A2, vSmarte| ZE|A A} 23 5 EE = netadmin 25
S| AIEX EHEE ALE5loF &

0

-

* vSmarte| CLIOIA] O|E &g + Ql&LICH

« 2tE0f TLSE AtE3t04 vSmart2to| Mo @122 HHSIE{H ZEEZ S TLSE MAE L
Ct. vSmarts & vManage == 2| CLIOIM T O] =S FAdaHoF gL}

« vSmart& M IS ME Mx|5loF 3t= B "Generate CSR(CSR M) EELCIR0AM Yes(of
Ct

)& Mgt

21 vSmart7h NAT & X/ 3t Flof /= A< vSmart VPN 0 QIE{HO|A IP7H S&
IPE HtE|JA=X] & elst, vManaged|A VPN 0 QIE{H|O|A |Pof| A AE £ Qi B2

O EtA[MH VPN 0 QIE{H|O|A 1P| & IP FAE ASELICH

o The network is cut of compliance due to licensing, pease click here for more actions Add Controller

. Controller Management |P Address
Devices

WAM Edge List Control Components Unclaimed WAN Edges
Usermame

Password

£

P
s
{
2
b
_
i
3

=
a
=
:
3 =
F
a
2
H
2
L
0
&
r
:
2

Protocol
Managed By Device $1atus Sy

DTLS

Port

Generate CS5R

Mo

« CSRO| dME|H CSRE CREEst ZHEEZ{0] CHal| MEHEH 2IF Z|2tol 2k CSRH| M
HE g2 £ Q&LICH Administration > Settings > Controller Certificate Authorization0| A
O| ZAxm|zzilo|MeE = lE 4= U&LICE Cisco(HE)E MEHEH H2 vManage0dil A CSRE
PNP Z&0| RIS 2 Y2 Est D QB M7 MBE|H vSmartol| AtS2 2 AX|FLICH

« Manual(=5)2 MENst 32 5T SD-WAN 2 0]2] Smart Account 2! Virtual Account2
0|=3}0{ Cisco PNP ZE& Al23510{ CSRO| 5902 AMHEEL|C}.



I
o

& = A /M vManagel| S FH MlMdo
=

[y e

(o]
=

PNP ZH0M QIS AME ALEE
certificate(Q1B5AM Mx))E 22510 CISME Y23t CtS 2
Digicert 2! Enterprise Root CertificateE At835t= FR0T &

B2 SYeHAE

rot
[

Iy

Ct.
vSmarts7} 0424 72!

240 4

EtAH| 7t et 2 £|™H Monitor>Dashboard| A 2 E Ao T4

LAY
rin

Vi,
) The retwerk is ot of compllance dus t kcensing, please ik hare far mans Sc

Wi
Monitor [ ¥ AN Sitos
a4
e Overview Devices Applications Security Multichoud Tunnels Logs
W . .
i Control Components WAN Edges Certificate Status Licensing Rebaot
1 1 1 4 ] 3 o o 10 o
" Validatar Cantioller Manager Ruachable & Limras: haisde Q) Warning i rraniicd I Anmignad @ Ursisdigned i@ Last 24 s
Workllowa )
A [ @ 24Hours ~ | [ﬁc:loni v
Toals
Site Health @ [-n Parfarming Sites - | Wik Datails Tunnel Health@D | Lab [F-'- Wiaw Datails
Rep Site name Usage (GB] ‘ Turned Latenay jms)
L SITE4 Hub-Ciiky-2:hiz-internet
s
Mmntns 16
SITE_3 Hub-CBkv-1:puldic-intar.
°
Adwiwnia e Sie_2 0
|
W P L]
] ]
N [ ] n n
2 Ol= 2to|st | I.
x| &elghlc
o474t & ol= |
I Ij =22 T AN - x

HdAE =St I 2T

Zt Control(A|04) 7
Monitor(=2 LIE{1&l) > Devices(C|HI 0| A) 2 0|

oIt

) The retwork s cut of compllance due ta lcensing, please click here for mane actians.

Wit
Monitor | & ansies
&,
Overview Devices Applications Security Multicloud Tunnels Logs
1]
Devices Cartific; Licensin ]
Analytics
Device Group an
Workdiows =
Devices (7} 4 Export 0
¥ a s
af L 11:28 AM :
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3CHA|: vManage 22AH 5

SD-WAN 2t{8j|0]0fl vManage EHAEE Z &5l 22 = SD-WAN I{E2

S

& T: SD-WAN THE 2lof| 2 22l=l ALO|E 9| £=0f (2} vManage 2E{AEIE 3719
vManage .= E £ = 6702 vManage = EZ 7 EE® = U&LICt

Et vManage =E& AI85t0{ 2= SD-WAN ZHEEH 2EY

"SD-WAN 2 Hz{|o]of Bt .- E vManage& Ar&3610{ SD-WAN ZHEEE 2E "M S/st=
CHAHE TI5toq ‘:HH &tLte| vManage =EE AP 5t01 SD-WAN EZ|E A|Zfetn Rt 2E
Validator(vBond) 2! ZAEE2{(vSmart)E& 22 S &fLICH.

S{AEQ| YE QI B E vManage = E2| CLI Z4T|gfo|Me 7 HehL|ct

vManage =E 9| L}HX|E —T“SE.*LIEP 3L C Z{AEO AR LIHX| 27 = EE FAI5H0k
St 6= EM{AES B 57 =& FA5HoF ghLict
. C}23t ZH0| A|AE! HI|agolMe ?MQL—IEL

config t
system
host-name

system-ip

site-id

organization-name

vbond

commit



?.

5L} =HolEt &

o|lg{&t 7|20
E{H|O|AE &AMS

--— =
ol
-

config t
vpn 0
dns
primary
dns
secondary

interface ethl
ip address

tunnel-interface
allow-service all
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service stun
allow-service https

I

no shutdown

I

ip route 0.0.0.0/0

commit

o=
KA

—
—

tT: URLS vBond TAZ AP
A
o

L LIHX| ZHEE2H 2| Mo ddE dd

18 ol

N

st ol At

711|224 0| M0l A DNS M IP &4

=2
o

Kle ME



ZAEEp{o] CHEt CHA Q| Bt HMAE & A455HE = VPN 512 22| QIE{H 0| AT FAIEHL|CE.

Conf t

vpn 512
interface eth0
ip address

no shutdown
|

ip route 0.0.0.0/0

|
Commit

MEHT] J1AS-

- 7|& HAEED S AHu|aoo|ME FZ e = o o47|of LHFE Hu|Taso|Mo| UeE B
ol Hu|azlo|lME M HEER | F7HE = JU&LCh.

- 2IRE{7} TLSE AFE35104 vManage = =2 H Ot Xlo{ A MAsHof st= ZFR 02 Ko
ZZEZS TLSE FHFLICE 7|BMeZ2 2 E HEEDQ 2 RE{= DTLSE AH&504 A
o AZAES MH™BLICE ol AFE XIS 2 F AtEro]| 2t vSmart 2! vManage = =0 MEH 2

=2 =2od™

8t MEHA ZH1| T38| o|M L.

- =11

Conf t
security
control
protocol tls
commit



E vManage = E0{|AM MH|A QIE{H|O|A 74

0|0l 22 Y El vManage-1€ EZ &304 2 E vManagenodes0oil A MH|A QIE{H|O|AE 7
O| ClE{H|o|lA= EB1AH S4l0| AAEELICH &, E2{AE0|AM vManagenodes 72| &
gt

HErLck
Alg ool

conf t
interface eth2
ip address

no shutdown
commit

vManagecluster®| £ = E0{AM MH|A QIE{H0|A0] SUSH IP HELIO| AFRE[=X]| EQlgfLCt

SEIAE X2 B 7Y

vManagenodes®| & Y&t 2t 2|X} X2 ZEHE AL 8101 vManageclustergE #dE = U&LICH 1
HX| &t S ™ netadmingroupl| L2 M MEX XA BHE FHE = A&LICH M AISXH R

LS — L—

ZHE AAM5t7| @8t HI|ao|Me ch2a Z&aLct

o o=

conf t
system
aaa

user

password

group netadmin
commit



ZHAEO| £8t= 2 & vManagenodesiscOll A S st AL Xt Xt FHE FdsH ok Lk 22|
A X4 3HE AFE5H24T 2 E vManagenodesOl M S 8t AL& X} 0| &/H| Y S 0{0F & LC}.

= vManage - 20| C|HO[A Q1B AM MX|

>

« HE2I2X 2| URL https://<vmanage-ip>E& At&3t0{ 2 E vManagenodes2| vManageUIt| £
:L°._% LICt. Zf vManagenodes2| VPN 512 IP A& A8 LICH ZE|Xt ALZ XL OlF & H
aHs 2 23018 £ Q&L

I']I

« Configuration(Z1I| 21| 0| M) > Certificates(215 A{) > Control Components(XﬂO'l THE L
)(20.15/20.18 vManage = E 9| BA<)Z O|S&LICt. 20.9/20.12 HT 2| B Configuration(Zd
1| 2{|0|4d) > Devices(C|HIO|£) > Controllers(ZAE & 24)

Manager/vManage(# 2|Xt/vManage)ll A ...& Z2!5t1 Generate CSR(CSR #d)2 228

L|ct.

o This néstwork i out of compliancs due 16 Roending, pléase click hene o Mong Scliond
a Certificates
Configur
'WAN Edge List Control Components Applications CA Cert

" w C5F
Warkfiow - el i
Saend to Validator Install Cortificats As of: Fek Resei BSA
a
= Operation Status Contrplier Type Hostname Sysiem | L e 1D Cortific aite Soriad Expiration Date
Tooks Invalsdate

1.2 Add Device Generate CSR Upload Certificaie

« CSRO| MAMz|td CSRE CIR2ECstn ZAESD{of CHH AE48t QIF 7|zto]| 2t CSROl M
HE g2 £ Q&LICH Administration > Settings > Controller Certificate Authorization0| A
O| Zdm|zilo|ME &elg = ‘/?A'QI—IEP Cisco(TH&)E MESH 42 vManageO| A CSRE
PNP Z&0| RIS 2 Y2 E5t 1 QB M7 MEE|H vManageol AtS2 2 Mx[ELICH

« Manual(=5)2 MEist 32 Y SD-WAN 2H210]2] Smart Account 2! Virtual Account2
0|S35t04 Cisco PNP Z& 2 A&35t04 CSRO| =822 MEELICEH

- PNP ZEHO|M QIZME AT £ U7 £/ vManage 2| SUFH M Mof M install
certificate(Q1B5 A Hx)& 225t O_I*HE U EF OHF QIS ME MXIFLICH

- Digicert & Enterprise Root CertificateE At&5t= R0 SYe HAE M = UEL
Ct.



« Z2{AEQ| U QI 2 E vManage =E0{A O] HHIE 2tZ & L|CH
vManage 22{AH 75 ZH|

« vManage-12| webUI| A Administration(Z2l) > Cluster Management(£ 2{AE 22|
)E 0|= 3t vManage-10i| CHEF Actions(Zf ) ot2ioll M ...& 228t F Edit(="E)E M
EHerLICEH

« LE HEALIE VMO| AZIYE[= SoF MENEE 2 AL M2t AASS 2 MESEL|CE.

2t1: 3= Z{AEC A2 3702 vManage =& 25 HFE+O|OIE{7} HZALIZ EA|
ELIcH 6= E2{AE Q| B2 3712] vManage ‘== 7} compute+data® HZEALIZ, 374
9| vManage ‘= E7} datag HEALLE 7tX{ZLICt

« BEIRHIP FA9| EECIR20IAM vManagel| MH|A QIE{H|O|A IPE MEHSHOF &FLICEH

Edit Manager

Nada Persana D

Compute + Data

Manager IF Address (201 510
[ rom0asz

L6 7030

WA025.2

Password

| S Pasgwond

Enable SD-AVC

* VManage E2{AHE #d&tste Ol MEE ALEX 0| X HIZHSE 2={FLICH 0|E 2
HAE AHH Fol2tn o
. °*01IA-I A=t AXHH 2 E vManage ==E0M SUE XHE FHE F 60k §tH ZE = E
g Ze{AEol| FItst= Sk AtEstioF &LCH

SDAVCE & M3tstedH 7|& E8{AE Q| o] ZAx|pio|MHMe & =3HA|Z| HEEHLICE SDAVC7H &
Q351 F2{AE{Q| § vManage = E0|AMEF 23 ZH<Ro0iB o] AHI|agyo|MHE & QlsHof gLct.

Update(C|0|E)E Z=IgfLCt.



- Ol AIA2 g 22IH Waet2E=0{AM vManage NMS MH|A T} CHA| A|RtE| T 5~108 HE o
2 S0t UIE AL E &= gi&LICH 0| 7|ZF §¢t vManagel| CLI HHAE MA8E = &
L|Ct.

« vManage-1 UIO| A AE = A £/H Administration(2 2]) > Cluster Management(Z2{4&
E{ 22)£ 0|S35tH, vManage2| MH|A QIE{H|O|A IP7FIP T4 of2fofl BtE L= x| Bl
L|Ct.Configure Status(&EH 7£4d)7} Ready(Z£H|)0| == HEALI7F SHIE2 A BFFE L|CEH
Zr2 Ho|x|ol M MH|A 4 7t MMz MEtsl T BE MH|A 7T 4 UEX| 2ol

— 2 T AAL
gfLict
« OFX] HAZAEIX| &f2 MH|ATE UE E2? HAl 7ICte] FHA2. ES 20201M 308 Ex &4
211 |ct
= .

vManage 22{AEH 5§

« vManage-12] webUIM| A Service Configuration(AMH|A ZAI|12{|0|Ad) MM 0]
Administration(& 2l) > Cluster Management(£2{AE Z2))Z o|s & L|C}.
* Add Manager(&2|At F£7})& Z=stH EY 0| LIEHH LT

Cluster Management

Camtigaention Serviee Configuration Service Readhability

il Add Manager
Anatyzs

Hostnams = Addrass Candigure Fatus Node Parsa i [LE ] Actions

Vmanage

nnnnnnnnnnnnn

= Seresnihol J026-02-17 at 1WL09.46 AM 17 Fob 2026 st 10:10AM
17 Fak POJ6 &1 G-FE AW

TAWE PRGag0
- Serasnahest NIE-07-17 At 065605 A ATMRE PG )



Add Manager

(@ Compute + Data
{Up 1o 5 nodes each)

Manager [P Address

| Manager [P Address

Usermame

| Usarnams

Password

[ S Password

) Enabie SD-avc

In
mfu
|>
E
Q
Q'I_l
rr
Ofn
0

vManage - 2 = et WE2ALE AT o|Mo| el L E HEALLE
MEHSHL|C}.
Z 2R IP FA of2lf vManage-22| MH|A QIE{H[0|A IPE 298t L|Ct

ALE R OB T HIYH S B QUFLIC ol 6EHAI0IM AIS S 2T} S8t 12 ZHLICH

Enable SDAVC(SDAVC &3}) - vManage-10iA{ SDAVCE 0|0|
o2 dElE SLct

Add(F7HE E=FLct

0|2 A Al5tE vManage NMS MH|A 7} B3 22 201 A vManage 1 & 2 .= =01 CH&H CHA|
AIEHEILICEH vManage 1 & 29| AR 2k 5~108 S0t UIE AI8E &+ iaLiCt

0| 7|Zt 52t vManage 1 &/ 29| CLI HMAE AFSE £ U&LICH

vManage-1 UI0] M| AE = Q7| | Administration(Z 2l) > Cluster Management(£ 244
E{ Z2))2 0|S3t1, vManagell AMH|A QIE{HO|A IP7} 25 IP FA0 BHAE|Q=X| 2
3t 11, Configure Status(743 #EN)7} Ready(ZH|)0|1 L E HEALI7I SHIZ2A A EIRE
x| gelgh|ct

S s Ho|X[] MH|A YA 715 MMo 2 MMEHSHT vManage = E 250 CHSH 2 & MH]
A0 AZE = JUeX| EHlgLCH

O} %] ‘?_‘"é'Elxl oI2 MH|ATE e B2 &Al 7|cted FAHAIR. ES 520M 102 Hx A
LICH.

vManage Ulo| 2LE% MEF B M| UE Task-list(Zr S )M BHAE FIF ZZ2MA
O| EHE EHQIE £ U&sLICt

||1|0|I
LOL
]
[o]
|0
HU
rx
Jm
g'l_l
Ral



il Catatyst SD-WAN o= @ Q@ED | A smn v

Cluster Management

Service Configuration Service Reachability

lllllllll ¥ Address Configare Hates Hode Porsona wio Actions.

« Active(Ed) XY SE2 238 = A2, 0| Active(E ) & S5 oteHof 0{T3]| Lt
Adr|of Qo™ 0| ot & Rt R E|X| 2t U Z S LIEHLICH

- 2 ZF 250 T HEfE =l = USLICH R o] M &Y FSFo0i| LIYEX| o™
2R E MES D EHYo| dBHo R AR E[U=X] &It AAIL.

. 0|48t Mo| AZ & Foiot 2 BAHZ TIghLct.

X2l 2HAE £7HE vManage =E2| ZE UIOAM CIS AIE 2 &QlstMAI2.

« Monitor(2L|E{) > Overview of vManage Ul(vManage Ul 7H2)Z 0|5 35}04 vManage = +
7t ZHIEA BHEE(T EHAEO| FIHE £ o Mot A4 7ts8 W2 EAE=X| &
IgrLct.

« Administration(Z 2l) > Cluster Management(2{AE Z2)Z 0|535t0d IP T4 ofzjo]
vManage 2| MH|A QIE{H|O|A IP7} 25 HBHAEE| T, Configure Status(Tt43 A EH) 7} Ready(&
H)O|T & HEALITL SHEH BHAE|JA=X] =gt

- &2 Ho|x|el MH|A @14 7ts MMo 2 MEtstT ZE MH[ATE F vManage o E 2 50f
AL £ JUex| FHelgLct

- L7t S{AE FIHE motct EHAE UE BE S EO| NMS MH|ATE CHA| A|ZEHE]
SR Y =9 UIo EtEet HAdE &= A Euct

« EHAEQ L= $of 2 VIS W5t

DE MH|A AZ5HE O f Q8 Alzhol ZE &
o)esLict

+ VManage UI2| Q2% ATt T ME|0f U= Task-ist(EY 2=)0llM &S DLIE{ZE & 9
&L|Ct.

« Ze{AE0l £7IE Zt = E29| vManage UI0I A vManage-10iM A8 7ts8t R E B2 E, &
Zal gl MRS =olsfiof 3 L|C).

- O|2{8t Z1x|ai[0]440] vManage-10i 8= B2 vManage-10{ £7}El vBonds & vSmarts 2}

Administration(& 2[) > Settings(A’d) 741|224 0|440{| A Organization-name(Z %! O|§),
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vBond, Certificate Authorization(2/15 A T8t
=of gr3E|o{oF &fLct.

AEH7A|: Config-db 2iQd/5 &

CHE vManage = E=0{A vManage configuration-db Q4 &l 5¢4 %/

S

| |77+ &dstE 7[& vManage E2{A B Z4I| 22|04 | O|E{H| O] A HHed
Sot aiY =o| ZisH S 7t LAl SXIED AKX E Foi =& =|o{ok &LICH

—

A

ot

ol

rr

al:
AN
T

mo o2k
A >

# SO Ml 57 =AM 7F =] #OlgL|ct Administration(2 2l) > Disaster Recovery(M3l =
2 &ER7} Success(43E)0|1 Import Pending(7tX 27| E&F &), Export Pending(LHELHZ| &
Download Pending(Ct22E 27/ &)1t Z2 LAIZQ! & Ef7} ot x| 2flgtLct &

) EED
S H0|x| 228 Cisco TACO Sol5t0] BRI7t HEHOIX| 2ol % Afsh H7E YAl 5
Lict

~—"
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Mﬁom
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Cisco TACO|| E2lstod Ml 7171 3 H ez HeEl= A

Configuration-DB ¥4 =%

M AF& &¢l SD-WAN IHE 2l0f| M= vManage 2 2{AE{0{| A configuration-db 2142 A4

= UG |—| EP

- configuration-db 8§42 configuration-db 2|2l vManage 2 2HAE{Q| 3t = =0 APt <4 4J5H
of Lt

mee ot

I

218 vManage2| 2 silE vManage A&7} configuration-db 2/ JILIC},



« vManage 2 {2 E{0{ M request nms configuration-db diagnostics &2 AL& 3504
configuration-db 2| ==& A& L|C 3= vManage 22{AES| ZE = E0|M 0] P&
2 A™E = JUsLch

« 6= EHAE{|A ZH|22l|0|MH DBt EH3stE|o] Bl =EE AlES= vManage = E0]
M o| BEE Al™sHoF & LIt Administration(Z 2|) > Cluster Management(Z2{AE #2|)2

O|S35tod CHS & & QIghLCt.
« AJRIAM E £ 50|, COMPUTE_AND DATA HEALIE TMEI L E= 1|8 o]
M DB7F A™ SIL|Ct.

vManageCLIO| A requestnmsconfiguration-dbstatus 22 AF& 35104 S USH AL S &QIE &~
gLict. E32 ctsa Z&Lct

vmanage# request nms configuration-db status
NMS configuration database
Enabled: true
Status: running PID:32632 for 1066085s
Native metrics status: ENABLED
Server-load metrics status: ENABLED
vmanage#

- PHES M™SHOIEE =0l M nms configuration-db TIEHE R&5HH St Zo| E3F
L|Ct.

« "IsLeader"ol CHall 4= EA|E HEE 3&LICH 1E MYE B2 L7 8l =2 LIE
LHO4, 0497|M configuration-db #idE +=&& + U&LICt.

vManage-3# request nms configuration-db diagnostics

NMS configuration database

Checking cluster connectivity for ports 7687,7474 ...

Pinging vManage node 0 on 169.254.1.5:7687,7474...

Starting Nping 0.7.80 ( https://nmap.org/nping ) at 2026-02-18 12:41 UTC
SENT (0.0013s) Starting TCP Handshake > 169.254.1.5:7474

RCVD (0.0022s) Handshake with 169.254.1.5:7474 completed
SENT (1.0024s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (1.0028s) Handshake with 169.254.1.5:7687 completed
SENT (2.0044s) Starting TCP Handshake > 169.254.1.5:7474
RCVD (2.0050s) Handshake with 169.254.1.5:7474 completed
SENT (3.0064s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (3.0072s) Handshake with 169.254.1.5:7687 completed

SENT (4.0083s) Starting TCP Handshake > 169.254.1.5:7474

RCVD (4.0091s) Handshake with 169.254.1.5:7474 completed

SENT (5.0106s) Starting TCP Handshake > 169.254.1.5:7687

RCVD (5.0115s) Handshake with 169.254.1.5:7687 completed

Max rtt: 0.906ms | Min rtt: 0.392ms | Avg rtt: 0.724ms

TCP connection attempts: 6 | Successful connections: 6 | Failed: 0 (0.00%)
Nping done: 1 IP address pinged in 5.01 seconds

Pinging vManage node 1 on 169.254.2.5:7687,7474...

========== SNIP ==========



| "StoreSizes" | "TotalStoreSize" | 85828934 |
| "PageCache" | "Flush" | 4268666 [
| "PageCache" | "EvictionExceptions" | O [
| "PageCache" | "UsageRatio" | 0.09724264705882353 [
| "PageCache" | "Eviction" | 2068 [
| "PageCache" | "HitRatio" | 1.0 [
| "ID Allocations" | "NumberOfRelationshipIdsInUse" | 2068 [
| "ID Allocations" | "NumberOfPropertyIdsInUse" | 56151 |
| "ID Allocations" | "NumberOfNodeIdsInUse" | 7561 [
| "ID Allocations" | "NumberOfRelationshipTypeIldsInUse" | 31 |
| "Transactions" | "LastCommittedTxId" | 214273 [
| "Transactions" | "NumberOfOpenTransactions" | 1 [
| "Transactions" | "NumberOfOpenedTransactions" | 441742

| "Transactions" | "PeakNumberOfConcurrentTransactions" | 11 [
| "Transactions" | "NumberOfCommittedTransactions" | 414568 [
| "Causal Cluster" | "IsLeader" | 1 >S>>>>>>>>

| "Causal Cluster" | "MsgProcessDelay" | 0 |
| "Causal Cluster"™ | "InFlightCacheTotalBytes" | 0 |
o +

18 rows

ready to start consuming query after 388 ms, results consumed after another 13 ms
Completed

Connecting to 10.10.10.3...

Displaying the Neo4j Cluster Status

o ol
| name | aliases | access | address | role | requestedStatus | currentStatus
m o e
| "neo4j" | [] | "read-write" | "169.254.3.5:7687" | "leader" | "onTine" | "online"

| "neo4j" | [] | "read-write" | "169.254.2.5:7687" | "follower" | "online" | "online"

| "neo4j" | [] | "read-write" | "169.254.1.5:7687" | "follower" | "online" | "online"

| "system" | [] | "read-write" | "169.254.3.5:7687" | "follower" | "online" | "online"

| "system" | [] | "read-write" | "169.254.2.5:7687" | "follower" | "online" | "online"

| "system" | [] | "read-write" | "169.254.1.5:7687" | "leader" | "onTine" | "online"

m o e
6 rows

ready to start consuming query after 256 ms, results consumed after another 3 ms

Completed

Total disk space used by configuration-db:

60M
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vmanage# request nms configuration-db backup path /opt/data/backup/junel8th



Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file
Successfully saved backup to /opt/data/backup/junel8th.tar.gz

sha256sum: 8d0f5af8aee4e70f05e3858bebbdd5e6c136134ae47c383569ec883080f5d359
Removing the temp staging dir :/opt/data/backup/staging

vmanage#
- Zu[azio|4d DB A3 EHO| Yol|o|EE B2 7|55 SLCH.
- configuration-db At 8HES ZE2= F2 TAC01| = 2|t0od 7|& vManage = =01
configuration-db At4 Z3HZ AMFL|Ct

ol

« 7|& configuration-db A} B2 ALE A} O|F ILICH neodj X HIZHE: &F

CtE vManage = =0 Configuration-db 2{%d = &

SCPE A& 3t0q configuration-db {42 vManage 2| /home/admin/ C|Z E 2|0l S AFEFLICEH
ME scp BH £:

XXXXXXXXX Downloads % scp junel8th.tar.gz admin@10.66.62.27:/home/admin/
viptela 20.15.4.1

(admin@10.66.62.27) Password:
(admin@10.66.62.27) Password:
junel8th.tar.gz

H5t24™M T configuration-db Xt SHE st ok & LICt.
O| default(neodj/password)2l Z< 0| EHH E 7HHE == UA&LICH

configuration-db ¥ S
configuration-db Xt23 &

02 Jir

configuration-db X3 ZHS
L|C}. MEHSH AL X} O|ET H

vManage®| O§Z 2|710/4d A7} ChAl AISFEILICH 2k A vManage UIol B AlZH S0 A A 8
4 917l ELich,

vmanage# request nms configuration-db update-admin-user

configuration-db

Enter current user name:neo4j

Enter current user password:password

Enter new user name:ciscoadmin

Enter new user password:ciscoadmin

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully updated configuration database admin user(this is service node, please repeat same operati
Successfully restarted vManage Device Data Collector

Successfully restarted NMS application server

Successfully restarted NMS data collection agent

vmanage#
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nms configuration-db 58 @£ /home/admin/< > B AL235}104 configuration-dbE Al
vManageZ S & £ QU&LICt

vmanage# request nms configuration-db restore path /home/admin/junel8th.tar.gz

Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file

Successfully saved database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Successfully backup database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Configuration database is running in a standalone mode

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully saved cluster configuration for localhost

Successfully saved vManage root CA information for device: "53f95156-f56b-472f-b713-d164561b25b7"
Stopping NMS application server on localhost

Stopping NMS configuration database on Tocalhost

Reseting NMS configuration database on Tocalhost

Loading NMS configuration database on localhost

Starting NMS configuration database on Tocalhost

Waiting for 180s or the instance to start...

NMS configuration database on localhost has started.

Updating DB with the saved cluster configuration data

Successfully reinserted cluster meta information

Successfully reinserted vmanage root ca information

Starting NMS application server on localhost

Waiting for 180s for the instance to start...

Successfully restored database
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https://vmanage-url/dataservice/system/device/sync/rootcertchain

Cisco SD-WAN Manager UUIDE Cisco SD-WAN Validator®t S7|3t5t2{H CFS HHES =L
C}.

https://vmanage-url/dataservice/certificate/syncvbond

Helo| S¢En oE2o| 2 E of|X|2t ZHEE 4o CHsH Ao & bfd MlAH0| Z&E E|24 UIo| A O]
Z1E E 2{(vmanage/vsmart/vbond) & 5 & 3}5H0F & L|C}

e

« vmanage UI0{| A Configuration > Devices > CertificatesE 2 2!&fLIC}

Controllers(ZAEE ) 22

« 7|& mE&lo| A ZHE E8{(vmanage/vsmart/vbond) 2*%{2|  37iE Z&IgtL|C}.
Invalidate & 2 =!8 LICt.

Send to Bond& £ 2§ LICt.

vmanage UI0i|A{ Configuration > Devices > Controllers% 2lgrLct

7|& =20l ZHE E2{(vmanage/vsmart/vbond) 2%{2| & 37HE E=2IgLICt AXME 2
2IgfLict.
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request platform software sdwan vedge_cloud activate chassis-number
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vManage At% ZA}
« vManage =E0| M8 7}5:
Configuration-DB(Neo4j) ZA}:
£ vManage = E0i| M "request nms configuration-db diagnostics" &&

1. Node online & Leadership &/ Ef & Ql: (AT HT|MH= AISE = g18)

"Neodj"= 222122 3712| =2t 17H2| 2IC| & 27He| 2 IE E AlsHoF BL|Ct.
"system"2 £ 37HS| = EE RIS E E A5t 17H2] X[AIRISt 27He| HEE FE AlSHOF
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LICH 2Lt 7|2 Db7t olL|E 2 7|8 Eei2 & falseQILICH ZF neo4joll 374 OjEte] &= o0| /1
AAEIE 271 SHAEMAM Ho{El A2 o|0|§Lct S EME | Z23t24™ Cisco TACOH
2Ot AAI2.

2. = E 7} "quarantine" QI x| ZQIgfL]|C}.

configuration—db admin names",

d configuration-db schema®,

4. "nms configuration-db ZIEH @ &" HZIS Al 6104 configuration-db S +ZlstT HIFHEX|
stolst |t
5|

£ UR|Lt @7 7t YA Cisco TACO| E2lsto EXE s Ast A,

£ oledet API 3 & & A™stod 22{AE{0l CHEF vmanage =& &Ef(Z2 = COMPUTE+DATA =
Eoil CHal)E &g = A&LICH o] 22 BT 20.12 O & ol M2F 2 SELICH

go to vshell of the vmanage node ( to be done on all vmanages)

curl -u

-H "Content-Type: application/json" -d "{"statements":[{"statement":"call dbms.cluster.over



:7474/db/neodj/tx/commit | jq -r

curl -u

-H "Content-Type: application/json" -d "{"statements":[{"statement":"show databases"}]}'

:7474/db/neo4j/tx/commit | jq -r

2 2 AE{0ll neo4j2t system ETOH CHSH StLEQ| RIAIRIEH /T LIHX|= £FAE |XIE=X] =

QIELct BE =7t 222l HEHRIX| ZQIFLICH = E7} 374 BR(EF COMPUTE+DATA)

neodj?t system 250l CHaH atLt| X|A|XFEE Qiofof BrLict TREIE /o™ TACH 225t of &L
Ct,

5.ClAa3, HZ2l, 10 270l CH3i M= /var/log/kern.logE & Z5HAIA|2. 2 E vManage = =04 A
O =felsliok gFLct.

6. ZI .= ALO[ofl CC7t 9= vmanageOi| CHet A EE{AEHE FEE W EHE & lELICH
LE 1M CHE £ EAFE ip2 vmanage-admin2 2 sshE $&85t1 1 BHCHE S74 774 o
2tz "H|YHS 0l M ssh7t & 2 Sst=X| QI LICt [CHE EH o S2lf E20| 2R E

DR-vManage-1:~# ssh -i /etc/viptela/.ssh/id_dsa -p 830 vmanage-admin@

The authenticity of host '[192.168.50.5]:830 ([192.168.50.5]:830)' can't be established.
ECDSA key fingerprint is SHA256:rSpscoYCVC+yifUMHVTIxtjgmyrZSFg93msFdoSUieQ.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added '[192.168.50.5]:830' (ECDSA) to the Tist of known hosts.
viptela 20.9.3.0.31

Password:
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show orchestrator valid-vsmarts

show orchestrator valid-vmanage-id

vManage/vSmart H&:

show control valid-vsmarts

show control valid-vmanage-id

show control valid-vsmarts2| £230{= vSmarts 2! vManage = =9| 21 H5 7t 25 ZEEL|CH.
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