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data-policy <PolicyName>
vpn-1list <VPN_Name>
sequence 1
match
source-data-prefix-1list <BranchSiteServerSubnet>
destination-data-prefix-1ist <PublicIPSubnet>
1
action accept
set
next-hop <Firewall_IP>
]
1

E2i x| SDWAN 2FSE{0]| 12 =] from-service B &F:

data-policy <PoTlicyName>
vpn-1ist <VPN_Name>
sequence 1
match
source-data-prefix-1ist <BranchSiteServerSubnet>
destination-data-prefix-Tist <PublicIPSubnet>
1
action accept
set
tloc-1ist <DC_TLOC_LIST>
]
1
!
tloc-1ist <DC_TLOC_LIST>
tloc <DC cEdge01 System IP> color <primary colour> encap ipsec preference 100
tloc <DC cEdge02 System IP> color <secondary colour> encap ipsec preference 50
I
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DC SDWAN ZtE{0| M F4:

!
sdwan
service firewall vrf X
ipv4 address <fw next-hop ip>
!
commit

DC SDWAN 2+2E{2| 0|7 741|228 0|42 Cisco SDWAN ZAE E2{0f| E2El= s
MHIAZ &o|#tL|CH DC SDWAN 2R E{= st | Aol CHE 947 7 .
A7 CH2E™ SUst ¥ E SEHEFLIC

MHIA &M ol'd HA2 E21X| SDWAN 2t E] from-service &0l ME |z W22 HolELC

data-policy <PolicyName>
vpn-1ist <VPN_Name>
sequence 1
match
source-data-prefix-1list <BranchSiteServerSubnet>
destination-data-prefix-1list <PublicIPSubnet>
1
action accept
set
service FW vpn X tloc-list <DC_TLOC_LIST>
]
1
|
tloc-Tist <DC_TLOC_LIST>
tloc <DC cEdge0l System IP> color <primary colour> encap ipsec preference 100
tloc <DC cEdge02 System IP> color <secondary colour> encap ipsec preference 50

MH|A &fel2 S8 EBNE 55(DC SDWAN E2HE{ 1 LAN &3 Alof AHE))
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Tists

data-prefix-1list <BranchSiteServerSubnet>
ip-prefix <ip/mask>

!

data-prefix-1list <PubTlicIPSubnet>
ip-prefix <ip/mask>

!

site-Tist <BranchSiteList>
site-id <BranchSitelID>

!

|

tloc-1ist <DC_TLOC_LIST>

tloc <DC cEdge0l System IP> color <primary colour> encap ipsec preference 100

tloc <DC cEdge02 System IP> color <secondary colour> encap ipsec preference 50
!

!
vpn-Tist <VPN_Name>
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QIE{A AA(MS Teams) > DC1 FW(NAT) > DC1 cEdge01 > Branch cEdge01 > MH{ A2 1.

QIE{HA AA(MS Teams) > DC2 FW(NAT) > DC2 cEdge01 > Branch cEdge01 > MH{ MEY! 2.
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QIE{L AA(MS Teams) > DC1 FW.
QIE{L AA(MS Teams) > DC2 FW.
DC1 X DC2E DCOA QB! CPEE Sall Zt S & IP E2 ol Lot
DC1 FW > DC1 cEdge011.
DC2 FW > DC2 cEdge01.
LHE MEUlof Cih Wt et
DC1 cEdge01 > Branch cEdge01
DC2 cEdge01 > Branch cEdge01
OMP(Overlay Management Protocol) 2 H{2{|0|& & &t Cisco SDWAN ZI &,
Branch cEdge01 > A MHELY! 1.
Branch cEdge01 > At MEL! 2.
LHE MESlo| CiEr 22 X| 2t E 2t E
LH=.ol EiT] &5

M M1 >

rl'LI

HX| cEdge 01 > DC1 cEdge01 > DC1 FW (NAT) > QIE{S! &2 A (MS Teams).
ME MYl 2 > H231 x| cEdge 01 > DC2 cEdge01 > DC2 FW (NAT) > QIE{4! AA (MS Teams).
O| EEfElo| P& CtZut 20| ZF F0ilA o|Fo{&ElLICt.

ME ME4Y 1 > Branch cEdge 01.

ME{ MEY 2 > Branch cEdge 01.
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Branch cEdge 01 > DC1 cEdge01.

Branch cEdge 01 > DC2 cEdge01.
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DC1 cEdge01 > DC1 FW.

DC2 cEdge01 > DC2 FW.

SDWAN cEdge0ilA DC2| Zt FWZ 2| ECHE FZ20f| IS 7| fIal AH|A BolZ ALE
DC1 FW(NAT) > IE{5! &AA(MS Teams)

DC2 FW(NAT) > QIE{l! AAA(MS Teams)
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