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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/m-dynamic-on-demand-tunnels.html

Hub
Site 1D 100
System P 10.10.10.100

Spoke 2

Spoke 1

Ei?E D1 Site 1D 2

System IP 10.10.10.1 System IP 10.10.10.2
Z&LCt

AlLtE|20iAM 2C|ME B EEH 242 Ch3t

o|H}x{O| x}Of
93 74L}t show sdwan bfd M|4401| down & EZ LIEIL ==

« AX 3 7tO|BFD MM MX&E £
igLct
« BFD M42 Q= ZQIE 7hol B4l EgfZio| M= ] EE|HE £ 9laLct
= oF gLt

e =

o A20| AZ3 7t2| BFD MM0| MME|X| &t AZF oM S{EZ 9| MM 2 S5HH =C|TH
C AMARH MElE AX T DR HEHEHSE E £ /20 OMP E||0|20{|M 3{E22| 2 A

EEC,ILRE MHEE|T AX 3 20| A2 &= I|,UJAZ AHEELICH

=2o0oH

<#root>

Spoke 1#show sdwan bfd sessions
DETECT

DST PUBLIC DST PUBLIC
ENCAP MULTIP

SOURCE TLOC REMOTE TLOC
PORT

SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP 1IP
10.10.10.1 10.100.100.1 12366 ipsec 7


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/m-dynamic-on-demand-tunnels.html

Spoke 1#show sdwan system on-denand renpt e-system

SITE-ID SYSTEM-IP

ON- DEMAND STATUS

IDLE-TIMEOUT-EXPIRY (sec)

2 10.10.10.2

i nactive

Spoke 1#show sdwan onp routes vpn 10 10.2.2.2/32

Generating output, this might take time, please wait ...

Code:

C -> chosen
I -> installed
Red -> redistributed

Rej -> rejected

L -> Tooped
R -> resolved

S -> stale
Ext

-> extranet
Inv -> 1invalid
Stg -> staged

IA -> On-demand inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated

TGW-R -> transport-gateway reoriginated

TENANT

PREFIX

192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

Spoke 2#show sdwan bfd sessions

SYSTEM IP

10.10.10.100

SOURCE

SITE ID STATE COLOR

10.10.10.2 10.100.100.1

100

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

TLOC REMOTE TLOC
COLOR

[eNeoloNoNoNoloNol=N o]
NNNNNNRRRPRRR

PATH
FROM PEER ID LABEL STATUS

10.2.2.2/32 192.168.0.1

62
64
65
67
68
71
72
74
75
77
78

1003
1005
1003
1005
1003
1005
1003
1005
1003
1005
1003

—
>

C(\C(\H;H(\H
AHmcLeRmC
HCcC H
> >

—
>

Inv,U
u,IA

SOURCE IP

ATTRIBUTE

TYPE

installed

installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed

TLOC IP

10. 10. 10.

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

DST PUBLIC

IP

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

10

.2

default
blue
privatel
blue
private2
blue
default
blue
privatel
blue
private2

DST PUBLIC

PORT

ENCAP PRE

i psec -

ipsec -
ipsec -
ipsec -
ipsec -
ipsec -
ipsec -
ipsec -
ipsec -
ipsec -
ipsec -
ipsec -

DETE
ENCAP MULTI



Spoke 2#show sdwan system on-denand renpt e-system

SITE-ID SYSTEM-IP
ON- DEMAND STATUS

IDLE-TIMEOUT-EXPIRY (sec)

1 10.10.10.1

yes i nactive

- 2C|MHE BHE 43 2 ECi=ElE EB|H52dH™ O] oo ME Eci=
A AAEIO| MAEN7I HIEHUM ¥ BolM & 8oz HEE D 5
O|E9| C,IIR #EH7I H{EIMH AZ 3 20{ M C,|,R AEHZE HZAEL|C}

Ral 0]

<ffroot>

Spoke 1#ping vrf 10 10.2.2.2 re 20

Type escape sequence to abort.

Sending 20, 100-byte ICMP Echos to 10.2.2.2, timeout is 2 seconds:
IR RRRNRN

Success rate is 100 percent (20/20), round-trip min/avg/max = 1/3/31 ms

Spoke 1#show sdwan system on-denand renpt e-system

SITE-ID SYSTEM-IP

ON- DEMAND  STATUS

IDLE-TIMEOUT-EXPIRY (sec)

2 10.10.10.2
yes active

56

Spoke 1#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC  DST PUBLIC DETECT TX
SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP IpP PORT ENCAP MULTIPLIER
10.10.10.100 100 up blue blue 10.10.10.1 10.100.100.1 12366 ipsec 7
10. 10.10.2 2 up default def aul t 10.10.10.1 10.12.12.2 12366 i psec 7

10.10.10.2 2 up bl ue bl ue 10.10.10.1 10.12.12. 2 12366 i psec 7



Spoke 1#

show sdwan onp routes vpn 10 10.2.2.2/32

Generating output, this might take time, please wait ...

Code:

C -> chosen
I -> installed

Red -> redistributed

Rej -> rejected
L -> Tooped

R -> resolved

S -> stale

Ext

-> extranet

Inv -> invalid
Stg -> staged
IA -> On-demand 1inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated

TENANT

VPN PREFIX

10 10.2.2.2/32 192.168.

FROM PEER ID LABEL STATUS

192.

192.

192.

192.

192.

192.
192.
192.
192.
192.
192.

168.

168.

168.

168.

168.

168.
168.
168.
168.
168.
168.

0.

[eNeNoNoNoNol
NNNNNN

1

Spoke 2#show sdwan system on- denand

SITE-ID SYSTEM-IP

ON- DEVAND

STATUS

IDLE-TIMEOUT-EXPIRY (sec)

yes

53

10.10.10.1

active

Spoke 2#show sdwan bfd sessions

PATH

62

64

65

67

68

71
72
74
75
77
78

1003

1005

1003

1005

1003

1005
1003
1005
1003
1005
1003

renot e-system

ATTRIBUTE
TYPE

installed

installed

installed

installed

installed

installed

installed
installed
installed
installed
installed
installed

TLOC IP

0.1 61 1005

10

10.

10.

10.

10.

10.

10.
10.
10.
10.
10.
10.

.10.10.100

10.10.2

10.10.100

10.10.2

10.10.100

10.10.2

10.10.100
10.10.2
10.10.100
10.10.2
10.10.100
10.10.2

COLOR

def aul t

blue

privatel

blue

private2

blue
default
blue
privatel
blue
private?2

ENCAP P

ipsec

i psec

ipsec

i psec

ipsec
ipsec
ipsec
ipsec
ipsec
ipsec



SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC DETECT

SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP IP PORT ENCAP MULTIPLIE
10.10.10.100 100 up blue blue 10.10.10.2 10.100.100.1 12366 ipsec 7
10.10.10.1 2 up def aul t default 10.10.10.2 10.11.11.1 12366 i psec 7
10.10.10.1 2 up bl ue bl ue 10. 10.10.2 10.11.11.1 12366 i psec 7

. OIE{AE Epj=I0| ZSCHE|T SF AlZh 07t Bt2 | AX 3 7HO| BFD MAM0| AF2HK|
2C|HE AEf7I HEMHo 2 Sot21 ZE27F OMP EH|0|E£2] 3{E0{|AM C,I|,R 2] ZBZ ArEH
Z gotzfLict

<ffroot>

Spoke 1#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC DETECT
SYSTEM IP SITE ID STATE  COLOR COLOR SOURCE IP IP PORT ENCAP MULTIP
10.10.10.100 100 up blue blue 10.10.10.1 10.100.100.1 12366  ipsec 7

Spoke 1#show sdwan system on-denand renpte-system

SITE-ID SYSTEM-IP

ON- DEMAND STATUS

IDLE-TIMEOUT-EXPIRY (sec)

2 10.10.10.2

yes i nactive

Spoke 2#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC DETEC
SYSTEM IP SITE ID  STATE COLOR COLOR  SOURCE IP IpP PORT  ENCAP MULTI
10.10.10.100 100 up blue blue 10.10.10.2 10.100.100.1 12366 ipsec 7

Spoke 2#show sdwan system on-denand renpt e-system

SITE-ID SYSTEM-IP

ON- DEMAND STATUS

IDLE-TIMEOUT-EXPIRY (sec)

1 10.10.10.1



yes inactive

kX0l B AlLIE2

Hulb
Site ID 100
System P 10.10.10.100

Spoke 2

Spoke 1

System IP 10.10.10.1 System IP 10.10.10.2

ALtE[2 1: B & X|Lte MY Z=7F A X Elo{ 2%of olal = IE[X] &f
ZFEu

gl'

0l

o AX T 20| CHA HF ALY HAAE £+ QloMH, S{EHO| 8] A2 I EAILX|BF R&ES
L} M7HE Zde 2 2=l Ct.

<#froot>

Spoke 1#show sdwan onp routes vpn 10 10.2.2.2/32



Code:

C -> chosen

I -> 1installed

Red -> redistributed

Rej -> rejected

L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> 1invalid

Stg -> staged

IA -> On-demand inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated

PATH ATTRIBUTE
TENANT VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP COLOR  ENCAP PREFERENC
0 10 10.2.2.2/3%2
192.168.0.1 61 1005 Inv,U installed 10.10.10. 100 bl ue i psec - None None -
192.168.0.1 62 1003 U,IA installed 10.10.10.2 default ipsec -
192.168.0.1 64 1005 Inv,U installed 10.10.10. 100 bl ue i psec - None None -
192.168.0.1 65 1003 U,IA 1installed 10.10.10.2 privatelipsec -
192.168.0.1 67 1005 Inv,U installed 10.10.10. 100 bl ue i psec - None None -
192.168.0.1 68 1003 U,IA installed 10.10.10.2 private2ipsec -
192.168.0.2 71 1005 Inv,U installed 10.10.10. 100 bl ue i psec - None None -
192.168.0.2 72 1003 U,IA installed 10.10.10.2 default ipsec -
192.168.0.2 74 1005 Inv,U installed 10.10.10. 100 bl ue i psec - None None -
192.168.0.2 75 1003 U,IA installed 10.10.10.2 privatelipsec -
192.168.0.2 77 1005 Inv,U installed 10.10.10. 100 bl ue i psec - None None -
192.168.0.2 78 1003 U,IA installed 10.10.10.2 private2ipsec -



1. AZ30i st 3{E BFD MAM0| MHE|QIEKX] &2l
<#root>
Hub#show sdwan bfd sessi ons
SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC
SYSTEM IP SITE ID STATE COLOR COLOR. SOURCE IP IP PORT ENCA
10.10.10.2 2 up blue blue 10.10.10.100 10.12.12.2 12366 ipse
10.10.10.1 1 up default default 10.10.10.100 10.11.11.1 12366 ipse
2. 2CIME Bl HMS MASHo{ BZE AMOIETF AEH(3{E E= AZ3)0f 0t SHHE A0
S50l £ Elo] UA=X| ZFHlgLct.
3. show sdwan system on-demand B& & A& 35t0{ AZ 30i A on-demand 7|5 0| & 43} £[0{
A= K| EIELIC.
<#root>
Spoke 1l#show sdwan system on-denand
SITE-ID SYSTEM-IP
ON- DEMAND STATUS
IDLE-TIMEOUT-CFG(min)
1 10.10.10.1
yes active
10
Spoke 2#show sdwan system on- denand
SITE-ID SYSTEM-IP
ON- DEMAND STATUS
IDLE-TIMEOUT-CFG(min)
2 10.10.10.2
yes active
10
4. Traffic Engineering AH|A(MH|A TE)7F 312 ALO|EO|AM EA3lE|o] U= X| & QlEt
2 show sdwan run& = U&LICH| ElAFTE

gt BY2



<tfroot>

hub#show sdwan run | inc TE

aeM

0l 32 MHlA TEZ} 51 AtOIE 0 M B 4J8HEIR| S LICH 73 5H21R1 51 Soll M T8
LICtH

<#froot>

hub#config-trans
hub(config)# sdwan

hub(config-vrf-global )# service TE vrf gl obal

hub(config-vrf-global)# commit

* Spoke 1 OMP Ef|0|E 0| HZ |1 O|A| 0] ZZ7I 31 10.10.10.1000M 2= €

=

o =
E2Hz| MAd ®)of CHall C,I,RE EAIZ|T Spoke 2 10.10.10.201 A Q= &= (g4l | E2yzol
MAME|= SoHof CHall C,I,RE EAIZ|=X| &QlgtL|ct E3t AZ 3 110t AZ F 2 AO|Q
BFD M4 &! show sdwan system on-demand remote-system <remote system ip> B S A}
85t0 2C|MHE EHHOo| 2 S5t=X|T & lgLCt.

<{froot>

Before interest traffic

Spoke 1#show sdwan onp routes vpn 10 10.2.2.2/32

Gene

rating output, this might take time, please wait ...

Code:

C >
I ->
Red
Rej
L >
R ->
S >
Ext
Inv
Stg

chosen
installed
-> redistributed
-> rejected
Tooped

resolved

stale
-> extranet
-> invalid
-> staged



IA -> On-demand inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated

AFFINITY
PATH ATTRIBUTE GROUP

TENANT VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP COLOR ENCAP PREFEREN

0 10 10.2.2.2/32 192.168.0.1 61 1005 C I,R installed 10.10.10.100 bl ue i psec -
192.168.0.1 62 1003 I,U,IA 1dinstalled 10.10.10.2 default ipsec -
192.168.0.1 64 1005 C,R installed 10.10.10.100 blue ipsec -
192.168.0.1 65 1003 I,U,IA installed 10.10.10.2 privatel ipsec -
192.168.0.1 67 1005 Inv,U installed 10.10.10.100 blue ipsec -
192.168.0.1 68 1003 I,U,IA installed 10.10.10.2 private2 ipsec -
192.168.0.2 71 1005 C,R installed 10.10.10.100 blue ipsec -
192.168.0.2 72 1003 U,IA installed 10.10.10.2 default ipsec -
192.168.0.2 74 1005 C,R installed 10.10.10.100 blue ipsec -
192.168.0.2 75 1003 U,IA installed 10.10.10.2 privatel ipsec -
192.168.0.2 77 1005 Inv,U installed 10.10.10.100 blue ipsec -
192.168.0.2 78 1003 U,IA installed 10.10.10.2 private2 ipsec -

While interest traffic

Spoke 1#

show sdwan onp routes vpn 10 10.2.2.2/32

Generating output, this might take time, please wait ...
Code:

C -> chosen

I -> installed

Red -> redistributed

Rej -> rejected

L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> invalid

Stg -> staged

IA -> On-demand inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated

AFFINITY
PATH ATTRIBUTE GROUP
TENANT VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP COLOR ENCAP PREFERENCE NUMBER REGI
0 10 10.2.2.2/32 192.168.0.1 61 1005 R installed 10.10.10.100 bTue ipsec - None

192.168.0.1 62 1003 C,I,R installed 10.10.10.2 def aul t i psec - None None -

192.168.0.1 64 1005 R installed 10.10.10.100 blue ipsec - None



192.168.0.1 65 1003 C, I, R installed 10.10.10.2 privatel i psec - None None -

192.168.0.1 67 1005 Inv,U installed 10.10.10.100 blue ipsec - None
192.168.0.1 68 1003 C I,R installed 10.10.10.2 private2 i psec - None None -
192.168.0.2 71 1005 R installed 10.10.10.100 blue ipsec - None
192.168.0.2 72 1003 C,R installed 10.10.10.2 default ipsec - None
192.168.0.2 74 1005 R installed 10.10.10.100 blue ipsec - None
192.168.0.2 75 1003 C,R installed 10.10.10.2 privatel ipsec - None
192.168.0.2 77 1005 Inv,U installed 10.10.10.100 blue ipsec - None
192.168.0.2 78 1003 C,R installed 10.10.10.2 private2 ipsec - None

Spoke 1#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC
SYSTEM IP SITE ID STATE COLOR COLOR  SOURCE IP IP PORT ENCAP
10.10.10.100 100 up blue blue 10.10.10.1 10.100.100.1 12366  1ipsec
10.10.10. 2 2 up def aul t default 10.10.10.1 10.12.12.2 12366 i psec
10. 10. 10. 2 2 up bl ue bl ue 10.10.10.1 10.12.12.2 12366 i psec

Spoke 1#show sdwan system on-demand renote-system systemip 10.10.10.2

SITE-ID SYSTEM-IP

ON- DEMAND STATUS

IDLE-TIMEOUT-EXPIRY (sec)

AUEIR 2: AZ 3 ZFBFD MM Hl& &HE

= Ab
o O
« 0| BR HAAXF 20EEQIE E show sdwan system on-demand remote-systemoi|
ME =+ e BC|HE HE A== 2l I L& |0, QEI'?_H': SEf7t obELIc 2X3 134
AT 2 AO|2| BFD MM EAM E H*E. | M&E|X| o1 CHA MEAF AZ T 200 &I
S&E Mk &S JEfZE RX[ELCH
<#root>

Spoke 1#show sdwan system on-denand renpt e-system



SITE-ID

SYSTEM | P ON- DEMAND

STATUS IDLE-TIMEOUT-EXPIRY(sec)

10.10.10.2 no

Spoke 1#show sdwan bfd sessions

SYSTEM IP  SITE ID STATE
10.10.10.100 100 up
10.10.10.2 2 up
10.10.10.2 2 up

SOURCE TLOC REMOTE TLOC DST PUBLIC  DST PUBLIC DETECT TX
COLOR COLOR SOURCE IP IP PORT ENCAP MULTIPLIER I
bTue blue 10.10.10.1 10.100.100.1 12366 ipsec 7

def aul t def aul t 10.10.10.1 10.12.12.2 12366 i psec 7 .
bl ue bl ue 10.10.10.1 10.12.12.2 12366 i psec 7 .

Spoke 1#show sdwan onp route vpn 10 10.2.2.2/32

Generating output, this might take time, please wait ...

Code:

C -> chosen

I -> 1installed

Red -> redistributed

Rej -> rejected

L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> 1invalid

Stg -> staged

IA -> On-demand inactive

U -> TLOC unresolved

BR-R -> border-router reor
TGW-R -> transport-gateway

TENANT VPN PREFIX

iginated
reoriginated

ENCAP PREFEREN

0 10 10.2.2.2/32

192.168.0.1 74 1003 C I,R

192.168.0.1 77 1003 C I, R

PATH ATTRIBUTE
FROM PEER ID LABEL STATUS TYPE TLOC IP COLOR
192.168.0.1 73 1005 R installed 10.10.10.100 blue
installed 10.10.10.2 def aul t i psec - None
192.168.0.1 76 1005 R installed 10.10.10.100 blue

installed 10.10.10.2 privatel ipsec - None



192.168.0.1 79 1005 Inv,U installed 10.10.

192.168.0.1 80 1003 C I,R

192.168.0.2 89 1005 R installed 10.10.
192.168.0.2 90 1003 C,R installed 10.10.
192.168.0.2 92 1005 R installed 10.10.
192.168.0.2 93 1003 C,R installed 10.10.
192.168.0.2 95 1005 Inv,U installed 10.10.
192.168.0.2 96 1003 C,R installed 10.10.

22X sl Z

nstalled 10.10.10.2 private2 ipsec -

10.100

10.100
10.2
10.100
10.2
10.100
10.2

blue

None

blue
default
blue
privatel
blue
private2

ipsec -

None

ipsec -
ipsec -
ipsec -
ipsec -
ipsec -
ipsec -

1. 2CIME B MMS HM7Zsi0d BE AIO|E7} HeH(slE £ Az 3)0f wj2t SHIE AFO|E
==of TeElo] =X ol

viptela-policy:policy
control-policy ondemand
sequence 1
match route
site-Tist Spokes
prefix-Tist _AnyIpv4PrefixList
I
action accept
set
tloc-action backup
tloc-1ist hub
I
I
]
default-action accept
I

Tists
site-Tist Spokes
site-id 1-2

I
tloc-1ist hub
tloc 10.10.10.100 color blue encap ipsec
tloc 10.10.10.100 color default encap 1ipsec
tloc 10.10.10.100 color privatel encap ipsec
tloc 10.10.10.100 color private2 encap ipsec
I
prefix-1ist _AnyIpv4PrefixList
ip-prefix 0.0.0.0/0 le 32
I
I
!
apply-policy
site-Tist Spokes
control-policy ondemand out



2. show sdwan run BHEE ALE35t0{ 2C|HE EH35 047 &2l | spokes & TES| 2C|HHE
inc7t W& show sdwan run2 AF& 3504 hubOl| A & ASHE|R}ELICH | E|AF TE

<tfroot>

Spoke 1#show sdwan run | inc on-denand
on-demand enabl e
on-demand idle-timeout 10

Spoke 2#show sdwan run | inc on-denand
Spoke 2#
Hub#show sdwan run | inc TE

service TE vrf gl obal

&2
« O] B2 Spoke 20{M 2C|MHE 7|S0| M3 E|X| et&L|Ct +=H5tE{H A 250M F
Mgt ct
<tfroot>

Spoke 2#config-trans
Spoke 2(config)# system

Spoke 2(config-vrf-global)# on-demand enabl e
Spoke 2(config-vrf-global)# on-demand idle-tineout 10

Spoke 2(config-vrf-global)# commit

Spoke 10{M O|X| Spoke 27t 2C|MHE o| 2 EA|Z|T OMP H|O|E0| HAEL|} 2 O|A| Of
A2} Spoke 204 A &I b M5HX| o1 §{E 10.10.10.10001 M 2= & =oi CH3l C,ILIRE &£
AlEl=X| g lgrLct.

<{froot>

Spoke 1#show sdwan system on-denmand renote-system
SI TE-1 D SYSTEM | P ON- DEMAND STATUS | DLE- TI MEQUT- EXPI RY( sec)

2 10. 10. 10. 2 yes inactive -



Spoke 1#show sdwan onp routes vpn 10 10.2.2.2/32

Generating output, this might take time, please wait ...
Code:

C -> chosen

I -> installed

Red -> redistributed

Rej -> rejected

L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> 1invalid

Stg -> staged

IA -> On-demand inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated

AFFINITY
PATH ATTRIBUTE GROUP

TENANT VPN PREFIX FROM PEER  ID LABEL STATUS TYPE TLOC IP COLOR ENCAP PREFERENCE

0 10 10.2.2.2/32 192.168.0.1 61 1005 C I,R installed 10.10.10.100 blue i psec -
192.168.0.1 62 1003 I,U,IA installed 10.10.10.2 default ipsec -
192.168.0.1 64 1005 C,R installed 10.10.10.100 blue ipsec -
192.168.0.1 65 1003 I,U,IA installed 10.10.10.2 privatel ipsec -
192.168.0.1 67 1005 Inv,U 1installed 10.10.10.100 blue ipsec -
192.168.0.1 68 1003 I,U,IA installed 10.10.10.2 private?2 ipsec -
192.168.0.2 71 1005 C,R installed 10.10.10.100 blue ipsec -
192.168.0.2 72 1003 U,IA installed 10.10.10.2 default ipsec -
192.168.0.2 74 1005 C,R installed 10.10.10.100 blue ipsec -
192.168.0.2 75 1003 U,IA installed 10.10.10.2 privatel ipsec -
192.168.0.2 77 1005 Inv,U 1installed 10.10.10.100 blue ipsec -
192.168.0.2 78 1003 U,IA installed 10.10.10.2 private?2 ipsec -

. THAl EBfTI0| MAEIH AZ T 210.10.10201M & B=0f CHs C, I, RS WaLICh E3
Spoke 12} Spoke 2 AtO|2| BFD M|440| 2t & &QIX| & Q15t 1 show sdwan system on-
demand remote-system <remote system ip> @& Z A& 35}0{ on-demand E{'&0| & 2l
x| gelgrct.

<#root>
Spoke 1#

show sdwan onp routes vpn 10 10.2.2.2/32

Generating output, this might take tine, please wait
Code:

C -> chosen

I ->installed

Red -> redistributed

Rej -> rejected



L -> | ooped

R -> resol ved

S -> stale

Ext -> extranet

Inv ->invalid

Stg -> staged

IA -> On-demand inactive

U -> TLOC unresol ved

BR-R -> border-router reoriginated
TGWM¥R -> transport-gateway reoriginated

PATH ATTRI BUTE
TENANT VPN PREFI X FROM PEER | D LABEL STATUS TYPE TLOC I P COLOR ENCAP PREF
0 10 10.2.2.2/32 192.168.0.1 61 1005 R installed 10.10.10.100 bl ue i psec
192.168.0.1 62 1003 CI,R installed 10.10.10.2 default ipsec

192.168.0.1 64 1005 R

nstall ed 10.10.10. 100 bl ue i psec

192.168.0.1 65 1003 C I,R

nstalled 10.10.10.2 privatel ipsec

192.168.0.1 67 1005 Inv, U

nstall ed 10.10.10. 100 bl ue i psec

192.168.0.1 68 1003 C I,R nstalled 10.10.10.2 private2 ipsec

192.168.0.2 71 1005 R installed 10.10.10.100 bl ue i psec

192.168.0.2 72 1003 C/R installed 10.10.10.2 default ipsec

192.168.0.2 74 1005 R installed 10.10.10.100 bl ue i psec

192.168.0.2 75 1003 C,R installed 10.10.10.2 privatel ipsec

192.168.0.2 77 1005 Inv, U installed 10.10.10.100 bl ue i psec

192.168.0.2 78 1003 C, R installed 10.10.10.2 private2 ipsec
Spoke 1#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC DETECT

SYSTEM | P SITE | D STATE COLOR COLCOR SOURCE IP IP PORT ENCAP MULTI PLI ER 11
10. 10. 10. 100 100 up bl ue bl ue 10.10.10.1 10.100.100.1 12366 i psec 7 :
10. 10.10.2 2 up default def aul t 10.10.10.1 10.12.12.2 12366 i psec 7 .
10. 10.10.2 2 up bl ue bl ue 10.10.10.1 10.12.12.2 12366 i psec 7 .

Spoke 1l#show sdwan system on-denand renote-system systemip 10.10.10.2

SI TE-1 D SYSTEM | P
ON- DEMAND STATUS

| DLE- TI MEOUT- EXPI RY( sec)



AlLtE[2 3: {E0M 2 B2 & st&otHL A 0] £

SxstHx| 2

2/3201 CHEF 21

9| TEZ} + M (A

TLOC IP

COLOR

ENCAP PREFERENCE NUMB

= AF
o O
« 0| Z2 OMP E|O|E9| AXZ 3 20| M A|ZHEl M5 AF10.2.2.2
2C|HE g &5 ZA|IELLICH AZ 30| 2C|HE 3
<#root>
Spoke 1#show sdwan onp route vpn 10 10.2.2.2/32
Generating output, this might take time, please wait ...
Code:
C -> chosen
I -> installed
Red -> redistributed
Rej -> rejected
L -> Tooped
R -> resolved
S -> stale
Ext -> extranet
Inv -> 1invalid
Stg -> staged
IA -> On-demand inactive
U -> TLOC unresolved
BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated
AFFINITY
PATH ATTRIBUTE GROUP
TENANT VPN PREFIX FROM PEER  ID LABEL STATUS TYPE
0 10 10.2.2.2/32 192.168.0.1 108 1003
UlA
installed 10.10.10.2 default dipsec - None None -
192.168.0.1 113 1003
UlA
installed 10.10.10.2 privatel ipsec - None None -
192.168.0.1 141 1003
UlA
installed 10.10.10.2 private2 ipsec - None None -
192.168.0.2 112 1003
UlA
installed 10.10.10.2 default dipsec - None None -
192.168.0.2 117 1003
UlA
installed 10.10.10.2 privatel ipsec - None None -



UlA
installed 10.10.10.2 private2 ipsec - None None -
Spoke 1#show sdwan run | inc on-denand

on-demand enabl e
on-demand idle-tinmeout 10

192.168.0.2 144 1003

Spoke 2#show sdwan run | inc on-denand

on-demand enabl e
on-demand idle-tinmeout 10

Hub#show sdwan run | inc TE
service TE vrf gl oba

= sHZ
. 2LC|MHE S EF 4
golgthLct
<ffroot>

viptela-policy:policy
control-policy ondem
sequence 1
match route
site-Tist Spoke

02
12
mjo
ok
o
9,|_'
Kl
H
rn
>
Hel
Iy
N

and

S

prefix-1ist _AnyIpv4PrefixList

|
action accept
set
tloc-action ba
tloc-1list hub
!
|
!
default-action acce
|
Tists

site-list Spokes
site-id 1

tloc-1ist hub

tloc 10.10.10.100
tloc 10.10.10.100
tloc 10.10.10.100
tloc 10.10.10.100

ckup

pt

color
color
color
color

blue encap 1ipsec

default encap ipsec
privatel encap ipsec
private2 encap ipsec



!
prefix-1ist _AnyIpv4PrefixList
ip-prefix 0.0.0.0/0 Te 32
!
|
I

apply-policy
site-Tist Spokes

control-policy ondemand out
!

iH
24
shod ot 2t 22| MRlED, B 2B S
M440] LhEbetLICt

<{froot>

Spokes site list frompolicy before

Tists

site-list Spokes

site-id 1

Spokes site list frompolicy after

Tists

site-list Spokes

site-id 1-2

Spoke 1#show sdwan onp routes vpn 10 10.2.2.2/32

Generating output, this might take time, please wait ...
Code:

C -> chosen

I -> installed

Red -> redistributed

Rej -> rejected

O| MOIE B2 AZF0|M AZF 2 AHO|E ID 27} EHE]

AMAEZT

o4 A
ARHEH

7} 2

—

LIC} AlOIE S=0f =3

=2C|M= EHd 2 BFD



L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> 1invalid

Stg -> staged

IA -> On-demand inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated

AFFINITY

PATH ATTRIBUTE GROUP

TENANT VPN PREFIX FROM PEER  ID LABEL STATUS TYPE TLOC IP COLOR  ENCAP PREFERENC

0 10 10.2.2.2/32 192.168.0.1 61 1005 C,I,R installed 10.10.10.100 bl ue i psec -
192.168.0.1 62 1003 I,U,IA dinstalled 10.10.10.2 default 1ipsec -
192.168.0.1 64 1005 C,R installed 10.10.10.100 blue ipsec -
192.168.0.1 65 1003 I,U,IA 1installed 10.10.10.2 privatel ipsec -
192.168.0.1 67 1005 Inv,U installed 10.10.10.100 blue ipsec -
192.168.0.1 68 1003 I,U,IA 1installed 10.10.10.2 private2 ipsec -
192.168.0.2 71 1005 C,R installed 10.10.10.100 blue ipsec -
192.168.0.2 72 1003 U,IA installed 10.10.10.2 default dipsec -
192.168.0.2 74 1005 C,R installed 10.10.10.100 blue ipsec -
192.168.0.2 75 1003 U,IA installed 10.10.10.2 privatel ipsec -
192.168.0.2 77 1005 Inv,U installed 10.10.10.100 blue ipsec -
192.168.0.2 78 1003 U,IA installed 10.10.10.2 private2 ipsec -

Spoke 1#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC DETECT X

SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP 1IP PORT ENCAP MULTIPLIER INTERVAL(

10.10.10.100 100 up blue blue 10.10.10.1 10.100.100.1 12366 ipsec 7 1000

10. 10.10.2 2 up def aul t default 10.10.10.1 10.12.12.2 12366 ipsec 7 1000

10. 10.10. 2 2 up bl ue bl ue 10.10.10.1 10.12.12.2 12366 ipsec 7 1000

Spoke 1l#show sdwan system on-denand renote-system systemip 10.10.10.2

SITE-ID SYSTEM-IP

ON- DEMAND STATUS

IDLE-TIMEOUT-EXPIRY (sec)

2 10. 10. 10. 2 yes active 56 ------ >on- demand tunnel established to Spoke 2 10.10.10.2 due

0424

=2
o oo

10
ok



show sdwan system on-demand

show sdwan system on-demand remote-system

show sdwan system on-demand remote-system system-ip <system ip>
show sdwan run | INC LC|HHE

show sdwan run | E|At TE

show sdwan ompo routes vpn <vpn number>
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