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vSmart-1# show running-config policy

policy
dat a- policy _VPNLO_sig-default-fallback-to-routing



vpn-1ist VPNLO
sequence 1
mat ch
sour ce-dat a-prefix-list Default
1
action accept
count Count 26488854
sig
sig-action fallback-to-routing! ! default-action drop ! ! lists vpn-list VPN10 vpn 10 ! data-prefix-list Default ip-prefix 0.0.0.0/0 ! site-list
Site300 site-id 300! !'!

o 8

vSmart-1# show running-config apply-policy

appl y-policy
site-list Site300

data-policy _VPNLO_sig-default-fallback-to-routing all
!

vSmart Policy& E& 2 M7|E Ar8E B2, 2 SIG E{'=0| CH2 |72 [ Cisco SD-WAN 2H
Blo|E S35 Qe HiQlE Eef=El2 2t &5t2{™ Fallback to Routing(ZHRE S 2 CHAY) = QIEtS
MEfSFL|CE

E Custom Data

-Z':I_:' Sequence Rule Drag and drop to re-arrange rules

QO Accept () Drod

Frotacol IPvd * timization Loss Correction TLOC VPN S.m:urg Intgmm Batmy

Match Conditions Actions
o Mata B 1ie X "
Source Data Prefix List Accept Enabled
DEFAULT x =

Counter Mame x

Source: COUNT

IP Prefix
Secure Intarnat Enabled b4

Gateway

(D Fallback to Routing )

Cance Save Match And Actions

£ MEiSt 32, Action accept(Eed £=2F) of2of
CH&l) & sig-action(sig-%t &) 0/ F7fE/L|CF.

UIoll A Fallback to Routing(2H 2 £/ 2 CHAl) =+
M Z4m|a2)|o]40f Fallback-to-routing(B*E2 2

cEdge0i A =0l
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Site300-cEl#show sdwan policy from-vsmart

fromvsmart data-policy _VPNLO_sig-default-fallback-to-routing

direction all vpn-list VPN1O sequence 1 match source-data-prefix-list Default action accept

count Count 26488854 sig sig-action fallback-to-routing default-action drop fromvsmart lists vpn-list
VPN10 vpn 10

from-vsmart lists data-prefix-list Default

ip-prefix 0.0.0.0/0

20l

Ping2 At&3dto{ ECiE 0| 2t (1 U=X| FelgL|ct

Site300-cE1# ping vrf 10 8.8.8.8

Type escape sequence to abort.

Sendi ng 5, 100-byte |ICMP Echos to 8.8.8.8, tinmeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/max = 5/6/9 ns
Si t e300- cE1#

show sdwan policy service-path &2 At&35t0{ ECf
U&LICH
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Si t e300- cE1# show sdwan policy service-path vpn 10 interface GigabitEthernet 3 source-ip
10.30.1.1 dest-ip 8.8.8.8 protocol 6 all
Nurmber of possible next hops: 1
Next Hop: Renote
Remote IP: 0.0.0.0, Interface Index: 29

Si t e300- cE1# show sdwan policy service-path vpn 10 interface GigabitEthernet 3 source-ip
10.30.1.1 dest-ip 8.8.8.8 protocol 17 all
Nurmber of possible next hops: 1
Next Hop: Renote
Rempote IP: 0.0.0.0, Interface Index: 29

clole| H& 7125 &l

X clear sdwan policy data-policy B&E 2 At&3t0{ 7} 2E|& x| 1 00{ M A[ZELICt show
sdwan policy data-policy-filter BE2 £ I 2E{& &fQIg =+ &Lt

Si t e300- cEl#clear sdwan policy data-policy

Si t e300- cEl#show sdwan policy data-policy-filter _VPN10_sig-default-fallback-to-routing
data-policy-filter _VPNLO_sig-default-fallback-to-routing
dat a- pol i cy-vpnlist VPNLO
data-policy-counter Count_26488854
packets 0
bytes 0
dat a- pol i cy-counter default_action_count
packets 0
byt es 0

ping® AtE3t01 SIG EIdE Safl et*B e NWez ddEls Wi E /g M&E LI

Site300-cE1# ping vrf 10 8.8.8.8



Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 8.8.8.8, tineout is 2 seconds:
Success rate is 100 percent (5/5), round-trip nmin/avg/max = 5/7/11 ns
Si t e300- cE1#

show sdwan policy data-policy-filter 3& 2 At&35t0{ ICMP TI{Z!0| CIO|E HA AIfAN EEFRHE
X| &lgtict.

Si t e300- cEl#show sdwan policy data-policy-filter _VPN10_sig-default-fallback-to-routing
data-policy-filter _VPNLO_sig-default-fallback-to-routing
dat a- pol i cy-vpnlist VPNL1O
data-policy-counter Count_26488854
packets 5
bytes 500
dat a- pol i cy-counter default_action_count
packets 0
byt es 0
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et E Q| miZlof o{E Yol &rdst=X| mhefsty| ls ! FHS HEELICH

Si t e300- cEl#show platform packet-trace summary

Pkt I nput Qut put State Reason

12 INJ. 2 G1 FWD

13 Tul00001 internal 0/0/rp:0 PUNT 11 (For-us data)
14 INJ. 2 G1 FWD

15 Tul00001 internal 0/0/rp:0 PUNT 11 (For-us data)
16 INJ. 2 G1l FWD

17 Tul00001 internal 0/0/rp:0 PUNT 11 (For-us data)
18 INJ. 2 G1l FWD

19 Tul00001 internal 0/0/rp:0 PUNT 11 (For-us data)
20 INJ. 2 G1l FWD

21 Tul00001 internal 0/0/rp:0 PUNT 11 (For-us data)
mZl 12

mHZ 122] ALIH2 CIO|H HAo| EBfE 5|E A|RHA 12 E0{FH SIGE 2|C|HMELICH

Feature: SDWAN Data Policy IN

VPN | D : 10

VRF 1

Policy Name : sig-default-fallback-VPN1O (CG 1)
Seq 1

DNS Fl ags : (0x0) NONE

Policy Flags : 0x10110000
Nat Map ID : O

SNG I D 00
Action . REDIRECT_SIG Success 0x3
Action . SECONDARY_ LOOKUP Success

T

= QIE{m|ofA0f CiEr Y™ =2 EH'E QEu0|A(=E)E EAIRLICH

Feature: |PV4_|I NPUT_LOOKUP_PROCESS_EXT
Entry : Input - 0x81418130
I nput :internal0/0/rp:0
Qut put : Tunnel 100001



Lapsed tinme :
IPSec &= 3} ¥

446 ns
Q124 QIE{m| 0| A 7} *HI EIL|C}.

Feature: |PSec
Resul t : | PSEC_RESULT_SA
Action ENCRYPT
SA Handle : 42
Peer Addr 8.8.8.8
Local Addr: 10.30.1.1

Feature: |PV4_QUTPUT | PSEC CLASSI FY
Entry Qut put - 0x81417b48
I nput G gabit Et hernet 1
Qut put Tunnel 100001

Lapsed tine :
2tEE CHE o

4419 ns
o 24 s &8t OIS GigabitEthernet1 QIE{H| O] A0 THZ! S TEEHLICH.

Feat ure: MARMOT_SPA D TRANSM T_PKT
Entry Qut put - 0x8142f 02c
I nput G gabi t Et hernet1
Qut put G gabi t Et hernet1
Lapsed tinme : 2223 ns
mZ! 13
Bt REIS 174 |P(8.8.8.8) 28 E| SES 445t X|2H &240f <unknown>2 2 E A|E CHZ F70f
A H&EX|ofl st = &le = giaLict
Feature: |PVA(Input)
I nput : Tunnel 100001
Qut put <unknown>
Sour ce 8.8.8.8
Destination : 10.30.1.1
Pr ot ocol 1 (1Caw)
Feat ure: DEBUG _COND_| NPUT_PKT
Entry I nput - 0x813eb360
I nput Tunnel 100001
Qut put <unknown>
Lapsed time : 109 ns

A2 RN HEE2 2 2B AH|E|TD £232 <internal0/0/rp:0>2 2 E A|FLICEH.

Feat ure: | NTERNAL_TRANSM T_PKT_EXT
Entry : Qutput - 0x813ebebe
I nput Tunnel 100001
Cut put internal0/0/rp:0

Lapsed time : 5785 ns
O CHE THZ!2 Cisco I0Sd Z2ZMAZ ELHX|H, O] ZZM|A0MHE
£ 7|2&Lct VRF 109 24 QIE{H|0|A ip TAE 10.30.1.1L|Ct,

T -

mjZlof| CHal

1 0sd Path Flow. Packet: 13 CBUG I D: 79
Feat ure: | NFRA
Pkt Direction: IN

Packet Rcvd From DATAPLANE

Feature: | P



Pkt Direction: IN
Packet Enqueued in |IP |ayer

Sour ce . 8.8.8.8
Destination : 10.30.1.1
Interface : Tunnel 100001

Feature: |IP
Pkt Direction: IN
FORWARDED To transport |ayer

Sour ce . 8.8.8.8
Destination :10.30.1.1
Interface : Tunnel 100001

Feature: IP
Pkt Direction: IN
CONSUMED Echo reply

Sour ce . 8.8.8.8
Destination :10.30.1.1
Interface : Tunnel 100001

2t & CHA ol

Biz-Internet®! TLOC(X& QIE{mH| 0| A)(GigabitEthernet1)lA 2| S2E AFE35104 ToH = x|
AZ2o|ME = &Lt Qe 4ol ELct

GigabitEthernet2 - MPLS TLOC7t UP/UPO|X|2t @IE{tllod| @dZAE[0] K| i &LICt Xof &Eli=
show sdwan control local-properties wan-interface-list & 20| A & IgF 4~ l&L|Ct.

Si t e300- cEl#show sdwancontrollocal-properties wan-interface-list

PUBLI C PUBLI C PRI VATE PRI VATE
PRI VATE MAX RESTRI CT/ LAST SPI TI ME
NAT VM
| NTERFACE | Pv4 PORT | Pv4 | Pv6
PORT VS/ VM COLCR STATE CNTRL CONTROL/ LR/ LB CONNECTI ON REMAI NI NG
TYPE CON REG
STUN
PRF 1 D
G gabi t Et hernet 1 10.2.6.2 12346 10.2.6.2 s
12346 0/0 biz-internet down 2 yes/yes/ no No/ No 0:19:51: 05
0:10:31:41 N 5 Default
G gabi t Et hernet 2 10.1.6.2 12346 10.1.6.2 s
12346 2/1 npls up 2 yes/yes/ no No/ No 0:23:41:33

0:06:04:21 E 5 Default
show ip interface brief & 2§01 A GigabitEthernet1 QIE{H|O|A = & E|4 CIR2E AEIZ EAIFLICH

Site300-cEl#show ip interface brief

Interface | P- Addr ess OK? Met hod Status Pr ot ocol
G gabi t Et hernet 1 10.2.6.2 YES other administratively down down
G gabi t Et her net 2 10.1.6.2 YES other up up

E{'= 1000010| UP/DOWN AE{QIL|CE.

Tunnel100001 10.2.6.2 YES TFTP up down



34Xl IE{H 2¢4Z40| gie = 2 VRF 100 A{ 8.8.8.801| pd83¢sr &= Qi&L|Ct.

Site300-cE1# ping vrf 10 8.8.8.8 Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2
seconds: U.U.U Success rate is 0 percent (0/5)

show sdwan policy service-path B&2 DC(H|0|E ME)Z 0|5 & OMP 7|& A2 (fallback-to-
routing) 7t 0| &f Bl & E o4& LICt.

E2Z 2t*E MPLS TLOC IP £4 &= 10.1.6.2LC}.

Si t e300- cEl#show sdwan policy service-path vpn 10 interface GigabitEthernet 3 source-ip
10.30.1.1 dest-ip 8.8.8.8 protocol 6 all
Number of possible next hops: 1
Next Hop: | Psec

Source: 10.1.6.2 12346 Destination: 10.1.2.2 12366 Local Color: npls Renbte Color: npls Renote
System | P: 10.1.10.1

Si t e300- cEl#show sdwan policy service-path vpn 10 interface GigabitEthernet 3 source-ip
10.30.1.1 dest-ip 8.8.8.8 protocol 17 all
Number of possible next hops: 1
Next Hop: | Psec

Source: 10.1.6.2 12346 Destination: 10.1.2.2 12366 Local Color: npls Renbte Color: npls Renote
System | P: 10.1.10.1

Umbrella X &

3 Total ) Viewing activity from Sep 20, 2022 7:16 PM to Sep 21, 2022 7:16 FM Results per page: 50 1-30f3

ity @ Internal IP Action Protocol Ruleset or Rule Date & Time

m SITE SYS1x1x30x1IFTunnel 100001 31x1x30x1IFTunnel100001 10.30.1.1 Allowec ICMP Default Rule (2085272) Sep 21, 2022 7:11 PM
m SITE300SYS1x1x30x 1IFTunnel 10000 SITE ¥ 1x30x1IFTunnel100001 8888 10.30.1.1 B Alowec CMP Default Rule (2085272) Sep 21, 2022 7:02 PM
m SITE: 5Y51%1x30x1IFTunnel 100001 SITE S1x1x30x1IFTunnel 100001 8.888 10.30.1.1 Allowet ICMP Default Rule (2085272) Sep 27, 2022 5:16 AM
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data-policy _VPN10_SIG_Fall_Back vpn-list VPN10 sequence 1 match app-list Google_Apps source-ip 0.0.0.0/0 ! action accept sig
sig-action fallback-to-routing ! ! default-action drop

Google Apps@t O AAMME INEEIH EX7t (s B2 et*E2Z SorLch

e HE

Cisco I0S-XE SDWAN %43 A4 A

olr

Cisco |0S-XE Datapath ZHZ! £& 7|5 MEHM

7l x| & XM - Cisco Systems



/content/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policies-book-xe/centralized-policy.html#id_107620
https://www.cisco.com/c/ko_kr/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html
https://www.cisco.com/c/ko_kr/support/index.html
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