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UTD O|0|X|E Z45 352474 show utd engine standard version W& AL &FLIC}.

Router(0l# show utd engine standard version

IOS-XE Recommended UTD Version: 1.0.13_SV2.9.16.1_XE17.3

IOS-XE Supported UTD Regex: "~1\.0\.([0-9]+)_SV(.*)_XE17.3$
#1 O|0|X|E CHREEE BE &= 2HRE{7} Cisco IOS XE SDWAN 2 ZEQ|0{(16.x) £& 4
£ Cisco I0S XE AZ EQ|0{(17.x)E A&™st=X|o et CHELICEH

Cisco I0S XE SDWAN A ZEQ|o|& Al#istE= 2l RE|(16.X)

Cisco UTD Snort IPS Engine AZEQJ0{E CIRZEE £+ Q= BE = EHE{/SD-WAN(Software-
Defined WAN)/XE SD-WAN 2t *E{ 2! Series Integrated Router & L|C}.

IUO\.'.'I'-Iuacis- Home [ Routers / Software-Defined WAN (SD W.-’W]l

Cisco Interfaces and Modules Cloud Connectors

Meraki vMX
Cloud and Systems Management Cloud Edge SD-WAN
Collaboration Endpoints Data Center Interconnect Platforms XE SD-WAN Routers
Conferencing Industrial Routers and Gateways vEdge Router
Connected Safety and Security Mobile Internet Routers
Contact Center Network Functions Virtualization
Data Center Analytics Service Provider Core Routers
Hyperconverged Infrastructure Service Provider Edge Routers
105 and NX-0S Software Service Provider Infrastructure Software
Optical Networking Small Business Routers
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https://software.cisco.com/download/home

Downloads Home [ Routers l’ Software-Defined WAN (SD-WAN) / XE SD-WAN R{:utersl

Cisco Interfaces and Modules
Cloud and Systems Management
Collaboration Endpoints
Conferencing

Connected Safety and Security
Contact Center

Data Center Analytics
Hyperconverged Infrastructure
105 and NX-0S Software

Optical Networking

Meraki viX
SD-WAN

| XE SD-WAN Routers

vEdge Router
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ASR 1000 Series 105 XE SD-WAN

CSR 1000V Series 105 XE SD-WAN
ISR 1000 Series 105 XE SD-WAN
ISR 4000 Series 105 XE SD-WAN

M MEHSI0] 16.x HTHQ

Downloads Home / Routers / Software-Defined WAN (SD-WAN) / XE SD-WAN Routers / ISR 4000 Series 10S XE SD-WAN

Select a Software Type
10S XE In-Service Software Upgrade (ISSU) Matrix

10S XE SD-WAN Software

10S XE Software
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Routers | Software-Defined WAN (SD-WAN) / XE SD-WAN Routers [ ISR 4000 Series 105 XE SD-WAN } 105 XE SD-WAN Software- 16.12.5(MD) |

ISR 4000 Series I0S XE SD-WAN

Release 16.12.5 MD

A My Notifications

File Information

Cisco ISR 4200 Series 105 XE SD-WAN Software
5rd 200=-ucmk9.16.12.5.5PA bin
Advisories [f

Cisco ISR 4300 Series 105 XE SD-WAN Software
5rd 300-ucmk9.16.12.5.5PA.bin
Advisories ]

Cisco ISR 4400 Series 105 XE SD-WAN Software
5rdd400-ucmkd.16.12.5.5PA bin
Advisories [f

Cisco ISR 4400v2 Series 105 XE SD-WAN Software
5rd400v2-ucmkd. 16.12.5.5PA bin
Advisories [

Related Links and Documentation
Release Motes for 19.2.4
Release Notes for 16.12.5

Release Date

29-Jan-2021

29-Jan-2021

29-Jan-2021

28-Jan-2021

UTD Engine for 105 XE SD-WAN
secapp-uemk®,16.12,05,1.0.18_5Vv2.9,16.1
Advisories [

_XE16.12.%86_64 tar

29-Jan-2021

Size

482.84 MB LAV |
557.83 MB LA
621.88 MB AR
£23.49 MB LIRS -
52.01 MB LAY |
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Cisco 10S XE Z2[A 17.2.1r & Z[4] T M= universalk9 O|0|X|& A+&3t04 Cisco I0S XE
SD-WAN %! Cisco I0S XEE Cisco 10S XE C|H}O|A0| 25 F&§HL|Ct

UTD Snort IPS Engine 22X E 9 0{= Routers > Branch Routers > Series Integrated Router0ll /&
L|C}.

Downloads Home | Routers J/ Branch Routers |

Cisca Interfaces and Modules :
EeR L erReRs T SELEES I Branch Routers 1000 Series Integrated Services Routers

Cloud and Systems Management

Cloud Connectors 1800 Series Integrated Services Routers
Collaboration Endpoints Cloud Edge 1900 Series Integrated Services Routers
Conferencing Data Center Interconnect Platforms 2900 Series Integrated Services Routers
Connected Safety and Security Industrial Routers and Gateways 3000 Series Integrated Services Routers
Contact Center Mabile Internet Routers 4000 Series Integrated Services Routers
Data Center Analytics Network Functions Virtualization 5000 Series Enterprise Network Compute System
EIERICONR IO G e Senvice Provider Core Routers 800 Series Routers
Rl S Service Provider Edge Routers 900 Series Integrated Services Routers
Ortical Patuiorking Service Provider Infrastructure Software Catalyst 8200 Series Edge Platforms

Small Business Routers Catalvst 8300 Series Edae Platforms
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Software Download
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Downloads Home

Select a Software Type

I0S XE In-Service Software Upgrade (ISSU) Matrix
I0S XE Patch Upgrades

I0S XE ROMMON Software

I0S XE SD-WAN Software

I0S XE Software

UTD Snort IPS Engine Software I

UTD Snort Subscriber Signature Package

Very High Bitrate (VDSL) PHY Firmware
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Software Download

Downloads Home]/ Routers / Branch Routers [ 4000 Series Integrated Services Routers [/ 4221 Integrated Services Router / UTD Snort IPS Engine Software- 17.7.1a

(a ) 4221 Integrated Services Router
< Expand Al | Collapse All ) Release 17.7.1a Related Links and Documentation
A My Notifications - Mo related links or documentation =
Latest Release b
EUILbEE File Information Release Date Size
16.6.7a UTD Engine OVA for 17.7.1 release 30-Nov-2021 147.72 MB
iosxe-utd.17.07.01a.1.0.3_5SV2.9.16.1_XE17.7_.x86_64.ova
All Release ~ Advisories ]
16.6 > UTD Engine for I0S XE 30-Nov-2021 5251 MB
secapp-utd.17.07.01a.1.0.3_5SV2.9.16.1_XE17.7 .x86_64.tar
17 > Advisories []
16 >

#1: H|C|2 I E il Cisco I0S XE SoftwareE A& 3t= Cisco ISR1100X Series 2+ E
(Cisco Nutella Routers SR1100X-4G/6G)= x86_x64E 7|8t 2 B LICH ISRAKE SR H A
El Cisco UTD 7t O|O|X|7t Of 2 E{ol| M ZFSFLIC}. $4XH Cisco I0S XE SDWAN H{Z0|
CHa K| ElE S8t Cisco UTD O|0|X| ZE HAE Nutella 2HRE{0]| Mx|& £ U&LICH
& 4 x| E|= regex Cisco UTD O|0|X|& A& 35t24™ show utd engine standard version
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Maintenance(® X| #2l) > Software Repository(£Z E 0] HE L) > Virtual Image(7+H4 O|O|X[) >
Upload Virtual Image(7t4& O|0|X| 212 E) > vManageZ O|S &rL|Ct.

# MAINTENANCE | SOFTWARE REPOSITORY

Software Images Virtual Images

© Add Custom VNF Package

Search Options w

@ Upload Virtual Image ~

Remote Server - viMlanage
| Software Version = | Soft




Do not refresh the Web Browser or click Web Browser Back button while image is being uploaded

File Uploading (Total:1)

secapp-utd. 17.04.01b.1.0.9_5V2 9.16.1_XE17.4.x86_64 1ar

Please wait. Server |s Processing

Cisco UTD 7+4t o|O|X|7F M3 ™

& MAINTENANCE | SOFTWARE REPOSITORY Virtual image uploaded successfully E I

Software Images Virtual Images

© Upload Virtual Image ~ § @ Add Custom VNF Package

0\ Search Options ~
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£ MAINTENAMNCE | SOFTWARE REPOSITORY

Sofware Images  Virtual Images

(1=

Total Rows: &
rm_mm ET O TN -
1LO6EV29.161.XET7S  vmanage 86,64 Security Applicaticn Cisco Systems, Inc apprhosting UTD-Snort-Feature-x86.68.1.016.... 05 Moy 2021 23919 PM
LR o Fn | S g Lac x56_64 Security Application Gisco Systems, Inc app-hosting UTO-Snort-Feature-xB86, 64 1013  0SMoV 2021 131224, s
LONZSVES 161 XETTA  vmanage AppHosting Lac 8664 Secury Appcation Cisco Systems, Inc app-hosting UTD-Snon Feature-¥B6.64 1012,  0SNov 2021 I5L20PM .. s
T0IZSVER130XENS.... vinansge AppHosting L aarchés Secury Application Ciseo Systems, Inc. app-hoating UTD-Snan:Feature-aarchbd_1.0.12 24 2ol 2020 10:50. 24 AML.  aae
10I25V29.13.0.XE16.... vinansge App-Hosting Lz wBb 64 Securty Applicaticn Cigews Systemne, Ine. app-hosting UTD-Snon-Feature-xB6._64._1.0.12 24 Bl 2020 105007 AML. as
1010.5V2913.03E173  vinanage ApprHosting L wBb_ &4 Security Application Cigen Systems, Inc. app-hosting_UTD-Shor-Feature-x86_64.1.0.10, 16 Jan 2021 5:40035 PM
1010.5V2 9130 XE6. . vmanage hppHosting Lxe xh 64 Securiy Application Cisco Systems, Inc app-hosting UTO-Snort-Feature-x86 64 1010,... 18 May 2020 10:10:22 A
1.070.5v29.13.0_XEN6. Vmanage AppHosting Lxc aarchéd Secunty Apphicabon Cisco Systems, Inc. app-hosting_UTD-Snort-Feature-aarched_1.0.10 06 Feb 2020 9:3%51 AM sne
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Active (1) Completed (29)

Q\ g
Sortby Start Time % '@ E

Last Updated: 05 Mov202111:3518 am

£ > Lxc Install (Total 1)

In progress: 1

Start: 05 Nov 2021 11:34:45 am By: system
From:1.1.1.9

LX ZE| 0|47} A x| =] vManage._ UTD 7|58 AFE5t0{ AL od|2f M E FA[ELICE O|Fof
ZAm| o]0l o A £} 7| =0l o] Zhedoil CHEH A 40| gi& L.

HA =

B Task viEw

Lxe lestall | Walidation Sueeess -

Initiated By: system  From: 1.1.1.%
Total Task: 1 | Swuccess ;1

. =}

CrmrrameH e (i nember of Contad
[5-How=2021 18:06:03 UTC] s ted 171 lxc ©
[5-Hov-2021 18:06:03 UT LI Checking if i
[S-#iov-2021 18:88:04 UT
[S-Hev-2021 18:06:0% .IT(
[5=Mew=2021 18:86:28 UTC|

e
[5=Ho=2021 18:86:29 UTCH Downloading http: 1.1.9: 8080/ sof tware,/package/ Lxc/app-hos ting UTD-Smort=Feature=x25 64 1.8.13 5¥2.9.16.1 XELT.3 secapp-utd.17.83.03.1.0.13 SV2.%.16.1 XE17.3. 86 64.tarTdevicelds70.70.70.1

apps to be installed: 1. Contaimer apes to Be installed are following: [app=hosting=UTD=Snort=Feature=xB6_64=1.8.13 5V2.9.16.1_XE17.3]
ainer (app-hosting-UTD=5no rt-Fe =xB6_B4=1.0.13_5V2.9.16.1_XEIT.3} installation
abled on dev.

Aort-Feature-xB6_64_1.0.13_SV2.9.16.1_XE17.3_sechpp-utd.17.03.03.1.0.13_SV2.9.16.1_¥E17.3. xB6_G4. tar
net
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cEdge7} vManage & HAZAE EEZ31} 57|t E|0{ U=X| = QIELI|CH

Configuration(Z1Z| 12| 0|4) > Devices(C|H}0|A)Z O|S &L}

L2 CONFIGURATION | DEVICES

WAN Edgc List Controller Unclaimed WAN Edg

(! Change Mode = | * Upload WAN Edge List | (3 Export Bootstrap Configuration | [ Syne Smart Account

Q (0Tl = -

HA HA SAASRouter(n 70.70.70.1 70 whManage testZBFW
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Router02# show utd engine standard version

UTD Virtual-service Name:

utd

IOS-XE Recommended UTD Version: 1.0.12_SvV2.9.16.1_XE17.4
IOS-XE Supported UTD Regex: "~1\.0\.([0-9]+)_SV(.*)_XE17.4$

UTD Installed Version: 1.

0.12_8Sv2.9.16.1_XE17.4 <<

0 UTD X[E HE2 XIBEX| &S SEIY = &L

UTD7t CtE E3c = Al™ SEiQIX| = Qlgh/ct

Router02# show app-hosting list

App id

RUNNING <K<K

S BE2 ol BPE ot & Jei A HEE EAIFLICH

Router02# show app-hosting detail appid utd

App id
Owner
State
Application
Type
Name
Version
Description
Path
URL Path
Activated profile name

Resource reservation
Memory
Disk
CPU
CPU-percent
VCPU

utd

ioxm

RUNNING << K

LXC

UTD-Snort-Feature

1.0.12_Sv2.9.16.1_XE17.4 <K<K

Unified Threat Defense

/bootflash/.UTD_IMAGES/iox-utd_1.0.12_SV2.9.16.1_XE17.4.tar

cloud-low

2048 MB
861 MB
7%

0

Show utd engine standard status W& 2 UTD 2710 e & MHE HE|0|EE 7HK

AlEFLCH.

Router02# show utd engine standard status

Engine version : 1.0.6_8V2.9.13.0_XE17.2
Profile : Cloud-Low
System memory :
Usage : 20.10 %
Status : Green
Number of engines 1
Engine Running Health Reason
Engine (#1) : Yes Green None K<<
Overall system status: Green << LKL

Signature update status:

Current signature package

version: 29130.156.s

FH



Last update status: Successful

Last successful update time: Wed Nov 25 07:27:35 2020 EDT <<
Last failed update time: None

Last failed update reason: None

Next update scheduled at: None

Current status: Idle

ClE HHEE AS HdstEl 7|15 &elgct

tod

[e]]]
Htok

Router02# show platform hardware gfp active feature utd config
Global configuration

NAT64: disabled

Drop pkts: disabled

Multi-tenancy: enabled

Data plane initialized: yes

TLS Decryption Policy: disabled

Divert controller mode: enabled

SN threads: 12

CFT inst_id 0 feat id 2 fo id 2 chunk id 13

Max flows: 55000

SN Health: channel: Threat Defense : Green

SN Health: channel: Service : Down

Context Id: 0, Name: Global domain Security Context

Ctx Flags: (0x1c70001)
Engine: Standard
State : Enabled
SN Redirect Mode : Fail-open, Divert
Threat-inspection: Enabled, Mode: IPS
Domain Filtering : Not Enabled

URL Filtering : Enabled <<<<<<<<<<<
File Inspection : Enabled <<<<<<<<<<<
All Interfaces : Enabled

et el 2|
2M 1. 27 Ct5 FRlof HE0|l Lz ESjo] MH|AT} elgLct.
7b4 oloix|E & 4aherLict

maintenance(® X| #2l) > software(& X E9J|04) > activate(Bf H3HZ o|S &Lt



Fallowing devices da not have container software services.
Click ‘Skip Devices'to continue activate image.

* (SAASRouteOT)

7t4 olOlX|M M 2 FE EHLct. MEHE cEdge 2HREIM| HE|O|L] =2 ut Y 5t RIZESI0| Hot
Yol gl B2 ClHtolAoE el AZEQ 0] MH|AT} Qi&LICH.

Additional Templates

AppQoE Choose._.. h
Global Template * Factory_Default_Global_CISCO_Template - 9
Cisco Banner Choose... -
Cisco SNMP Choose... -
CLI Add-On Template Choose... -
Policy Choose... A
Probes Choose... hd
Security Policy CHI_Security_Palicy_2 -

Security Policy

Pleas

are aligned. T

Container Profile * I Fac‘loz_Defauh_UTD_Tempaate

UTD THZ|X|7} 2 F IPS(Intrusion Prevention System), IDS(Intrusion Detection System), URL Z
E{2!(URL-F), AMP(Advanced Malware Protection) S2| 29+ 7|s0| Z&E 2ot HAMS AIE35t=



P2
—

YE30| (522 RIHEILIC ALS TH5 3 BE Eot 750 ZHEHE ZBFW 7I5 1t 2
LR 22 obelLict

Add Security Policy

Choose a scenario that fits your use-case. Click Proceed to continue building your desired policies.

Compliance

Application Firewall | Intrusion Prevention | TLS/SSL Decryption
I

Guest Access
Application Firewall | URL Filtering | TLS/SSL Decryption

Direct Cloud Access
Intrusion Prevention | Advanced Malware Protection | DNS Security | TLS/SSL Decryption

Application Firewal
E—

Direct Internet Access
Intrusion Prevention | URL Filtering | Advanced Malware Protection | DNS Security | TLS/SSL Decryption
—

Application Firewal

* Custom
Build your ala carte policy by combining a variety of security policy blocks

Al5tH vmanage0ll M AtS 22 7H4F O|0|X|E MR

=1K=2
AE

H

M

ZiEIO| =22 51 HIZSloZ H
grLCt.

22X 2. Ar8 7ts# HZ27F £FEuC
cEdge /2 E{0]l 8GB DRAM HIZ 2|7t AU=X| 2 QIEHLICE 22IX| B2 B2 Lxc Hx| L2 A|A0
7tst

MM AZ|ad oM 525t = C|HIO|AE XE35HR| Sf&LICH AFE 5 HEE 2HE =0
LIC}. cEdge 2t<E{7} UTD 7|58 A85tedH %4 8GB2| DRAMO| EghL|ch.

Bl TasKVIEW
Lxz Ingtalll | Validation Success = Initisted By: system  From: 1.1
Total Task: 1 | Failure : 1
O«
& Total Rows
f iox is emabled on device
i0x to be enabled on devic
Cou atere-x$6_64-1.8,13_5¥2.9.16.1_XE17.3)
- i lab v ant, required CPU:J percent, reserved CPU:9 parcent, available CPUSTS percemt, required mesory:2097152 KB, rese
0| B CSRvoil= 4GB2| DRAMEF Q& LICH HIZ 2|2 8GB DRAMLZ YIP0|E8 & HMBH

oz MRIZIR&LICH

show sdwan system status £2{2 2 34Xl & H|Z2|& & QIgL|ct.

RouterO0l# show sdwan system status

Memory usage: 8107024K total, 3598816K used, 4508208K free
349492K buffers, 2787420K cache



24 3. FRE =

o MM 7|50 AFH El= VPN/VRF 7}

ok A AIBA CHE HRE FAES WK|5HY| sk 2ot B
cEdge 2+ E{0l 0]0] TAIEI0] U= K| 2HolBLICY,

Cisco vManage

£X CONFIGURATION | TEMPLATES Server error: illegal reference /nes:devices
/device{vip_internal_temp_device_CSR-FDCDD4AE-

Device Template Total ' 4DB9-B79B-BFF7-45DF437CBBED-ec4f8809-8efc-
Config Preview _al8%. 407 461 BEG ine native

testZBFW

Device list (Total: 1 devices)

CSR-FDCDD4AE-4DB9-
B79B-8FF7-45DF437CBBEO
SAASRouter01(70.70.70.1

of oflollAf E ot EHofl= VPN/VRF 10f| CH3t ] x| Z=o| 2Ix|BF ClutolAolls F44E VRF
10| @& LICt [2tA vmanageOll M S &3 AlZ A0l CHEt R E &= E EHLICH
£ CONFIGURATION | SECURITY  Edit Intrusion Prevention Policy
Target Policy Behavior
‘I nspectio Detection LR secud l, Log Leve Warning
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RouterOl# show utd engine standard status



UTD engine standard is not enabled <<<<<<<<<<<

ISROl#show sdwan virtual-application utd

VERSION ACTIVE PREVIOUS TIMESTAMP

1.0.16_SV2.9.16.1_XE17.3 true true 2022-06-10T13:29:43-00:00
HZES ?lall cHef VPNE & lotn 719 & VRFoi| HAE st ok gfLICt
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https://community.cisco.com:443/t5/security-knowledge-base/router-security-snort-ips-on-routers-step-by-step-configuration/ta-p/3369186
/content/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/security-virtual-image.html
https://www.cisco.com/c/ko_kr/support/index.html
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