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AnyConnect0i| CH8t SSL/DTLS ZE #4743

fjo

1. Devices(C|HFO|A) > VPN > Remote Access(T1Zd HAMA)E 0|S 5104 7|&E P74 HAM|A Z=H
A %{3F_|C}.
&

2. Access Interfaces(HAM|A QIE{H|0|A) MMo 2 0|S 3504 SSL A% 2] Web Access Port
Number(® HMA ZE HF) & DTLS Port Number(DTLS ZE H3$)E MEHO| X EZ AL
Ct.

SSL Settings
Web Access Port Number:* 444
DTLS Port Number:* 444

AnyConnect0] CiEt SSL 2! DTLS ZE #473
3. #HE MEELICH

AnyConnect0i| CHEt IKEv2 ZE ¥1F

fjo

1. Devices(C|HFO|A) > VPN > Remote Access(Z3d HAM|A)Z 0|S3104 7|&E HZ HA|A HH=Y
S Ehct.

M =35} =3l 0 =35 S AX{= TEZ 2|sl=
2. 13 Moo= 0|88 ChE IPsec > X538 Yo = O|SFLICH HME £HstT ZEE e
ZEZ HFFLICH
D7 LEICES | VTN [ EOR ADVancea
Edit Crypto Map o
RAVPN_FTD-HA : =
Enter Description Interface Group:
FTO-HA-DUTSIDE Policy Assignments (1)
IKEvZ IPsec Proposals: Local Realm: LOCAL Dynamic Access Palicy: Nong
Conneaction Profile Access Interfaces Advanced AES-GCM }
Crypto Maps
Crypte Maps are auto generated fo
taller Transforms Follgwing are the list of the interfac ¥ Enable Reverse Route Injection o this VPN configuration in "Access Interface’ tab.
¥4 Enable Client Services
Interface Group Port: RRI
FTD-HA-OUTSIDE 344 true s

Maote: Ensure the port used in VPN configuration 15 not used in other senices

Enabla Perfect Forward Secrecy
Medulugs Group:

Lifetime Duration®:
28800
Lifetime Size:

4608000




21 AnyConnect Z2t0|UE T2t Ut &7 ALEX X|H ZEE ALE6t

£ 7S M S

EO| 3AE FTA T of (428 XXX X:port(192.168.50.5:444)7} 2J0{0oF &L|C}.

<#froot>

>

show run webvpn

webvpn

port 444 < ----

Custom Port that has been configured for SSL



enable outside

dtls port 444 <----- Custom Port that has been configured for DILS

http-headers
hsts-server
enable
max-age 31536000
include-sub-domains
no preload
hsts-client
enable
X-content-type-options
X-XSss-protection
content-security-policy
anyconnect image diskO:/csm/cisco-secure-client-win-X.X.X.X-webdeploy-k9.pkg 1 regex "Windows"
anyconnect enable
tunnel-group-list enable
cache
disable
error-recovery disable

<{froot>

>

show run crypto ikev2

crypto ikev2 policy 10

encryption aes-gcm-256 aes-gcm-192 aes-gcm
integrity null

group 21 20 19 16 15 14

prf sha512 sha384 sha256 sha

Tifetime seconds 86400

crypto i kev2 enable outside client-services port 444 <----- Custom Port configured for IKEv2 dient Ser\
2. AF8XF XY LEE AH835H04 221 X/AnyConnect O Z 2|71 O MM ¢4 M| A0 M| A S

o & QlgfL|Ct.

& G & https:/f192,168,50.5:444/+CSCOE+logon.htmisform_title_text m 0 Q i

28 O vpn O (M whatsApp 9¥ RDB Ik NetSim 2.0 il Attendance = EU Y @l Weekond Roster E il BM (1.xisx @l Warfoom = ElGs.x) M Gmail Cisco VPN Techna, E [ All Baokmarks

Group | RANPN-DHCP
Usarname
Fassword
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