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w Secure  hitps://shell.azune.com
I Azure Cloud Shell

Bash ~ | & 7 @& [3 [ {}
Reguesting a Cloud Shell.Succeeded.
Connecting terminal...

Welcome to Azure Cloud Shell

Type "az" to use Azure CLI 2.0
Type “"help” to learn about Cloud Shell

david@Azure:~$ az interactive

Do you agree to sending telemetry (yes/no)? Default answer is yes: yes
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https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/azu/b_csr1000config-azure/b_csr1000config-azure_chapter_0110.html
https://docs.microsoft.com/en-us/cli/azure/?view=azure-cli-latest
https://shell.azure.com/
https://blogs.msdn.microsoft.com/premier_developer/2017/11/02/choosing-the-right-tooling-for-azure-and-side-by-side-azure-cli-and-powershell-commands/
https://blogs.msdn.microsoft.com/premier_developer/2017/11/02/choosing-the-right-tooling-for-azure-and-side-by-side-azure-cli-and-powershell-commands/
https://blogs.msdn.microsoft.com/premier_developer/2017/11/02/choosing-the-right-tooling-for-azure-and-side-by-side-azure-cli-and-powershell-commands/
https://blogs.msdn.microsoft.com/premier_developer/2017/11/02/choosing-the-right-tooling-for-azure-and-side-by-side-azure-cli-and-powershell-commands/
https://blogs.msdn.microsoft.com/premier_developer/2017/11/02/choosing-the-right-tooling-for-azure-and-side-by-side-azure-cli-and-powershell-commands/
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https://blogs.msdn.microsoft.com/premier_developer/2017/11/02/choosing-the-right-tooling-for-azure-and-side-by-side-azure-cli-and-powershell-commands/
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$ brew update && brew install azure-cTi

3. Azureol 2215t X|&of 2t MME QIS EHLICH.

$ az login

4. HElR KX Q50| 22 E|H Azure 7+ 5

i

"cloudName": "AzureCloud",

HE7H JSON EAle =z HretELch

"id": "09el3fd4-def2-46aa-XXXX-XXXXXXXXXXXX",

"isDefault": true,

"name": "Microsoft Azure Enterprise",

"state": "Enabled",

"tenantId": "ae49849c-2622-XXXX-XXXX~XXXXXXXXXXXX"",

"user": {
"name": "cisco@cisco.com",
"type": lluser‘ll
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https://docs.microsoft.com/en-us/cli/azure/install-azure-cli?view=azure-cli-latest
https://docs.microsoft.com/en-us/cli/azure/install-azure-cli?view=azure-cli-latest

$ az account -h

- 7Moo 2 DE £2{2 JSON Aoz drEtELICH €A e = UEE —ZEHEHOIE S
ME ALE35toq El|o|E0] EAIE 5= Q&LCE.

$ az account list-locations --output table
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$ az vm image list --all --output table
You are retrieving all the images from server which could take more than a minute. To shorten the wait,
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$ az account list-Tocations --output table

DisplayName Latitude Longitude Name

East Asia 22.267 114.188 eastasia
Southeast Asia 1.283 103.833 southeastasia
Central US 41.5908 -93.6208 centralus

East US 37.3719 -79.8164 eastus

East US 2 36.6681 -78.3889 eastus?

West US 37.783 -122.417 westus

North Central US 41.8819 -87.6278 northcentralus
South Central US 29.4167 -98.5 southcentralus

$ az group create --name CorporateDatacenterResourceGroup --Tocation "South Central US"
{
"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XXXXXXXXXxxX/resourceGroups/CorporateDatacenterResource
"location": "southcentralus",
"managedBy": null,
"name": "CorporateDatacenterResourceGroup",
"properties": {
"provisioningState": "Succeeded"

b,


https://docs.microsoft.com/en-us/cli/azure/?view=azure-cli-latest

"tags": null
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app-key
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resource-group CorporateDatacenterResourceGroup
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$ az network vnet create --name CorporateDatacenterVnet --resource-group CorporateDatacenterResourceGro

{
"newVNet": {

"addressSpace": {
"addressPrefixes": [
"192.168.0.0/16"
]
1,

"ddosProtectionPlan": null,
"dhcpOptions": {
"dnsServers": []
1,
"enableDdosProtection": false,
"enableVmProtection": false,
"etag": "W/\"7c39a7a9-46e5-4082-a016-xxxxxxxxxxxx\"",
"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XXXXXXXXXXXX/resourceGroups/CorporateDatacenterResour
"location": "southcentralus",
"name": "CorporateDatacenterVnet",
"provisioningState": "Succeeded",
"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceGuid": "3d95d732-e46a-4fae-a34b-xXxXxXXXXXXXXXX",

"subnets": [],

utagsu: {}’
"type": "Microsoft.Network/virtualNetworks",

"virtualNetworkPeerings": []
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$ az network route-table create --name InsideRoutetable --resource-group CorporateDatacenterResour

"disableBgpRoutePropagation”: false,

"etag": "W/\"45088005-ch6f-4356-bb18-xxxxxxxxxxxx\"",
"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XxXXXXXXxXxxxx/resourceGroups/CorporateDatacenterRes
"location": "southcentralus",

"name": "InsideRoutetable",

"provisioningState": "Succeeded",

"resourceGroup": "CorporateDatacenterResourceGroup",
"routes": [],

"subnets": null,

"tags": null,

"type": "Microsoft.Network/routeTables"

« EHZZ(route-table F7})

redundancy
cloud provider azure 100
bfd peer
route-table InsideRoutetable
default-gateway ip
cidr 1ip
app-key
subscription-id
app-id
tenant-id
resource-group CorporateDatacenterResourceGroup
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$ az network route-table create --name OutsideRoutetable --resource-group CorporateDatacenterResol
{

"disableBgpRoutePropagation": false,

"etag": "W/\"a89b6230-9542-468c-b4b2-xxxxxxxxxxxx\"",

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XXXXXXXXXxXxX/resourceGroups/CorporateDatacenterRes

"location": "southcentralus",

"name": "OutsideRoutetable",

"provisioningState": "Succeeded",

"resourceGroup": "CorporateDatacenterResourceGroup",

"routes": [],

"subnets": null,

"tags": null,

"type": "Microsoft.Network/routeTables"
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$ az network vnet subnet create --address-prefix 192.168.1.0/24 --name InsideSubnet --resource-grc

{

"addressPrefix": "192.168.1.0/24",

"etag": "W/\"a0dbd1l78-3a45-48fb-xxxx-XXXXXXXXXXXx\"",

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-xXxXxXXXxXxxxxxx/resourceGroups/CorporateDatacenterRes
"ipConfigurations": null,

"name": "InsideSubnet",

"networkSecurityGroup": null,

"provisioningState": "Succeeded",

"resourceGroup": "CorporateDatacenterResourceGroup",

"resourceNavigationLinks": null,

"routeTable": {

"disableBgpRoutePropagation": null,

"etag": null,

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-xxXxXxXXxxxxxxx/resourceGroups/CorporateDatacentert
"location": null,

"name": null,

"provisioningState": null,

"resourceGroup": "CorporateDatacenterResourceGroup",
"routes": null,

"subnets": null,

"tags": null,

"type": null

b,

"serviceEndpoints": null
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0

az network vnet subnet create --address-prefix 192.168.2.0/24 --name OutsideSubnet --resource-gr

"addressPrefix": "192.168.2.0/24",

"etag": "W/\"874d1019-90a0-44fd-a09c-0aed8f2ede5b\"",

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XXXXXXXXXXXX/resourceGroups/CorporateDatacenterRes
"ipConfigurations": null,

"name": "QutsideSubnet",

"networkSecurityGroup": null,

"provisioningState": "Succeeded",

"resourceGroup": "CorporateDatacenterResourceGroup",

"resourceNavigationLinks": null,

"routeTable": {

"disableBgpRoutePropagation": null,

"etag": null,

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XxXXXXXXxxxxx/resourceGroups/CorporateDatacenterf
"location": null,

"name": null,



"provisioningState": null,

"resourceGroup": "CorporateDatacenterResourceGroup",
"routes": null,

"subnets": null,

"tags": null,
"type": null
3,
"serviceEndpoints": null
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$ az network public-ip create --name CSRAPublicIP --resource-group CorporateDatacenterResourceGrot
{
"publicIp": {
"dnsSettings": null,
"etag": "W/\"38306703-153b-456b-b2e4-xxxxxxxxxxxx\"",
"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XXXXXXXXXxxX/resourceGroups/CorporateDatacenterf
"idleTimeoutInMinutes": 30,
"ipAddress": "40.124.43.82",
"ipConfiguration": null,
"ipTags": [1,
"location": "southcentralus",
"name": "CSRAPub1icIP",
"provisioningState": "Succeeded",
"publicIpAddressVersion": "IPv4",
"publicIpAllocationMethod": "Static",
"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceGuid": "610e1631-331a-4971-8502-XXXXXXXXXXXX",
"sku": {
"name": "Basic",
"tier": "Regional"
3,
"tags": null,
"type": "Microsoft.Network/publicIPAddresses",
"zones": null

2. 2|2 NICE ddstT 3& IP L E 097]of AZAF LICH.

$ az network nic create --name CSRAOutsideInterface --resource-group CorporateDatacenterResourceGr

{
"NewNIC": {
"dnsSettings": {



"appliedDnsServers": [],
"dnsServers": [],
"internalDnsNamelLabel": null,
"internalDomainNameSuffix": "plk2sxe5i0llccksytfab.jx.internal.cloudapp.net",
"internalFgdn": null
1,
"enableAcceleratedNetworking": false,
"enableIpForwarding": false,
"etag": "W/\"06fd60de-6547-4992-b506-xxxxXXXXXXXX\"",

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XxXXXXXXxxxxx/resourceGroups/CorporateDatacenterf
"ipConfigurations": [
{

"applicationGatewayBackendAddressPools": null,

"applicationSecurityGroups": null,

"etag": "W/\"06fd60de-6547-4992-xxXX-XXXXXXXXXXXX\"",

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XXXXXXXxXxxxx/resourceGroups/CorporateDatacer
"loadBalancerBackendAddressPools": null,

"loadBalancerInboundNatRules": null,

"name": "ipconfigl",

"primary": true,

"privateIpAddress": "192.168.2.4",

"privateIpAddressVersion": "IPv4",
"privateIpAllocationMethod": "Dynamic",
"provisioningState": "Succeeded",

"publicIpAddress": {
"dnsSettings": null,
"etag": null,
"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XXXXXXXXxxxX/resourceGroups/CorporateDatac
"jdleTimeoutInMinutes": null,
"ipAddress": null,
"ipConfiguration": null,
"ipTags": null,
"location": null,
"name": null,
"provisioningState": null,
"publicIpAddressVersion": null,
"publicIpAllocationMethod": null,

"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceGuid": null,
"sku": null,
"tags": null,
"type": null,
"zones": null

1,

"resourceGroup": "CorporateDatacenterResourceGroup",

"subnet": {
"addressPrefix": null,
"etag": null,
"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XXXXXXXXxxxx/resourceGroups/CorporateDatac
"ipConfigurations": null,
"name": null,
"networkSecurityGroup": null,
"provisioningState": null,
"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceNavigationLinks": null,
"routeTable": null,
"serviceEndpoints": null

}

}
1,
"location": "southcentralus",

"macAddress": null,



"name": "CSRAOutsideInterface",

"networkSecurityGroup": null,

"primary": null,

"provisioningState": "Succeeded",

"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceGuid": "93413822-e819-4644-ac0d-XXXXXXXXXXXX",
"tags": null,

"type": "Microsoft.Network/networkInterfaces",
"virtualMachine": null

3. LI NICE d-dgfLich

$ az network nic create --name CSRAInsideIlnterface --resource-group CorporateDatacenterResourceGrec

{

"NewNIC": {

"dnsSettings": {
"appliedDnsServers": [],
"dnsServers": [],
"internalDnsNameLabel": nulT,
"internalDomainNameSuffix": "gllzkplk2sxe5i0llccksytfab.jx.internal.cloudapp.net”,
"internalFqdn": null
s
"enableAcceleratedNetworking": false,
"enableIpForwarding": false,
"etag": "W/\"bebe539f-b5ff-40fa-al22-5c27951afebl\"",

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XXXXXXXXxXxxX/resourceGroups/CorporateDatacenterf
"ipConfigurations": [
{

"appTicationGatewayBackendAddressPools": null,

"appTlicationSecurityGroups": null,

"etag": "W/\"bebe539f-b5ff-40fa-al22-5c27951lafebl\"",

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XXXXXXXXXXxX/resourceGroups/CorporateDatacer
"loadBalancerBackendAddressPools": null,

"loadBaTlancerInboundNatRules": null,

"name": "ipconfigl",

"primary": true,

"privateIpAddress": "192.168.1.4",

"privateIpAddressVersion": "IPv4",
"privateIpAllocationMethod": "Dynamic",
"provisioningState": "Succeeded",
"pubTicIpAddress": null,
"resourceGroup": "CorporateDatacenterResourceGroup",
"subnet": {
"addressPrefix": null,
"etag": null,
"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XXXXXXXXXXXX/resourceGroups/CorporateDatac

"ipConfigurations": null,
"name": null,
"networkSecurityGroup": null,
"provisioningState": null,
"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceNavigationLinks": null,
"routeTable": null,
"serviceEndpoints": null
}
}

1,

"location": "southcentralus",

"macAddress": null,



"name": "CSRAInsideInterface",
"networkSecurityGroup": null,
"primary": null,

"provisioningState": "Succeeded",
"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceGuid": "0f7ae52a-47c3-4563-9fe0-b1484e88296e",

"tags": null,

"type": "Microsoft.Network/networkInterfaces",

"virtualMachine": null

4. AzureO| M AFE 7158 CSR1000v O|O|X|E LI&ELICt. O oflol A E urn O]
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az vm image Tist --all --publisher Cisco --offer cisco-csr-1000v

[

{

"offer": "cisco-csr-1000v",
"publisher": "cisco",

"sku": "16_5",

"urn": "cisco:cisco-csr-1000v:
"version": "16.5.120170418"
"offer": "cisco-csr-1000v",
"publisher": "cisco",

"sku": "16_5",

"urn": "cisco:cisco-csr-1000v:
"version": "16.5.220171128"
"offer": "cisco-csr-1000v",
"publisher": "cisco",

"sku": "16_6",

"urn": "cisco:cisco-csr-1000v:
"version": "16.6.120170804"
"offer": "cisco-csr-1000v",
"publisher": "cisco",

"sku": "16_6",

"urn": "cisco:cisco-csr-1000v:
"version": "16.6.220171219"
"offer": "cisco-csr-1000v",
"publisher": "cisco",

"sku": "16_7",

"urn": "cisco:cisco-csr-1000v:
"version": "16.7.120171201"
"offer": "cisco-csr-1000v",
"publisher": "cisco",

"sku": "3_16",

"urn": "cisco:cisco-csr-1000v:

"version": "3.16.420170208"

16_5:

16_5:

16_6:

16_6:

16_7:

3_16:

16.5.

16.5.

16.6.

16.6.

16.7.

3.16.

120170418",

220171128",

120170804",

220171219",

120171201",

420170208",
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"offer": "cisco-csr-1000v",

"publisher": "cisco",

llskull: ||3_16ll,

"urn": "cisco:cisco-csr-1000v:3_16:3.16.520170215",
"version": "3.16.520170215"

1,
{
"offer": "cisco-csr-1000v",
"publisher": "cisco",
"sku": "csr-azure-byol",
"urn": "cisco:cisco-csr-1000v:csr-azure-byol:16.40.120170206",
"version": "16.40.120170206"
1,
{
"offer": "cisco-csr-1000v",
"publisher": "cisco",
"sku": "csr-azure-byol",
"urn": "cisco:cisco-csr-1000v:csr-azure-byol:3.16.0",
"version": "3.16.0"
1,
{
"offer": "cisco-csr-1000v",
"publisher": "cisco",
"sku": "csr-azure-byol",
"urn": "cisco:cisco-csr-1000v:csr-azure-byol:3.16.2",
"version": "3.16.2"
}

5. 0|0|X|2] URN O|E S 2 CSR1000vE T=sgtL|Ct.

$ az vm create --resource-group CorporateDatacenterResourceGroup --name CSRA --location southcentr

Running ..
{
"fqdns": "",
"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XxXXXXXXxxxxx/resourceGroups/CorporateDatacenterRes
"location": "southcentralus",
"macAddress": "00-0D-3A-5D-83-58,00-0D-3A-5D-89-27",
"powerState": "VM running",

"privateIpAddress": "192.168.2.4,192.168.1.4",
"publicIpAddress": "40.124.43.82",

"resourceGroup": "CorporateDatacenterResourceGroup",
"zones": ""

= 2 Fo| ME&2 CSR1000v7} £&E LICt.

$ az vm Tist --resource-group CorporateDatacenterResourceGroup --show-details --output table
Name ResourceGroup PowerState Pub1icIps Fqdns Location Zones

CSRA CorporateDatacenterResourceGroup VM running 40.124.43.82 southcentralus



6. CSR1000v0i| 2121504 7|5 & & lgL|Ct.

$ ssh cisco@40.124.43.82

The authenticity of host '40.124.43.82 (40.124.43.82)' can't be established.
RSA key fingerprint is SHA256:q33FHw7RTkDn

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '40.124.43.82' (RSA) to the Tist of known hosts.

Password:

CSRA#

CSRA#show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl 192.168.2.4 YES DHCP up up
GigabitEthernet2 192.168.1.4 YES DHCP up up

7EtA|. 5 B4mH CSR1000v 2HRE{E MAI8HL|C}.
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$ az network public-ip create --name CSRBPubTlicIP --resource-group CorporateDatacenterResourceGrot
{
"publicIp": {
"dnsSettings": null,
"etag": "W/\"f0f98dac-ea56-4efe-8da6-81la221lac3474\"",
"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-xXxXXxXXxXxxxxxx/resourceGroups/CorporateDatacentert
"idleTimeoutInMinutes": 30,
"ipAddress": "23.100.122.102",
"ipConfiguration": null,
"ipTags": [1],
"location": "southcentralus",
"name": "CSRBPublicIP",
"provisioningState": "Succeeded",
"publicIpAddressVersion": "IPv4",
"publicIpAllocationMethod": "Static",
"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceGuid": "aa03bc26-22df-4696-bd77-ca29df029d7d",
"sku": {
"name": "Basic",
"tier": "Regional"
}!
"tags": null,
"type": "Microsoft.Network/publicIPAddresses",
"zones": null

2. 2[R NICE ddst S& IP FAE of7]of A LICH.

$ az network nic create --name CSRBOutsideInterface --resource-group CorporateDatacenterResourceGt
{
"NewNIC": {
"dnsSettings": {
"appliedDnsServers": [],
"dnsServers": [1],



"internalDnsNamelLabel": null,
"internalDomainNameSuffix": "gllzkplk2sxe5i0llccksytfab.jx.internal.cloudapp.net”,
"internalFgdn": null

1,

"enableAcceleratedNetworking": false,

"enableIpForwarding": false,

"etag": "W/\"ee0a0b41-42f6-4ac2-91c2-xxxxxxxxxxxx\"",

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XxXXXXXXxxxxx/resourceGroups/CorporateDatacenterf
"ipConfigurations": [
{

"applicationGatewayBackendAddressPools": null,

"applicationSecurityGroups": null,

"etag": "W/\"ee0a0b41-42f6-4ac2-91c2-xxxxxxxxxxxx\"",

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XXXXXXXxXxxxx/resourceGroups/CorporateDatacer
"loadBalancerBackendAddressPools": null,

"loadBalancerInboundNatRules": null,

"name": "ipconfigl",

"primary": true,

"privateIpAddress": "192.168.2.5",

"privateIpAddressVersion": "IPv4",
"privateIpAllocationMethod": "Dynamic",
"provisioningState": "Succeeded",

"publicIpAddress": {
"dnsSettings": null,
"etag": null,
"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XXXXXXXXxxxX/resourceGroups/CorporateDatac
"jdleTimeoutInMinutes": null,
"ipAddress": null,
"ipConfiguration": null,
"ipTags": null,
"location": null,
"name": null,
"provisioningState": null,
"publicIpAddressVersion": null,
"publicIpAllocationMethod": null,

"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceGuid": null,
"sku": null,
"tags": null,
"type": null,
"zones": null
1,
"resourceGroup": "CorporateDatacenterResourceGroup",
"subnet": {
"addressPrefix": null,
"etag": null,
"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XXXXXXXXxxxx/resourceGroups/CorporateDatac
"ipConfigurations": null,
"name": null,
"networkSecurityGroup": null,
"provisioningState": null,
"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceNavigationLinks": null,
"routeTable": null,
"serviceEndpoints": null
}
}
1,
"location": "southcentralus",
"macAddress": null,
"name": "CSRBOutsideInterface",

"networkSecurityGroup": null,



"primary": null,

"provisioningState": "Succeeded",

"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceGuid": "c3f05156-ad07-4abd-a006-XXXXXXXXXXXX"",
"tags": null,

"type": "Microsoft.Network/networkInterfaces",
"virtualMachine": null

3. LI NICE d-dgfLich

$ az network nic create --name CSRBInsideInterface --resource-group CorporateDatacenterResourceGrec

{

"NewNIC": {

"dnsSettings": {
"appliedDnsServers": [],
"dnsServers": [],
"internalDnsNameLabel": nulT,
"internalDomainNameSuffix": "zkplk2sxe5i0llccksytfab.jx.internal.cloudapp.net",
"internalFqdn": null
s
"enableAcceleratedNetworking": false,
"enableIpForwarding": false,
"etag": "W/\"15edf738-fc77-431c-80f3-xxxxxxxxxxxx\"",

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XXXXXXXXxXxxX/resourceGroups/CorporateDatacenterf
"ipConfigurations": [
{

"applicationGatewayBackendAddressPools": null,

"appTlicationSecurityGroups": null,

"etag": "W/\"15edf738-fc77-431c-80f3-xxxxxxxxxxxx\"",

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XXXXXXXXXXxX/resourceGroups/CorporateDatacer
"loadBalancerBackendAddressPools": null,

"loadBaTlancerInboundNatRules": null,

"name": "ipconfigl",

"primary": true,

"privateIpAddress": "192.168.1.5",

"privateIpAddressVersion": "IPv4",
"privateIpAllocationMethod": "Dynamic",
"provisioningState": "Succeeded",
"pubTicIpAddress": null,
"resourceGroup": "CorporateDatacenterResourceGroup",
"subnet": {
"addressPrefix": null,
"etag": null,
"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XXXXXXXXXXXX/resourceGroups/CorporateDatac

"ipConfigurations": null,

"name": null,

"networkSecurityGroup": null,

"provisioningState": null,

"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceNavigationLinks": null,

"routeTable": null,

"serviceEndpoints": null

}
3
1,
"location": "southcentralus",
"macAddress": null,
"name": "CSRBInsideInterface",

"networkSecurityGroup": null,



"primary": null,

"provisioningState": "Succeeded",

"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceGuid": "085c88fc-9e78-49be-a5a7 -XXXXXXXXXXXX"",
"tags": null,

"type": "Microsoft.Network/networkInterfaces",
"virtualMachine": null

—
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$ az vm create --resource-group CorporateDatacenterResourceGroup --name CSRB --location southcentr

{
"fqdns": "",
"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-Xxxxxxxxxxxx/resourceGroups/CorporateDatacenterRes
"location": "southcentralus",
"macAddress": "00-0D-3A-5D-8C-51,00-0D-3A-5D-85-2A",
"powerState": "VM running",

"privateIpAddress": "192.168.2.5,192.168.1.5",
"publicIpAddress": "23.100.122.102",
"resourceGroup": "CorporateDatacenterResourceGroup",
"zones": ""

8EHA|. 6EHAHOIAM ST MRI2E SAE VM MAsHLICE O] oo M
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$ az network public-ip create --name VMHostPublicIP --resource-group CorporateDatacenterResourceGt
{
"publicIp": {
"dnsSettings": null,
"etag": "W/\"5943a230-1leeb-4cf0-b856-xxxxxxxxxxxx\"",
"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XXXXXXXXXXXX/resourceGroups/CorporateDatacenterf
"idleTimeoutInMinutes": 30,
"ipAddress": "104.215.77.207",
"ipConfiguration": null,
"ipTags": [1,
"location": "southcentralus",
"name": "VMHostPublicIP",
"provisioningState": "Succeeded",
"publicIpAddressVersion": "IPv4",
"pubTlicIpAllocationMethod": "Static",
"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceGuid": "eal9cl0a-2fd3-498f-b984-XXXXXXXXXXXX"",
"sku": {
"name": "Basic",
"tier": "Regional"

}’



"tags": null,
"type": "Microsoft.Network/publicIPAddresses",
"zones": null

2. 2|5 NICE M35t OutsideSubnetdt 2 IP FTAE 4ZgLICH MEYO| NICOH Q4ZE]
HIP FATENICH A S22 SEEILICE 0| of|oflA OutsideSubnet2 192.168.2.0/240|0H
NICO| AtISo 2 S el IP FAE 192.168.2.6 ] L|C}.

$ az network nic create --name VMHostOutsideInterface --resource-group CorporateDatacenterResource
{
"NewNIC": {
"dnsSettings": {
"appliedDnsServers": [],
"dnsServers": [],
"internalDnsNameLabel": nulT,
"internalDomainNameSuffix": "gzkplk2sxe5i0llccksytfab.jx.internal.cloudapp.net”,
"internalFqdn": null
3,
"enableAcceleratedNetworking": false,
"enableIpForwarding": false,
"etag": "W/\"2c70c97b-6470-42c8-b481-xxxxxxxxxxxx\"",

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-Xxxxxxxxxxxx/resourceGroups/CorporateDatacenterf
"ipConfigurations": [
{

"applicationGatewayBackendAddressPools": null,
"applicationSecurityGroups": null,
"etag": "W/\"2c70c97b-6470-42c8-b481-xxxXXXXXXXXXX\"",
"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-Xxxxxxxxxxxx/resourceGroups/CorporateDatacer
"loadBalancerBackendAddressPools": null,
"loadBaTlancerInboundNatRules": null,
"name": "ipconfigl",
"primary": true,
"privateIpAddress": '"192.168.2.6",
"privateIpAddressVersion": "IPv4",
"privateIpAllocationMethod": "Dynamic",
"provisioningState": "Succeeded",
"publicIpAddress": {
"dnsSettings": null,
"etag": null,
"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XxxXxxXxxxxxxx/resourceGroups/CorporateDatac
"idleTimeoutInMinutes": null,
"ipAddress": null,
"ipConfiguration": null,
"ipTags": null,
"location": null,
"name": null,
"provisioningState": null,
"publicIpAddressVersion": null,
"publicIpAllocationMethod": null,
"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceGuid": null,
"sku": null,
"tags": null,
"type": null,
"zones": null
1,
"resourceGroup": "CorporateDatacenterResourceGroup",
"subnet": {



"addressPrefix": null,

"etag": null,

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XXXXXXXXxxxx/resourceGroups/CorporateDatac
"ipConfigurations": null,

"name": null,

"networkSecurityGroup": null,

"provisioningState": null,

"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceNavigationLinks": null,

"routeTable": null,

"serviceEndpoints": null

}
}
1,
"location": "southcentralus",
"macAddress": null,
"name": "VMHostOutsideInterface",

"networkSecurityGroup": null,

"primary": null,

"provisioningState": "Succeeded",

"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceGuid": "89588a04-6ba6-467d-a86T-XXXXXXXXXXXX"",
"tags": null,

"type": "Microsoft.Network/networkInterfaces",
"virtualMachine": null

3. LI NICE d-dgfLich

$ az network nic create --name VMHostInsideInterface --resource-group CorporateDatacenterResource(
{
"NewNIC": {
"dnsSettings": {
"appliedDnsServers": [],
"dnsServers": [],
"internalDnsNamelLabel": null,
"internalDomainNameSuffix": "zkplk2sxe5i0llccksytfab.jx.internal.cloudapp.net",
"internalFqdn": null
s
"enableAcceleratedNetworking": false,
"enableIpForwarding": false,
"etag": "W/\"dda7eacf-4670-40c2-999c-xxxxxxxxxxxx\"",

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XXXXXXXXxXxxx/resourceGroups/CorporateDatacenterf
"ipConfigurations": [
{

"applicationGatewayBackendAddressPools": null,
"appTlicationSecurityGroups": null,

"etag": "W/\"dda7eacf-4670-40c2-999c-xxxXXXXXXXXXxX\"",
"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XXXXXXXXXXXX/resourceGroups/CorporateDatacer
"loadBalancerBackendAddressPools": null,
"loadBalancerInboundNatRules": null,

"name": "ipconfigl",

"primary": true,

"privateIpAddress": "192.168.1.6",
"privateIpAddressVersion": "IPv4",
"privateIpAllocationMethod": "Dynamic",
"provisioningState": "Succeeded",

"pubTicIpAddress": null,

"resourceGroup": "CorporateDatacenterResourceGroup",
"subnet": {



"addressPrefix": null,
"etag": null,

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XXXXXXXXxxxx/resourceGroups/CorporateDatac
"ipConfigurations": null,
"name": null,

"networkSecurityGroup": null,

"provisioningState": null,
"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceNavigationLinks": null,
"routeTable": null,

"serviceEndpoints": null

}
}
1,

"location":

"southcentralus",

"macAddress": null,
"name": "VMHostInsideInterface",
"networkSecurityGroup": null,

"primary": null,

"provisioningState": "Succeeded",

"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceGuid": "8efl2cdd-cc31-432e-99cT-XXXXXXXXXXXX"",
"tags": null,

"type": "Microsoft.Network/networkInterfaces",

"virtualMachine": null

4. Ubuntu VMZ FSgfLICt O] o0l UbuntuLTSE AtSEfLICH

az vm image list --output table
You are viewing an offline 1ist of images, use --all to retrieve an up-to-date Tist

Offer

Cent0S

Core0S

Debian
openSUSE-Leap
RHEL

SLES
UbuntuServer
WindowsServer
WindowsServer
WindowsServer
WindowsServer

Publisher

OpenlLogic

Core0S

credativ

SUSE

RedHat

SUSE

Canonical
MicrosoftWindowsServer
MicrosoftWindowsServer
MicrosoftWindowsServer
MicrosoftWindowsServer

Sku

7.3

Stable

8

42.3

7.3

12-SP2
16.04-LTS
2016-Datacenter
2012-R2-Datacenter
2012-Datacenter
2008-R2-SP1

Urn

OpenLogic:Cent0S:7.3:latest
Core0S:Core0S:Stable:latest
credativ:Debian:8:latest
SUSE:openSUSE-Leap:42.3:latest
RedHat:RHEL:7.3:Tatest
SUSE:SLES:12-SP2:1atest
Canonical:UbuntuServer:16.04-LTS: Tatest
MicrosoftWindowsServer:WindowsServer: 2(
MicrosoftWindowsServer:WindowsServer: 2(
MicrosoftWindowsServer:WindowsServer: 2(
MicrosoftWindowsServer:WindowsServer: 2(

$ az vm create --resource-group CorporateDatacenterResourceGroup --name VmHost --location southcer

{

"fgdns": "",

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-Xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResc
"location": "southcentralus",

"macAddress": "00-0D-3A-5D-B7-CB,00-0D-3A-5D-B8-9B",

"powerState":

"VM running",

"privateIpAddress": "192.168.2.6,192.168.1.6",
"publicIpAddress": "104.215.77.207",
"resourceGroup": "CorporateDatacenterResourceGroup",

"zones":
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$ az network route-table route create --address-prefix 8.8.8.8/32 --name default_route --next-hop-
{

"addressPrefix": "8.8.8.8/32",

"etag": "W/\"ef9e650a-5d70-455d-b958-5a0efc07e7ad\"",

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XxXXXXXXXXxxX/resourceGroups/CorporateDatacenterRes

"name": "default_route",

"nextHopIpAddress": "192.168.1.4",

"nextHopType": "VirtualAppliance",

"provisioningState": "Succeeded",

"resourceGroup": "CorporateDatacenterResourceGroup"

el
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$ az network route-table route create --address-prefix 8.8.8.8/32 --name internet --next-hop-type
{

"addressPrefix": "8.8.8.8/32",

"etag": "W/\"d2c7e32e-8d32-4856-a3a6-xxxxxxxxxxxx\"",

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-xXxXXXXXXXxxxx/resourceGroups/CorporateDatacenterRes

"name": "internet",

"nextHopIpAddress": null,

"nextHopType": "Internet",

"provisioningState": "Succeeded",
"resourceGroup": "CorporateDatacenterResourceGroup"
}
3. Ubuntu VMO{| 23215t LHF QIE{H0|AE S ECHZE 8.8.8.82 HAst= B2E F7t
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$ ifconfig
ethO Link encap:Ethernet HWaddr 00:0d:3a:5d:b7:cb

inet addr:192.168.2.6 Bcast:192.168.2.255 Mask:255.255.255.0
inet6 addr: fe80::20d:3aff:fe5d:b7cb/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:3986 errors:0 dropped:0 overruns:0 frame:0

TX packets:2881 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:3475393 (3.4 MB) TX bytes:592740 (592.7 KB)

ethl Link encap:Ethernet HWaddr 00:0d:3a:5d:b8:9b

inet addr:192.168.1.6 Bcast:192.168.1.255 Mask:255.255.255.0
inet6 addr: fe80::20d:3aff:fe5d:b89b/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:2 errors:0 dropped:0 overruns:0 frame:0



TX packets:14 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:762 (762.0 B) TX bytes:1620 (1.6 KB)

$ sudo route add -host 8.8.8.8 gw 192.168.1.1 dev ethl

$ route -n

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
0.0.0.0 192.168.2.1 0.0.0.0 UG 0 0 0 ethO
8.8.8.8 192.168.1.1 255.255.255.255 UGH 0 0 0 ethl
168.63.129.16 192.168.2.1 255.255.255.255 UGH 0 0 0 ethO
169.254.169.254 192.168.2.1 255.255.255.255 UGH 0 0 0 ethO
192.168.1.0 0.0.0.0 255.255.255.0 U 0 0 0 ethl
192.168.2.0 0.0.0.0 255.255.255.0 U 0 0 0 ethO

« EZSl(cidrip £7}

redundancy
cloud provider azure 100
bfd peer
route-table InsideRoutetable
default-gateway ip
cidr ip 8.8.8.8/32
app-key
subscription-id
app-id
tenant-id
resource-group CorporateDatacenterResourceGroup

N 21 0IE{1(8.8.8.8)2 pingstEd™ 10EHHI0I A CSR1000v 2H2 E{0llA] NATS 24454
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Router#config t
Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#crypto pki trustpool import url http://www.cisco.com/security/pki/trs/ios.p7b
Reading file from http://www.cisco.com/security/pki/trs/ios.p7b

Loading http://www.cisco.com/security/pki/trs/ios.p7b !!!

% PEM files import succeeded.


https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/azu/b_csr1000config-azure/b_csr1000config-azure_chapter_01001.html
https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/azu/b_csr1000config-azure/b_csr1000config-azure_chapter_01001.html
https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/azu/b_csr1000config-azure/b_csr1000config-azure_chapter_01001.html
https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/azu/b_csr1000config-azure/b_csr1000config-azure_chapter_01001.html
https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/azu/b_csr1000config-azure/b_csr1000config-azure_chapter_01001.html
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‘=0l M BFD(Bi-directional Forwarding Detection) 2! EIGRP 5= BGP(Routing Protocol)&
sttt
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o AduasolMel Bid tHe FAE I|o{ CSRe & IP FALICH

« CSRA ZAI|zd|o|M

crypto isakmp policy 1

encr aes 256

authentication pre-share

crypto isakmp key cisco address 0.0.0.0

|

crypto ipsec transform-set uni-perf esp-aes 256 esp-sha-hmac
mode tunnel

|

crypto ipsec profile vti-1

set security-association lifetime kilobytes disable
set security-association lifetime seconds 86400

set transform-set uni-perf

set pfs group2

|

interface Tunnell

ip address 192.168.101.1 255.255.255.252

bfd interval 500 min_rx 500 multiplier 3

tunnel source GigabitEthernetl

tunnel mode 1ipsec 1ipv4

tunnel destination 23.100.122.102 /* Public IP of the peer CSR */
tunnel protection ipsec profile vti-1

|

router eigrp 1

bfd all-interfaces

network 192.168.101.0

- CSRB Zx|zgo[

crypto isakmp policy 1

encr aes 256

authentication pre-share

crypto isakmp key cisco address 0.0.0.0

I

crypto ipsec transform-set uni-perf esp-aes 256 esp-sha-hmac
mode tunnel

I

crypto ipsec profile vti-1

set security-association lifetime kilobytes disable
set security-association lifetime seconds 86400

set transform-set uni-perf

set pfs group2

I
interface Tunnell

ip address 192.168.101.2 255.255.255.252

bfd interval 500 min_rx 500 multiplier 3

tunnel source GigabitEthernetl

tunnel mode ipsec ipv4



tunnel destination 40.124.43.82 /* Public IP of the peer CSR */
tunnel protection ipsec profile vti-1

|

router eigrp 1

bfd all-interfaces

network 192.168.101.0

3. NAT & et 8ol gt S et AT|aso[MdE2 & CSR1000v 2t E{ MM 25 AFSELICH
Olz LHF QE{H0|AE S VM B ABEE 2[5 JAeLich

interface GigabitEthernetl

ip nat outside

|

interface GigabitEthernet?2

ip nat inside

!

ip nat inside source 1list 10 interface GigabitEthernetl overload
access-1list 10 permit 192.168.1.0 0.0.0.255 /* Translating the inside subnet of the VM */
!

ip route 0.0.0.

1

.0.0 192.168.2.1
ip route 192.168. 2

0 0.0
8.1.0 255.255.255.0 GigabitEthernet2 192.168.1.1

4. Z2 H|o|E0 CHEt M A Mo{(IAM)E FIHELICH AzureCLIOIM 88 Z2I3(CSRA &
CSRB)O| &oll =x| &0l Azured| M InsideRouteTable2 M3t F 51 &fLICH.
« CtZ MMM —scopes SMOZE ALSE In3|deRouteTabIe_°_| IDE &felgfLct

$ az network route-table show --resource-group CorporateDatacenterResourceGroup --name InsideRoute

"disabTleBgpRoutePropagation": false,
"etag": "W/\"f0c85464-bba0-465a-992a-xxxxxxxxxxxx\"",

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XxXXXXXXxXxxxx/resourceGroups/CorporateDatacenterRes
"location": "southcentralus",
"name": "InsideRoutetable",

- ®lZ 3 (subscription-id F7})

redundancy
cloud provider azure 100
bfd peer
route-table InsideRoutetable
default-gateway ip
cidr ip 8.8.8.8/32
app-key
subscription-id 09e13fd4-XxXXX-XXXX=XXXX=XXXXXXXXXXXX
app-id
tenant-id
resource-group CorporateDatacenterResourceGroup

5. InsideRouteTable0l CHEH IAM @& & BFELICH HY — S M2 0| £339| id EHE 0| M 7+HA
ZLct
= .



- app-id, password(app-key) & B E IDE 7| & LICH.

$ az ad sp create-for-rbac -n "InsideRouteTabTeIAM" --role "network contributor" --scopes /subscri
{

"appIld": "576dd4f1-c08d-XXXX-XXXX-XXXXXXXXXXXXX"",

"displayName": "InsideRouteTableIAM",

"name": "http://InsideRouteTableIAM",

"password": "aaafc573-e84e-42ac-b4e3-XXXXXXXXXXXXX",
"tenant": "ae49849c-2622-XXXX=XXXX=XXXXXXXXXXXXX"
}
- B ZZl(app-key, app-id & tenant-id F7})
redundancy
cloud provider azure 100
bfd peer

route-table InsideRoutetable

default-gateway ip

cidr ip 8.8.8.8/32

app-key aaafc573-e84e-42ac-b4e3-XXXXXXXXXXXXX
subscription-id 09e13fd4-XxXXX—XXXX=XXXX=XXXXXXXXXXXX
app-id 576dd4f1-c08d-46b9-cccc-XXXXXXXXXXXXX
tenant-id ae49849c-2622-XXXX-XXXX=XXXXXXXXXXXXX
resource-group CorporateDatacenterResourceGroup

. T BIRE{0|M 2R E 0|53 E M ELICH F 2IRE{e] Am|ago|M 7te| st & 0|H
2 bfd Z|o{2t 7| HOo|E o|L|LCt.
« CSRA Zix|zgfo|M

redundancy

cloud provider azure 100
bfd peer 192.168.101.2
route-table InsideRoutetable
default-gateway ip 192.168.1.4
cidr ip 8.8.8.8/32
app-key aaafc573-e84e-42ac-b4de3-XXXXXXXXXXXXX
subscription-id 09el3fd4-XXXX-XXXX=XXXX=XXXXXXXXXXXX
app-id 576dd4f1-c08d-46b9-cccc—XXXXXXXXXXXXX
tenant-id ae49849c-2622-XXXX-XXXX=XXXXXXXXXXXXX
resource-group CorporateDatacenterResourceGroup

« CSRB ZAI|zd|o|M

redundancy
cloud provider azure 100
bfd peer 192.168.101.1
route-table InsideRoutetable
default-gateway ip 192.168.1.5
cidr ip 8.8.8.8/32
app-key aaafc573-e84e-42ac-b4e3-XXXXXXXXXXXXX
subscription-id 09e13fd4-XXXX—XXXX=XXXX=XXXXXXXXXXXX
app-id 576dd4f1-c08d-46b9-cccc-XXXXXXXXXXXXX



tenant-id ae49849c-2622-XXXX-XXXX~XXXXXXXXXXXXX
resource-group CorporateDatacenterResourceGroup

1.BFD ¥ 22t Zu|1so|ME &QlgfLch

CSRA#show 1ip interface brief

Interface IP-Address OK? Method Status
GigabitEthernetl 192.168.2.4 YES DHCP  up
GigabitEthernet2 192.168.1.4 YES DHCP  up
Tunnell 192.168.101.1  YES manual up

CSRB#show ip interface brief

Interface IP-Address OK? Method Status
GigabitEthernetl 192.168.2.5 YES DHCP  up
GigabitEthernet2 192.168.1.5 YES DHCP  up
Tunnell 192.168.101.2  YES NVRAM up

CSRA#show bfd neighbors

IPv4 Sessions
NeighAddr LD/RD RH/RS State
192.168.101.2 4097/4097 Up Up

CSRA#show redundancy cloud provider azure 100
Cloud HA: work_in_progress=FALSE
Provider : AZURE node 100

State : idle

BFD peer = 192.168.101.2
BFD intf = Tunnell
resource group = CorporateDatacenterResourceGroup

subscription id = 09el3fd4-def2-46aa-XXXX-XXXXXXXXXXXX
tenant id = ae49849c-2622-4d45-b95e-XXXXXXXXXXXX
application id = 1e0f69c3-b6aa-46cf-b5FI-XXXXXXXXXXXX
application key = aaafc573-e84e-42ac-b4e3-XXXXXXXXXXXXX
route-table = InsideRoutetable

cidr = 8.8.8.8/32

Default Gateway IP = 192.168.1.4

2. VMO M CH& 2 2 ping & tracerouteE A ELICE pingO| LHE eth1 RQIE{H|O|AE S1t5t

K| #lgrLct.

$ ping -I ethl 8.8.8.8

PING 8.8.8.8 (8.8.8.8) from 192.168.1.6 ethl: 56(84) bytes of data.
64 bytes from 8.8.8.8: icmp_seq=1 ttl1=54 time=10.5 ms

64 bytes from 8.8.8.8: icmp_seq=2 ttl1=54 time=10.6 ms

Protocol
up
up
up

Protocol
up
up
up

Int
Tul



$ traceroute 8.8.8.8
traceroute to 8.8.8.8 (8.8.8.8), 30 hops max, 60 byte packets
1 192.168.1.4 (192.168.1.4) 1.516 ms 1.503 ms 1.479 ms

cisco@mHost:~$ ping -I ethl 8.8.8.8
PING 8.8.8.8 (8.8.8.
64 bytes from 8.8.8
64 bytes from 8.8.8.
64 bytes from 8.8.8.
64 bytes from 8.8.8

8

8: icmp_seq=1 tt1=117 time=10.3 ms
8: icmp_seq=2 ttl=117 time=10.3 ms
8: icmp_seq=3 tt1=117 time=10.3 ms
8: icmp_seq=4 ttl1=117 time=10.2 ms

. Traceroute= VMO A 8.8.8.87} X|2| BE7} CSRAL| LHE QIE{H|0|A

S LCh.

cisco@mHost:~$ sudo traceroute -I 8.8.8.8
traceroute to 8.8.8.8 (8.8.8.8), 30 hops max, 60 byte packets
1 192.168.1.4 (192.168.1.4) 34.003 ms 34.000 ms 33.998 ms

. CSRAQ| Ef'd 1 RIE{H|0|A & S=3t0o] Yol ZXIE AlZclo|ME

CSRA#config t

Enter configuration commands, one per line. End with CNTL/Z.
CSRA(config)#int tunnell

CSRA(config-if)#sh

. O|d| E2H=o| CSRBL| ZEt0|%! QIE{H|0|AE Sall OlSst=X] &

cisco@mHost:~$ sudo traceroute -I 8.8.8.8
traceroute to 8.8.8.8 (8.8.8.8), 30 hops max, 60 byte packets
1 192.168.1.5 (192.168.1.5) 1.294 ms 1.291 ms 1.290 ms

N 21 Azure 22t oM RO Zx| Al XIed0] WS & QUaLich x|
=)

OF &fLICt.

HA Zoll Zx| Soil HAIX|E &t&sted™ CIHIE E-gstErLch

CSRA#debug redundancy cloud all
CSRA#debug ip http all

) from 192.168.1.6 ethl: 56(84) bytes of data.

g 7EIHE

LICE.
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- 215 Y Xt BH 27 = CSR1000v7t Azure A2 H|O|EO| CiEt API Z2EE £™E &= U
£ Ste HRE AMA HEER Qls L EtLICt 10E A 2 EH DI T4 Elo] =X
CHA[ B &1 = QlghLCt.

*Jul 13 23:29:53.365: CLOUD-HA : res content iov_len=449 1iov_base={"error":"invalid_client","error_desc
Error validating credentials. AADSTS50012: Invalid client secret is provided.\r\nTrace ID: 56873e4b-378
Correlation ID: cce94817-29eb-4ebd-833a-\r\nTimestamp: 2018-07-13 23:29:54Z","error_codes":[70002,50012
23:29:547" ,"trace_id":"56873e4b-3781-4ee6-8bd9-xxXxXXXXxXXxxxX","correlation_id":"cce94817-29eb-4ebd-833a

lad x4

- O -1

rkl

e Azure CLI 2.0
» Microsoft AzureE Cisco CSR 1000v H{XE 7} 0|E
« Azure 2! Azure CLI 2! PowerShell 232301 CH$t SHIE = F AEH



https://docs.microsoft.com/en-us/cli/azure/?view=azure-cli-latest
https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/azu/b_csr1000config-azure/b_csr1000config-azure_chapter_0110.html
https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/azu/b_csr1000config-azure/b_csr1000config-azure_chapter_0110.html
https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/azu/b_csr1000config-azure/b_csr1000config-azure_chapter_0110.html
https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/azu/b_csr1000config-azure/b_csr1000config-azure_chapter_0110.html
https://blogs.msdn.microsoft.com/premier_developer/2017/11/02/choosing-the-right-tooling-for-azure-and-side-by-side-azure-cli-and-powershell-commands/
https://blogs.msdn.microsoft.com/premier_developer/2017/11/02/choosing-the-right-tooling-for-azure-and-side-by-side-azure-cli-and-powershell-commands/
https://blogs.msdn.microsoft.com/premier_developer/2017/11/02/choosing-the-right-tooling-for-azure-and-side-by-side-azure-cli-and-powershell-commands/
https://blogs.msdn.microsoft.com/premier_developer/2017/11/02/choosing-the-right-tooling-for-azure-and-side-by-side-azure-cli-and-powershell-commands/
https://blogs.msdn.microsoft.com/premier_developer/2017/11/02/choosing-the-right-tooling-for-azure-and-side-by-side-azure-cli-and-powershell-commands/
https://blogs.msdn.microsoft.com/premier_developer/2017/11/02/choosing-the-right-tooling-for-azure-and-side-by-side-azure-cli-and-powershell-commands/
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