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RP/0/RPO/CPUO:0Oct 28 12:46:58.459 IST: pfm_node_rp[349]: %PLATFORM-DIAGS-3-PUNT_FABRIC_DATA_PATH_FAILED
Set|online_diag_rsp[24790] | System Punt/Fabric/data Path Test(0x2000004) |failure threshold is 3,
(slot, NP) failed: (0/9/CPUO, 1) (0/9/CPUO, 3)
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2 10: A99-XE AlEste EONER 7|8 LC B& B3 &= Cisco ASR 9904, ASR 9906, ASR
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Optimized(Basic QoS) LCZ AF8& £ &L|Ch
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1 min : against VQI 0, 20, 40, 60 (to all 4 NPs)

5th min : against VQI 1, 21, 41, 61..



6 min :

Ol ZE VQI7I 22 E|H =8to 2 BrsEL|C}
o AX|E TIE miZlo] 2AIZEoll =25 of Z2[#H 0|440] PFM(Platform Fault Manager) 0l A
BHEE Y FLIcH

<#root>
RP/0/RP1/CPUO:AG2-2#

show pfm | ocation 0/ RP1/ CPUO

node: nodeO_RPO_CPUO

CURRENT TIME: Apr 7 01:04:04 2022PFM TOTAL: 1  EMERGENCY/ALERT(E/A): O  CRITICAL(CR): O  ERROR(ER):

Raised Time | S#|Fault Name |Sev|Proc_ID|Dev/Path Name |Handle
———————————————————— B ittt e B i ettt A

Apr 7 00:54:52 2022|0 |PUNT_FABRIC_DATA_PATH_FAILED |[ER |10042 >>ID |System Punt/Fa|0x2000004

PFM ZEoi CHet & HEE +EotcdH Ots BF 232 AXELICH

<tfroot>

show pfm |l ocation all

show pfmtrace | ocation al

EY Z2= M0 st ZEof CHEF RiMIEE LIS 2 O S BB S A8 =+ J&Lich

<#root>
show pfm process nane <process_nane> | ocation <l ocati on>

>>> location where the PFM alarm is observed

stol gl LC ot 7|Ei
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Slice Based Architecture
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Per Slice Power Management:
PE1(admin-config)# hw-module power saving location ? slice [0-3]
e —— | e

Ent=3 - 8x100G LC

100G OF7|E4* 1274

Interlaken 2x 8x15G = 240Gbps raw BW
2x 16x 10.9375Gbps 3x Fencer ports
= 350G raw BW

CPU

bp to 14x115G

QSFP 9 P

i

* No external TCAM on this card. Only 5Mb internal TCAM
* Due to limited TCAM only L3 Transport/LSR features supported

EOt&3 12*100G LC
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Z} RSP/RP(Route Switch Processor/Switch Processor)l= §tLtS| &2& FAHXHO0|E RSP/RPE
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<#root>
RP/0/RPO/CPUO:AG3_1#
show controllers np ports all location 0/0/CPUO

>>> LCO 1is installed in sTlot 2

Node: 0/0/CPUO:

NP Bridge Fia Ports

0o -- 0 TenGigEO/0/0/0/0 - TenGigEO/0/0/0/9, TenGigE0/0/0/1/0 - TenGigEO/0/0/1/9
1 -- 1 TenGigE0/0/0/2/0 - TenGigEO/0/0/2/9, HundredGigE0/0/0/3

2 -- 2 HundredGigE0/0/0/4 - HundredGigEO/0/0/5 >>>Below is the VQI assignment
3 - 3 HundredGigE0/0/0/6 - HundredGigEO/0/0/7

RP/0/RPO/CPUO:AG3_1#

sh controller fabric vqgi assignnment slot 2

slot = 2



fia_inst = 2 >>>FIA 2

VQI = 40 SPEED_100G
VQI = 41 SPEED_100G
VQI = 42 SPEED_100G

VQI = 43 SPEED_100G



VQI = 44

VQI = 45
VQI = 46
VQI = 47
VQI = 56

VQI = 57

SPEED_100G

SPEED_100G

SPEED_100G

SPEED_100G

SPEED_100G

SPEED_100G



VQI = 58

VQI = 59
VQI = 60
VQI = 61
VQI = 62

VQI = 63

SPEED_100G

SPEED_100G

SPEED_100G

SPEED_100G

SPEED_100G

SPEED_100G
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Egress NP congestion - = backpressure toingress FIA >
Packet is en-queued in the dedicated VoQ —>

No impact of the packet going to different egress NP >

One VoQ set (4 queues) No head-of-line-block issue
per each NP in the system

Backpressure: egress NP = egress FIA >
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= E;%— + '*... "> NP1 PHY
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For the FC card each path is 55 Gbps
For the FC2 card each path is 115 Gbps
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For the FC card each path is 55 Gbps
For the FC2 card each path is 115 Gbps
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For the FC card each path is 55 Gbps
For the FC2 card each path is 115 Gbps
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For the FC card each path is 55 Gbps
For the FC2 card each path is 115 Gbps
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show logging | inc “PUNT_FABRIC_DATA_PATH”
RP/0/RP1/CPUO:0ct 28 12:46:58.459 IST: pfm_node_rp[349]: %PLATFORM-DIAGS-3-PUNT_FABRIC_DATA_PATH_FAILED

Set|online_diag_rsp[24790] | System Punt/Fabric/data Path Test(0x2000004) |failure threshold is 3, (slot,
failed: (0/9/CPUO, 1) (0/9/CPUO, 3)

oM AZEH 0/9/CPUOL| NP1 2! NP304| CHEH EX|7}F & ghLCt.

« MAl&RE o™ BHE runngdotal Y= LICEH
- PFM E&
<#root>

RP/0/RP1/CPUO:AG2-2#

show pfm | ocati on 0/ RP1/ CPUO

node: nodeO_RP1_CPUO

CURRENT TIME: Mar 25 12:11:29 2022

PFM TOTAL: 1 EMERGENCY/ALERT(E/A): 0  CRITICAL(CR): O ERROR(CER): 1

Raised Time | S#|Fault Name | Sev|Proc_ID|Dev/Path Name |Handle
———————————————————— s Tttt it aatat e R A ittt
Mar 25 12:03:30 2022|1 |PUNT_FABRIC_DATA_PATH_FAILED |ER |8947 |System Punt/Fa|0x2000004

RP/0/RP1/CPUO:AG2-2#

sh pfm process 8947 | ocation 0/rpl/CPUO

node: nodeO_RP1_CPUO

CURRENT TIME: Mar 25 12:12:36 2022

PFM TOTAL: 1 EMERGENCY/ALERT(E/A): 0  CRITICAL(CR): O ERROR(CER): 1
PER PROCESS TOTAL: 0 EM: 0 CR: 0 ER: 0

Device/Path[1 ]:Fabric Toopbac [0x2000003 ] State:RDY Tot: O



Device/Path[2 ]:System Punt/Fa [0x2000004 ] State:RDY Tot: 1

1 Fault Id: 432
Sev: ER
Fault Name: PUNT_FABRIC_DATA_PATH_FAILED

Raised Timestamp: Mar 25 12:03:30 2022
Clear Timestamp: Mar 25 12:07:32 2022
Changed Timestamp: Mar 25 12:07:32 2022
Resync Mismatch: FALSE

MSG: failure threshold is 3, (slot, NP) failed: (0/9/CPUO, 1) (0/9/CPUO, 3)

« DIAG HIA[X| RP2} LC zto| THA! A= (ZIT mZ! 2+42 12) Lt

RPo| IHZ! B =

online_diags <===> SPP <===> Fabric <===> NP

LCo| iZ! B=:

online_diags <===> SPP <===> Punt-switch <====> NP



« LC LIS NP FZHi E|AE

NPZE DIAGS m{Z!2 1£0iCt LC CPUOA Punt Switch2 FUE|H 25 NPO|A S eiEL|Ct ™
& mjE2lo 2 0|s5tK| et&LICH EHO{EIRE XQIE L= 5l Of3 = ZE NP2l 00|32 3 E 0|
Ct.

£l 2:LC: 222! FlEt > AQl > LC-NP > (R X)
o« FIEH HEEF ZZ: LC-NP > Punt > 222l TIEH: LC

<#root>
RP/0/RPO/CPUO:AG2-2 (admin)#
show di agnosti ¢ content |ocation <>

>>> (in cXR)

<#root>
RP/0/RPO/CPUO:AG2-2#
show di agnosti c content |ocation <>

>>> (in eXR)
A9K-8X100GE-L-SE 0/0/CPUO:

Diagnostics test suite attributes:
M/C/* - Minimal bootup Tevel test / Complete bootup level test / NA
B/0/* - Basic ondemand test / not Ondemand test / NA
P/V/* - Per port test / Per device test / NA
D/N/* - Disruptive test / Non-disruptive test / NA
S/* - Only applicable to standby unit / NA
X/* - Not a health monitoring test / NA
F/* - Fixed monitoring interval test / NA

E/* - Always enabled monitoring test / NA

A/1 Monitoring is active / Monitoring is inactive

n/a Not applicable

Test Interval Thre- Timeout

ID Test Name Attributes (day hh:mm:ss.ms shold ms )



1) CPUCtriScratchRegister ---------- > FBRENFHFFEA 000 00:01:00.000 3 n/a

2) DBCtrlScratchRegister --------—--—- > FBFNFHFFFA 000 00:01:00.000 3 n/a

3) PortCtriScratchRegister --------- > FRENFHFFEA 000 00:01:00.000 3 n/a

4) PHYScratchRegister -------------- > FBHENFFHFHFA 000 00:01:00.000 3 n/a

5) NPULoopback ------------cc—- > FRENF*HFA 000 00:01:00.000 3 n/a
<#root>

RP/0/RPO/CPUO:AG2-2#

show di agnostic result |ocation 0/0/CPU

A9K-8X100GE-L-SE 0/0/CPUO:
Overall diagnostic result: PASS

Diagnostic level at card bootup: bypass

Test results: (. = Pass, F = Fail, U = Untested)
1 ) CPUCtrilScratchRegister ---------- > .
2 ) DBCtrilScratchRegister ----------- > .
3 ) PortCtrilScratchRegister --------- > .
4 ) PHYScratchRegister -----------—-—-—- > .
5 ) NPULoopback -----------------—- > .

« O] oflo M A= e CHz "TIE %! & " Oi/iH+-E =52 = KHMS| BHIAEE + JU&LICH

<tfroot>

admin diag start Tocation 0/x/cpu0 test NPULoopback (cXR)

RP/0/RPO/CPUO:AG3_1#
di agnostic start location 0/0/CPUD test NPULoopback

>>> eXR

Fri May 13 06:53:00.902 EDT

<tfroot>



RP/0/RPO/CPUO:AG3_1#

show di agnostic res location 0/0/CPU test 5 detail

>>>

Here there are

multiple test 1-5 (check previous examples)

Test

results: (. = Pass, F = Fail, U = Untested)

5 ) NPULoopback --------------——— > .
Error code ---———------——————- > 0 (DIAG_SUCCESS)
Total run count ------------- > 67319
Last test execution time ----> Fri May 13 06:53:01 2022
First test failure time ----- > n/a
Last test failure time ------ > n/a
Last test pass time --------- > Fri May 13 06:53:01 2022
Total failure count --------- >0
Consecutive failure count ---> 0

* NP7} DIAG HIAIXIE = &/& st =X H I LICH
<#root>

RP/0/RSP1/CPUO:AG2-2#

show control lers np counters | ocation

108
904
906
122
790

PARSE_RSP_INJ_DIAGS_CNT
PUNT_DIAGS_RSP_ACT
PUNT_DIAGS_RSP_STBY
PARSE_LC_INJ_DIAGS_CNT
DIAGS

16 MDF_TX_LC_CPU

25195
12584
12611
2618
12618

3998218312

inc DIAG LC_CPU

[elNeNeloNe]

937

>>>
>>>
>>>
>>>
>>>

>>>

total DIAG packets injected by Active
Loopbacks to Active RP

Loopbacks to Stdby R

total DIAG packets injected by LC
total DIAG packets replied back to LC

a packet punted to LC CPU

PARSE_RSP_INJ_DIAGS_CNT should match (PUNT_DIAGS_RSP_ACT + PUNT_DIAGS_RSP_STDBY)
PARSE_LC_INJ_DIAGS_CNT should match DIAGS

PARSE_XX_INJ_DIAGS_CNT should increment periodically.

« SPP(Software Packet Path)0lA DIAG HIA|X|E ELH BH=X| &0l



show spp sid stats Tocation | inc DIAG
35430
I

2. DIAG
2. DIAG 35430
Olzdet 7I2El= =4l Y T1&E DIAG FH2E ULICH LCo|M & & Lx[et &H &1 = U
Ct.
« C|H{3 punt-inject I2-packets diag np 0 location 0/9/CPUO
QI FIEt mfZlg Eum 2o Q&LCh

27 0of: SPPO|AM A[HA HHS 7} Oxde
Sent DIAG packet. NP:0 Slot:0 Seq:0x4e

LC/0/1/CPUO:Jun 6 04:14:05.581 : spp[89]:
LC/0/1/CPUO:Jun 6 04:14:05.584 : spp[89]: Rcvd DIAG packet. NP:0 Slot:0 Seq:0x4e
- I 2ol EE0| Y| FletLcH
<#root>
show drops all |ocation
show drops all ongoing location
QI FIEk = 2 73 C|HZ E2l(eXR):
|Z|7HLE FE RIS M EFUAREZE QlStE o o2 'H REF L
HlD& + JU&LICH

=2chel TIE2 EH
Ct. o|e{&r EF bt Aof| CHEE SPP ZH&{ 2t

<#root>
adm n debug di agnostic engi neer |ocation

adm n debug di agnostic error |ocation



1 0|28t C|BH1E admin undebugall HIE 35t 5tedH HE S =4&L|Ct

RP/0/RSPO/CPUO:Mar 25 05:43:43.384 EST: online_diag_rsp[349]: Slot 1 has 4 NPs >>> Sending DIAG
messages to NPs on slot 1

RP/0/RSPO/CPUO:Mar 25 05:43:43.384 EST: online_diag_rsp[349]: PuntFabricDataPath: sending
a pak (seq 25), destination physical slot 1 (card type 0x3d02aa), NP 0, sfp=0xc6
RP/0/RSPO/CPUO:Mar 25 05:43:43.384 EST: online_diag_rsp[349]: PuntFabricDataPath: sending
a pak (seq 25), destination physical slot 1 (card type 0x3d02aa), NP 1, sfp=Oxde
RP/0/RSPO/CPUO:Mar 25 05:43:43.384 EST: online_diag_rsp[349]: PuntFabricDataPath: sending
a pak (seq 25), destination physical slot 1 (card type 0x3d02aa), NP 2, sfp=0xf6
RP/0/RSPO/CPUO:Mar 25 05:43:43.384 EST: online_diag_rsp[349]: PuntFabricDataPath: sending
a pak (seq 25), destination physical slot 1 (card type 0x3d02aa), NP 3, sfp=0x1lOe

RP/0/RSPO/CPUO:Mar 25 05:43:43.888 EST: online_diag_rsp[349]: PuntFabricDataPath:
Time took to receive 22 pkts: 503922888 nsec, timeout value: 500000000 nsec
RP/0/RSPO/CPUO:Mar 25 05:43:43.888 EST: online_diag_rsp[349]: PuntFabricDataPath:
Received 22 packets, expected 24 => Some replies missed



RP/0/RSPO/CPUO:Mar
Got a packet from
RP/0/RSPO/CPUO:Mar

a packet, seq. no.:
25 05:43:43.888 EST:

RP/0/RSPO/CPUO:Mar
Got a packet from
RP/0/RSPO/CPUO:Mar

a packet, seq. no.:
25 05:43:43.888 EST:

RP/0/RSPO/CPUO:Mar
Got a packet from

25 05:43:43.888 EST:

physical slot 1, np

25 05:43:43.888 EST:

25

physical slot 1, np

25 05:43:43.888 EST:

25

physical slot 3, np

0

2

0

online_diag_rsp[349]: PuntFabricDataPath:

online_diag_rsp[349]: Successfully verified

online_diag_rsp[349]: PuntFabricDataPath:
<= Replies from NP1 and NP3 missing

online_diag_rsp[349]: Successfully verified

online_diag_rsp[349]: PuntFabricDataPath:

. Tle Fx;
<{froot>

RP/0/RP1/CPUO:AG2-2#

show di agnostic trace |ocation 0/rpl/ CPUO

Fri Mar 25 12:16:40.866 IST
1765 wrapping entries (3136 possible, 2048 allocated, 0 filtered, 3503120 total)

Mar 16 02:40:21.641 diags/online/gold_error 0/RP1/CPUO t7356 Failed to get ack: got O responses,
expected 1

Mar 16 02:40:36.490 diags/online/message 0/RP1/CPUO t8947 My nodeid 0x120,
board type = 0x100327

rack# is 0, slot# 1,
Mar 16 02:40:36.948 diags/online/message 0/RP1/CPUO t8947 dev cnt=25, path cnt=3, shm Toc for
dev alarms@0x7fd4fObec000, path alarms@0x7fd4f0becOlc, path alarm data@Ox7fd4f0Obec028

Mar 16 02:40:37.022 diags/online/message 0/RP1/CPUO t8947 Last rpfo time: 1647378637

Mar 24 06:03:27.479 diags/online/error 0/RP1/CPUO 2105# t9057 PuntFabricDataPath test error:
physical slot 11(LC# 9): expected np mask: 0x0000000f, actual: 0x0000000b, failed: 0x00000004

Mar 24 06:03:27.479 diags/online/error 0/RP1/CPUO 634# t9057 PuntFabricDataPath test failure detected,
detail in the form of (0-based) (slot, NP: count): (LC9,2: 13)

e

Ju
HI

=
T

Ju

(@]
i

El

e

. Aef(Z 3T HEl, A, AX & ZEo| ciEt M3):
<#root>

show controllers fabric health |ocation <>



<#root>
show control lers fabric health spine al

« OBFL(Onboard Failure Logging)(CHA| 2E £ AL 7I5)

<tfroot>

admin

sysadmin-vm:0_RPO#
show | oggi ng onboard fabric |ocation 0/0

« OITB|A LC FIAMIM THEE] 7} 2E

<#root>
show controllers fabric fia errors ingress |ocation <>

show controllers fabric fia stats |ocation

« Q1aBA LC 22 AHKTrident & SIP-70001= s &I x| & 2):
[0-1] location <>

<#root>
show controllers fabric crossbar statistics instance

s x| ef3):

. 0|Z3|A LC A2 AHK(Trident L SIP-7000 =

| ocation <>

<#root>
show controllers fabric crossbar statistics instance [0-1]



« O|2dA LC FIA:

<#root>
show control lers fabric fia errors egress |ocation <>

show controllers fabric fia stats |ocation

<#root>
show control lers fabric crossbar statistics instance [0-1] spine [0-6]

<#root>
show controllers fabric fia drops ingress |location <>

« O|2BA LC FIA:
<#root>

show controllers fabric fia drops egress location <>

« ASIC 2F:
LSP:
asic-errors instance 0 | ocation<>

<#root>
show controllers fabric crossbar
| ocation <>

show asic-errors fia <> all



- EntE3:

<{froot>

show asic-errors fia <> all |ocation <>

<#root>

RP/0/RPO/CPUO:AG3_1#

show controllers np fabric-counters all npO |ocation 0/0/CPUO

Node: 0/0/CPUO:

Egress fabric-to-bridge interface 2 counters for NP 0

INTERLAKEN_CNT_TX_BYTES 0x000073fc
INTERLAKEN_CNT_TX_FRM_GOOD 0x000000ae
INTERLAKEN_CNT_TX_FRM_BAD 0x00000000

need to check if it is incremented

Egress fabric-to-bridge interface 3 counters for NP 0

INTERLAKEN_CNT_TX_BYTES 0x0004abdd
INTERLAKEN_CNT_TX_FRM_GOOD 0x000005b8
INTERLAKEN_CNT_TX_FRM_BAD 0x00000000

Ingress fabric-to-bridge interface 2 counters for NP 0

INTERLAKEN_CNT_RX_BYTES 0x0004aeb5
INTERLAKEN_CNT_RX_FRM_GOOD 0x0000058e
INTERLAKEN_CNT_RX_FRM_BAD 0x00000000
INTERLAKEN_CNT_RX_BURST_CRC32_ERROR 0x00000000
INTERLAKEN_CNT_RX_BURST_CRC24_ERROR 0x00000000
INTERLAKEN_CNT_RX_BURST_SIZE_ERROR 0x00000000

Ingress fabric-to-bridge interface 3 counters for NP 0

23b6d99b

a79d6612

00000000

fe02068d

089aac95

00000000

a4b9dbbe

b7b91c15

00000000

00000000

00000000

00000000

>>> this is 0 which is good,



INTERLAKEN_CNT_RX_BYTES 0x000094ce b8783f95

INTERLAKEN_CNT_RX_FRM_GOOD 0x000000f5 33cf9ed?7
INTERLAKEN_CNT_RX_FRM_BAD 0x00000000 00000000
INTERLAKEN_CNT_RX_BURST_CRC32_ERROR 0x00000000 00000000
INTERLAKEN_CNT_RX_BURST_CRC24_ERROR 0x00000000 00000000
INTERLAKEN_CNT_RX_BURST_SIZE_ERROR 0x00000000 00000000

FolstedH

i
1ok

« FIAS| 213 &l

show controllers fabric fia link-status location

<#root>

RP/0/RPO/CPUO:AG3_1#

show controllers fabric fia link-status | ocation 0/0/CPUD

FhRwdwdks FTA-Q #*#Fddddids

Category: 1ink-0

spaui 1ink-0 Up >>> FIA to NP 1ink
spaui link-1 Up >>> FIA to NP 1ink
arb 1ink-0 Up >>> Arbitor 1ink
xbar 1ink-0 Up >>> FIA to XBAR 1ink
xbar Tink-1 Up >>> FIA to XBAR 1ink
xbar 1ink-2 Up >>> FIA to XBAR 1ink

+ XBARS| 23 MENE =HQlsteim CHe g 8L
<#root>

RP/0/RPO/CPUO:AG3_1#

show controllers fabric crossbar |ink-status instance 0 | o 0/ 0/ CPUO

Mon May 2 04:05:06.161 EDT

PORT Remote Slot Remote Inst Logical ID Status




00 0/0/CPUO 01 2 Up

01 0/FC3 01 0 Up
02 0/FC3 00 0 Up
03 0/FC4 01 0 Up
04 0/FC2 01 0 Up
05 0/FC4 00 0 Up
06 0/FC2 00 0 Up
07 0/FC1 01 0 Up
10 0/FC1 00 0 Up
14 0/FCO 01 0 Up
15 0/FCO 00 0 Up
16 0/0/CPUO 02 0 Up
18 0/0/CPUO 02 2 Up
19 0/0/CPUO 02 1 Up
20 0/0/CPUO 03 2 Up
21 0/0/CPUO 03 1 Up
22 0/0/CPUO 03 0 Up
23 0/0/CPUO 00 2 Up
24 0/0/CPUO 00 1 Up
25 0/0/CPUO 00 0 Up
26 0/0/CPUO 01 0 Up
27 0/0/CPUO 01 1 Up

LSP 7t=0iM Ol28t 2O & #Ests AR

LC/0/3/CPUO:Jul 5 13:05:53.365 IST: fab_xbar[172]: %PLATFORM-CIH-5-ASIC_ERROR_THRESHOLD :
sfe[1]: An interface-err error has occurred causing packet drop transient.
ibbRegl7.1ibbExceptionHier.ibbRegl7.ibbExceptionLeaf0.intIpcFncOUcDataErr Threshold has been exceeded

17*2 047“" B % AP%3P04 ;‘T’:E% M%‘%PE |-_-'|| E—%OI show controllersfabric crosshar link-statusinstance 1 lo
or3icpuo EILICH.



21 +E:

<{froot>

show pl atform

show i nvent ory

show tech fabric

show tech np

show tech ethernet interface

show | oggi ng

show pfm |l ocation all

show pfmtrace | ocation <location id>

show controllers pmvqgi |ocation all

show hw nodul e fpd | ocation all (cxr) / admn show hw nodul e fpd (exr)

show control lers fti trace <process-name> |ocation <Card |ocation>

adm n show tech obfl

Cxr:
From Admin:

show | oggi ng onboard conmon | ocati on <>

show | oggi ng onboard error |ocation <>

Exr:
From sysadmin/calvados:

show | oggi ng onboard fabric |ocation <>



« FIAO| ASIC 2F 7} e B2

LS:

<ffroot>

show controllers asic LS-FIA instance <instance> bl ock <bl ock_nanme> regi ster-nane <regi ster_nane> | ocat

LsPo| e

<tfroot>

show control l ers asic LSP-FIA instance <instance> bl ock <bl ock_name> regi ster-nane <regi ster_nane> | ocat

LC/0/9/CPUO:Mar 1 05:12:25.474 IST: fialc[137]: %PLATFORM-CIH-5-ASIC_ERROR_THRESHOLD :
fia[3]: A Tink-err error has occurred causing performance loss persistent.
fnc2serdesRegl. fnc2serdesExceptionHier.fnc2serdesRegl.fnc2serdesExceptionLeafo.
iNTprbsErrTxphyrdydropped6é Threshold has been exceeded

o QAEIAE FIAASICO| QIARA 5 IL|C} 047|M "3" block_name "fnc2serdesReg1"O|
1 register_name "fnc2serdesExceptionLeaf0" 2 L|C}.

« LC/RSP XBARO{M ASIC 277} et B2

<ttroot>

show control l ers asic SKB-XBAR i nstance <instance> bl ock-nane <bl ock_nanme> regi ster-nane <regi ster_nane:

LC/0/7/CPUO:Mar 4 06:42:01.241 IST: fab_xbar[213]: %PLATFORM-CIH-5-ASIC_ERROR_THRESHOLD :
sfe[0]: An interface-err error has occurred causing packet drop transient.
ibbRegll.ibbExceptionHier.ibbRegll.ibbExceptionLeaf0.intIpcFnclUcDataErr Threshold has been exceeded

. QIAEIAL SFE/XBAR ASIC2| QIAEIARILICE 047]A, "0" block_name "ibbReg11"0| 1
register_name "ibbExceptionLeaf0"O|C}.



« ASIC 2% 7} FC XBAROM ET k= AR

<{froot>

show control | ers asic FC2- SKB- XBAR i nstance <i nstance> bl ock-nanme <bl ock_nanme> regi ster-nanme <register _r

RP/0/RP0O/CPUO:Mar 4 06:41:14.398 IST: fab_xbar_sp3[156]: %PLATFORM-CIH-3-ASIC_ERROR_SPECIAL_HANDLE_THR
fc3xbar[1]: A link-err error has occurred causing packet drop transient.
cfTRegl7.cf1ExceptionHier.cf1Regl7.cflExceptionLeaf4.intCf1Pall1RxAlignErrPktRcvd Threshold has been e

1248 ASIC7} "FC3-SKB-XBAR"O| 11 QIAEIA = SFE/XBAR ASIC2| QIAEAARIL|CH 047|A
"1"L|Ct. = Ct "fc3xbar[1]"0| A 2= block_name "cflReg17"0| 1 register_name
"cflExceptionLeaf4" L |C}.

of:

<{froot>
RP/0/RSPO/CPUO: AG2-10#

sh logging | i ASIC

RP/0/RSP0/CPUO:May 11 20:48:57.658 IST: fab_xbar[184]: %PLATFORM-CIH-5-ASIC_ERROR_THRESHOLD :
sfe[0]: An interface-err error has occurred causing packet drop transient.
ibbRegl13.1ibbExceptionHier.ibbRegl3.ibbExceptionlLeaf0.intIpcFncOUcDataErr Threshold has been exceeded

RP/0/RSPO/CPUO: AG2-10#

sh controllers fabric crossbar |ink-status instance 0 | ocation 0/rsp0/CPUO

PORT Remote Slot Remote Inst Logical ID Status

04 0/0/CPUO 00 1 Up
06 0/0/CPUO 00 0 Up
08 0/7/CPUO 00 1 Up

10 0/7/CPUO 00 0 Up



24 0/2/CPUO 00 0 Up

26 0/2/CPUO 00 1 Up
>>> ibbRegl3 >> 13%2 = 26 SO IT IS POINTING TO LC2 - IN THIS CASE YOU CAN DO OIR TO RECOVER THE ASIC E

40 0/RSP0/CPUO 00 0 Up

RP/0/RSPO/CPUO: AG2-10#

show control l ers asic SKB-XBAR i nstance 0 bl ock-nane i bbRegl3 regi ster-nane i bbExcepti onLeafO |ocation (

address  name value

0x00050d080 SkyboTltRegisters_ibbRegl3_ibbExceptionLeafO_intlStat 0x00000000 (4 bytes)
address  name value

0x00050d084 SkyboltRegisters_ibbRegl3_ibbExceptionLeafO_intlStatRwls 0x00000000 (4 bytes)
address  name value

0x00050d088 SkyboTltRegisters_ibbRegl3_ibbExceptionLeafO_intlEnable Oxfffffffb (4 bytes)
address  name value

0x00050d08c SkyboltRegisters_ibbRegl3_ibbExceptionLeafO_intlFirst 0x00000000 (4 bytes)
address  name value

0x00050d090 SkyboTltRegisters_ibbRegl3_ibbExceptionLeafO_int2Stat 0x00000c50 (4 bytes)
address  name value

0x00050d094 SkyboltRegisters_ibbRegl3_ibbExceptionLeafO_int2StatRwls 0x00000c50 (4 bytes)
address  name value

0x00050d098 SkyboTltRegisters_ibbRegl3_ibbExceptionLeafO_int2Enable 0x00000000 (4 bytes)
address  name value

0x00050d09c SkyboltRegisters_ibbRegl3_ibbExceptionLeafO_int2First 0x00000000 (4 bytes)
address  name value

0x00050d0a0 SkyboTltRegisters_ibbRegl3_ibbExceptionLeaf0_haltEnable 0x00000000 (4 bytes)
address  name value

0x00050d0a4 SkyboltRegisters_ibbRegl3_ibbExceptionLeaf0_fault 0x00000000 (4 bytes)
address  name value

0x00050d0a8 SkyboltRegisters_ibbRegl3_ibbExceptionLeafO_intMulti 0x00000840 (4 bytes)
address  name value

0x00050d0ac SkyboTltRegisters_ibbRegl3_ibbExceptionLeaf0_leaf 0x00000000 (4 bytes)

RP/0/RSPO/CPUO:AG2-10#



<#root>

RP/0/RSP0O/CPUO:AG2-10#

sho controllers fabric arbiter |ink-status |ocation 0/1/%

Port Remote Slot Remote Elem Remote Inst Status
00 0/1/CPUO FIA 0 Up
01 0/1/CPUO FIA 1 Up
24 0/RSP0O/CPUO ARB 0 Up
25 0/RSP1/CPUO ARB 0 Up

val 7t88E #elstcd{H Chs 2 s> LICH

<tfroot>
RP/0/RPO/CPUQ:AG3_1#

sh controllers fabric vqgi assignnent al

Current mode: Highbandwidth mode - 2K VQIs

Node Number of VQIs
0/0/CPUO 80
0/1/CPUO 40
0/2/CPUO 48
0/3/CPUO 80
0/5/CPUO 80
0/7/CPUO 80

0/12/CPUO 64



RP* /RSP

In Use =

Available =

vaQlof &%

<{froot>

480

1568

LBl S5 SOl

— L=

RP/0/RPO/CPUO:AG3_1#

sh control ler fabric vq

Thu May 12 07:58:59.897 EDT

slot = 7

fia_inst = 0

VQI = 400
VQI = 401
VQI = 402
VQI = 403
VQI = 404
VQI = 405
VQI = 406
slot = 7

fia_inst = 1

VQI = 416
VQI = 417
VQI = 418
VQI = 419
VQI = 420

FIA0I| M tail dropO|

SPEED_100G

SPEED_100G

SPEED_100G

SPEED_100G

SPEED_100G

SPEED_100G

SPEED_100G

SPEED_40G

SPEED_40G

SPEED_40G

SPEED_40G

SPEED_100G

VQIO| A Ci7|d Zlo| &Hol:

ZHE =

assi gnnent slot 7



<ffroot>
RP/0/RPO/CPUO:AG3_1#

show control lers fabric fia g-depth |l ocation 0/0/CPU0

Thu May 12 08:00:42.186 EDT
Tk FTA-(Q FRkEkwk

Category: g_stats_a-0

Voq ddr pri Cellecnt  STot_FIA_NP
28 0 2 2 LCo_1_.1
Trwrksdkak FTA-( FRkEkwk

Category: g_stats_b-0

Voq ddr pri Cellecnt  STot_FIA_NP
skt FTA—] Fdde s

Category: g_stats_a-1

Voq ddr pri Cellecnt  STot_FIA_NP
7 0 2 12342 LCO_0_0
>>> Here Packet count is high so we need to check for LCO FIAO NPO (egress) is there any congestion
or any other issue in LCO FIAO or NPO

Here Pri = 2 is the default queue (BE) , Pri = 0 is P1 (Voice, real time) queue, Pri =1 is P2

97 0 2 23 LC1_0_0

<ffroot>
RP/0/RPO/CPU0:AG3_1#

show controllers fabric vqgi assignnent slot 02

slot = 2

fia_inst = 0

VQI = 0 SPEED_10G
VQI = 1 SPEED_10G
VQI = 2 SPEED_10G
VQI = 3 SPEED_10G
VQI = 4 SPEED_10G



VQI = 5 SPEED_10G
VQI = 6 SPEED_10G

VQI = 7 SPEED_10G

VQIO| CHEH ZE OfZ M AL

o2

<{froot>
RP/0/RPO/CPU0:AG3_1#

show control l ers pmvgi |ocation 0/0/CPUD

PTatform-manager VQI Assignment Information

Interface Name | ifh Value | VQI | NP#
TenGigEO_0_0_0_1 | 0x4000680 | 1 | 0
TenGigEO0_0_0_0_2 | 0x40006c0 | 2 | 0
TenGigEO0_0_0_0_3 | 0x4000700 | 3 0
TenGigEO_0_0_0_4 | 0x4000740 | 4 | 0
TenGigEO_0_0_0_5 | 0x4000780 | 5 0
TenGigEO_0_0_0_6 | 0x40007cO | 6 | 0
TenGigEO_0_0_0_7 | 0x4000800 | 7 | 0

<#root>

RP/0/RPO/CPUO:AG3_1#

show controllers pminterface tenG gE 0/0/0/0/7

Ifname(1): TenGigE0_0_0_0_7, 1ifh: 0x4000800 :
iftype Oxle

egress_uidb_index 0x12, 0x0, 0x0, 0xO0
ingress_uidb_index 0x12, 0x0, 0x0, 0xO0
port_num 0x0

subsTot_num 0x0



ifsubinst
ifsubinst port
phy_port_num
channel_id
channel_map
Tlag_id

virtual_port_id

switch_fabric_port

in_tm_qgid_fid0
in_tm_qgid_fidl
in_qos_drop_base
out_tm_qid_fidO0
out_tm_qgid_fidl

np_port

23 5%

<#froot>

Show tech fabric

Show tech np

0x0

0x7

0x7

0x0

0x0

Ox7e

Oxa

>>> VQI matching for the ports

0x38001e

0x0

0xa69400

0x1fe002

OXFFFFFFFF

0xd3

show controllers pmtrace ?

async Platform
creation Platform
error Platform
information Platform
init Platform
other Platform
stats Platform

manager

manager

manager

manager

manager

manager

manager

async trace

interface creation/deletion trace
error trace

information trace

init trace

common trace

stats trace



Z
U
N
0ot
I
"

NP 2

In
1
ro

<#root>
RP/0/RPO/CPUO:AG3_1#

show controller np load all |ocation 0/0/CPUO

Node: 0/0/CPUO:
Load Packet Rate

NPO: 2% utilization 3095766 pps

NP1l: 3% utilization 5335675 pps
NP2: 0% utilization 498 pps
NP3: 0% utilization 1117 pps
ZE OjZE
<#root>
RP/0/RPO/CPUO:AG3_1#
show controllers np ports all |ocation 0/0/CPUO
Node: 0/0/CPUO:
NP Bridge Fia Ports

0 -- 0 TenGigEO/0/0/0/0 - TenGigEO/0/0/0/9, TenGigE0/0/0/1/0 - TenGigEO/0/0/1/9
1 -- 1 TenGigE0/0/0/2/0 - TenGigEO0/0/0/2/9, HundredGigE0/0/0/3

2 - 2 HundredGigEO0/0/0/4 - HundredGigEO0/0/0/5

3 - 3 HundredGigE0/0/0/6 - HundredGigEO/0/0/7



E0:z3a

Ol RE= &2|At 2=QlL|C}.

<{froot>

sysadmin-vm:0_RPO#

show controller switch statistics |ocation 0/LCO/LC SW

Thu May 12 12:32:37.160 UTC+00:00

Rack

Card Switch Rack Serial Number

Phys

State

State

Changes

Tx Packets

Rx Packets

16

17

18

19

32

33

Up
Up
Up
Up
Up
Up
Up
Up
Up

Up

3950184361

0

1319787462

3374323096

2245174606

0

65977

0

128588820

0

show asic-error np <> all loc <>

show controller np fast-drop <> loc <>

3977756349

0

209249871

1819796660

1089972811

0

16543963

0

3904804720

0

>>> Ignore
interface flaps/ Execute 3-4 times to verify

Tx Rx

Drops/ Drops/

Errors Errors Connects To
0 0 NPO

0 0 NPO

0 0 LC CPU NO PO
0 0 LC CPU NO P1
0 0 NP1

0 0 NP1

0 0 NP2

0 0 NP2

0 0 NP3

0 0 NP3

the macwrap errors as they are seen for every
the drops increment

>>> Execute 3-4 times to verify the drops increment



<tfroot>
RP/0/RPO/CPUO:AG3_1#

show controller np fast-drop npO |ocation 0/0/ CPUD

Thu May 12 10:13:22.981 EDT
Node: 0/0/CPUO:

A1l fast drop counters for NP O:
TenGigE0/0/0/1/0-TenGigEQ/0/0/1/9:[Priorityl] 0
TenGigE0/0/0/1/0-TenGigEQ/0/0/1/9:[Priority2] 0
TenGigE0/0/0/1/0-TenGigEQ/0/0/1/9:[Priority3] 0
TenGigE0/0/0/0/0-TenGigEQ/0/0/0/9:[Priorityl] 0
TenGigE0/0/0/0/0-TenGigEQ/0/0/0/9:[Priority2] 0

TenGigE0/0/0/0/0-TenGigEQ/0/0/0/9:[Priority3] 0

<#froot>

show controll ers np punt-path-counters all HOST-1F-0 np<> | ocation <>

[Check for IF_CNT_RX_FRM & IF_CNT_TX_FRM] >>> To check if diagnostic packets make it to the LC NP
Host CPU network port

oK
I

<#root>
show asic-error np <> all loc <>

>>> Ignore the macwrap errors as they are seen for every interface flap

<tfroot>
RP/0/RPO/CPUO:AG3_1#

sho asic-errors np 0 all |ocation 0/5/ CPUO

* 0_5_CPUO



ORORONORORONORORONON
RORONORORONORORONON
*
ORORONORORORORONON
ORORONORORORORONON
*
ORORONORORORORONON
ORORONORORORORONON
*
ORORONORORORORONON
ORORONORORORORONON
*
ORORONORORORORONON

ASR, ASR9K
Name

Leaf ID

Error count

Lightspeed 20%100GE SE LC, 0/5/CPUO, npul0O]

mphmacwrapRegl.mphmacwrapExceptionLeaf4.

0x2023e082

1

Last clearing : Thu Apr 7 11:41:47 2022

Last N errors 1

. e e e e e e e e OO R OROROROROORORONOS e oo e e [ORORORORONN
FTeddehdedhdehNdeh Nl Rl Nl el fdhddhddhdd Sl dhNdhNdk
Single Bit Errors
. oo e e e e e e e OO R OROROROROORORONOS e oo e e [ORORORORONN
R R R R o R Ak S Tk Sk kb e S S R o A o o A ok R ok R T o A o R R
Multiple Bit Errors
FTeddehdedhdeh NVl Nl Nl el ddhddhddhddhdddddh Rl Ndk
FTeddehded RSNVl Nl Nl Fdhfdhddhddhdd Sl dhNdhNdk
Parity Errors
. et e e e e e e e OO R ORORROROROORORONOS e e e e [OROORORON
FTeddehded RSl Ndeh Nl Rl Nl fdhfdhddhddhdd S dddh Nl Ndk
Generic Errors
FTeddehded RSNVl Rdh Nl fdhfdhddhddhddhdd A dh Nl Ndk

mphWrapIrqUmacIpInt82

First N errors.

@Time, Error-Data

<{froot>

show control ler np fast-drop <> loc <>

>>> Execute 3-4 times to verify the drops increment

<ffroot>

RP/0/RPO/CPUO:AG3_1#

show controller np fast-drop npO |ocation 0/5/ CPUO



Thu May 12 10:13:28.321 EDT

Node: 0/5/CPUO:

A1l fast drop counters for NP O:

HundredGigEO_5_0_0[Crit] 0
HundredGigEO_5_0_0[HP] 0
HundredGigEO_5_0_0[LP2] 0
HundredGigEO_5_0_0[LP1] 0
HundredGigEO_5_0_0[Crit+HP_OOR] 0
HundredGigEO_5_0_O[LP2+LP1_0OO0R] 0
HundredGigEO_5_0_1[Crit] 0
HundredGigEO_5_0_1[HP] 0
HundredGigEO_5_0_1[LP2] 0
HundredGigEO_5_0_1[LP1] 0
HundredGigEO_5_0_1[Crit+HP_OOR] 0

Ol RE= &2|At 2=QlL|C}.

<#root>
sysadmin-vm:0_RPO#
show controller switch statistics |ocation 0/LC5/LC SW

>>> Execute 3-4
times to verify the errors increment

Rack Card Switch Rack Serial Number

Tx Rx
Phys State Drops/ Drops/

Port State Changes Tx Packets Rx Packets Errors Errors Connects To

0 Up 4 1456694749 329318054 O 4 CPU -- EOBC



1 Up 2 21 23

2 Up 4 1063966999 87683758

3 Up 4 885103800 3021484524
4 Up 3 329319167 1456700372
5 Up 3 0 0

6 Up 1 11887785 2256

7 Up 1 0 1086

9 Up 4 74028034 3025657779
10 Up 4 5 0

11 Down 1 0 0

12 Up 4 264928 264929

13 Up 2 5 0

14 Down 1 0 0

15 Up 4 1516538834 1159586563
23 5%

<#root>

show tech np

show tech fabric

show asic-errors fia trace all |ocation <>

« eXRO|M np_datalogE &I ErLICtH

<tfroot>
RP/0/RPO/CPUQ:AG3_1#

run chvrf 0 ssh | c0_xr

LC : [one time capturel]

show_np -e <> -d npdatalog [<> should be the affected NP]

CPU -- flexE

CPU -- PUNT

CPU -- BFD

RPO

RP1

IPU O

IPU 1

NPO

NPO

PHYO -- flexE

NP1

NP1

PHY1 -- flexE

NP2



Path where NP datalogs is saved : /misc/scratch/np/NPdatalog_0_0_CPUO_npO_prm__20220512-105332.txt.gz
LC : 5 to 10 times

show_np -e <> -d pipeline [<> should be the affected NP]

o LSPOIA NP 7|5 ATl Al

<{froot>
RP/0/RPO/CPU0:AG2-2#

show controllers np ports all location 0/6/ CPUO

Node: 0/6/CPUO:

NP Bridge Fia Ports
0 -- 0 HundredGigE0/6/0/0 - HundredGigEO/6/0/31 --
1 -- 1 HundredGigE0/6/0/4 - HundredGigEO/6/0/7

NP2 is down. >>>>>>>>> NP Down/Init Failure

3 -- 3 HundredGige0/6/0/12 - HundredGigEO0/6/0/154 --

4 -- 4 HundredGigE0/6/0/16 - HundredGigEO/6/0/19

olg{gt 21k chae BEELUC

LC/0/6/CPUO:Mar 23 02:53:56.175 IST: npu_server_lsp[138]: %PLATFORM-LDA-3-INIT_FAIL :
Failed to initialize lda_bb_np_reset_process 13795 inst O0x2 LC INIT: Failed in NP HAL
Reset np (0x00000001 - Operation not permitted) : npu_server_lsp : (PID=4597)

-Traceback= 7fea2d5cd9f6 7fea2d7d5816 7fea2l465efa 7fea2l465fc2 7fead42adObed 55a9dbd66031
7fead5elc855 7feadSelcc2b 7fea2624d526 7fea3571b96a 7fead4d6e4831 55a9dbd691e9

LC/0/6/CPUO:Mar 23 02:53:56.185 IST: npu_server_lsp[138]: %PLATFORM-NP-4-INIT_DEBUG_MSG :
LDA NP2 Reset failed!! Check for a downlevel IPU version.

2%

<ffroot>

show t ech-support ethernet interfaces



show t ech-support ethernet controllers
show t ech-support np
show t ech- support fpd

adm n show tech-support ctrace
(in eXR)

show tech fabric
show asic-errors fia trace all location <>

show | oggi ng

gat her

(in eXR)
RP/0/RPO/CPUO:AG3_1#
adm n
sysadmin-vm:0_RPO#
[sysadmin-vm:0_RP0O:~]$
bash -1
[sysadmin-vm:0_RP0O:~]$

gat her

File will be generated and will get saved in rpO_xr:/misc/diskl

Tomahawk, LSQ 2! LSPo| ut 271 =&l

<ffroot>

show pl at f orm

show i nventory



show tech fabric

show tech np

show tech ethernet interface

show | oggi ng

show pfm | ocation all

show pfmtrace | ocation <location id>
sh pfm process <> | ocation <>

show controllers pmvgi |ocation al
show hw nodul e fpd | ocation al
(cxr)

/ admi n show hw nodul e fpd

(exr)

show controllers fti trace <process-nane> | ocation <card | ocation>

Cxr:
From admin:

show | oggi ng onboard conmmon | ocation <>

show | oggi ng onboard error |ocation <>

Exr:
From sysadmin/calvados:

show | oggi ng onboard fabric |ocation <>"

Ut 27 MTY L HF A

oo

to
3u

1= k=l

rk
2t




LC/0/0/CPUO: 9& 29¥ 00:41:13.171 §&:
pfm_node_Ic[304]: %PLATFORM-NP-1-
NP_INIT_FAIL_NO_RESET:
Set|prm_server_ty[168018]|0x1008006| 3+ NP = 7|
3t A, 2tQl FtE CHA| EE7F ERSHK| b &LCh.

NP= HW I

LCO| A

LC/0/8/CPUO: 5% 29¢ 18:29:09.836 = 5:

_ = fm_node_Ic[301]: %FABRIC-FIA-0- QF 7t CHA
ox Zgr0l5 HlEECC 2 |
/;S'C ~le I HIS ECC ASIC_FATAL_FAULT: Set]fialc[159811]|0x108a000|IH
m 22| OIE{H|0|A asic ASICOOIA %|HEQI 27 0x1 -
DDR DOUBLE ECC 27 7 &r & LCt.
NP/FIAO]| L
Ol ZEXMI=F
‘RP/0/RSP1/CPU0:4 & 172 12:22:10.690 IST:
SERDES 9= pfm_node_rp[378]: %PLATFORM-CROSSBAR-1- LC ezl

SERDES ERROR_LNKO0: A%
Ifab_xbar[209006]|0x101702f[XBAR_1_Slot_1




LC/0/3/CPU0:4 % 10Y 18:55:03.213 2 =:
pfm_node_Ic[304]: %FABRIC-FIA-1-
DATA_NB_SERDES_1_FAIL_0:

Set]fialc[168004]|0x103d001|FIA 10{ A CIOIE{ NB ||z =t 204 A
Serdes Link 1 A/Ij
C|0|E{_NB_SERDES_1_FAIL_0 HW 0|% 7}
RP/0/RSPO/CPUO0:42 102 18:55:13.043 £ £:
FABMGR[227]: %PLATFORM-FABMGR-2- QIE{mH 0]
FABRIC_INTERNAL_FAULT: 0/3/CPUO(& % 3)01|A{
meg @77t edM&ELICH CIEHH o|AV SEEL
Ct.
-LC/0/6/CPU0:7& 17 00:01:40.738
. 2019:pfm_node_Ic[301]: %FABRIC-FIA-1-
7|z @F ) of| A
ASIC Z7|2t 27 ASIC_INIT_ERROR: Setifialc[168003]/0x108a000|FIA [SY3/09%14
QIAEIA 00l M ZHXIE ASIC INIT 2F
M ZIE 9| 7
LC/0/19/CPU0:3 2 8 & 04:52:29.020 S E: Lich

FIAASIC X|HX o=

pfm_node_Ic[301]: %FABRIC-FIA-0-
FATAL_INTERRUPT_ERROR:

ERIISET:

TS_NI_INTR_LCL_TIMER_EXPIRED||Set(fialc[172098]|0x1082a003|FIA 30 M X|Zx{0l @& |Z & xHQ| T
CIE{HE: TS_NI_INTR_LCL_TIMER_EXPIRED
QIE{H| O A
LC/0/4/CPUO: 72 62 04:06:49.259 5 &:
prm_server_ty[318]: %PLATFORM-NP-3-ECC: NP A
NP W2 M%) (EOtE ) prm_ser_check: NP 10| AZE @/ E HIZ™MoZ C} -

=75t7| QI8 NP WHE RS HEHSLICH £7}
47 zhedol TRl Lt

LC/0/6/CPUO0:1& 27 20:38:08.011 IST:
prm_server_to[315]: %PLATFORM-NP-0-

NP IHZ|E| LC CHA| RE LC_RELOAD: NP3 1A|Zt LHof 32| it E M MHHE |LCE LCE
+i5t04 NPdatalog =& & At& LC MR EE AR |S ST &S
&Lct.
NPOi| OHZ-
LC/0/1/CPUO: 7& 262 17:29:06.146 = 5:
LC_NP_LOOPBACK_FAILED pfm_node_Ic[304]: %PLATFORM-DIAGS-0- LC NP & @

LC_NP_LOOPBACK_FAILED_TX_PATH:




Set|online_diag_Ic[168022]|2+2! 7}= NPU S Z & Ej|
AE(0x2000006)| 23 2 & 0tA 3= 0x1LCh.

PFMO{| A "l
NPO{ OHZ!:
HE 2| FIA
LC/0/5/CPUO:3E 6% 05:47:34.748 S5
e e T
SUSTAINED_CRC_ERR Set|fialc[168004]|0x103d000| I = 2] QIE{m|0|A ASIC-
001 X|&%QI CRC 2F 7t {l&LCt. FIA S & 0|
QIE{H 0| A

FAB ARB XIF1 2%

-LC/0/6/CPUO: 18 252 19:31:22.787 IST:
pfm_node_Ic[302]: %PLATFORM-FABARBITER-1-
RX_LINK_ERR: X|2 7|
[fab_arb[163918]|0x1001001|LIT_XIF1_K_CHAR_ERR

LC/0/6/CPU0:1¥ 252 19:31:22.787 S &:
pfm_node_Ic[302]: %PLATFORM-FABARIZER-1-
SYNC_ERR: k|2 7|
[fab_arb[163918]|0x1001001|LIT_XIF1_LOSS_SYNC

LC/0/6/CPUO: 1€ 252 19:33:23.010 2=
pfm_node_Ic[302]: %PLATFORM-FABARBITER-1-
RX_LINK_ERR: A%
lfab_arb[163918]|0x1001001|LIT_XIF1_DISP_ERR

LC & {ES

QIE{m 0] &

FPOE_read_write 25

xbar 25F FZX{(show tech fabric)

3¢ 252 00:14:03.497 sm15/error.log_fab_xbar
0/7/CPUO0 t4812 /sm15_board_spec.c:90: (2F)
sm15_tom_get_ha_status: R{A|T &

Cisco HH1



https://tools.cisco.com/bugsearch/bug/CSCvv45788

Ida_get_active(SUP)) O

32 252! 00:14:04.893 sm15/error.log_fab_xbar
0/7/CPUO 14812 /sm15_config.c:917: (25)
sm15_port_setup_auto_spread: asic:0 ZE:12 27/,
rc: 0x0

3¢ 252 00:14:31.935 sm15/error.log_fab_xbar
0/7/CPUO0 t4812 /sm15_regio.c:686: (2F)
sm15_pcie_read_fpoe: write_fpoe_beg asic:0 (£ E:5
fpoe:2722 Cl|O|E{:0x627 1268

3¢ 252 00:14:31.935 sm15/error.log_fab_xbar
0/7/CPUO 14812 /sm15_regio.c:166: (2F)
sm15_rd_fpoe: RF_E:0x5 i:0 p:5 0:0xaa2 v:0x0

3¢ 252 00:14:31.965 sm15/error.log_fab_xbar
0/7/CPUO t4812 /sm15_regio.c:686: (2F)
sm15_pcie_read_fpoe: write_fpoe_beg asic:0 £ E:5
fpoe:2961 Cl|O|E{:0x6271624

3¢ 252 00:14:31.965 sm15/error.log_fab_xbar
0/7/CPUO t4812 /sm15_regio.c:166: (25)
sm15_rd_fpoe: RF_E:0x5 i:0 p:5 0:0xb91 v:0x0

FIA_XBAR A|2|=

#show ZHE & ME 2] fia 3 &E ?/X| 0/9/CPUO

*kkkkkkkkk FlA_3 *kkkkkkkkk

HE. 2l3-3

arb link-0 Up
xbar &3-0 {2
xbar link-1 Up
xbar 23-2 SE
xbar link-3 C} 2

LC/0/9/CPU0: 10 15 05:51:50.677 S &:
pfm_node_Ic[252]: %FABRIC-FIA-1-
DATA_NB_SERDES_2_FAIL_0:
Clear]fialc[4574]|0x108b003|FIA 30{|A{ G| O|E{ NB
Serdes Link 2 Al1{ | LC/0/9/CPU0:10¥ 15
06:02:23.310 =5:: pfm_node_Ic[252]: %PLATFORM-
CROSSBAR-1-SERDES_ERROR_LNK2: &%
|[fab_xbar[4586]|0x1017008|FIA_3

| LC/0/9/CPU0:Oct 15 06:02:33.311 IST:
pfm_node_Ic[252]: %PLATFORM-CROSSBAR-1-
SERDES_ERROR_LNK2: x| 7|
|[fab_xbar[4586]|0x1017008|FIA_3
RP/0/RP1/CPUO0:3 & 1 04:36:27.501 = &:
FABMGR[218]: %PLATFORM-FABMGR-2-
FABRIC_LINK_DOWN_FAULT: (0/8/CPUO FIA 3)
<—> (0/8/CPU0 XBAR 0) i 2| 2153 7} CI 2 E|R &L




Ct.
RP/0/RP1/CPUO0:3& 1¥ 04:36:27.504 =S 5:
FABMGR[218]: %PLATFORM-FABMGR-2-
FABRIC_INTERNAL_FAULT: 0/8/CPUO(&=X 10)0{Ad
M2 ORI} YAHALICH QEHO|AT ZREL
ct.

NP-DIAG on NPO, ICFD(STS-1), NP= 0-4& == (&

L|Ct. NP2| FAST
NP DIAG ICFD & xHAH

NP3 1A|Zh LHof| 3RHo| it & MAEHE +2l5tod 3 NP Fast?

NPdatalog =& & A5 LC RHEE 2 Al &LICH

NP-DIAG &Ef 2L|E{Z A}
PRM A} LIE|2I0| THZ! NP & NP2l FAST
MAXMS 7K@ x| 23H&LICH NP3E= 1AIZF Liof 3| tHihE MAHHE s stod 3 NP East?

NPdatalog =& % XI5 LC MEEE A& &LCH

NP-DIAG & Bl ELIE™ &4
PRM AEf 2LIE{2I0] &4 5 Tj! ) R NP2l FAST
NP W2 A S 7HR{SLcH NP3= 1A[ZF Liof 310 & MY E +&stod 3 NP East?

NPdatalog =& 2 Xt& LC AHEES AlE =& LCH

NP2| NP-DIAG &lIf NP2| FAST
ZD HEEF

Interrupt from Ucode on Top inactivity - NP fast reset ||3 NP Fast”

Ol HEE -

LSP NP Z 7|5} Alxf

LC/0/6/CPU0:3 & 23 & 02:53:56.175 =5
npu_server_Isp[138]: %PLATFORM-LDA-3-INIT_FAIL:
Ida_bb_np_reset_process13795 inst 0x2 LC INITE =
7|85 K| 2gH&LICH NP HAL RHAZ npol| A Almj3Y
& L|CHOx00000001 - 40| S X[ X| £ 3).
npu_server_lsp: (PID=4597): -Traceback=
7fea2d5cd9f6 7fea2d7d5816 7fea21465efa
7fea21465fc2 7fea42ad0bed 55a9dbd66031
7fead45e1c855 7fead5e1cc2b 7fea2624d526
7fea3571b96a 7fea4d6e4831 55a9dbd691e9
LC/0/6/CPU0:3 & 23 & 02:53:56.185 =5
npu_server_Isp[138]: %PLATFORM-NP-4-
INIT_DEBUG_MSG: LDA NP2 A& ol Almizi&Lict
N 5t =& IPU HXE EQlghL|ct.

show tech-supy
show tech-supp
show tech-supp
show tech-supp
admin show tec
show tech fabri
show logging
gather
RP/O/RPO/CPUC
sysadmin-vm:0_

[sysadmin-vm:0
[sysadmin-vm:0




T} elo| 444

sysadmin/c

show logging or

Tomahawk NP % 7|3} AlZ{(DDR 1
£ Am)

+++ show prm server trace error location 0/7/CPUO
[14:36:59.520 IST Sat Jan 29 2022] ++++

2,

97712| EiE A EE|(2,1127H 75, 32074
B2, & 977H)

074 &

12 292 00:22:10.135 prm_server/error 0/7/CPUO t10
prm_np_Channel_PowerUp: 0x80001d46 & 3THA|

o ru =

12 292 00:22:10.136 prm_server/error 0/7/CPUO t10
np_thread_channel_bringup: & 30{A 0xa57c0200
Power Phase 4 &1

12 292l 00:22:10.136 prm_server/error 0/7/CPUO t10
np_thread_channel_bringup NP3&(2) £ &/t x| 2!
& LICH CHA| A|Z & L|CH RHA|Z #HE

12 292 00:22:35.125 prm_server/error 0/7/CPUO t10
prm_np_Channel_PowerUp: 0x80001d46 #H'& 37|

o ru =

12 292 00:22:35.125 prm_server/error 0/7/CPUO t10
np_thread_channel_bringup: #i'e 304 A 0xa57c0200
Power Phase 4 &1

18 292! 00:22:35.125 prm_server/error 0/7/CPUO t10
np_thread_channel_bringup NP32 (&) £ &/t K| 23!
&LICH CHA] A& LICH THA|E HE 2

12 292! 00:22:59.075 prm_server/error 0/7/CPUO t10
prm_np_Channel_PowerUp: 0x80001d46 ' 37|
e B2 2R

12 292 00:22:59.075 prm_server/error 0/7/CPUO t10
np_thread_channel_bringup: ' 304 A 0xa57c0200
Power Phase 4 &lTj

18 292! 00:22:59.075 prm_server/error 0/7/CPUO t10
np_thread_channel_bringup 31 A|= & NP32 X 7|
35t x| 24 LCt

A AAEH

T E: nodel

S4RH AlZth:
PFM &HA:

12 29 Of



https://tools.cisco.com/bugsearch/bug/CSCwa85165

12 292! 00:23:00.087 prm_server/error 0/7/CPUO t10
prm_send_pfm_msg: X|&ZXQI NP Z= 7|5t Al 2+l
FtE CIA| 227} 2 3HX| k& LICH

NP EZIO|HH 2 X3 ©

<NP#3>DDR 1S Almlj(&El 0x1)
<NP#3>ddr3TipRunAlg: F'& Almj 0

<NP#3>ddrTipRunAlgo opcode: ddr3TipRunAlg &/ H
(25 0x1)

<NP#3>"* QR of £ ¢f

rr

0x1

LSP NP 7|3} Aluf
(HbmReadParticleError 2 F)

LC/0/13/CPUO:1& 10&! 13:34:59.106 S5
npu_server_lsp[278]: %PLATFORM-NP-4-
SHUTDOWN_START: NP4:
EMRHIMREG.ch1PschOHbmReadParticleError 27
X, NP BSE T S

LC/0/13/CPUO:1& 10& 13:34:59.106 =5

pfm_node_Ic[330]: %PLATFORM-NP-0-

UNRECOVERABLE_ERROR:

Setlnpu server_lsp[4632]|0x10a5004|NP40{| A =T &
A LRI AME|A&LICEH

THAL—I— AANH

+++ show ¢
++++

T 0/13/

hbmdpReg
0x201dc01

4
hbmdpReg
0x201dc01

Arbitor @37} StandbyZ C}2H

{= 2| e[}
HEHHH TR

0/RP0O/CPUO0 0 222!
0/RP1/CPUO 0 22}¢!

0/0/CPU0 0 1 22}2!



https://tools.cisco.com/bugsearch/bug/CSCvt59803

0/1/CPU0 0 1 22}¢l

=]

—

0/8/CPU0 0 2 Z 2|2l
0/8/CPUO0 1 2 Z 2|2l
0/8/CPU0 2 2 ZE}2I
0/8/CPU0 3 2 ZE}2I

cle! SRA &3 SH)
cle! SxAH 23 SH)
ollel S 3 B
cllel S 3 B

J

=]

—

=]

1=
MUE U ]

H

o

J

o~~~ o~

Serdes 2 F

show serdes trace location 0/X/CPUQ | i
"HTL_ERR_DEVICE_NOT_CONNECTED") CI2 2F
7t EAIELICH

68413 8& 12 22:44:33.525 vkg_serdes/error
0/3/CPUO0 15234 25 : vkg_mdx1_get_lasi_info() 22!
2%l 1 &M 1201 2910 mdx1_serdes_status_getO|
A& LIt re=0x2103 -
HTL_ERR_DEVICE_NOT_CONNECTED

oo sl Agf
Cisco tH ID |78 24 eES
Cisco HH1 ID |lasr9k-diags- . . = o
of o|8t mfZ! o AT
CSew00012 llonline online_diag_rsp0il 2|8t T{Z! HZ2 2|
Cisco HH1 ID |lasr9k- Lightspeed NP & O}H|E{ ME& AUO|0|EE Eo{7} Z & E
CSCvw57721 ||lservicepack [[Umbrella SMU
Cisco HH1 ID asrokvicds  IPTY HRllo47} BEFE| T AIK-20HG-FLEXOIM SElO| Q1A E[X| OF
CSCvz75552 =
Cisco H{1 ID ||asr9k- Tomahawk 2+Q! ZtE0f CHEt 213 & e SE ®2I7t 7 El
CSCvz76691 ||servicepack |Umbrella SMU
Cisco HH1 ID |lasrk-Is- o = . =
B2 oidlolEst [ ==

CSCvz84139 |fabric BFRE{E 7422 20| if fab_si =
Cisco HH1 ID ‘Ok-ofim UL AlLF2|2 0| A ASRIK/eXRO| fault-manager datapath ZE &
CSCwa81006 |[>> P 2E g 4+ glau
Cisco H1 ID asrOk-fia BLB M[M2 6.5.20] F7tE HE A2 Qs =2 F27H
CSCvz16840 B ZEE|DE CLIZIHLCE CHA| ZEE I S EHE
Cisco HH1 ID |lasr9k-fab-  ||Starscream(9912) %! Megatron(9922) AHA|2| SKBO| CHEH AHZ 2
CSCwb64255 ||xbar S| RSES
Cisco HH1 ID ||asr9k-fab- . =

- MA|S| OM Z2H & ME
CSCwa09794 |lxbar skb-SM15& RO AM{A[S| OIM| =2 = MEL SI
Cisco HH1 ID |lasr9k-fab-  |fab_xbar Z! mgid-programmer7} S Al0d| hwoll HM|ASH=E Z 2 A|
CSCvv45788 ||xbar A
Cisco 1 ID |lasr9k-prm Tomahawk LC2| ILKN &3 7} RFD HHIH A&

Cisco H{1



https://tools.cisco.com/bugsearch/bug/CSCvz75552
https://tools.cisco.com/bugsearch/bug/CSCvy00012
https://tools.cisco.com/bugsearch/bug/CSCvw57721
https://tools.cisco.com/bugsearch/bug/CSCvz75552
https://tools.cisco.com/bugsearch/bug/CSCvz76691
https://tools.cisco.com/bugsearch/bug/CSCvz84139
https://tools.cisco.com/bugsearch/bug/CSCwa81006
https://tools.cisco.com/bugsearch/bug/CSCvz16840
https://tools.cisco.com/bugsearch/bug/CSCwb64255
https://tools.cisco.com/bugsearch/bug/CSCwa09794
https://tools.cisco.com/bugsearch/bug/CSCvv45788

CSCwd22196
Cisco EH1 ID ||asr9k-fab- ]
=2 Zg A2
CSCwb66960 |infra ASROk punt I |
Cisco 1 ID |lasr9k-fab- XBAR 213 EoH7} Q= CHE LSP LC2| OIRE &8t & LSP
CSCwa79758 |xbar LCOIM HE|FHAE &4 g
Cisco HH1 ID asr9k-Idadls RSP5 BWE 600G7} OF=l 9910/9906 A A0l A 200GE 7|2 MH
CSCvw88284 =Lt
Cisco HH1 ID
-fab- -arb= sh 7|& I{EEIE 71X S¢t
CSCYmMB2379 asr9k-fab-arb |[fab-arb= sh 7= I{ S| S
Cisco HH1 ID Ok ASR9k IfEH E|2 AEHHIO| & EfOIM MEE HE|FHAE THZIS X
CSCvh00349 |[25P¢8 2|8 4 QlaLch
Cisco HH1 ID ) ]
i of @F7} e o= WMsto ST E 4 aLI

CSCVkA4688 asr9k-fia FPGAO| 2F 7t 2 grMstoi 57e ¢ |CF
Cisco HH1 ID asrOkolsfia LSP: FCO2 AN 7H3st™ IHEE] B|o|E 2|0|E7} & 83t E|K[Bt
CSCvy31670 FC4= O K| et&L|Ct
Cisco {1 ID ||asr9k-Is- LSP: PLATFORM-NP-4-SHUTDOWN
CSCvt59803 |npdriver IMRHIMREG.ch1Psch1HbmReadParticleError
%' E<3=|9—| fault-manager datapath port shutdown/toggle %X_!‘

+ O fault-manager datapath port shutdown B&2 Punt Datapath AT A2 7} AHE ZF FIANPL| 2 E

£ Active RP/RSPOIM S & 5t= Ol =&0| £|H, LCE CtA| 2= [W7HK| QIE{m 0| A7t &t

SO2 LIEFLIK]

HEES FLCH
. 2t O|E S B2 0i M
T2 Yxlets o =Fo| ELich

E|AE - O|Fof 91325 Bdad xHede

NPO LC70{M PUNT 2F

<tfroot>

RP/0/RPO/CPUO:ASR-9922-A#

ef&LICt o] CLI
B4 23tault-manager datapath port shutdown= 7.x. X0l A A7H|of [t 2} & 551 K|
* CLI fault-manager datapath port toggle 23 O| XM|CHZ

X x{5H
= -

Od2ie
S o

7. x.x 2E|A0 ofACHZE ESEK|

At S 5HR| &Lt (CLI
A K=

org)-7.7.200M 28,
Xt 3HLICH Punt Datapath A ZE 7} A

23 oild o|F& X BW 70| M3 e B MHIA &

nmonitor np counter PUNT_DI AGS RSP_ACT np0O count 20 | ocation 0/7/CPU0

Wed Jul 7 14:15:17.489 UTC

Usage of NP monitor is recommended for cisco internal use only.

Please use instead 'show controllers np capture' for troubleshooting packet drops in NP


https://tools.cisco.com/bugsearch/bug/CSCwd22196
https://tools.cisco.com/bugsearch/bug/CSCwb66960
https://tools.cisco.com/bugsearch/bug/CSCwa79758
https://tools.cisco.com/bugsearch/bug/CSCvw88284
https://tools.cisco.com/bugsearch/bug/CSCvm82379
https://tools.cisco.com/bugsearch/bug/CSCvh00349
https://tools.cisco.com/bugsearch/bug/CSCvk44688
https://tools.cisco.com/bugsearch/bug/CSCvy31670
https://tools.cisco.com/bugsearch/bug/CSCvt59803

and 'monitor np interface' for per (sub)interface counter monitoring

Warning: Every packet captured will be dropped! If you use the 'count'

Warning:

option to capture multiple protocol packets, this could disrupt

protocol sessions (eg, OSPF session flap). So if capturing protocol

packets, capture only 1 at a time.

A mandatory NP reset will be done after monitor to clean up.

This will cause ~150ms traffic outage. Links will stay Up.

Proceed y/n [y] > vy

Monitor PUNT_DIAGS_RSP_ACT on NPO ...

Wed Jul

From

0000:

0010:

0020:

0030:

0040:

0050:

0060:

0070:

7 14:17:08 2021 -- NPO packet

Fabric:

00

00

55

00

fo

00

ff

CccC

Wed Jul

09

ff

55

00

fo

00

ff

CccC

00

00

55

00

fo

00

ff

CccC

127

00

ff

55

00

fo

00

ff

ccC

byte packet

b4 22 00 00

fo f0 fo fO

00

ff

CccC

01

00

aa

00

ff

CccC

00

00

aa

00

ff

CccC

00

ff

aa

00

ff

CccC

00

ff

aa

ff

CccC

01

00

aa

00

00

55

ff

CccC

00

00

aa

00

ff

55

ff

ccC

00

ff

aa

00

00

55

(Ctr1-C to quit)

ff

CccC

00

ff

aa

00

ff

55

00

aa

00

00

55

00

fo

00

(count 1

7 14:18:09 2021 -- NPO packet

From Fabric: 256 byte packet

00

aa

00

ff

55

00

fo

00

of

ff

00
00
55
00
fo

00

20)

ff

aa

00

ff

55

00

fo

0000: 00 09 00 00 b5 22 00 00 ff ff ff ff 00 00 ff ff

0010: 00 ff 00 ff fO fO fO fO cc cc cc cc aa aa aa aa

LLLL****yuUuU. ..

et ppppLLLL:“::‘:*.;,



0020: 55 55 55 55 00 00 00 00 01 00 00 00 00
0030: 00 00 00 00 ff ff ff ff 00 00 ff ff 00
0040: fO fO fO fO cc cc cc cc aa aa aa aa 55
0050: 00 00 00 00 01 00 00 OO0 00 00 00 00 00
0060: ff ff ff ff 00 00 ff ff 00 ff 00 ff fO
0070: cc cc cc cc aa aa aa aa 55 55 55 55 00
0080: 01 00 00 00 00 00 00 00 00 00 00 00 ff
0090: 00 00 ff ff 00 ff 00 ff fO fO fO fO cc
00a0: aa aa aa aa 55 55 55 55 00 00 00 00 O1
00b0O: 00 00 00 00 00 00 00 00 ff ff ff ff 00
00c0: 00 00 00 00 00 00 00 00 00 00 00 00 00
00d0: 00 00 00 00 00 00 00 00 00 00 00 00 00
00e0: 00 00 00 00 00 00 00 00 OO0 00 00 00 00

00f0: 00 00 00 00 00 00 00 00 00 00 00 00 00

(count 2

Wed Jul 7 14:19:09 2021 -- NPO packet

Actual packet size 515 bytes truncated size 384:

From Fabric: 384 byte packet
0000: 00 09 00 00 b6 22 00 00 ff ff ff ff 00
0010: 00 ff 00 ff fO fO fO fO cc cc cc cc aa
0020: 55 55 55 55 00 00 00 00 01 00 00 00 00
0030: 00 00 00 00 ff ff ff ff 00 00 ff ff 00
0040: fO fO fO fO cc cc cc cc aa aa aa aa 55
0050: 00 00 00 00 01 00 00 00 00 00 00 00 00
0060: ff ff ff ff 00 00 ff ff 00 ff 00 ff fO
0070: cc cc cc cc aa aa aa aa 55 55 55 55 00
0080: 01 00 00 00 00 00 00 00 00 00 00 00 ff

0090: 00 00 ff ff 00 ff 00 ff fO fO fO fO cc

00

ff

55

00

fo

00

ff

CccC

00

00

00

00

00

00

of

00

aa

00

ff

55

00

fo

00

ff

CccC

00 00
00 ff
55 55
00 00
fo fo
00 00
ff ff
cC ccC
00 00
ff ff
00 00
00 00
00 00

00 00

20)

ff ff

00 00
00 ff
55 55
00 00
fo fo
00 00
ff ff

cC ccC



00a0: aa aa aa aa 55 55 55 55 00 00 00 00 01 00 00 OO  #****yuUUU........
00b0: 00 00 00 00 00 00 00 00 ff ff ff ff 00 00 ff ff ................
00cO: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ................
00d0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ................
00e0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ................
00f0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ................
0100: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ................
0110: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ................
0120: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ................
0130: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ................
0140: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ................
0150: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ................
0160: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ................

0170: 00 00 00 00 00 00 OO OO 00 OO0 00 00 00 00 00 00  ........evvuunnnn

RP/0/RPO/CPUO:ASR-9922-A#

sh pfm 1l ocation 0/ RPO/ CPUO

Wed Jul 7 14:19:17.174 UTC

node: nodeO_RPO_CPUO

CURRENT TIME: Jul 7 14:19:17 2021

PFM TOTAL: 2 EMERGENCY/ALERT(E/A): 1  CRITICAL(CR): O ERROR(ER): 1

Raised Time | S#|Fault Name |Sev|Proc_ID|Dev/Path Name |Handle

———————————————————— s e e ias satat B B T
Jul 1 10:13:45 2021|0 |SPINE_UNAVAILABLE |E/A|5082 | Fabric Manager|0x1034000
Jul 7 14:19:09 2021|0 |PUNT_FABRIC_DATA_PATH_FAILED |ER [9429 | System Punt/Fa|0x2000004

RP/0/RPO/CPUQ:ASR-9922-A#sh pfm process 9429 location 0/Rp0/CPUO

Wed Jul 7 14:19:37.128 UTC



node: nodeO_RPO_CPUO

CURRENT TIME: Jul 7 14:19:37 2021

PFM TOTAL: 2 EMERGENCY/ALERT(E/A): 1 CRITICAL(CR): O ERROR(ER): 1
PER PROCESS TOTAL: O EM: O CR: 0 ER: O

Device/Path[1 ]:Fabric loopbac [0x2000003 ] State:RDY Tot: O

Device/Path[2 ]:System Punt/Fa [0x2000004 ] State:RDY Tot: 1

1 Fault Id: 432
Sev: ER
Fault Name: PUNT_FABRIC_DATA_PATH_FAILED

Raised Timestamp: Jul 7 14:19:09 2021

Clear Timestamp: N/A

Changed Timestamp: N/A

Resync Mismatch: FALSE

MSG: failure threshold is 3, (slot, NP) failed: (0/7/CPUO, 0)
Device/Path[3 ]:Crossbar Switc [0x108c000 ] State:RDY Tot: O
Device/Path[4 ]:Crossbar Switc [0x108c001 ] State:RDY Tot: O
Device/Path[5 ]:Crossbar Switc [0x108c002 ] State:RDY Tot: O
Device/Path[6 ]:Crossbar Switc [0x108c003 ] State:RDY Tot: O
Device/Path[7 ]:Crossbar Switc [0x108c004 ] State:RDY Tot: O
Device/Path[8 ]:Crossbar Switc [0x108c005 ] State:RDY Tot: O
Device/Path[9 ]:Crossbar Switc [0x108c006 ] State:RDY Tot: O
Device/Path[10] :Crossbar Switc [0x108c007 ] State:RDY Tot: O
Device/Path[11] :Crossbar Switc [0x108c008 ] State:RDY Tot: O
Device/Path[12] :Crossbar Switc [0x108c009 ] State:RDY Tot: O
Device/Path[13]:Crossbar Switc [0x108c0O0a ] State:RDY Tot: O
Device/Path[14] :Crossbar Switc [0x108cO0Ob ] State:RDY Tot: O

Device/Path[15]:Crossbar Switc [0x108c00c ] State:RDY Tot: O



Device/Path[16]
Device/Path[17]
Device/Path[18]
Device/Path[19]
Device/Path[20]
Device/Path[21]
Device/Path[22]
Device/Path[23]
Device/Path[24]
Device/Path[25]
Device/Path[26]

Device/Path[27]

:Crossbar Switc
:Crossbar Switc
:Fabric Interfa
:Fabric Arbiter
:CPU Controller
:Device Control
:C1kCtr1 Contro
:NVRAM

:Hooper switch

:Hooper switch

:Hooper switch

:Hooper switch

[0x108c00d
[0x108c00e
[0x108b000
[0x1086000
[0x108d000
[0x109a000
[0x109b000
[0x10ba000
[0x1097000
[0x1097001
[0x1097002

[0x1097003

ol 22 ZEJI Ot2&|X| ek &LICH

<#froot>

RP/0/RPO/CPUO:ASR-9922-A#

sh ipvd int brief location 0/7/CPU

Wed Jul

Interface

TenGigEO/7/0/0
TenGigEO/7/0/1
TenGigEQ/7/0/2
TenGigEQ/7/0/3
TenGigEOQ/7/0/4
TenGigEOQ/7/0/5
TenGigEOQ/7/0/6
TenGigEOQ/7/0/7

TenGigEOQ/7/0/8

7 14:21:29.693 UTC

IP-Address

State:

State:

State:

State:

State:

State:

State:

State:

State:

State:

State:

State:

Stat

Down

RDY

RDY

RDY

RDY

RDY

RDY

RDY

RDY

RDY

RDY

RDY

RDY

us

unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned

unassigned

Down

Down

Down

Down

Down

Down

Shutdown

Shutdown

Tot:

Tot:

Tot:

Tot:

Tot:

Tot:

Tot:

Tot:

Tot:

Tot:

Tot:

Tot:

Protocol Vrf-Name

Down

Down

Down

Down

Down

Down

Down

Down

Down

default

default

default

default

default

default

default

default

default



TenGigE0/7/0/9 unassigned Shutdown

TenGigE0/7/0/10 unassigned Down
TenGigE0/7/0/11 unassigned Down
TenGigEOQ/7/0/12 unassigned Down
TenGigEOQ/7/0/13 unassigned Shutdown
TenGigEOQ/7/0/14 unassigned Shutdown
TenGigEOQ/7/0/15 unassigned Shutdown
TenGigEO0/7/0/16 unassigned Shutdown
TenGigEOQ/7/0/17 unassigned Shutdown
TenGigE0/7/0/18 unassigned Down
TenGigE0/7/0/19 unassigned Up

RP/0/RPO/CPUO:ASR-9922-A#

sh logging last 200 | in 0/7/0

Wed Jul 7 14:22:35.715 UTC

RP/0/RPO/CPUO:ASR-9922-A#

E|AE A 1.2

.

HH S AR SH= NP/Ports fault-manager datapath port toggle S =1

<#froot>
RP/0/RPO/CPU0:ASR-9922-A#

sh run formal | in data

Wed Jul 7 14:52:11.714 UTC
Building configuration...
fault-manager datapath port toggle

RP/0/RP0O/CPUO:ASR-9922-A#

PFMO]| ZE ei3:

Down
Down
Down
Down
Down
Down
Down
Down
Down

Down

Up

default

default

default

default

default

default

default

default

default

default

default

>>>>>>> Port is UP



<ffroot>
RP/0/RPO/CPUO: ASR-9922-A#

sh pfmlocation 0/Rp0/CPU

Wed Jul 7 14:55:13.410 UTC

node: nodeO_RPO_CPUO

CURRENT TIME: Jul 7 14:55:13 2021

PFM TOTAL: 1  EMERGENCY/ALERT(E/A): 1  CRITICAL(CR): O ERROR(ER): 0

Raised Time | S#|Fault Name |Sev|Proc_ID|Dev/Path Name |Handle
———————————————————— R et it Ittt R R e e

Jul 1 10:13:45 2021|0 |SPINE_UNAVAILABLE |E/A[5082 | Fabric Manager|0x1034000

RP/0/RPO/CPUO:ASR-9922-A#

NPO LC70{|A PUNT F AflAd:

<#root>
RP/0/RPO/CPUO: ASR-9922-A#

nmonitor np counter PUNT_DI AGS RSP_ACT np0O count 20 | ocation 0/7/CPU0

Wed Jul 7 14:51:18.596 UTC

Usage of NP monitor is recommended for cisco internal use only.
Please use instead 'show controllers np capture' for troubleshooting packet drops in NP

and 'monitor np interface' for per (sub)interface counter monitoring

Warning: Every packet captured will be dropped! If you use the 'count'



Warning:

Proceed y/n [y] >

option to capture multiple protocol packets, this could disrupt

protocol sessions (eg, OSPF session flap). So if capturing protocol

packets, capture only 1 at a time.

A mandatory NP reset will be done after monitor to clean up.

This will cause ~150ms traffic outage. Links will stay Up.

Monitor PUNT_DIAGS_RSP_ACT on NPO ...

Wed Jul

From

0000:

0010:

0020:

0030:

0040:

0050:

0060:

0070:

7 14:53:21 2021 -- NPO packet

Fabric:

00

00

55

00

fo

00

ff

CccC

Wed Jul

09

ff

55

00

fo

00

ff

CccC

00

00

55

00

fo

00

ff

CccC

127

00

ff

55

00

fo

00

ff

ccC

byte packet

d8 22 00 00

fo f0 fo fO

00

ff

CccC

01

00

aa

00

ff

CccC

00

00

aa

00

ff

ccC

00

ff

aa

00

ff

CccC

00

ff

aa

ff

CccC

01

00

aa

00

00

55

ff

CccC

00

00

aa

00

ff

55

ff

ccC

00

ff

aa

00

00

55

(Ctr1-C to quit)

ff

CccC

00

ff

aa

00

ff

55

00

aa

00

00

55

00

fo

00

(count 1

7 14:54:22 2021 -- NPO packet

From Fabric: 256 byte packet

00

aa

00

ff

55

00

fo

00

of

ff

00
00
55
00
fo

00

20)

ff

aa

00

ff

55

00

fo

0000: 00 09 00 00 d9 22 00 00 ff ff ff ff 00 00 ff ff

LLLL****yuUuU. ..



0010:

0020:

0030:

0040:

0050:

0060:

0070:

0080:

0090:

00a0:

00b0:

00cO:

00d0:

00e0:

00f0:

00

55

00

fo

00

ff

CccC

01

00

aa

00

00

00

00

00

ff

55

00

fo

00

ff

CccC

00

00

aa

00

00

00

00

00

00

55

00

fo

00

ff

CccC

00

ff

aa

00

00

00

00

00

ff

55

00

fo

00

ff

ccC

00

ff

aa

00

00

00

00

00

fo

00

ff

CccC

01

00

aa

00

00

00

00

00

00

00

fo

00

ff

CccC

00

00

aa

00

ff

55

00

00

00

00

00
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RP/0/RPO/CPUO:ASR-9922-A#

sh pfmlocation

Wed JuT

node:

7 14:56:24.459 UTC
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CURRENT TIME: Jul 7 14:56:24 2021

PFM TOTAL: 2 EMERGENCY/ALERT(E/A): 1  CRITICAL(CR): O ERROR(ER): 1

Raised Time | S#|Fault Name |Sev|Proc_ID|Dev/Path Name |Handle

———————————————————— e e e e e e e L e
Jul 1 10:13:45 2021|0 |SPINE_UNAVAILABLE |E/A|5082 | Fabric Manager|0x1034000
Jul 7 14:55:23 2021|0 |PUNT_FABRIC_DATA_PATH_FAILED |[ER 9429 | System Punt/Fa|0x2000004

RP/0/RPO/CPUQ:ASR-9922-A#sh pfm process 9429 location 0/RP0O/CPUO

Wed Jul 7 14:56:39.961 UTC

node: nodeO_RPO_CPUO

CURRENT TIME: Jul 7 14:56:40 2021

PFM TOTAL: 2 EMERGENCY/ALERT(E/A): 1 CRITICAL(CR): O ERROR(ER): 1
PER PROCESS TOTAL: O EM: O CR: 0 ER: O

Device/Path[1 ]:Fabric loopbac [0x2000003 ] State:RDY Tot: O

Device/Path[2 ]:System Punt/Fa [0x2000004 ] State:RDY Tot: 1

1 Fault Id: 432
Sev: ER
Fault Name: PUNT_FABRIC_DATA_PATH_FAILED

Raised Timestamp: Jul 7 14:55:23 2021

Clear Timestamp: N/A

Changed Timestamp: N/A

Resync Mismatch: FALSE

MSG: failure threshold is 3, (slot, NP) failed: (0/7/CPUO, 0)
Device/Path[3 ]:Crossbar Switc [0x108c000 ] State:RDY Tot: O
Device/Path[4 ]:Crossbar Switc [0x108c001 ] State:RDY Tot: O
Device/Path[5 ]:Crossbar Switc [0x108c002 ] State:RDY Tot: O

Device/Path[6 ]:Crossbar Switc [0x108c003 ] State:RDY Tot: O



Device/Path[7 ]:
Device/Path[8 ]:
Device/Path[9 ]:
Device/Path[10]
Device/Path[11]
Device/Path[12]
Device/Path[13]
Device/Path[14]
Device/Path[15]
Device/Path[16]
Device/Path[17]
Device/Path[18]
Device/Path[19]
Device/Path[20]
Device/Path[21]
Device/Path[22]
Device/Path[23]
Device/Path[24]
Device/Path[25]
Device/Path[26]

Device/Path[27]

:Crossbar
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:Crossbar
:Crossbar
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:Hooper
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Crossbar Switc
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Switc
Switc
Switc
Switc
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Switc

:Fabric Interfa
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:C1kCtr1 Contro

:NVRAM
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[0x108b000
[0x1086000
[0x108d000
[0x109a000
[0x109b000
[0x10ba000
[0x1097000
[0x1097001
[0x1097002

[0x1097003

] State:
] State:
] State:
] State:
] State:
] State:
] State:
] State:
] State:
] State:
] State:
] State:
] State:
] State:
] State:
] State:
] State:
] State:
] State:
] State:

] State:
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Tot:

Tot:

Tot:

Tot:

Tot:

Tot:

PIE{H| O] A TenGigE0/7/0/197F NPOL £ CH2 E|RR& LY.

<{froot>

RP/0/RPO/CPUO:ASR-9922-A#

show | oggi ng | ast 200

Wed Jul

LC/0/7/CPUO: Jul

7 14:58:42.959 UTC

7 14:55:23.798 UTC:

in 0/7/0

Interface TenGigE0/7/0/19, changed state to Down

LC/0/7/CPUO: Jul

7 14:55:23.798 UTC: ifmgr[270]: %PKT_INFRA-LINEPROTO-5-UPDOWN :
Line protocol on Interface TenGigEO0/7/0/19, changed state to Down

ifmgr[270]: %PKT_INFRA-LINK-3-UPDOWN :



RP/0/RPO/CPUO:Jul 7 14:55:23.802 UTC: BM-DISTRIB[1290]: %L2-BM-6-ACTIVE :
TenGigEOQ/7/0/19 1is no longer Active as part of Bundle-Ether854 (Link is down)

LC/0/7/CPUO:Jul 7 14:55:25.854 UTC: vic_0_0[379]: %PLATFORM-VIC-4-RFI :
Interface TenGigE0/7/0/19, Detected Remote Fault

LC/0/7/CPUO:Jul 7 14:55:26.936 UTC: Tda_server[114]: %PKT_INFRA-FM-2-FAULT_CRITICAL :

ALARM_CRITICAL :OPTICS RX POWER LANE-O LOW ALARM :CLEAR : Te0/7/0/0:

PUNT 27 MM &X|:

<{froot>
RP/0/RPO/CPUQ:ASR-9922-A#

sh ipvd int brief location 0/7/CPU

Wed Jul 7 14:59:16.322 UTC

Interface IP-Address Status Protocol Vrf-Name
TenGigEOQ/7/0/0 unassigned Down Down default
TenGigEO/7/0/1 unassigned Down Down default
TenGigEQ/7/0/2 unassigned Down Down default
TenGigEQ/7/0/3 unassigned Down Down default
TenGigEOQ/7/0/4 unassigned Down Down default
TenGigEOQ/7/0/5 unassigned Down Down default
TenGigEOQ/7/0/6 unassigned Down Down default
TenGigEOQ/7/0/7 unassigned Shutdown Down default
TenGigEOQ/7/0/8 unassigned Shutdown Down default
TenGigEOQ/7/0/9 unassigned Shutdown Down default
TenGigEO/7/0/10 unassigned Down Down default
TenGigEO/7/0/11 unassigned Down Down default
TenGigEQ/7/0/12 unassigned Down Down default
TenGigEQ/7/0/13 unassigned Shutdown Down default
TenGigEOQ/7/0/14 unassigned Shutdown Down default
TenGigEQ/7/0/15 unassigned Shutdown Down default
TenGigEO/7/0/16 unassigned Shutdown Down default



TenGigEOQ/7/0/17 unassigned Shutdown Down default
TenGigE0/7/0/18 unassigned Down Down default

TenGigE0/7/0/19 unassigned Down Down default >>>>>>

FEI7t SXIEAELICH

<{froot>
RP/0/RPO/CPUQ:ASR-9922-A#

sh pfmlocation 0/Rp0/CPU

Wed Jul 7 15:01:44.478 UTC

node: nodeO_RPO_CPUO

CURRENT TIME: Jul 7 15:01:44 2021

PFM TOTAL: 1 EMERGENCY/ALERT(E/A): 1  CRITICAL(CR): O ERROR(CER): 0O

Raised Time | S#|Fault Name |Sev|Proc_ID|Dev/Path Name |Handle
———————————————————— s Tttt R et il T R e
Jul 1 10:13:45 2021|0 |SPINE_UNAVAILABLE |E/A|5082 | Fabric Manager|0x1034000

RP/0/RPO/CPUO:ASR-9922-A#

QE{H[O| AT} LIEHH:

<tfroot>

RP/0/RPO/CPUO:ASR-9922-A#

show logging | in 0/7/0/19

Wed Jul 7 15:06:11.532 UTC

LC/0/7/CPUO:Jul 7 14:55:23.798 UTC: ifmgr[270]: %PKT_INFRA-LINK-3-UPDOWN :
Interface TenGigE0/7/0/19, changed state to Down

LC/0/7/CPUO:Jul 7 14:55:23.798 UTC: 1ifmgr[270]: %PKT_INFRA-LINEPROTO-5-UPDOWN :
Line protocol on Interface TenGigEO0/7/0/19, changed state to Down



RP/0/RPO/CPUO:Jul 7 14:55:23.802 UTC: BM-DISTRIB[1290]: %L2-BM-6-ACTIVE :
TenGigEOQ/7/0/19 1is no longer Active as part of Bundle-Ether854 (Link is down)

LC/0/7/CPUO:Jul 7 14:55:25.854 UTC: vic_0_0[379]: %PLATFORM-VIC-4-RFI :
Interface TenGigE0/7/0/19, Detected Remote Fault

LC/0/7/CPUO:Jul 7 15:03:27.204 UTC: ifmgr[270]: %PKT_INFRA-LINK-3-UPDOWN :
Interface TenGigE0/7/0/19, changed state to Up

LC/0/7/CPUO:Jul 7 15:03:27.206 UTC: ifmgr[270]: %PKT_INFRA-LINEPROTO-5-UPDOWN :
Line protocol on Interface TenGigEO0/7/0/19, changed state to Up

RP/0/RPO/CPUO:Jul 7 15:03:29.219 UTC: BM-DISTRIB[1290]: %L2-BM-6-ACTIVE :
TenGigEOQ/7/0/19 1is Active as part of Bundle-Ether854
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