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Cloud

Sw_A 3 A Site_B_2 Sw_B
Vlan 100 : 192.168.10.2/24 %a ®) : \m\ Vlan 100 : 192.168.10.1/24
© &
20.0.0.1/24  40.0.0.1/24° e
M XA
=00
AO|E A: ED T4:
Site_A_l#show run Site_A_2#show run
Building configuration... Building configuration...
otv site bridge-domain 99 otv site bridge-domain 99
! !
otv site-identifier 0000.0000.0001 otv site-identifier 0000.0000.0001
crypto isakmp policy 10 crypto isakmp policy 10
hash md5 hash md5



https://www.cisco.com/c/ko_kr/support/docs/routers/asr-1000-series-aggregation-services-routers/117158-configure-otv-00.html
https://www.cisco.com/c/ko_kr/support/docs/routers/asr-1000-series-aggregation-services-routers/117158-configure-otv-00.html
https://www.cisco.com/c/ko_kr/support/docs/routers/asr-1000-series-aggregation-services-routers/117157-configure-otv-00.html
https://www.cisco.com/c/ko_kr/support/docs/routers/asr-1000-series-aggregation-services-routers/117157-configure-otv-00.html

authentication pre-share authentication pre-share

crypto isakmp key cisco address 30.0.0.1 crypto isakmp key cisco address 30.0.0.1
crypto isakmp key cisco address 40.0.0.1 crypto isakmp key cisco address 40.0.0.1

crypto ipsec transform-set tset esp-aes esp-md5-hmac|crypto ipsec transform-set tset esp-aes esp-md5-hn

mode tunnel

crypto map cmap 1 ipsec-isakmp
set peer 30.0.0.1

set transform-set tset

match address cryptoacl
crypto map cmap 3 ipsec-isakmp
set peer 40.0.0.1

set transform-set tset

match address cryptoacl3

interface Overlay99

no ip address

otv join-interface GigabitEthernet0/0/1
otv adjacency-server unicast-only
service instance 100 ethernet
encapsulation dotlqg 100

bridge-domain 100

service instance 101 ethernet
encapsulation dotlg 101

bridge-domain 101

interface GigabitEthernet0/0/0

no ip address

mode tunnel

crypto map cmap 2 ipsec-isakmp
set peer 30.0.0.1

set transform-set tset

match address cryptoacl2
crypto map cmap 3 ipsec-isakmp
set peer 40.0.0.1

set transform-set tset

match address cryptoacl3

interface Overlay99

no ip address

otv join-interface GigabitEthernet0/0/1

otv use-adjacency-server 10.0.0.1 30.0.0.1 unicas

service instance 100 ethernet
encapsulation dotlg 100

bridge-domain 100

service instance 101 ethernet
encapsulation dotlg 101

bridge-domain 101

interface GigabitEthernet0/0/0

no ip address




service instance 99 ethernet
encapsulation dotlqg 99

bridge-domain 99

service instance 100 ethernet
encapsulation dotlg 100

bridge-domain 100

service instance 101 ethernet
encapsulation dotlg 101

bridge-domain 101

interface GigabitEthernet0/0/1
ip address 10.0.0.1 255.255.255.0

crypto map cmap

ip access-1list extended cryptoacl
permit gre host 10.0.0.1 host 30.0.0.1
ip access-1list extended cryptoacl3

permit gre host 10.0.0.1 host 40.0.0.1

service instance 99 ethernet
encapsulation dotlqg 99

bridge-domain 99

service instance 100 ethernet
encapsulation dotlg 100

bridge-domain 100

service instance 101 ethernet
encapsulation dotlg 101

bridge-domain 101

interface GigabitEthernet0/0/1
ip address 20.0.0.1 255.255.255.0

crypto map cmap

ip access-Tist extended cryptoacl?2
permit gre host 20.0.0.1 host 30.0.0.1
ip access-Tist extended cryptoacl3

permit gre host 20.0.0.1 host 40.0.0.1

AMO|E B: ED F+44:

Site_B_1#sh run
Building configuration...
otv site bridge-domain 99
!
otv site-identifier 0000.0000.0002
crypto isakmp policy 10

hash md5

Site_B_2#sh run
Building configuration...
otv site bridge-domain 99
!
otv site-identifier 0000.0000.0002
crypto isakmp policy 10

hash md5




authentication pre-share
crypto isakmp key cisco address 10.0.0.1

crypto isakmp key cisco address 20.0.0.1

mode tunnel

crypto map cmap 1 ipsec-isakmp
set peer 10.0.0.1

set transform-set tset

match address cryptoacl
crypto map cmap 2 ipsec-isakmp
set peer 20.0.0.1

set transform-set tset

match address cryptoacl2

interface Overlay99
no ip address
otv join-interface GigabitEthernetl/0/2
otv use-adjacency-server 10.0.0.1 unicast-only
otv adjacency-server unicast-only
service instance 100 ethernet
encapsulation dotlqg 100

bridge-domain 100

service instance 101 ethernet

encapsulation dotlg 101

bridge-domain 101

interface GigabitEthernetl/0/3

crypto ipsec transform-set tset esp-aes esp-md5-hmac

authentication pre-share
crypto isakmp key cisco address 10.0.0.1

crypto isakmp key cisco address 20.0.0.1

crypto ipsec transform-set tset esp-aes esp-md5-hn

mode tunnel

crypto map cmap 1 ipsec-isakmp
set peer 10.0.0.1

set transform-set tset

match address cryptoacl
crypto map cmap 2 ipsec-isakmp
set peer 20.0.0.1

set transform-set tset

match address cryptoacl2

interface Overlay99
no ip address

otv join-interface GigabitEthernet2/2/0

otv use-adjacency-server 10.0.0.1 30.0.0.1 unicas

service instance 100 ethernet
encapsulation dotlg 100

bridge-domain 100

service instance 101 ethernet
encapsulation dotlg 101

bridge-domain 101

interface GigabitEthernet2/2/1

no ip address




service instance 99 ethernet
encapsulation dotlqg 99

bridge-domain 99

no ip address
service instance 99 ethernet

encapsulation dotlqg 99

bridge-domain 99

!
service instance 100 ethernet
encapsulation dotlqg 100

bridge-domain 100

!
service instance 101 ethernet
encapsulation dotlg 101

bridge-domain 101

crypto map cmap

!
interface GigabitEthernetl/0/2

ip access-1list extended cryptoacl

ip access-1list extended cryptoacl2

permit gre host 30.0.0.1 host 20.0.0.1

!
service instance 100 ethernet
encapsulation dotlg 100

bridge-domain 100

!
service instance 101 ethernet
encapsulation dotlg 101

bridge-domain 101

!

interface GigabitEthernet2/2/0
ip address 40.0.0.1 255.255.255.0
crypto map cmap

ip access-Tist extended cryptoacl

permit gre host 40.0.0.1 host 10.0.0.1

ip address 30.0.0.1 255.255.255.0
ip access-Tist extended cryptoacl?2

permit gre host 40.0.0.1 host 20.0.0.1

permit gre host 30.0.0.1 host 10.0.0.1
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<#root>
Site_A_l#show otv vlan

Key: SI - Service Instance, NA - Non AED, NFC - Not Forward Capable.

Overlay 99 VLAN Configuration Information

Inst VLAN BD Auth ED State Site If(s)

0 100 100 *Site A1l active G 0/0/0:SI100
0 101 101 Site_A_2 inactive(NA) Gi0/0/0:S1101
0 200 200 *Site A1 active G 0/0/0: Sl 200
0 201 201 Site_A_2 inactive(NA) Gi0/0/0:S1201

Total VLAN(s): 4

<tfroot>

Site_B_2#show otv vlan

Key: SI - Service Instance, NA - Non AED, NFC - Not Forward Capable.

Overlay 99 VLAN Configuration Information

Inst VLAN BD Auth ED State Site If(s)

0 100 100 *Site B 2 active G 2/2/1:SlI100
0 101 101 Site_B_1 inactive(NA) Gi2/2/1:SI101
0 200 200 *Site B 2 active G 2/ 2/1: Sl 200
0 201 201 Site_B_1 inactive(NA) Gi2/2/1:S1201

Total VLAN(s): 4
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Site_A_l#show crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst src state conn-id status
10.0.0.1 30.0.0.1 QV_IDLE 1008 ACTIVE
10.0.0.1 40.0.0.1 QV_IDLE 1007 ACTIVE

Site_B_2#sh crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst src state conn-id status
20.0.0.1 40.0.0.1 QV_IDLE 1007 ACTIVE
10.0.0.1 40.0.0.1 QV_IDLE 1006 ACTIVE

O|x| mfZlo| &f=2
dE= U8 ¢
1 Zro| Lot

P et s S El=X| 2 Ql5tE{™ THX] show crypto session detail 2| £230{ A of
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<{froot>

Site_A_1(config-if)#do show crypto session detail | section enc

K - Keepalives, N - NAT-traversal, T - cTCP encapsulation



Outbound: #pkts enc'ed 0 drop 0 1ife (KB/Sec) 4608000/3345

Qut bound: #pkts enc'ed 10 drop O life (KB/ Sec) 4607998/ 3291

<<<< 10 counter before ping

<{froot>

Site_A_1(config-if)#do show crypto session detail | section dec

Inbound: #pkts dec'ed 0 drop 0 Tife (KB/Sec) 4608000/3343

I nbound: #pkts dec'ed 18 drop O life (KB/ Sec) 4607997/ 3289

<<<< 18 counter before ping

<#root>

Site_B_2(config-if)#do show crypto session detail | section enc

K - Keepalives, N - NAT-traversal, T - cTCP encapsulation

Qut bound: #pkts enc'ed 18 drop O life (KB/ Sec) 4607997/ 3295

<<<< 18 counter before ping

Outbound: #pkts enc'ed 9 drop 0 1ife (KB/Sec) 4607999/3295

<tfroot>

Site_B_2(config-if)#do show crypto session detail | section dec

I nbound: #pkts dec'ed 10 drop O life (KB/ Sec) 4607998/ 3293

<<<< 10 counter before ping

Inbound: #pkts dec'ed 1 drop 0 1ife (KB/Sec) 4607999/3293

Sw_A(config)#do ping 192.168.10.1 source vlan 100

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.10.1, timeout is 2 seconds:



Packet sent with a source address of 192.168.10.2
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/3/10 ms

Sw_A(config)#

<{froot>

Site_A_1(config-if)#do show crypto session detail | section enc
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation

Outbound: #pkts enc'ed 0 drop 0 1ife (KB/Sec) 4608000/3339

Qut bound: #pkts enc'ed 15 drop O |life (KB/ Sec) 4607997/ 3284

<<<< 15 counter after ping (After ICMP Echo)

<#root>

Site_A_1(config-if)#do show crypto session detail | section dec

Inbound: #pkts dec'ed 0 drop 0 Tife (KB/Sec) 4608000/3338

I nbound: #pkts dec'ed 23 drop O life (KB/ Sec) 4607997/ 3283

<<<< 23 counter after ping (After ICMP Echo Reply)

<tfroot>

Site_B_2(config-if)#do show crypto session detail | section enc

K - Keepalives, N - NAT-traversal, T - cTCP encapsulation

Qut bound: #pkts enc'ed 23 drop O life (KB/ Sec) 4607997/ 3282

<<<< 23 counter after ping (After ICMP Echo Reply)

Outbound: #pkts enc'ed 9 drop 0 1ife (KB/Sec) 4607999/3282

<{froot>

Site_B_2(config-if)#do show crypto session detail | section dec



I nbound: #pkts dec'ed 15 drop O life (KB/ Sec) 4607997/3281

<<<< 15 counter after ping (After ICMP Echo)

Inbound: #pkts dec'ed 1 drop 0 1ife (KB/Sec) 4607999/3281
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