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O| E M0 ME Cisco I0S® XE 2R E{2| QIE{m|0|A miZ! AlK| EXE siZsts EEdoll CHa AT
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ANBEE 7N

Ol 2 M= ISR 4000 & ASR1000 2+ E{2t Z'2 Cisco I0S XE EtE ESES 7|8t = TLcH
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Cisco |0S XE 2t E0|M THZ! & X= CHS 2 HIRE 048] 748 24 Zhofl g = U&LCh.
« SPA(Shared Port Adapter) QIE{H|0|&

« QFP(Quantum Flow Processor): PPE(IHZ! Z 2 MM AZHE Z&stE CIOIE EBfel =2
MAMdLct,

olg{st EE2 QE{H0|AL| Q2 e £ WEolM BEE 4 ot QFPE EME M, 78 &
2 =29 Afxflol Qlch,

Cisco 10S XE C|HO|A 0| ZHE & Edi[Qlo] BT & F= WA A A= CHS 7H0|=0] LEeE = punt
4 X=3

AXE A ESHAAIL. Policer EE{E#EI0| 2AHIZIS

Ql2d AFK|

QEH 0|0 MHE U3 CHY|H0M &3 AXE FRIE &

5k 4= Q)
E 9| show interfaces &, drops 7H2E{ A0l M EQlE &

---- show interfaces ----

GigabitEthernet0/0/0 is up, Tine protocol is up

Input queue: 0/375/71966/0 (size/max/drops/flushes); Total output drops: 47009277

QIE{H|0|A 9| 121 ALK 7F2E{E show interface summary B232] IQD & ool EA|Z|H, O|=
24 CH7| ol A AE Izl LIEHA LT

---- show interface summary ----

Interface IHQ IQD OHQ 0QD RXBS RXPS TXBS
* Te0/0/0 0 0 0 0 29544000 2830 1957000
* Te0/0/1 0 0 0 0 23476000 2555 16655000
* GigabitEthernet0/0/0 0 71966 0 47019440 18852000 5321 59947000


https://www.cisco.com/c/ko_kr/support/docs/ip/syslog/222539-troubleshoot-policer-surpassed-a-thresho.html
https://www.cisco.com/c/ko_kr/support/docs/ip/syslog/222539-troubleshoot-policer-surpassed-a-thresho.html

CIE{H|O|A S| I3 AX|l= Yit™Mo 2 Q124 CH7| Q0| ZHE|0] MA|ZHo| AHE[E &= i M B E
LICH 2 23 IiZI2 A8 3¢ Y L 2|&o| 7|=5t0 MEIXMo = H|7 |2 £+ L}
Qzd AN E WMA|IZ|E 7t §el2 ChEat Z&LCt
o SAMEXIE £AMEXVIAHEE = UE ST ECl =2 S 2 I3l MEStD Qo] &l2d Ol
7|0 A2 EL|C}
« EPNE mjEdo| HAE = 0lo|3EHAE
. ESHE NS AE

ClE{mH[O|A B ol BB ER/ 7

Router(config-if)#hold-queue ?
<0-240000> Queue length




£ 11: Hold-queue &2 &
TACO| ZO|AE H3HAAIL.

ST (=) IN
S ME

1. 58 Mo HFHLIES =4I CHIO|AMM H& CIHIO|AR YAl SX| ZE ~
St Oloz AL E = UELICH §Y ZSHEQ| QIEH 0|A L FIEQ0] 74 24 7T
olo|M 7to|=0 M 5 & Aojof CHEF RtAIEH LIE S HAEFLICH
ClE | o|A S| &3 AMK
2 CH7| €9 QIE{H O|A OfL|HAE0|M £240] A X E|H show interfaces BWHE2 S5l & QI

---- show int gi 1/0/46 ----

GigabitEthernetl/0/46 is up, line protocol is up (connected)



Input queue: 0/2000/0/0 (size/max/drops/flushes); Total output drops: 154786

Total Output Drops 7} 2E = J& 2 &= QIEHH0o|AS &3 FolM =& LtEFHLICE o243t &
EH= QoS(Quality of Service)2t Z2 HFHLIESE o4stE &= oM, QOS': MEiXo 2 T{Z!E |
7|5t01 2 S #elg = UL

QoSt EefEo| MEQE HESIEE, £ CHE EXHERE EHAIE= B service-policy EZ2 A}
85to{ E2 LYo 2 FHE policy-map= S5l QUIE{HO|ANM 7|20 otl 7 TEFS ALE St
T A=K EelstE JAeuct

interface GigabitEthernet0/1
service-policy output PRIORITIZE-VOICE

THE MH|A ZEE HZFALIELE 2lal £230| 4| E[=X| & 215t24H show policy-map interface
<interface-name> out FHE ALE & LIC}. O|= CtF oflof Ltet A& LCH.

---- show policy-map interface gi0/0/0 output ----
GigabitEthernet0/0/0
Service-policy output: PRIORITIZE-VOICE

queue stats for all priority classes:
Queueing
queue 1limit 512 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0

Class-map: VOICE (match-any)
0 packets, 0 bytes
5 minute offered rate 0000 bps, drop rate 0000 bps
Match: dscp ef (46)
Priority: Strict, b/w exceed drops: 0

Class-map: class-default (match-any)
0 packets, 0 bytes
5 minute offered rate 0000 bps, drop rate 0000 bps
Match: any

queue 1limit 4166 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0



Router#

ol BE2 FgE 2eh 7he| QoS HAHLIE QIet AXE EoiELICH

1 QIEHo|AC| £E340| WA WM & = U= AKX Azt A T e A2, Yitde
E -_r“HEI QoS(Quality of Service)Z 213 .7=H\_7P ofl & ElLCt EeE A2 TACSH 22i5t
0 A8E MH|A E& HFHLIE CHall XHMIS| ot2 1 o] 7[sofl CHEr sHE 740

ZotEAIL.

XS 5021 QoS L 3 o cHst XIS LIE 2 QoS ZI|2a8|0|M 710|E, Cisco 10S XE 17.x
Zim|ago|M 7I0|EE R ESHAAIL.
CH7 Y ®2| =S E24™ show interfaces WS AFE5t1D CH7 | 2| ™EF gfS &lghL|ct. 7|

2Mo = ol2H2E WZ! M2l B2 FIFO(First-In, First-Out) & L|C}.

---- show interfaces gigabitEthernet 0/0/0 ----


https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/qos/b-quality-of-service/m_qos-class-lac.html
https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/qos/b-quality-of-service/m_qos-class-lac.html
https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/qos/b-quality-of-service/m_qos-class-lac.html
https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/qos/b-quality-of-service/m_qos-class-lac.html

Queueing strategy: Class-based queueing

QoS(Quality of Service)7} MEE|X| ot &3 STt
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QoS(Quality of Service)7t 9= QIE{TH O| A 04 A

« ZE AE LU QHMEAIZRIM B £34 QIEH|0|AE ¥/ E5tE =4 QIEHH0|A
« QFP(Quantum Flow Processor) HH&f

- 2lo|MlAl X 2|ZF AT

- ESHE NEt

g

[e][]

Ol EME o XIMI5| i Z2sted™ o] £ A2l QFP(Quantum Flow Processor) Drops AlM & & X
AR,

QFP(Quantum Flow Processor) A ]|

QFP &M AFR E & 2l5t2d™ CH2 a3/ 1 20| show platform hardware qfp active statistics drop
Haie ALt |C).

---- show platform hardware gfp active statistics drop ----

Last clearing of QFP drops statistics : never

Global Drop Stats Packets Octets
BFDoffload 23944858 1904416850
IpTtlExceeded 184211 28644972
IpsecIkelIndicate 175 26744
IpsecInput 686112 171458640
IpsecInvalidSa 1 80
Ipv4Martian 4 392
Ipv4NoAdj 19776 6587643
Ipv4NoRoute 75 10950
IpvbNoRoute 27068 1515808
ReassDrop 3489529 450382594
ReassNoFragInfo 4561070 6387610348
ReassOverlap 3 198
ReassTimeout 7408271 2631950860

TailDrop 193769387 157113756882



M eof ct¥eh ol et 2 FHE|n2(ol CHEr 2t WZ! 7H2EE EAIRLICH

4

ol W2 QFP 4

I QFP EE HE AR IR E2 O B et 40| 7tsstct. olf HE= =X
oid 55 QFLHErLICH AU miZ! AfX| 437} of il B9 Cisco TAC #[O|AE H+E L
Ct.
B =&
7MY ®tF 2EEE AN §8 & StLEE TailDrop 7H2E{0|H, 0l YEHMo 2 ChE1 22 o|R
e

- ClO|MIA x{2|ZF At
« QoS &
MME 27 F:
%BW_LICENSE-4-THROUGHPUT_MAX_LEVEL: FO0/0: cpp_ha_top_level_server: NI=
7|zt S WZ & 2|ZF0| <mbps>Mbps2| 2}o|AlA

<period>A|Zt &2 <sampling-number> M Z 2



CHAZ o mEHRoH ME2 7|7H2 <sampling-period>Z &1L|C},

» show platform hardware gfp active infrastructure bgs queue output default interface
<interface>

» show plat hardware qfp active infrastructure bgs queue output default all

» show platform hardware qgfp active feature lic-bw oversubscription
. ZEE 590 A B EA|

EA%
« SE SIEQ] MEIF L Z3 EA

Qe dhe ERfEo| AKX ED U EKX| 0482 QFPL| THZ! X 2| E7|of CHEF XHA|IEH LHE 2 o3&l
st 2! =X 7|58 MA2E £ Q&LICE Cisco I0S-XE Datapath %! £ 7|s2 £t X
A2 HXSAAIR

1
%IlOSXE_QFP-2-LOAD_EXCEED: £%: 0, QFP:0, Load <load-percentage>%7F A% lAZtE =
opekLct.


https://www.cisco.com/c/ko_kr/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html
https://www.cisco.com/c/ko_kr/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html
https://www.cisco.com/c/ko_kr/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html
https://www.cisco.com/c/ko_kr/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html
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o| Zx|adio|MofAM 7|52
bps(bits per second)0d| [ft2}

22 5%,18, 58 E&=

active datapath utilization summary &

---- show platform hardware gfp active datapath utilization summary

CPP O:
Input: Total

Output: Total
Processing: Load
Crypto/I10

Crypto: Load
RX: Load

(pps)
(bps)
(pps)
(bps)
(pct)

(pct)
(pct)

5 secs
1

320

0

0
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P& 8Eg HdE3st7| I8l show platform hardware gfp
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TX: Load (pct) 2 2 2 2
Idle (pct) 97 97 97 97

QFPOIAM F=7} A K| 2212 2[5l show drops { bgsE AF&3SHAIAIL. | crypto firewall| interface] ip-
all| nat| punt| gfp| qos|history} @&, Cisco Catalyst 8500 2! 8500L Series Edge Platforms Software
Configuration GuideE & X35t AA|2.

T2 AR EREATS 915 £t E
RIE{H|o|A 2| FHR2EH

show interfaces [interface] WEE Safl CtY et 712 E{7F EA[ELICH ZF 7F2E 2| o|Ojof cHEt M
B2 ol B HZE EM0ollA &RlE = Ql&LCt

History Bits per Second CLI 7|8t 2=

QIE{m|o|A 2f|e ot2ie| BE 7|5 bpsE AFEst0] AEH|O|ANA E0{21 LITHE WE2 = CLI
LHollM 715 bps/ZE 2= E7(|E Edste = J&LIC o]l ZI|azo[Md2 QB o|A0 A LIS
bps| ZeiZ & A FTrLCt.

Router(config)#interface gigabitEthernet 0/0/0
Router(config-if)#history bps

Bt 715 bps E-AK K VIE 72 7|52 €43 E + &L

\J

AlZt Zotof 8 7|5 726 Z0E E AlSH2{™ B show interfaces <interface> history &S
ArE gLt

---- show interfaces gigabitEthernet 0/0/0 history ? ----

60min Display 60 minute histograms only

60sec  Display 60 second histograms only

72hour Display 72 hour histograms only

all Display all three histogram intervals
both Display both input and output histograms
input Display input histograms only

output Display output histograms only

| Output modifiers


https://www.cisco.com/c/en/us/td/docs/routers/cloud_edge/c8500/software-configuration-guide/c8500-software-config-guide/packet_drops.html
https://www.cisco.com/c/en/us/td/docs/routers/cloud_edge/c8500/software-configuration-guide/c8500-software-config-guide/packet_drops.html
https://www.cisco.com/c/en/us/td/docs/routers/cloud_edge/c8500/software-configuration-guide/c8500-software-config-guide/packet_drops.html
https://www.cisco.com/c/en/us/td/docs/routers/cloud_edge/c8500/software-configuration-guide/c8500-software-config-guide/packet_drops.html
https://www.cisco.com/c/en/us/td/docs/routers/cloud_edge/c8500/software-configuration-guide/c8500-software-config-guide/packet_drops.html
https://www.cisco.com/c/en/us/td/docs/routers/cloud_edge/c8500/software-configuration-guide/c8500-software-config-guide/packet_drops.html
https://www.cisco.com/en/US/docs/internetworking/troubleshooting/guide/tr1904.html

#show int gil history 60sec

GigabitEthernetl output rate(mbits/sec) (last 60 seconds)

clear counters
O| WHL CtYst 7 2E SHE X|RE Ol AF2ELCE
+ clear counters: /E{H|O|A =& F}2E O|O|E{E X[ZLICI.

« show platform hardware qfp active statistics drop clear: QFP(Quantum Flow Processor)0i| A
A FHR2EHE RdEELICH

AlZto| Ao & AMA| HIE2

£ MK £7t HE¥S Le=X| FlstE{H QIE{H 0|A &0 A history bps output-drops WS At
&st0od AlZhol [HE A XME FRlote A lol, CHE FH2E 4tE ALEstod 7271 Ot X[ 2= X|
T o|F £3 Ax|o| ™A HIEE 72 & U&LICH

Otx|2t 2E! 0|F 7127} K| X|X| &t ZBL show version HHES AI25104 A|AH] 7IS AlZHE
7tK 2 7{L} show interfaces 232310} &7/ show interface counters2| OFX|2F X|R 7| gt &= 5HA
A2,

Zt2E7t OrX|F ez XTI AlZHE #QlstHLE ClHO|A 7hE AlZhE & Qlet = aliE 7|z St

ol



O] 2 & &3 AFA| Zfoll 1002 =& CHS show interfaces <interface> W23 9| packets &2 7}
26 gf 7toll 2ot E Lo =-E = U&LICH o] &dol Aut= sl 7|7t Set s QIE{H o|A
of CHEt &3 AfX|e] %o Ci$t oto|C|o{E MBS FLICt

£ 11 show interfaces & show platform hardware gfp active statistics drop2| Zt2E{= O}
X|gto 2 X|QZF o|F 7|8 Y F=MELIC CHA| REE7 &2 E|H 12 E{ 7 K| EILICH

CHS oMl £33 HZstAA2.

---- show version ----



Hostname uptime is 51 weeks, 1 day, 14 hours, 17 minutes

---- show 1interface GigabitEthernet0/0/1 ----

GigabitEthernet0/0/1 is up, line protocol is up

Last clearing of "show interface" counters never
Input queue: 0/375/0/0 (size/max/drops/flushes); Total output drops: 1351

219128599 packets output, 84085726336 bytes, 0 underruns

O| ol £222 QIE{H|0|A 9| Ft2E{7} X[ XIX| A% S S LIEHHLICE &, ClHtO|A Q| 7+S AlZt
O| Xk 51F S0t & £249| H|E0| (1351 x 100 ) / 219128599 = .0006% ! L|C}.

Ol 222 sllA5tH o] QIE{m|o|A 0| & &3 Z4A™O0| 3X| k2 + JU&LICH O ZI2EE 7|5
ol =XE|H 7S A|ZH0| Zo{k|H ZtAZF0| ©ES O|x| K| et&LCh.

Load interval(ZE 7t7)2 2= SHE 7|&tst= Ol CIOIE7H A8 &= 7[ZHE LIEHL = 2/E{m 0]
4 giidlel Am| g ofM o7~ LIC.

Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#interface gigabitEthernet 0/0/0
Router(config-if)#load-interval ?

<30-600> Load interval delay in seconds

load-interval OH7H# 0| A= @l2d A &2 £ Zf of2H 2] show interface B& 1} & 74 I EIL



Ct.

---- show interfaces gigabitEthernet 0/0/0 ---

GigabitEthernet0/0/0 is administratively down,

Tine protocol is down

5 minute input rate 0 bits/sec,
5 minute output rate 0 bits/sec,

0 packets/sec
0 packets/sec

Ol show interfaces 2 A&l [ bits per second S & &Qlst= &

QIE{H| 0| A

HA T

2 o._E‘l.U.‘”Ol/\OlO|E|I E:I;E!A

P2 A8t =2 °|E41HI0I*01IA-I A&

Olsfist= ol ==o0| EL

---- show interfaces summary

*: interface 1is up

IHQ: pkts in input hold queue
OHQ: pkts 1in output hold queue
RXBS: rx rate (bits/sec)

TXBS: tx rate (bits/sec)

TRTL: throttle count

oM E0{211

Ct. o| oilx| &

IQD: pkts dropped from input queue
0QD: pkts dropped from output queue
RXPS: rx rate (pkts/sec)
TXPS: tx rate (pkts/sec)

LI7H= && HIEE 0|5H5

g 7tM&Lict ol §d
|A‘| RXBS %! TXBS 72 E

ARol ot & F

x
—_ O
g B ZstdA2

Ztof EH%._ E.'s;'% L& E24™ show interface summary &
_/_n\l_
=24
=4

Interface IHQ
* GigabitEthernet0/0/0 1
GigabitEthernet0/0/1 0
GigabitEthernet0/0/2 0
* GigabitEthernet0/0/3 0

UAIHS 2 QoS A M7

SHE husteiH Yye we

o o
x| ago|M Bleoi M no

n

QIE{mH| O] A 0{ A QoS HAE 2
ervice-policy output <policy-name> HH & AFEELICH

IQD OHQ 0QD RXBS
0 0 0 9000
0 0 0 0
0 0 0 0
0 0 0 9000

= QoSel &zd0| gf
oH':* {0 24012

QAo 2 AM|7{ErL|C}.

LICE.

1A
AR
| = Ql&Lch,

RXPS TXBS

19 0

0 0

0 0

19 0
QIE{mo|A



’E.*_TL: TAC NE=[o) | -‘_é 5t 7

= o oT = T

s “ mHE H7| {8 2 BEsts 2ol e
— AVloha

2 MH|A

_I.I_ﬁ



Mz iMoo 2 BEd AAR A8

&I AN= ipsec 7|5 HEY == UAE&LICE Ipsec 4
ElE E2/M lEm oA EAELICH E{do| AFSE et = OI AUE B2, K|§o|
Qe B TACH| 0| 2|l 70| ZLELICH ol A & i Elo| Z7|of HO|AE T
et 2 Ql&LCt
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https://www.cisco.com/c/ko_kr/support/docs/routers/asr-1000-series-aggregation-services-routers/110531-asr-packet-drop.html
https://www.cisco.com/c/ko_kr/support/docs/routers/asr-1000-series-aggregation-services-routers/110531-asr-packet-drop.html
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