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O|0|X|1 - Cisco 8000 Series EFE{7F NPU Z! CPU Cto|o{a & ZtASIZ&LICE

Cisco 8000 2R E{0lM THZ! & 4= 415tF NPU(Network Processing Unit)0llAl Z 3|2 s&sto{ =
e A™E LRLICH

rok

£ *2l& {al MiZlE CPUz ™Metetche o|0jolM HZlE HES 7= ZAEE 827t

NPU Z3|= IZ!2 CPUR A |Z5t= S ¢t per-flow-rate-limiting0| 2 2 8tX| o8 = A& FLICt.

« Per-flow-rate-limiting0| 23t <2, T{Z!2 LPTS(Local Packet Transport Service)E &3
CPUE ARZELICHo|: 2t*E T2 EZ THZ)).

- Per-flow-rate-limiting0| ER35tX| 22 FA? EZO| ME|1 m{Zlo| CPUE THEHELICHO:
TTL(Time-to-Live)O| BtZEl T{Z)).

i

T Mgto| Qe B miZI2 ID7}F 153801 M2 LHE VLANS E8H CPUZ A AI=IL|CH

show Ipts pifib hardware entry brief 2! show controller npu stats traps-all @232 AF&3+04 LPTS E|
E1 Traps HIO|E &F2 25 & Qg = &LICt

show Ipts pifib hardware entry brief @& LPTS E|O|E AEZ|E EAIFLICH

047| M

m{)h

242 BGP(Border Gateway Protocol)2t A ZE 5o 2 A|sHElLICEH

RP/0/RP0O/CPU0:8202#show 1pts pifib hardware entry brief location 0/rp0/cpu0 | include "Type|BGP"

Type DestIP SrcIP Interface \Y L LPort/Type RPort
IPv4 10.4.11.2 10.4.11.3 any 0 6 Port:20656 179
IPv4 10.4.11.2 10.4.11.3 any 0 6 Port:179 0
IPv4 any any any 0 6 Port:any 179
IPv4 any any any 0 6 Port:179 0
IPv6 any any any 0 6 Port:any 179
IPv6 any any any 0 6 Port:179 0

RP/0/RPO/CPUQ: 8202#

O OO OO OS

-

show controllers npu stats traps-all B&2 £ ERY ¢lER| & #& 71268 LIEFLICH

07|A £242 Packets Accepted & Packets Dropped Q0IA 02 EAlSte ZE €52 AMelstn
W L7t U= EFo= MEHELICH

DE EZe &7} KsHEL|CH



show controllers npu stats traps-all instance 0 location 0/rpO/cpu0 | exclude "0 0"
RP/0/RPO/CPU0:8202#show controllers npu stats traps-all instance 0 location 0/rpO/cpu0 | exclude "0

Traps marked (D*) are punted (post policing) to the Tocal CPU internal VLAN 1586 for debugging
They can be read using "show captured packets traps" CLI
Traps marked (D) are dropped in the NPU
Traps punted to internal VLAN 1538 are processed by the process "spp" on the "Punt Dest" CPU
They can also be read using "show captured packets traps" CLI
"Configured Rate" 1is the rate configured by user (or default setting) in pps at the LC Tlevel
"Hardware Rate" 1is the actual rate in effect after hardware adjustments
Policer Level:

NPU: Trap meter is setup per NPU in packets per second

IFG: Trap meter is setup at every IFG in bits per second

The per IFG meter is converted from the user configured/default rate (pps)

based on the "Avg-Pkt Size" into bps.

Due to hardware adjustments, the "Configured Rate" and

"Hardware Rate" differ in values.

NOTE:The displayed stats are NOT real-time and are updated every 30 SECONDS from the hardware.

Trap Type NPU Trap Punt Punt Punt Punt Configured Hardwar
ID 1ID Dest VoQ VLAN TC Rate(pps) Rate(pp
ARP 0 3 RPLC_CPU 271 1538 7 542 533
NOT_MY_MAC(D*) 0 4 RPLC_CPU 264 1586 O 67 150
DHCPV4_SERVER 0 8 RPLC_CPU 265 1538 1 542 523
LLDP 0 26 RPLC_CPU 270 1538 6 4000 3862
ONLINE_DIAG 0 31 RPLC_CPU 271 1538 7 4000 3922
V4_MCAST_DISABLED(D*) 0 69 RPLC_CPU 269 1586 5 67 150
V6_MCAST_DISABLED(D*) 0 80 RPLC_CPU 264 1586 O 67 150
L3_IP_MULTICAST_NOT_FOUND(D*) 0 125 RPLC_CPU 264 1586 O 67 150

RP/0/RPO/CPUO: 8202#

M QEIZ|E| spp_platform_pcapE AF238l04 NPURF CPU Ztof O] Mg LH—r VLANZ S1t5t= T
2 AME &= JU&Lct o]l REIZIEIE AH85tH Bt E 2| QIE{H0|AE Sall ELiHLL B2 E
cHEl s ZAMHE = U&Lct

spp_platform_pcap & SEZIEI= A Lo AT o8] AFE SME AMSELICH Mof| HAMA
SH7ALF 21015H24T run Ta3S Alsat|Ct. Alof A gjo}xo}ﬁ exit2 QI2I3HL|C}

RP/0/RP0O/CPUQ:8202#run
[node0_RPO_CPUO:~]$spp_platform_pcap -h
Usage: spp_platform_pcap options

Use Ctr1-C to stop anytime

-h  --help Display this usage information.
-D --Drop capture Drops in SPP.
-i --interface Interface-name

Available from the output of
"show ipv4 interface brief"
-Q --direction direction of the packet
Options: IN | OUT |
Mandatory option
(when not using the -d option)
-s --source Originator of the packet.



Options: ANY | CPU | NPU | NSR | MGMT | PTP | LC_PKTIO | LC_REDIR

-d --destination destination of the packet
Options: ANY | CPU | NPU | MGMT | PTP | LC_PKTIO | LC_REDIR |
-1 --T4protocol IANA-L4-protocol-number

(use with Address family (-a)
Interface (-i) and direction (-Q)
Options: min:0 Max:255
-a --addressFamily address Family used with 14protocol (-1)
Interface (-i) and direction (-Q)
Options: ipv4 | ipv6 |

-x --srclp Src-IP (v4 or v6)

Used with -a, -i and -Q only
-X --dstIp Dst-IP (v4 or v6)

Used with -a, -i and -Q only
-y --srcPort Src-Port

Used with -a, -1, -i and -Q only
Options: min:0 Max:65535
-Y --dstPort Dst-Port
Used with -a, -1, -i and -Q only
Options: min:0 Max:65535
-P  --T2Packet Based on L2 packet name/etype
Interface (-i) and direction (-Q) needed
Use for non-L3 packets
Options:ether-type (in hex format)
ARP | ISIS | LACP | SYNCE | PTP | LLDP | CDP |

-w --wait Wait time(in seconds)
Use Ctr1-C to abort
-c --count Count of packets to collect
min:1; Max:1024
-t --trapNameOrId Trap-name(in quotes) or number(in decimal)

(direction "in" is a MUST).

Refer to "show controllers npu stats traps-all instance all location <LC|RP>
Note: Trap names with (D*) in the display are not punted to SPP.

They are punted to ps-inb.1586

-S --puntSource Punt-sources
Options: LPTS_FORWARDING | INGRESS_TRAP | EGRESS_TRAP | INBOUND_MIRROR |
NPUH |

-p --pcap capture packets in pcap file.

-v --verbose Print the filter offsets.

[node0O_RPO_CPUO:~]1$%

capture direction 41 -Q0il R 2|t A|2. 047|M IN Zt2 HEE mZ/(CPUMIM £=2l8t TiZh2
Zixgr2 o|o|grLct OUT 22 4 E THZ(CPUMIM H& 8 miZ))S AXE S QlO|gLct S
-pE AE5HH pcap THUo| IHAE AME = JU&LCH

= = T AAH

712X 2o Z spp_platform_pcap Zix{= CtS1F Z&LICH.

. 60X SOt AlEL|CE.
« Z|CH 1007H2] miZlE A ELICE
« ZHXE D E I3!S 214HI0|EZ RIELICI.

o & £0{ CPUO|A = &IEH 2 E EBfE O
“QIN -p HHs st}

13}

E{2E|X| o2 ZHXE AlZFSt24H spp_platform_pcap

[node0_RPO_CPUO:~]$spp_platform_pcap -Q IN -p



ATT1 trace-enabled SPP nodes will be traced.

Node "socket/rx" set for trace filtering. Index: 1

Wait time is 60 seconds. Use Ctr1-C to stop

Collecting upto 100 packets (within 60 seconds)

ACSignal handling initiated <<<<<<<< Here: 'Ctr1-C' was used to stop the capture.
Tracing stopped with 10 outstanding...

Wrote 90 traces to /tmp/spp_bin_pcap

ATT1 trace-enabled SPP nodes will be traced.

pcap: Captured pcap file for packets saved at "/tmp/spp_pcap_capture_0_RPO_CPUO.pcap"

[node0O_RPO_CPUO:~]1$%

Ax7F BUH 2H Cla30M 2o frdE MEE + &L

CIRE0M 24 HAFEZ IUS SAStD 72 I/ CIEEH 28 T2 IS AIE5t0{ LIRS &
ClgfLICH.

[node0O_RPO_CPUO:~]$1s -1a /tmp

total 44

<snip>

-rw-r--r--. 1 root root 8516 Aug 7 06:58 spp_pcap_capture_0_RPO_CPUO.pcap
<snip>

[node0_RPO_CPUO:~]$

[node0_RPO_CPUO:~]$cp /tmp/spp_pcap_capture_0_RPO_CPUO.pcap /harddisk:/
[node0_RPO_CPUO:~]$exit

Togout

RP/0/RP0O/CPU0:8202#dir harddisk: | include spp_pcap

16 -rw-r--r--. 1 8516 Aug 8 07:01 spp_pcap_capture_0_RPO_CPUO.pcap
RP/0/RP0O/CPUO: 8202#

HA ol ot gEdstod & O TA|ste + QU&LICH 6l& S0{, §E ct*H QBEWO|4, IP F4 E
c SYH ZZEZN HHE ME & ECfEHE ARlst7| 2o RECIE| HE V|sS €8 = A&
LICt.

0I8 S0{ 0l WS AR5t 7 QIEfm|0|A0| S TofolM BGP E21Z2 HxE 4 el
=3

spp_platform_pcap -Q IN -a ipv4 -1 6 -i HundredGigE0/0/0/1 -x 10.100.0.1 -Y 179 -p

2t spp_platform_pcap& At&st0od 2t E #E| QIEH0|AE Soff ELHALE 2 ERiEHE A
= A&LIch

|

o € £04, 0| BHE A EstH | QIEH 0|A0|M = AE EBEE MY & A&LICH



spp_platform_pcap -Q IN -p -i MgmtEthO/RP0O/CPU0/0

O|X2| B E 0= S 23 Cisco 8000 Series SHRE{0|A A T|R&LICH 24 Cisco 8000
Series EIEI2 E U5l A 04H ==, Route Processor == 29l ZIEE ZHAHE ZdQIXK| B
sHAA|L.

ZAlol e E™ EnlZlol EH 22l 7tE CPUO| 2JaH M2kl dRY &= &Lt show

controllers npu stats traps-all2t show Ipts pifib St=901 QIEE| EE2|Z= 2 F punt CHA S A5t
= ol =&0| Euct.

<tfroot>

RP/0/RPO/CPU0:8808#show controllers npu stats traps-all instance 0 location 0/0/cpu0 | include "Type|Ac

Trap Type NPU Trap
Punt

Punt Punt Punt Configured Hardware Policer Avg-Pkt Packets Packets

ID ID

Dest

VoQ VLAN TC Rate(pps) Rate(pps) Level Size Accepted Dropped
ARP 0 10 LC_CPU 239 1538 7 542 531
ISIS/L3 0 129 BOTH_RP-CPU 239 1538 7 10000 9812

RP/0/RPO/CPUO:8808#

RP/0/RP0/CPU0:8808#show 1pts pifib hardware entry brief location 0/0/cpu0 | include "Type|--|Fragment|O

Type DestIP SrcIP Interface vrf L4 LPort/Type RPort npu F
Dest Node
PuntPrio Accept Drop

IPv4 any any any 0 0 any 0 0 F
IPv4 any any any 0 0 any 0 0 F
IPv4 any any any 0 0 any 0 1 F
IPv4 any any any 0 0 any 0 1 F
IPv4 any any any 0 0 any 0 2 F
IPv4 any any any 0 0 any 0 2 F
IPv4 any any any 0 89 any 0 0 0
IPv4 any any any 0 89 any 0 0 0
IPv4 any any any 0 89 any 0 1 0
IPv4 any any any 0 89 any 0 2 0
IPv4 any any any 0 89 any 0 0 0
IPv4 any any any 0 89 any 0 0 0
IPv4 any any any 0 89 any 0 1 0
IPv4 any any any 0 89 any 0 2 0
IPv6 any any any 0 0 any 0 0 F
IPv6 any any any 0 0 any 0 1 F
IPv6 any any any 0 0 any 0 2 F
IPv6 any any any 0 89 any 0 0 0
IPv6 any any any 0 89 any 0 1 0
IPv6 any any any 0 89 any 0 2 0



IPv6 any any any
IPv6 any any any
IPv6 any any any
RP/0/RP0O/CPUO: 8808#

AlEEH &7 Bl 7h=0l A5 1 9 ollM DB S CHZ spp_platform_pcap 7 & E|EIE

Ct.

attach location 0/0/cpu0
spp_platform_pcap -Q IN -p
I -—- execute 'Ctr1-C' to stop the capture
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https://video.cisco.com/detail/videos/service-provider__/video/6354009201112?autoStart=true
https://video.cisco.com/detail/videos/service-provider__/video/6354009201112?autoStart=true
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