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1EtA|: Nexus 9000 44

1. AAA T4

Z21: TACACS ¢!

0|5 S & /435 5HH Nexus CIHFO|AE 2 Q1B AFEE XI5 AAA M
B 7|8 QIS AIE S

AIEFEFLICH

Nexus9000(config)# feature tacacs+

Nexus9000(config)# tacacs-server host <Your ISE IP> key 0 Nexus3xample
Nexus9000(config)# tacacs-server key 0 "Nexus3xample"

Nexus9000(config)# aaa group server tacacs+ IsePsnServers
Nexus9000(config-tacacs+)# server <Your ISE IP>

Nexus9000(config)# aaa authentication Togin default group IsePsnServers Tlocal

2. XIEE F A0 et AER o8 Jg e Lo

Nexus9000(config)# role name helpdesk

Nexus9000(config-role)# description Can perform basic Toubleshooting and bounce certain ports
Nexus9000(config-role)# rule 1 permit read

Nexus9000(config-role)# rule permit command enable *

Nexus9000(config-role)# rule permit command ssh *

Nexus9000(config-role)# rule permit command ssh6 *

Nexus9000(config-role)# rule permit command ping *

Nexus9000(config-role)# rule permit command ping6 *

Nexus9000(config-role)# rule permit command telnet *

Nexus9000(config-role)# rule permit command traceroute *

Nexus9000(config-role)# rule permit command traceroute6 *

Nexus9000(config-role)# rule 10 permit command telnet6 *

Nexus9000(config-role)# rule 11 permit command config t ; interface * ; shutdown
Nexus9000(config-role)# rule 12 permit command config t ; interface * ; no shutdown

O ooONOUVI B~ WN

vlan policy deny
interface policy deny

Nexus9000(config-role-interface)# permit interface Ethernetl/1
Nexus9000(config-role-interface)# permit interface Ethernetl/2
Nexus9000(config-role-interface)# permit interface Ethernetl/3
Nexus9000(config-role-interface)# permit interface Ethernetl/4
Nexus9000(config-role-interface)# permit interface Ethernetl/5
Nexus9000(config-role-interface)# permit interface Ethernetl/6
Nexus9000(config-role-interface)# permit interface Ethernetl/7
Nexus9000(config-role-interface)# permit interface Ethernetl/8
Nexus9000(config-role-interface)# permit interface Ethernetl/8
Nexus9000(config-role-interface)# permit interface Ethernetl/9
Nexus9000(config-role-interface)# permit interface Ethernetl/10
Nexus9000(config-role-interface)# permit interface Ethernetl/11
Nexus9000(config-role-interface)# permit interface Ethernetl/12
Nexus9000(config-role-interface)# permit interface Ethernetl/13

Nexus9000(config-role-interface)# permit interface Ethernetl/14



Nexus9000(config-role-interface)# permit interface Ethernetl/15

Nexus9000(config-role-interface)# permit interface Ethernetl/16
Nexus9000(config-role-interface)# permit interface Ethernetl/17
Nexus9000(config-role-interface)# permit interface Ethernetl/18
Nexus9000(config-role-interface)# permit interface Ethernetl/19
Nexus9000(config-role-interface)# permit interface Ethernetl/20
Nexus9000(config-role-interface)# permit interface Ethernetl/21
Nexus9000(config-role-interface)# permit interface Ethernetl/22
Nexus9000(config-role-interface)# permit interface Ethernetl/25
Nexus9000(config-role-interface)# permit interface Ethernetl/26
Nexus9000(config-role-interface)# permit interface Ethernetl/27
Nexus9000(config-role-interface)# permit interface Ethernetl/28
Nexus9000(config-role-interface)# permit interface Ethernetl/29
Nexus9000(config-role-interface)# permit interface Ethernetl/30

Nexus9000# copy running-config startup-config
[###HARBBHHAHRBHHHRRR AR R H#HHHRE] 100%
Copy complete, now saving to disk (please wait)...

Copy complete.

2E+A. Identity Service Engine 3.2 7+
1. Nexus TACACS MM &oi At8El= IDE F A& LIct
ISE 2 215 0| AHSE LTt

Administration > Identity Management > Groups B{2 Z 0|5 35101 AFEXI7} &£5loF 5l 2 ES M
SdefLict. o] 2o CHEH MAE ID 2 &2 iseUsers I L|C}.
Administration - Identity Management

Identities Groups External ldentity Sources Identity Source Sequences Settings

New User Identity Group

Identity Groups
el Identity Group

* Name iseUsers|

Endpoint ldentity Groups

User Identity Groups Description

Submit(MZ) HEZ =& LIct



Ct=2 22 Administration(ZH2l) > Identity Management(ID £ 2[) > Identity(ID) {2 2 O|S & LICt.

Add(F7h) HES Z=IFLICH
Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

Usars

Latest Manual Network Sc. Res... N Etwo rk ACCe SS US e rs

Selected 0 Total O

Status Username -~ Description First Name Last Name Email Address User ldentity Groups  Adr

= ZEOo| UEZ M AF2XL O|E2E AIREFLICE O] oflofl M= AFR X} O|& iseiscool O] AHE EIL

> New Network Access User

v Network Access User

* Username iseiscool

Status ¥ Enabled

Account Name Alias

= MME AIEX O|E0] HIZHS & s 5tE ZdULICE VainillalISE972 O| LI 0l A Al
m]



~ Passwords

Password Type: Internal Users

Passwaord Lifetime:

Re-Enter Pz

* Login Password

Enable Password

v User Groups

iselsers

2. HERIZ ¥xIE st FIHELICH

NEXUS 9000 C|HFO|AE ISE Administration(ISE £ 2]) > Network Resources(H|E 3 2|4AA) >
Network Devices(HIE |3 C|HFO|A)0f| F=IFEHLICEH

AlZ5tE{H Add(F7H HE S Z=IgLict

Network Devices

Selected 0

{] Duplicate &) Generate PAC

IP/Mask Profile Name Location

HE 23 HA|A ClHto|A HO|X|



AMA ZQINADO| 0|28 X|X5t1, NAD7I TACACS CH3HE <5l ISEO] ¢4

Work Centers - Device Administration M Evaluation Mode 27 Days

Owverview Identities User Identity Groups Ext Id Sources Metwork Resources Paolicy Elements More

- ¢ Now Naotwork Dewvico
Network Davices

Metwork Devices

NEXUSSK

Description Mexus Device For TACACS

IF Address

Davica Profile B Ciaca

Model Name

Software Varsion

Metwark De

HES|3 ClHIo|A FAd
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Administration(# 2[) > Network Resources(HIE 3 2|4 A) > Network Devices(HIE 93 C|H}O|
2) > Your NAD(NAD) > TACACS Authentication Settings(TACACS 215 A%)0i A NAD Z1Z|2 2]
O|MUHM AL Tt 87 &3 E FIIELICE O] HIZ0|H= Nexus3xample2 AFE & LICEH

TACACS Authentication Settings

Shared Secret Nexus3xample

[_] Enable Single Connect Mode

Legacy Cisco Device

() TACACS Draft Compliance Single Connect Support

TACACS ZAI| 10| MM
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3. ISEO{| A TACACSE FAIstLCt.

Nexus 9kOI| M 448 PSNO{| Device Admin(C|HFO|A £ 2|) Z440| & d3tx|o] U=X| CHA| Eelgf
L|CH.

S

£ 1: Device Admin ServiceE E M3l T ISE7} CHA| A|ZFE|X| e &L}

Enable Device Admin Service

PSN &| 22| 715 &9l

O|= ISE M|+ Administration(& 2l) > System(A|AE]) > Deployment(T =) > Your PSN(PSN) >
Policy Server(Z%H xt{) MM > Enable Device Admin Services(CIHFO|A ZHE2| AMH|A & 443101l A
EOolg = &Lch

« QI50f 4335t Nexus ClHtO[A0| RZO|A 3T ofghg HHEHetE TACACS Z2EHE Y8

L|Ct.
ISE |0l M Workcenters(Zf 4 ME]) > Device Administration(C|HFO|A ZHE]) > Policy
Elements(&® 24) > Results(Z1}) > TACACS Profiles(TACACS Z2 1} )2 0|55} T Add(E
7hH HES Z=gLct
Work Centers - Device Administration

Overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements Maore

Conditions > TACACS Profiles

Network Conditions

Results

Allowed Pro

Name Type Description

TACACS Profiles

Default Shell Profile Shell Default Shell Profile

Deny All Shell Profile Shell Deny All Shell Profile

TACACS T2 1}l



Work Centers - Device Administration

Overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements More

Conditions

TACACS Profile

Metwork Conditions

MNama
Results Mexus Helpdesk

t If the

Tacacs T2 E 0| X|™H

Work Centers - Device Administration

Overview Identities User |dentity Groups Ext Id Sources MNetwork Resources Policy Elements
MName

Nexus Helpdesk
Conditions

Network Conditions:

Results
Allowed Protocols
TAC, ommand Sats

TACACS Profiles
Task Attribute View Raw View

Profile Attributes

shell:roles=" ha

Z2E Sy £}
OIF FA W Mt Ko HMS mishs MM MEe TAELI

ISE M|+ 0l A Work Centers(&Fd MIE{) > Device Administration(C|HFO|A £ 2]) > Device Admin
Policy Sets(C|HFO|A 22| &2 Eghof AMAFL|CE

Ol2 82 2 Default Policy(7 |2 H2Y) Elgfo| ArZELICH e §H AlLt2|28t RIsts =S
At&stod CHE HH Eghg Bre & JA&Lh



Work Centers - Device Administration A EvaluationMode 27Days Q@ L4 &

Overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements More

Policy Sets

Status Policy Set Name Description Conditions Allowed Protocols | Server Sequence Hits Actions View

Default Tacacs Default policy set

Device Admin Policy Sets T O| X|

0| 4|22y 0]M odofl A Name Zt2 Internal AuthenticationO| L MEHSH X742 Network
Device(Nexus) IP(A.B.C.D. CHA)L|C}. O] @15 HE2 LIF AR ID KMEAE AHE g LCH

Work Centers - Device Administration A\ Evaluation Mode 27 Days
Overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements More -
Status Rule Name Conditions Hits Actions

Q

~ QOptions

If Auth fail

0 Internal Authentication =) Network Access-Davice |P Address
If User not found

If Process fail

O Default
> QOptions
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Network Access(LHIE |3 4 AM|A) > Device IP address Dictionary Attribute(C|HFO[A IP 34 AR
E4)E MEfgLCH

Conditions Studio

Library

Metwork A

EAP-MSCHAPVZ

Dictionary Attribute

All Dictionaries ™ Antribute

DEVICE Device Type
DEVICE Model Name
DEVICE N

DEVICE Software Varsion
Matwork Access Device IP Address

e 5 Nt

<Nexus IP address> A& SHIE IPZ H-ELIC



Conditions Studio

Library
Network Access-Devi Addraess
e QP ERAC

Equals <Mexus IP address>

EAP-MSCHAPvZ

IpEE F7t
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Work Centers - Device Administration

Overview Identities User Identity Groups Ext |d Sources Network Resources Policy Elements Device Admin Policy Sets Mare

Status  Policy Set Name Description Conditions: Allowed Protocols | Server Sequence Hits

(-] Defoult Tacacs Dafault palicy set

» Authentication Policy (2)
> Authorization Policy - Local Exceptions
» Authorization Paolicy - Global Exceptions
+ Authorization Palicy (1)
Results

Status  Rule Name Conditions Command Sets Shell Profiles Hits Actions

Dafault DenyAllCommands

s Authorization Policy (1)
Results

Status Rule Name Conditions Command Sets Shell Profiles Hits Actions

Metwork Access Device IP
£ (=] J
NEXUS HELP DESK = e ABC.D Nexus Helpdesk

Datault DenyAllCommands

gt &7t HEH Fof Aol A ELICH

—

Shell Profiles(d 0l A Nexus Helpdesk7t MEHE|Z| Tof| L EE 22 LZ MEH

OFX|2t e 2 Save(X




FHAIL.
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T80| SHEH X Sst=X| Folote{H ol MMHE HE

ffo
tok

ISE GUI0{| A Operations(2%) > TACACS > Live Logs(Zt0|E2 21)Z O|SELICH AFEE AL X}
O|Ex Ux|stE BIZEE Aldstn Het 8204 O[HIE Q| Live Log Detail(ZI0|E 21 MR MHE)S
Z2IgLct.

TACACS tto|lH 2O

i
1

O] Em Mol Z&E MEALE S| AR Z A, ISE7} shell:roles="helpdesk" Z{ S Et&tst B S
A= Response MME &2 £ QlaLICt

{Author-Reply-Status=PassRepl;

Response
wpens AVPair=shell:roles=" helpdesk”; }

Zlolg 2 M5 HME 85

Nexus C|HFO|A O] A:

Nexus9000 Togin: iseiscool
Password: VainillaISE97

Nexus9000# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Nexus9000(config)# interface ethernet 1/23

% Interface permission denied

Nexus9000(config)# ?
interface Configure interfaces

show Show running system information
end Go to exec mode
exit Exit from command interpreter

Nexus9000(config)# role name test
% Permission denied for the role

Nexus9000(config)#

Nexus9000(config)# interface Toopback 0
% Interface permission denied

Nexus9000(config)#
Nexus9000# conf t

Nexus9000(config)# interface ethernet 1/5
Notice that only the commands allowed are listed.



Nexus9000(config-if)# ?

no Negate a command or set its defaults
show Show running system information
shutdown Enable/disable an interface

end Go to exec mode

exit Exit from command interpreter

Nexus9000(config-if)# cdp
Nexus9000(config-if)# cdp enable
% Permission denied for the role
Nexus9000(config-if)#

2A a4
« Nexus C|HFO|AO|AM ISEX]| ¢12E = Q=K| EQlghL|Ct.

Nexus9000# ping <Your ISE IP>

<Your ISE IP>(<Your ISE IP>)© € 56Gi|0|E{ H}O|E

<Your ISE IP>0{M 64HI0|E: icmp_seq=0 ttI=59 A|Zt=1.22ms
<Your ISE IP>0{M 64HIO|E: icmp_seq=1 ttI=59 A|Zt=0.739ms
<Your ISE IP>0{M 64HI 0| E: icmp_seq=2 ttI=59 A|7t=0.686ms
<Your ISE IP>0i| A 64H}O|E: icmp_seq=3 ttI=59 A|Z+=0.71ms
<Your ISE IP>0i{ M 64HI 0| E: icmp_seq=4 ttI=59 A|Zt=0.72ms

+ ISEQ} Nexus C|HFO|A ZHol| ZE 497} ¥4 U =X| &QlghL|ct.
Nexus9000# & <Your ISE IP> 49
<Your ISE IP> AL &..
<Your ISE IP>0 9:‘7545:'
O|AZ|O|=Z BXt= "N dLCH.
- C}S CIHOE AMSELICH

tacacs+ 25 C|HH

Nexus9000#

Nexus9000# 2024 42 192 22:50:44.199329 tacacs: event_loop(): process_rd_fd_set Z&
2024'A 42 19 22:50:44.199355 tacacs: process_rd_fd_set: fd 601l CiEt S} = &4

2024'A 42 19 22:50:44.199392 tacacs: fsrvoll A 8421 opcodeE AFE3IX| &F S

2024'H 42 192 22:50:44.199406 tacacs: process_implicit_cfs_session_start: €123 &...
2024'H 42 192 22:50:44.199414 tacacs: process_implicit_cfs_session_start: =& ; HiZE A& ¢t
g A et

2024 4% 192 22:50:44.199424 tacacs: process_aaa_tplus_request: aaa MM id 00 /24
2024'A 42 192 22:50:44.199438 tacacs: process_aaa_tplus_request: M I &
IsePsnServers& At&35t0 mgmt0 X E Of &fEf &0l

2024'H 42 19 22:50:44.199451 tacacs: tacacs_global_config(4220): 123 5.

2024'H 42 19 22:50:44.199466 tacacs: tacacs_global_config(4577): 7PX=I°7| HE..



2024'A 42 19 22:50:44.208027 tacacs:
CtAl 7} X2t & LICHSUCCESS
2024\ 42 19 22:50:44.208045 tacacs:
2024\ 428 19 22:50:44.208054 tacacs:
2024'H 48 192 22:50:44.208062 tacacs:
2024'A 42 19 22:50:44.208070 tacacs:
2024 43 19l 22:50:44.208078 tacacs:
2024 48 192l 22:50:44.208086 tacacs:
2024'A 42 19 22:50:44.208098 tacacs:

7t

M x| ghek 2k 2

tacacs_global_config(4701): M T2 EZ 7412 0|
tacacs_global_config(4716): REQ:num server 0
tacacs_global_config: REQ:num group 1
tacacs_global_config: REQ:num timeout 5
tacacs_global_config: REQ:num deadtime 0
tacacs_global_config: REQ:num encryption_type 7
tacacs_global_config: Bt& 7t24 0
process_aaa_tplus_request:group_info= aaa_req0i {

Q| X|=2 2 servergroup IsePsnServersE AF& & LC}.

2024'H 42 19 22:50:44.208108 tacacs:
2024'A 42 19Y] 22:50:44.208117 tacacs:

0of| CHEF GETNEXT_REQ:0 O|&:

2024'H 42 19 22:50:44.208148 tacacs:

o122
HA T

= i pss 7|

2024'A 42 19 22:50:44.208160 tacacs:
2024'A 48 19 22:50:44.208171 tacacs:
CIHIAE 71X\ 2 O|&: IsePsnServers
2024'A 43 19l 22:50:44.208184 tacacs:
CHAl ZFA 2t & LiCt,
2024'A 42 19 22:50:44.208194 tacacs:

2 M 18

72
HAE=

SUCCESSZ9| ghgt

IsePsnServers0i| CH3H retval 0 EHEH

2024'H 42 192 22:50:44.208210 tacacs:
Zt ol source-intf= 0L|C}.

A&LIC sl vife 712
2024'A 42 192 22:50:44.208224 tacacs:
CHEF mgmtO vrf:management = Q!

2024'A 428 19 22:50:44.208256 tacacs:
2024'A 42 19 22:50:44.208272 tacacs:
7|22k Lt
2024'A 42 192 22:50:44.208286 tacacs:

src_intfe 00|11 vrf_name

olad
=

2024\ 42 19 22:50:44.208295 tacacs:
2024'H 42 19 22:50:44.208307 tacacs:
2024'A 42 19l 22:50:44.208317 tacacs:
ErMXLe E|AESHOF §FL|CE.
2024 43 19 22:50:44.208327 tacacs:

NULLO|2Z

oIzt 4 0oi| ChaH U2

2024'A 42 19 22:50:44.208339 tacacs:

ofl CH8F GET_REQ:0 O|Z:IsePsnServers

2024'4 42 19 22:50:44.208357 tacacs:

olad
=

2024'A 42 19 22:50:44.208372 tacacs:
2024'A 42 19! 22:50:44.208382 tacacs:

HAof CHEl S== 2dLICH

2024'4 42 19 22:50:44.208401 tacacs:

M g,
IZEZE MHOE Ql"A

tacacs_servergroup_config: QIEA 0 U=

tacacs_servergroup_config:
tacacs_pss2_move2key: rcode = 40480003 syserr2str

tacacs_pss2_move2key: pss2_getkey &
tacacs_servergroup_config: GETNEXT_REQ7tI Z2E

XtoA.
= H-

ZTZ2EE=1

=2
=

tacacs_servergroup_config:

tacacs_servergroup_config: TEEZ MHH 1 &:

A

process_aaa_tplus_request: 21 & IsePsnServers& %

process_aaa_tplus_request: L EEl I & 9| vrf:defaulto|
process_aaa_tplus_request:mgmt_if 83886080

process_aaa_tplus_request:global_src_intf : 0, 2Z

create_tplus_req_state_machine(902): aaa M|+ id 00|

HE| AlAR =0
init_tplus_req_state_machine: aaa Ml id 001 /=4
init_tplus_req_state_machine(1298):tplus_ctx7}

tacacs_servergroup_config: A{B 21 & IsePsnServers,

IO

ZEEZ MH O

=2
=

tacacs_servergroup_config:
find_tacacs_servergroup: A Z1& IsePsnServersoi|

tacacs_pss2_move2key: rcode = 0 syserr2str = 43
find_tacacs_servergroup: A 21 & IsePsnServers ¢!

tacacs_servergroup_config: 7tX27|(R): Z2EZ M

B & IsePsnServers0i CHEt find_tacacs_servergroup 2/ 0



2024'A 42 192 22:50:44.208420 tacacs: tacacs_pss2_move2key: rcode = 0 syserr2str = 43
2024'A 42 192 22:50:44.208433 tacacs: tacacs_servergroup_config: GET_REQ7} Z2EZ A—I

H I& QIElAZE 71X 2: 2 0|5: IsePsnServers
2024'A 42 19 22:52024 43 19 22:52024 42 19l 22:5
Nexus9000#

| Sc| De| Protocol | Length | Info
66 22:25:08.757481 w = TACACS+ 187 R: Authorization

»> Transmission Control Protocol, Src Port: 49, Dst Port: 58863, : 1, Ack: 98, Len: 41
~ TACACS+

Major version: TACACS+
Minor version: @
Type: Authorization (2)
Sequence number: 2
> Flags: @x8@ (Encrypted payload, Multiple Connections)
Session ID: 1136115821
Packet length: 29
Encrypted Reply
« Decrypted Reply
Auth Status: PASS_REPL (@x82)
Server Msg length: @
Data length: @
Arg count: 1
Arg[@e] length: 22
Arg[@] value: shell:roles="helpdesk"

TACACS st §oq mjZ!

- 28 7|7t ISEQ Nexus E0llA 5 UBHK| =QIEHLIC} Wireshark0ll ME




54 22:25:08.701757 w = TACACS+ 121 Q: Authentication

CACS+
Major version: TACACS+
Minor version: 1
Type: Authenticatien (1)
Sequence number: 1
Flags: ©x@® (Encrypted payload, Multiple Connections)
Session ID: 232251358
Packet length: 43
Encrypted Request
Decrypted Request
Action: Inbound Legin (1)
Privilege Level: 1
Authentication type: PAP (2)
Service: Login (1)
User len: 9
User: iseiscool
Port lenm: 1
Port: @
Remaddr len: 12
Remote Address:
Password Lenath: 13
Password: VainillaISES7
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