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<ffroot>

WAN_Router#

show runni ng-config | section flow exporter

flow exporter Netflow_Exporter
destination 203.0.113.10
source LoopbackO

transport udp 9996

template data timeout 60

- QIE{H O0lAT} 7HS/7HE FULIC
. ZHE P FA7H TAEUA LI
. DEE QR i AN g8

<#froot>

WAN_Router#

show i nterface gigabitEthernet 2 | include up|error|drop

GigabitEthernet2 1is up, line protocol is up

Full Duplex, 1000Mbps, 1link type is auto, media type is Virtual

output flow-control is unsupported, input flow-control is unsupported
Input queue: 0/375/0/0 (size/max/drops/flushes); Total output drops: 0O
0 input errors, 0 CRC, O frame, O overrun, 0 ignored

0 output errors, 0 collisions, O interface resets

0 unknown protocol drops

3EA|. HEE| H4E + A=K FHlF LI

AA OIE{H|0|A A 12 E|AE:

<ttroot>

WAN_Router#



pi ng 203.0.113. 10 source Loopback 0

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 203.0.113.10, timeout is 2 seconds:
Packet sent with a source address of 198.51.100.10

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/5 ms
WAN_Router#

WAN_Router#

traceroute 203.0.113.10 source Loopback O nuneric

Type escape sequence to abort.

Tracing the route to 203.0.113.10

VRF info: (vrf in name/id, vrf out name/id)
1 X.X.X.X 2 msec 1 msec 1 msec

2 Y.Y.Y.Y 2 msec 2 msec 1 msec

3272.Z.Z.Z 2 msec * 2 msec

WAN_Router#
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<{froot>

WAN_Router#

show fl ow exporter statistics

Flow Exporter Netflow_Exporter:
Packet send statistics:

Successfully sent: 41 (3780 bytes)



Client send statistics:
Client:

Fl ow Moni t or MONI TOR_|I NGRESS

Records added: 35
- sent: 35

Bytes added: 1750
- sent: 1750

Client:

Fl ow Moni tor MONI TOR_EGRESS
Records added: 35
- sent: 35

Bytes added: 1750
- sent: 1750

E2? 50| 222 ZLE FHAMM MR 7X| 2el=ln QeEX| FHFL/oH
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<ttroot>

WAN_Router#

show fl ow noni tor MONI TOR_EGRESS cache

Cache type: Normal (PTatform cache)



Cache size: 200000
Current entries: 14
High Watermark: 27

Flows added: 3032

Flows aged: 3018

- Active timeout ( 60 secs) 200

- Inactive timeout ( 30 secs) 2818

IPV4 SOURCE ADDRESS: 198.51.100.200
IPV4 DESTINATION ADDRESS: 192.0.2.11
TRNS SOURCE PORT: 57188

TRNS DESTINATION PORT: 1967
INTERFACE OUTPUT: Gi2

IP TOS: 0x00

IP PROTOCOL: 17

counter bytes long: 80

counter packets long: 1

timestamp abs first: 22:09:34.067
timestamp abs last: 22:09:34.067
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atof et CHEE ol = AUsLCH

Flow Monitor MONITOR_EGRESSE %& S0|H 7HA|0]| EE2R =SS sSH2ZE AMSL

Ct.
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EAIE FHA| &2 2 Crel o7l UDP i%(EEE—-— 17)2 LPEP'-”I_IE} AA 198 51.100.200,

ZE 57188, X

Zaduct.

<tfroot>

WAN_Router#

show runni ng-config interface gigabitEthernet 2

Building configuration...

Current configuration : 217 bytes



interface GigabitEthernet2
ip flow monitor

MONI TOR_EGRESS out put

ip address x.x.x.x 255.255.255.252
ip ospf network point-to-point

ip ospf 1 area O

negotiation auto

end

7EHA. ACL EEE HoF HHE & QlgfLch

THE ACL £E Hot HHo| ZHE|ZR &5t NetFlow LHELHZ| THZ!E EER & AXsts X
O| OblX| = QIgrLCt,

WAN_Router#show running-config | include access-group
WAN_Router#

8EF7Al. 2t B0 ECfE 2 M ELICH

- show ip route <collector_IP> HZ & A&isto{ ZE{of Cit 2t E A2 E S QIFLICt 2t
E{7} NetFlow LHELHZ| EEHElE MY 5t= o|2d|A QIE{HOIAE —!'%'E* L|Ct.
o AAIP FATEFEE NetFlow LHZELHZ| A A QIE{HO|AQL X5t SHMX|IP
E{et YX|5t= UDP M=/ 518 3t= ACLS SMELct #&d ERfE S %‘E-I 15t24H O
ACLS mHZ! Z{x{ofl M §rL|ct.

AT

<tfroot>

WAN_Router#

show runni ng-config | sec flow exporter

flow exporter Netflow_Exporter

destination 203.0.113.10



source LoopbackO

transport udp 9996
template data timeout 60

<{froot>

WAN_Router#

show i p route 203.0.113.10

Routing entry for 203.0.113.10/32

Known via "ospf 1", distance 110, metric 22, type intra area
Last update from x.x.x.x on GigabitEthernet2, 02:12:27 ago
Routing Descriptor Blocks:

* X.X.X.x, from 203.0.113.10, 02:12:27 ago, via GigabitEthernet2
Route metric is 22, traffic share count is 1

WAN_Router#

show runni ng-config interface LoopbackO

Building configuration...
Current configuration : 87 bytes

interface Loopback0

ip address 198.51.100.10 255.255.255.255
ip ospf 1 area O

end

WAN_Router(config)#

ip access-list extended netfl ow

WAN_Router(config-ext-nacl)#

permt udp host 198.51.100.10 host 203.0.113.10

WAN_Router(config-ext-nacl)#end
|

WAN_Router#

moni tor capture netflow interface gigabitEthernet 2 out access-list netflow buffer size 10

WAN_Router#monitor capture netflow start



Started capture point : netflow

WAN_Router#show monitor capture netflow buffer brief

# size timestamp source destination dscp protocol

0 166 0.000000 198.51.100.10 -> 203.0.113.10 0 BE UDP

1 166 0.055997 198.51.100.10 -> 203.0.113.10 0 BE UDP

2 166 7.562019 198.51.100.10 -> 203.0.113.10 0 BE UDP

3 166 7.617024 198.51.100.10 -> 203.0.113.10 0 BE UDP

4 166 9.719009 198.51.100.10 -> 203.0.113.10 0 BE UDP

5 166 9.776013 198.51.100.10 -> 203.0.113.10 0 BE UDP
210 4XE HIO|E{E RS EZEH A0 .pcap THLZE MHE 7L HIAE Tto| 167l HI
2 FEe £ QlaLch 2™ CH2 Wireshark®t Z2 13! EAM E2 71x4e} AHM|E| HEE
= UA&LICt
A ZEQo{o| UMIC|E T M ol %

<#root>

WAN_Router#

show nonitor capture netflow buffer dump

0

0000: AABBCCOO 18005254 00B62209 08004500 ...... RT.."...E.

0010: 009863EA OOOOFF1l F121C633 640ACBO0 ..c......!.3d...

0020: 710AC027 270C0084 F2E70009 0002086E ¢g..''.......... n

0030: 9B7A6A2F 2ED40000 07CE0000 01000102 .zj/..eueuuunn..

0040: 0068C000 020BC633 64C80011 O7AFDCAL .h..... 3d.......

0050: 00000002 00000000 00000034 00000000 ........... 4..

0060: 00000001 OOOOO19E C84E6CDC 0000019E ......... NT.....

0070: C84E6CDC CO00020B C63364C8 0011007B .N1...... 3d....{

0080: DCA10000 00020000 00000000 002C0000 ............. ,

0090: 00000000 00010000 O19EC84E 6CF00000 ........... NT..

00AO: O019EC84E 6CFO ...NT.

IHZ! 24X 2ol 2t NetFlow LHELHZ| THZ (cfrows) 0| Bt LEOIAM T EE HHEE MESELICH


https://www.cisco.com/c/ko_kr/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html

e @FIEE QA EN

Delta Source Destination okoco Length s0q
154,51, 184918 2008.8.113.18 0 166 total: 2 (v3) records Obs-Oomain-I0= 256 [Data:Z58]
B 200BB18AG: 198.51. 184,18 Z83.8.113.18 166 total: 2 [vB] records Obs-Desain-TO= 512 [Dota:253]
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<{froot>

WAN_Router#s

how fl ow noni tor MONI TOR | NGRESS cache

Cache type: Normal (PTatform cache)
Cache size: 200000
Current entries: 7
High Watermark: 9

Flows added: 65

Flows aged: 58

- Active timeout ( 60 secs) 4

- Inactive timeout ( 30 secs) 54

IPV4 SOURCE ADDRESS: X.x.X.X

IPV4 DESTINATION ADDRESS: 224.0.0.5
TRNS SOURCE PORT: 0

TRNS DESTINATION PORT: 0O
INTERFACE INPUT: Gi2

IP TOS: 0xCO

IP PROTOCOL: 89

counter bytes long: 100

counter packets long: 1

timestamp abs first: 01:54:53.144
timestamp abs last: 01:54:53.144

2EHA. LHIELWZ| SHE lgict

LHELHZ| 54 S = lgfL

<tfroot>

WAN_Router#

show fl ow exporter statistics

Flow Exporter Netflow_Exporter:
Packet send statistics :

Successfully sent: 0 (0 bytes)



Client send statistics:

Client: Flow Monitor MONITOR_INGRESS
Records added: 0

Bytes added: 0

o

0| €242 flow monitor MONITOR_INGRESS7} 5 & HIO|E{E M3 Mo 2 =& LU FHAIStD US
£ LIEpHLICH it 222 LHELHZ| Netflow_Exporter7t 0 HIZEE ZHHE
&L|C}H

il
2
2
Op>
9.'—'
bal
5

3EHA|. 2t T E|O|Z oM HHE AZES IS LICH

ZEH IP =0 Ciet Z=7t S 2t o2 A=X| EgLICt ol HESXZ EEZX|0
2k Mo 2t 2 0|8 = VRFE 2t H|0|E0| & += /JU&LCt

<tfroot>

WAN_Router#

show i p route 203.0.113.10

% Network not in table

WAN_Router#

show i p cef 203.0.113.10

0.0.0.0/0
no route

<{froot>

WAN_Router#

show i p vrf

Name Default RD Interfaces
A <not set> Lo0

Gil

Gi2

WAN_Router#



show ip route vrf A 203.0.113.10

Routing Table: A

Routing entry for 203.0.113.10/32

Known via "ospf 1", distance 110, metric 22, type intra area
Last update from x.x.x.x on GigabitEthernet2, 00:37:34 ago
Routing Descriptor Blocks:

* X.X.X.x, from 203.0.113.10, 00:37:34 ago,

via G gabitEthernet2

Route metric is 22, traffic share count is 1

WAN_Router#

ping vrf A 203.0.113.10 source | oopback0

Type escape sequence to abort.
Sendi ng 5, 100-byte | CWP Echos to 203.0.113.10, tineout is 2 seconds:

Packet sent with a source address of 198.51.100.10

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/3 ns

WAN_Rout er
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<tfroot>

WAN_Rout er #

show runni ng-config | sec fl ow exporter

fl ow exporter Netflow Exporter
destination 203.0.113. 10

sour ce LoopbackO

transport udp 9996

tenpl ate data tineout 60
WAN_Rout er #

LHELHZ| Almio| 2 & 202 E22 WWELHZ| AI|ado|Mo| VRF o7} ei7| IHEILICH VRF
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<tfroot>

WAN_Rout er #

show runni ng-config | section flow exporter

fl ow exporter Netflow Exporter

destination 203.0.113.10 vrf A

source LoopbackO
transport udp 9996
tenpl ate data tineout 60

5ctAl LHELHZ| TiZ!0] 2 RE{E o|1aiA(Egress)stn U=X| &olgfLct.
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<#froot>

WAN_Rout er #

show nonitor capture netfl ow paraneter



noni tor capture netflow interface G gabitEthernet2 OUT
nonitor capture netflow access-list netflow

nonitor capture netflow buffer size 10

noni tor capture netflow linit pps 1000

<{froot>

WAN_Rout er #

show fl ow exporter statistics

Fl ow Exporter Netfl ow Exporter:
Packet send statistics :
Successfully sent: 7 (576 bytes)

Cient send statistics:

Cient: Flow Mnitor MONI TOR I NGRESS
Records added: 9

- sent: 9

Byt es added: 450

- sent: 450

WAN_Rout er #

show nonitor capture netflow buffer brief

#  size ti mestanmp sour ce destination dscp pr ot ocol
0 114 0. 000000 198. 51. 100. 10 -> 203.0.113.10 0 BE UDP
1 118 31. 873947 198. 51. 100. 10 -> 203.0.113.10 0 BE UDP
2 166 32. 955004 198. 51. 100. 10 -> 203.0.113.10 0 BE UDP
3 166 43.580963 198. 51. 100. 10 -> 203.0.113.10 0 BE UDP
4 166 53. 061993 198. 51. 100. 10 -> 203.0.113.10 0 BE UDP
5 114 62. 480978 198. 51. 100. 10 -> 203.0.113.10 0 BE UDP

Cisco 22l %|2| NetFlow 2X| s{Z&
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<#froot>

WAN_Swi t ch(config-if)#

interface TwentyFi veG gE1/0/1

WAN_Swi t ch(config-if)#

ip flow monitor MONI TOR_|I NGRESS i nput



% Flow Monitor: Failed to add nonitor to interface: Invalid set of fields in nonitor record for wired ir

184, 2LIE FES Sl

<tfroot>

WAN_Swi t ch#

show runni ng-config | section flow nonitor

fl ow nmonitor MONI TOR | NGRESS
exporter Netfl ow Exporter
cache timeout inactive 30
cache tinmeout active 60
record | NGRESS

A ggd deol tigt E22 B2 FHdE AEELICH Ol EXME do7|E 7Y dirx2l
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<#froot>

WAN_Swi t ch#

show runni ng-config | section flow record

flow record | NGRESS
mat ch i pv4 version
mat ch i pv4 protocol

mat ch application nane

mat ch i pv4 destination address
mat ch i pv4 source address

mat ch transport destination-port
mat ch transport source-port

mat ch interface input

match flow direction

collect timestanp absolute first
coll ect timestanp absol ute | ast
col l ect counter bytes |ong
col l ect counter packets |ong



FNF(Flexible NetFlow) £& 2|3 E 2| match application name Z =& AVC(Application Visibility
and Control) #& L{oi| A é%% MAistE O Z2|F0|ME 7|Ec 2 EBfElE AlHstT EF/ 5]
s ArSE L.

0| Z == NBAR(Network-Based Application Recognition) 21 %12 & & 35104 DPI(Deep Packet
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<#root>

WAN_Swi t ch(config)#

interface twentyFiveG gE 1/0/1

WAN_Swi tch(config-if)#

no ip flow nonitor MONI TOR I NGRESS in

WAN_Swi t ch(config)#
no flow nonitor MONI TOR | NGRESS
WAN_Swi t ch(config)#

flow record | NGRESS



WAN_Swi t ch(config-fl owrecord)#
no match flow direction
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<tfroot>

WAN_Swi t ch#s

how fl ow rmoni tor MONI TOR_|I NGRESS statistics

Cache type: Normal (Pl atform cache)
Cache size: 10000
Current entries: 1

Fl ows added: 1
Fl ows aged: O

WAN_Swi t ch#

show fl ow nmoni tor MONI TOR_I NGRESS cache

Cache type: Normal (Pl atform cache)
Cache size: 10000
Current entries: 1

Fl ows added: 1
Fl ows aged: O

| PV4 SOURCE ADDRESS: X. X. X. X

| PV4 DESTI NATI ON ADDRESS: y.y.y.Yy
TRNS SOURCE PORT: O

TRNS DESTI NATI ON PORT: 0

I NTERFACE | NPUT: Twel/0/1

FLOW DI RECTI ON: | nput

I P VERSION: 4

| P PROTOCOL: 89

counter bytes |ong: 708

counter packets long: 7

timestanp abs first: 20:38:23.408
timestanp abs last: 20:39:12.408
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